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Article Info Abstract
Article Type: Objective: The expansion of information and communication technologies and
Research Article children’s increasing access to the internet, social networks, and digital media have

created new opportunities and challenges in education and child development.

Elementary school students, particularly girls, are more vulnerable to cyberspace harms

Arti . . due to their developmental, cognitive, and emotional characteristics. These harms
rticle History: . . f . .

« Received 05/15/2026 include exposure to inappropriate content, internet dependency, cyberbullying,

o Accepted disclosure of personal information, and privacy violations. The present study aimed to

06/16/2026 examine the role of media literacy education in reducing the vulnerability of female
o Published online elementary school students in Sirjan, Iran, in virtual environments. In terms of purpose,
06/21/2026 this study is applied, and methodologically, it adopts a review-based analytical approach.
Methods: The research was conducted through the examination of scientific sources,
previous studies, and valid national and international documents.
Keywords: Results: The findings indicate that media literacy education can effectively reduce
Media literacy, R B ! i . . . . .
Cyberspace students’ vulnerability by strengthening critical thinking, improving information
D?gitalrzfuln’erability evaluation skills, identifying misinformation, observing digital security principles,
Digital security, " protecting privacy, and managing online behaviors.

Elementary students. o clusions: Moreover, cooperation among families, schools, and the educational

system in designing and implementing coherent media literacy programs plays an
important role in promoting children’s digital safety and well-being. Overall, media
literacy education is considered a preventive and necessary strategy for educating aware,
responsible, and capable students in today’s digital society.
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The Role of Media Literacy Education in Reducing the Vulnerability of
Female Elementary School Students in Cyberspace in Sirjan

Fatemeh-Sadat Hosseini Afshar'™'"'] Seyed Ahmad NezhadSajadi®

Introduction

smartphones, and other digital tools has made digital media an integral part of everyday life.
In this context, children and school students represent one of the most significant and
simultaneously vulnerable groups of technology users. From an early age, children are exposed
to digital media and online environments, where they spend considerable amounts of time
engaging in entertainment, games, social interaction, information searching, and educational
activities. While these technologies provide unprecedented opportunities for learning and
access to information, they also expose children to various forms of risk that may not
correspond with their cognitive, emotional, and social developmental levels.

The virtual environment offers numerous educational and communicational benefits; however,
it is also associated with several potential threats. Children may encounter inappropriate
content, interact with strangers, experience cyberbullying, disclose personal information,
develop internet addiction, or be influenced by misleading and manipulative information. Due
to developmental characteristics such as limited abstract reasoning, insufficient critical
evaluation skills, and limited awareness of hidden intentions behind media messages,
elementary school students are particularly vulnerable to the negative consequences of online
environments. Therefore, children’s engagement with digital media is not merely a
technological issue but also a pedagogical, social, psychological, and cultural challenge that
requires structured educational intervention.

Inrecent years, international research has emphasized that improving children’s safety in online
environments cannot be achieved solely through restricting access to digital media. Instead, it
requires equipping children with cognitive, analytical, and ethical skills that enable them to
interact with media in an informed and responsible manner. Within this framework, media
literacy has emerged as one of the most effective educational approaches for reducing users’
vulnerability to digital risks. Media literacy refers to a multidimensional set of competencies
that include the ability to access, analyze, evaluate, interpret, and produce media messages
responsibly. In the digital age, media literacy is closely linked with information literacy, digital
literacy, critical thinking, and digital citizenship.

From a theoretical perspective, media literacy goes beyond the technical ability to use digital
devices. It involves understanding how media messages are constructed, recognizing explicit
and implicit purposes behind media content, evaluating the credibility of information sources,
identifying misinformation and fake news, analyzing advertising strategies, protecting personal
privacy, practicing ethical communication, and participating responsibly in online
environments. Individuals who possess higher levels of media literacy are not passive

! MLA. Student in Sports Pathology and Corrective Exercises, Payame Noor University, Tehran South, Tehran, Iran.

(Corresponding Author) Email: fhosseiniafshar@gmail.com

2 Associate Professor, Department of Physical Education, Faculty of Physical Education, Vali-e-Asr University of Rafsanjan,
Kerman, Iran.


mailto:f.hosseiniafshar@gmail.com
https://orcid.org/0009-0003-2404-8826
https://orcid.org/0000-0002-1844-0595

713 Journal of
P Sport, Education, and Mental Health

ey X
Firoozabad Branch, Islamic Azad University 4 fy / \ :\9
A ' =
/. \

Hosseini Afshar & NezhadSajadi...
consumers of media content; rather, they become active and critical participants capable of
interpreting and evaluating media messages and resisting manipulative or harmful influences.

The importance of media literacy education becomes particularly significant during the
elementary school years, which represent one of the most crucial stages in children’s cognitive,
emotional, and social development. During this period, many behavioral patterns,
communication habits, and value orientations begin to form. Early experiences with digital
media may have long-lasting effects on children’s personality, identity development, and future
behavior. Educational psychology suggests that elementary school students often require
guidance, modeling, and structured instruction to develop the ability to distinguish between
reliable and unreliable information, evaluate messages critically, and regulate their behavior in
digital environments. Therefore, introducing media literacy education at an early stage can
function as a preventive strategy that helps children develop safe and responsible online
behaviors before problematic media habits become established.

In addition to schools, families play a crucial role in shaping children’s media behavior. Parents
act as the primary socialization agents and can significantly influence their children’s digital
habits through supervision, communication, role modeling, and setting appropriate rules for
media use. Research indicates that media literacy programs tend to be more effective when
there is strong collaboration between families and schools, ensuring consistent educational
messages and guidance. Consequently, media literacy education should not be confined solely
to the classroom; rather, it should be implemented through coordinated efforts among
educational institutions, families, and broader cultural and social organizations.

Despite the growing body of research on media literacy and digital safety, many existing studies
have primarily focused on adolescents and young adults or have examined general populations
of internet users. Relatively limited attention has been paid specifically to elementary school
students, particularly girls, whose developmental characteristics and patterns of media use may
differ from those of other groups. Moreover, examining this issue within specific local contexts
can provide valuable insights into cultural, educational, and social factors that influence
children’s vulnerability in digital environments. In Iran, the rapid expansion of internet access,
widespread use of smartphones, and increasing popularity of social media platforms have
intensified concerns regarding children’s exposure to online risks. At the same time, media
literacy education has not yet been systematically integrated into many school curricula, and
several challenges remain, including limited teacher training, lack of structured educational
programs, and insufficient collaboration between schools and families.

Considering these issues, the present study aims to examine the role of media literacy education
in reducing the vulnerability of female elementary school students in the virtual environment
in Sirjan, Iran. The study seeks to explore how media literacy education can enhance students’
awareness, critical thinking abilities, digital safety behaviors, and responsible participation in
online environments

Methodology

From a methodological perspective, this research is categorized as an applied study because its
findings may contribute to the development of educational programs, curriculum design, and
policy initiatives related to media literacy education in elementary schools. The research adopts
a descriptive—analytical and review-based approach. Data were collected through an extensive
review of scientific literature, including scholarly articles, academic books, theses, research
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reports, and official policy documents related to media literacy, digital safety, children’s online
behavior, and elementary education. Relevant sources were identified using key terms such as
media literacy, digital literacy, cyberspace risks, online safety, elementary students, digital
citizenship, privacy protection, and critical thinking. After collecting the relevant sources, the
materials were carefully reviewed, classified, and analyzed based on thematic categories. The
primary analytical method employed in this study was qualitative content analysis. In this
process, key concepts and recurring themes were extracted from the literature and organized
into conceptual categories, including digital risks for children, the role of media literacy in
critical thinking development, digital security awareness, prevention of cyberbullying, and the
influence of families and teachers on students’ media behavior. The analysis aimed to identify
patterns across previous studies and interpret the ways in which media literacy education
contributes to reducing children’s vulnerability in digital environments.

Results

The findings of the study indicate that the presence of elementary school students in digital
environments has increased significantly in recent years. Many children now use smartphones,
tablets, social media platforms, and online games on a daily basis. Although digital
technologies provide valuable educational opportunities, they also increase the likelihood of
children encountering online risks such as cyberbullying, exposure to inappropriate content,
privacy violations, and misinformation. Another important finding is that the level of media
literacy among many elementary school students remains relatively low. Numerous studies
indicate that many students lack the necessary skills to critically evaluate media messages,
distinguish between reliable and unreliable information sources, or recognize hidden intentions
in media content. As a result, they may easily believe misinformation, fall victim to online
manipulation, or engage in unsafe online behaviors. The findings further demonstrate that
media literacy education plays a crucial role in increasing students’ awareness and improving
their online behavior. Students who receive structured media literacy instruction show greater
ability to analyze media messages, evaluate information sources, and make informed decisions
in digital environments. Media literacy education also contributes to strengthening critical
thinking skills, enabling students to question the credibility of information and resist the
influence of fake news and misleading content. Moreover, the study highlights the significant
role of media literacy in enhancing digital security among students. Students who receive
training in media literacy demonstrate greater awareness of privacy protection, password
security, safe communication practices, and potential online threats. This awareness reduces
the likelihood of risky behaviors such as sharing personal information with strangers or clicking
on suspicious links. The results also emphasize the importance of families and teachers in
promoting media literacy. Parental guidance, active communication, and responsible modeling
of media behavior contribute significantly to children’s safe and responsible use of digital
technologies. Similarly, teachers play a key role in integrating media literacy concepts into
classroom activities and fostering students’ critical thinking abilities.

Conclusion

In conclusion, the findings of this study indicate that media literacy education is one of the
most effective strategies for reducing the vulnerability of elementary school students in digital
environments. By enhancing critical thinking, promoting responsible digital behavior, and
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improving awareness of online risks, media literacy education can empower students to
navigate digital spaces safely and responsibly. Therefore, incorporating media literacy
education into elementary school curricula, providing professional training for teachers, and
strengthening collaboration between schools and families are essential steps toward preparing
children for responsible participation in the digital society.

Keywords: Media literacy, Cyberspace, Digital vulnerability, Digital security, Elementary
students.
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Article Message

This study emphasizes the importance of media literacy education as one of the fundamental
strategies for promoting students’ digital safety and well-being. With the rapid expansion of
communication technologies and the increasing presence of children in virtual environments,
empowering students to interact with digital media in an informed and responsible manner has
become increasingly essential. Drawing on the theoretical literature of media literacy and the
findings of related studies, this research examines the key dimensions of media literacy
education, including the development of critical thinking, information evaluation and analysis,
identification of misinformation and fake news, adherence to digital security principles, and
protection of personal privacy. The findings indicate that systematic training in these skills can
effectively enhance students’ awareness and competencies in the safe use of digital media and
reduce their vulnerability to online threats. Furthermore, cooperation and interaction among
families, schools, and the educational system in designing and implementing media literacy
educational programs play a decisive role in promoting a culture of responsible media use and
fostering informed and responsible digital citizens. Accordingly, greater attention by
educational policymakers to integrating media literacy education into elementary school
curricula can serve as an effective step toward preventing cyberspace-related harms and
strengthening children’s digital safety.

Ethical Considerations

The present research is a review—analytical study, and its data were collected through the
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documents. Therefore, no direct intervention involving human participants, questionnaires,
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adhered to the principles of research ethics throughout all stages of the study. These principles
include academic integrity, accurate and proper citation of sources, avoidance of any form of
distortion or selective use of data, honesty in the analysis and interpretation of findings, and
respect for intellectual property rights of scholarly works. Furthermore, efforts were made to
ensure the credibility and reliability of the research findings by using valid and up-to-date
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