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Background and purpose: Information security within financial and banking institutions represents a critical, high-
risk domain where employee behavior serves as a decisive factor in either mitigating or precipitating security
breaches. While technical controls are indispensable, understanding the psychological drivers of compliance is
essential for fostering proactive security habits. This study aims to evaluate the structural impact of psychological
capital (PsyCap) on the formation of information security protection motivation, specifically examining the
mediating mechanism of cognitive threat appraisal among banking professionals.
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isnectort:he Intl:g;igi was selected via convenience sampling. Data were gathered using three standardized psychometric instruments
Psychological measuring psychological capital, threat appraisal, and protection motivation. Structural Equation Modeling (SEM)
g:(g:;lion into based on the Partial Least Squares (PLS) approach was executed using SmartPLS software to validate the direct and
Motivation Theory.  indirect behavioral paths.
Human Resources  Findings: The empirical results indicate that psychological capital exerts a direct, positive, and statistically
?211; rltigly S(18), significant effect on both cognitive threat appraisal and information security protection motivation. Additionally,
threat appraisal was confirmed as a robust direct predictor of protective intentions. Structural path analysis and
mediation testing verified that threat appraisal functions as a significant mediator, channeling a substantial portion of
Publisher: psychological capital's total effect into active, voluntary protection motivation.
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Introduction

In the contemporary digital landscape, information security presents a multifaceted challenge that
transcends purely technical architectures. While firewalls, encryption protocols, and intrusion detection
systems form vital lines of defense, the human element remains a critical vulnerability and a strategic
asset. Emerging scholarship highlights that effective information security requires a balanced integration
of technical controls and behavioral compliance.

Because employees throughout an enterprise must routinely access sensitive information systems,
restricting user permissions excessively can stifle operational efficiency and organizational agility. This
reality leaves organizations exposed to insider risk, where users may intentionally or unintentionally
operate outside the boundaries of IT security protocols. Consequently, an organization’s information
security posture depends on Behavioral Information Security—the human actions and cognitive drivers
that directly impact the availability, confidentiality, and integrity of data assets.

To bridge the gap between employee security awareness and actual compliant behavior, contemporary
research is shifting toward positive organizational behavior. Rather than focusing purely on punitive
measures or human errors, this study introduces Psychological Capital (PsyCap)—an intangible
organizational resource comprising self-efficacy, hope, optimism, and resilience—as a foundational
determinant of proactive security behavior. To model these effects, this study incorporates the
motivational mechanics of Protection Motivation Theory (PMT). While traditional PMT models focus
primarily on cognitive responses to threats, integrating PsyCap addresses a critical theoretical gap:

The Conceptual Integration: Psychological capital acts as a vital internal resource that shapes how
individuals perceive and process external risks. Combining PsyCap with PMT honors the foundational
premise that positive psychological resources enhance an individual's coping capacity without altering the
underlying tenets of protection motivation. Furthermore, this study evaluates the mediating role of threat
appraisal (the perceived severity of and vulnerability to a cyber risk) to understand the cognitive pathway
through which an employee's psychological strengths translate into active information security protection
motivation.

Research Methodology

This study utilizes an applied, empirical research design executed through a descriptive-correlational
survey methodology.

e Target Population and Sample: The study population comprised all N = 1,320$ employees across
Bank Melli branches in Isfahan Province. Employing convenience sampling based on
organizational accessibility, a sample of n = 297 respondents was secured. The sample size was
validated against Morgan’s sample determination matrices to ensure robust statistical power.

e Measurement Instruments: Data were collected using three structurally validated, Likert-scale
instruments:

1. Luthans’ Psychological Capital Questionnaire (PCQ): Adapting dimensions of self-
efficacy, hope, resilience, and optimism.
2. Workman’s Threat Appraisal Scale: Measuring perceived severity and vulnerability.
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3. Posey’s Protection Motivation Questionnaire: Assessing voluntary intentions to safeguard
information assets.

Data Analysis Strategy: Structural Equation Modeling via Partial Least Squares (PLS-SEM) was
executed using SmartPLS software. PLS-SEM was selected for its superior performance in
analyzing complex hierarchical path models, handling latent psychological constructs, and
managing non-normally distributed data profiles. Instrument reliability and validity were
confirmed through Cronbach's alpha, Composite Reliability (CR), Average Variance Extracted
(AVE), and the Fornell-Larcker discriminant validity criterion.

Findings

The structural path analysis revealed significant direct and indirect relationships among the latent
variables, validating the hypothesized psychological path to cybersecurity compliance. The structural
equations and mediation metrics yielded the following statistical relationships:

Independent Mediator Dependent Structural Metric / | Statistical Significance &

Variable Variable Index Result

Psychological — Threat Appraisal | Path Coefficient | Statistically Significant

Capital ($\beta > 03) (Direct Effect)

Psychological — Protection Path Coefficient | Statistically Significant

Capital Motivation ($\beta > 0%) (Direct Effect)

Threat Appraisal — Protection Path Coefficient | Statistically Significant
Motivation ($\beta > 0%) (Direct Effect)

Psychological Threat Protection SVAF = 0.611$ / $Z = | Significant Partial

Capital Appraisal Motivation 3.126% Mediation

Core Empirical Insights:

PsyCap as a Perceptual Filter: Psychological capital exerts a direct, positive impact on an
employee's threat appraisal. This indicates that employees with high self-efficacy, optimism,
resilience, and hope do not ignore risks; rather, they demonstrate a superior cognitive capacity to
accurately recognize the severity of cyber threats and assess institutional vulnerability.

Direct Behavioral Motivation: Higher levels of internal PsyCap directly predict stronger
protection motivation. Empowered employees show a greater baseline intention to adhere to
security policies and avoid risky behaviors.

The Power of Cognitive Mediation: Threat appraisal emerged as a strong predictor of protective
intentions. Crucially, mediation analysis backed by a Sobel test $Z$-statistic of $Z = 3.126% and a
Variance Accounted For index of $VAF = 0.611$ confirmed that threat appraisal partially
mediates the relationship. Substantively, over 61% of the total effect of an employee's
psychological capital on their security protection motivation is transmitted indirectly through the
cognitive mechanism of threat appraisal.

Conclusion

Theoretically, this study extends Protection Motivation Theory by establishing psychological capital as a

critical,

distal cognitive antecedent that drives the threat appraisal process. It demonstrates that positive

psychological resources are foundational in determining how employees evaluate risk. From a practical
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and managerial standpoint, these findings prove that relying solely on technical constraints or dry, policy-
oriented compliance memos is insufficient to build a secure corporate culture. Because human behavior is
heavily influenced by internal psychological states, financial institutions must shift toward a human-
centric security paradigm.

To operationalize these insights within high-risk financial environments like Bank Melli, human resource
and cybersecurity directors should implement the following targeted initiatives:

e Incorporate POB into Security Awareness: Integrate Positive Organizational Behavior (POB)
workshops with traditional cybersecurity drills. Training should simultaneously build technical
threat-recognition skills and boost employees' situational self-efficacy and resilience.

e Design Constructive Threat Communications: Avoid paralyzing, fear-inducing security
compliance messages. Instead, structure threat alerts to frame cybersecurity as a shared,
achievable responsibility, reinforcing employee optimism and proactive problem-solving.

e Utilize Cognitive Conduits for Behavioral Change: Recognize that building an employee's
psychological resilience directly clarifies their risk perception (VAF = 0.611). Security programs
should actively measure and develop psychological capital during routine performance reviews to
maintain a strong human firewall.

In conclusion, cultivating psychological capital provides a cost-effective, sustainable strategy to
strengthen employee threat appraisal and maximize information protection motivation. By intentionally
linking psychological development with cybersecurity education, financial institutions can systematically
mitigate human-induced vulnerabilities and foster a resilient, proactive security culture.
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