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The emergence and rapid development of cryptocurrencies have made the

Original Article existence of cryptocurrency exchanges, whose primary purpose is to

streamline transactions in this field, inevitable. In many countries, these
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of cryptocurrency exchanges in terms of their establishment, operation, and
Keywords: responsibilities in selected legal systems (the EU, the USA and Iran). In this

way, by drawing on the experiences of leading countries, it explains the
Regulation of shortcomings of the Iranian legal system in this field and proposes solutions
for the advancement of the law of cryptocurrency exchanges and has
concluded in Iran, to date, no specific regulation has been enacted that
Exchanges directly addresses the issue of cryptocurrency exchanges. This legal absence
is visible in the manner of licensing cryptocurrency exchanges. As for the
operation of exchanges in Iran, some regulations have been issued that are
Exchange Operation mainly related to the manner of operation and activities of these exchanges
indirectly in detail. Regarding the liabilities of cryptocurrency exchanges, it
seems that apart from their administrative liability (which has been extended
to cryptocurrency exchanges by subsequent regulations) and their criminal
liability (which is subject to the general principles of the country's criminal
regulations), the legislator has largely neglected to address the civil liabilities
of exchanges toward their users in terms of consumer protection.
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1. Introduction

Blockchain-based financial transactions have developed so rapidly that many countries have yet to keep pace. The
relatively steady increase in cryptocurrency prices and the widespread public interest in investing in
cryptocurrencies with the hope of huge financial gains, which has led to an increase in the number of
cryptocurrency exchanges and the expansion of their activities, has compelled various governments, in accordance
with the nature of their governance, to supervise and regulate digital currencies, especially the platforms that
facilitate their transactions (cryptocurrency exchanges), regarding the legitimacy or illegitimacy of these
institutions, the methods of establishment, the limits and boundaries of the activities of these entities, and their
responsibility for the services they provide to their customers on these platforms, to specify and explain their legal
approach. On the other hand, despite the increasing influence of these institutions at the national and international
levels, due to the relatively widespread gap in the field of legal studies and domestic legislation on the subject of
cryptocurrency exchanges, we have sought to study and examine the legal approach of developed countries and
the first world - especially the European Union and the United States of America - towards cryptocurrency
exchanges, and to compare these two legal approaches with Iranian law on this subject, and finally to provide
suggestions for domestic legislators on the supervision and regulation of cryptocurrency exchanges.

This research aims to examine the legal approach of developed countries and the first world (the European
Union and the United States of America) regarding the establishment, activities, and legal, contractual, and civil
liabilities of cryptocurrency exchanges, as well as the challenges and legal solutions of the two aforementioned
legal systems with a comparative look at Iranian law, to ultimately, through the examination of their legal
experiences and comparison of the legal approach of the two mentioned systems, provide suggestions to the Iranian
legislator to improve regulation in this area. Therefore, the main research question is how the legal systems of the
European Union, the United States, and Iran approach the regulation of cryptocurrency exchanges. Based on this,
the sub-questions are formulated as follows: Firstly, what regulations, systems, and conditions are in place for the
establishment of cryptocurrency exchanges in our selected legal systems? Secondly, what rules and regulations
govern the supervision of the activities and services of these exchanges? Thirdly, how are cryptocurrency
exchanges responsible to the relevant authorities and their users? More specifically, what are the criminal,
administrative, contractual, and civil liabilities that these three legal systems impose on cryptocurrency exchanges?
In domestic studies, despite the existence of numerous articles and books on cryptocurrency law, except for a
master's thesis written by Mohammad Shiri-Aatashgah in 2023 on the legal impact of centralized and decentralized
exchanges on the Iranian economy with an emphasis on the economic aspect of cryptocurrency exchanges, no
specific research has been conducted on the law governing cryptocurrency exchanges so far. In the studies of
foreign researchers, most of the research has been on the law of cryptocurrency itself from the perspective of
different countries; although there have also been studies on the regulation of the cryptocurrency exchanges in the
laws of different countries (including Europe and America), which have rarely been comparative studies.

2. Methodology

In this research, we tried to collect and gather information from the primary sources (including laws, regulations,
directives, bylaws, judicial decisions, etc.) and secondary sources (such as books and articles, theses, research
reports, etc.) in scientific research data centers, official and reputable websites, libraries, and similar resources.
From the authors' perspective, the title of the research suggests that first, the legal arrangements for
establishing cryptocurrency exchanges in each legal system should be addressed, and secondly, the framework for
activities and service provision in the selected countries should be explored. The logical order of the research
requires the types of liabilities and guarantees in case the exchanges deviate from the regulations of activity in
these countries; therefore, the legal study of the regulation of cryptocurrency exchanges in the European Union,
the United States, and Iran in these areas has been considered, which is organized under three main titles; the first
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main title is the area of establishment, the second main title is the legal framework for the activities of exchanges,
and the third main title is the types of liabilities of these exchanges, which include criminal, administrative,
contractual, and civil liabilities.

3. Results and Discussion

In the European Union, with the adoption of numerous directives, we witness a precise, comprehensive, and well-
considered legal system regarding cryptocurrency exchanges, particularly in terms of licensing, customer
identification, combating money laundering and terrorist financing, and the manner in which exchanges operate
while identifying and categorizing the types of services they can provide. In the United States, the laws and
regulations governing cryptocurrency exchanges are generally developed and implemented at both the federal and
state levels; at the federal level, the main agencies generally view cryptocurrency exchanges as money transmission
institutions, and at the state level, despite efforts to create a unified legal system for exchanges, we see a diversity
of laws and regulations. Also, due to the common law system of the United States, numerous court cases that have
been brought regarding cryptocurrency exchanges will generally create judicial precedents in similar cases. The
establishment of a regulatory sandbox in Europe and self-regulation in the United States are notable features of
these two legal systems.

In Iran, to date, no specific law or regulation has been enacted that directly addresses the issue of
cryptocurrency exchanges. This legal vacuum is even more palpable regarding the establishment and licensing of
cryptocurrency exchanges, which requires the rectification of the relevant legal deficiencies and, more importantly,
their operationalization. This is a very serious weakness in the law governing exchanges in Iran, which has
practically placed the establishment of exchanges in Iran in a lawless environment and solely subject to the will of
the founders of the exchange. Regarding the manner in which exchanges operate in Iran, some circulars and
guidelines have been issued that are generally indirectly but relatively extensively related to their operation and
activities, which requires, while explicitly stating the laws on the inclusion of financial regulatory regulations on
exchanges and, if possible, notifying the CEOs of these institutions of the regulations governing exchanges, like
European and American legal systems, by properly implementing a "regulatory sandbox" or "self-regulatory"
system, to benefit from these experimental and decentralized institutions in regulating exchanges. In fact, it is
suggested for the Iranian legislator that if it decides to develop comprehensive regulations to oversee the activities
of cryptocurrency exchanges, until its approval, it should apply quick-to-approve but experimental regulations to
exchanges so that, in this way, there is both an opportunity to develop appropriate regulations and to use the
positive or negative feedback of experimental regulations in developing final regulations. However, if the Iranian
legislator decides to enact interventionist regulations to oversee the activities of exchanges, it is recommended that
at least by granting more supervisory power and authority to domestic self-regulatory bodies, such as the Computer
Systems Engineers Association, the Association of Financial Technologies, and the Blockchain Technologists
Association, in the more accurate implementation and execution of this American regulatory system in the law
governing exchanges in lIran, a significant step should be taken towards indirectly supervising Iranian
cryptocurrency exchanges. In addition, the imposition and implementation of income tax regulations on exchanges
and the transactions conducted on their platforms can be fruitful in light of Clause 17 of the general policies of
"resistance economy" announced by the leadership, aimed at reforming the government's revenue system by
increasing the share of tax revenues. Also, given the international nature of digital currency transactions on the
blockchain and the huge investments of Iranian citizens in the digital currency market, regulations should be
enacted and implemented to restrict capital outflows from the country, such as imposing daily deposit limits.
Regarding the liabilities of cryptocurrency exchanges, it seems that apart from their administrative/professional
liability (which, of course, includes cryptocurrency exchanges according to subsequent regulations) and their
criminal liability (which is subject to the general criminal regulations of the country), the legislator's attention to
the contractual and civil liabilities of exchanges towards their users in terms of consumer protection has been
largely neglected, and it is recommended that specific legal mechanisms be created (such as obligating exchanges
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to insure customers' assets or monitoring the system of charging fees by exchanges from users) to protect
consumers (exchange users) - who are considered the weaker party in the exchange-user relationship - through
bodies such as the "Consumer Protection Organization", in order to, while adjusting the unilateral contracts of
exchanges against users, create a reasonable balance between the rights and obligations of exchanges and their
users.

4. Conclusions and Future Research

Overall, it seems that the few domestic regulations that have been developed in the field of cryptocurrency law
have generally been about cryptocurrencies in general and have not been specific to the requirements of
cryptocurrency exchanges. This is why the institution of cryptocurrency exchanges, due to their prominent role in
the world of digital currencies, requires special regulations. Special legislation for the institution of exchanges is
more important than legislation for cryptocurrencies themselves, because, given the centralized nature of
exchanges, these institutions are more amenable to being regulated than cryptocurrencies themselves, which are
typically decentralized. In fact, the domestic legislator has not yet fully considered the high economic potential of
cryptocurrency exchanges and, of course, their potential threats in developing and implementing regulations in
this area, and in this regard, there is still a lot of room for improvement in its legal policy to reach the desired
global level - compared to the first-level legal systems of the world, including the European Union and the United
States of America.
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. Financial Crimes Enforcement Network (FinCEN)

Money Services Business (MSB)

. Securities and Exchange Commission (SEC)

. Alternative Trading System (ATS)

. Commodity Futures Trading Commission (CFTC)

. money transmitter license (MTL)

. Fiat currency

. National Multistate Licensing System (NMLS)

. Uniform Regulation of Virtual-Currency Business Act (URVCBA)
0. Uniform Law Commission (ULC)
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5. NewYork Department of Financial Services (NYDFS)
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. anti-money laundering / counter-terrorism financing (AML/CTF)

Know your customer (KYC)

. anti-money laundering (AML)
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1. Office of Foreign Assets Control (OFAC)
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6. Division of Financial Institutions (DFI)
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1. Bittrex Inc.

2. bitFlyer USA Inc.

3. Bitstamp Inc.

4. Gemini

5. Virtual Commodity Association (VCA)

6. DIRECTIVE (EU) 2018/843 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 30 May 2018 amending Directive
(EVU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing (AMLDS5)
7. sanction

8. Ripple

9. Coin.mx
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2. User Agreement
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4. the American Arbitration Association (AAA)

5. On-chain transactions

6. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation)

Yéo



\f~OgL:...3L:})Lg.3L\\‘SJL~ZLVSuuw_,s‘_;ud”u‘}_,bgmbbwp

ol ysba 55 5 o8Umsanu 5 Mles (sl S oo ki (6wl ol 52 D0 Jlis ol (@stye, 2020, p. 17)
S oLl s b 3 s Dlalls y pls 3 s o 8is (el ol &g, > (Dstbye, 2020, pp. 13-14) W1 s
22 TGS el 3o dis 5 wiaean (ArKypehenko, 2020, pp. 71-72) ol slxsl &11/313,03 [yl Gpolas 31 (S okt
3500 Sty (Codle &by 55 ma) 0B ol Gisbae 31 (S 355 Sl Jlo el 6l 01lS Glagn S 3l eslinud
.(Chu, 2019, pp. 2339-2341)

035 B kil o3, sloml |y mlin B ok o i 01)lS Bsi 5l Solar sl 53 o186 10l 5 abs)l (Bod slapllas 45 s
2ol Sl 28 s e Ole g S (Bsi ol )3 Ul s el o o il 150 b ilo 5 QBUS 0 me G 0l pine
Al o 2l 5 CodS a5 Spgee 535 i Lol o S aen)ly Sl Ol S S318 e
by 55 (55 008 4 b Il Al o Line L3133 Edpime b SIS Stngpr G 55 Ll ke S gime oS ol 0T )
058 T sl (e 5B YT Yasle oo iy ey slial b sl 3 ps3) 5 Comus alin Jsnol o e t0u3ls 0l Bsi > (531513
e il en 03le ) s 53 WWAYINVTY o6 TN AFETVAYIY 65l 550 5 WAY S (S5 2501 oo
A gsiope 03 Boim plls a a (Olam b L3I )8 ade b Blho oola)l B Gliats 12 5 6,00l by 0 a5 oS IV
Lyls STil o Yslel (o515, 3 by 15 93 e

bbbl 351018 2 es)ly Shles 05 e JSysba e Sl s Bsi sler 53 (ol sk 45 S0 o )
:AJS(..:“E Lwd dw

ool SOTL ol 5 o o o 33l50 53 (el o3ma33) GapsBYTY 63le 5o 2 )5 Jolpe 51 o2 Lo ()
b 31 32 Al Ut e A3 51 4 s Sl B 4 (G gmmity A3 3 3) 581 o 51 ST £l S 3e S
5 A5 s o 1) o Jlams slas ) 3 pLalis)lS 5 3l Fo Slads & b 35l sl s b Blo s S Je plredsy
Sl Jandlysinsh 53 s il on o Sl b 5 ooy A3 40 25 Lo 0315 55 JolS Cotal 535 a3 3 il
o O g O el DBl (ol 5 L 310 (5550 3,80 Lo Sl o 12,0350 ) e 45 (31505 8 Lailso 5
4 o) nlnly Sk 0Ll @ Djles Sl g 5 5Se Gl S el e 6558 Dy 5 3 Al
iz Ol l8 4 035 Syl o Jgms La 3o (0T ol 5 s 3l o (s S0n 3050 53 dsy oo

b Sl 3ol Jale (ol 534S 355 oo Doy so 3o & Lotms o180 Syl sl alS 2 s Sllas 31 36 Shlus (o
OB YT BYYA sle g 0io50 (DI Dl e dany g 0 4 (D y 5000l 35 o siemim L O J&1s 53 &Sy ¢ il o ) T 4
gl (Sl Sde Sl gne 0SB Y 5 ) slse 55 5 Sk

WS o 053 T Blsl LB s | ke bl S iete Sl 3o 5l (ol 10128 Sl abls slitul 5 coa (¢
Ot g dlm S m 03linasl 9T 5gmen 3 O e Jlgal Jusl 51 Blysl ol sleel 4 818 5 (Shiri Atashgah, 2022, pp. 71-72)
3o ol 5 0252 e g ol frly s g 5 42 Tty 3Ly ks o sie 0BT (612 5 0 La o (3w 3 (o (i LT o5
Jigel @dlie 5l eslisal S 5l 50350 (Johe 08 YA 83le £3io50 () adleas 51 0L e 2bls 2 Blre Slode oDl Co
0L Sl ebls (Cad by Jo by 1:0) 35 Jye |y (Bline 3 54 45 Sl (5a 0SB YTV 3be 6505 (sLimal) Godbas 31l )8
3,8 Aals dlgal oF ilis Jrdl ol g

1. Ripple Labs
2. Mt. Gox
3. 10U; Acronym for: | owe you
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