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Abstract

Today, emerging technologies have become an inseparable part of
human life. Cyberspace is a new domain from which states,
individuals, and companies can derive significant benefits. At the
same time, existing security threats can penetrate it, or new threats
may emerge within it. As governmental, economic, and essential
public service infrastructures increasingly rely on digital systems,
states find themselves vulnerable to escalating cyber threats. The
central question is whether international law—particularly Article 2,
paragraph 4 of the United Nations Charter regarding the prohibition
of the use of force, and Article 51 on the right to self-defense—can
be applied to cyberattacks. In response, this study tests the
hypothesis that the unique characteristics of cyberspace, which
distinguish it from the physical domain, pose fundamental challenges
to the application of existing international law. This research
analyzes the main legal obstacles and emphasizes the necessity of
establishing a binding international legal framework governing
states’ cyber activities. Such a comprehensive legal system should be
compatible with the evolving nature of cyber operations while being
sufficiently explicit and precise to effectively regulate them.
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1. Convention on Cybercrime (also known as the Budapest Convention), Nov. 23, 2001, ETS No.
185, and the Additional Protocol to the Convention on Cybercrime Concerning the
Criminalization of Acts Committed through Computer Systems, Jan. 28, 2003, ETS No. 189.
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