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Abstract

Today, with the advancement of technology and its close integration
with people’s daily lives, terrorism has extended its activities into
cyberspace to exploit its unique characteristics for the expansion of
its operations. In contrast, since states have not reached a consensus
on a unified definition of terrorism, and consequently cyber
terrorism, there exists a gap in effective and comprehensive criminal
laws, especially at the international level. As a result, countries have
currently turned to drafting laws of a protective and preventive
nature to counter these attacks. At the regional level, particularly in
Europe, significant measures have been undertaken that can serve as
models for replication and expansion at the international level.
Analysis of these actions indicates that the creation of specialized
organizations and teams, development of military and security
capabilities, cooperation with other countries and engagement with
the private sector, specialized training, and the deployment of
advanced equipment are among the measures implemented to
confront and prevent cyber-terrorist attacks, yielding positive results.
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4. Network and Information Security (NIS)


http://www.enisa.europa.eu/

YEEQ 16408 Glinnoj € b5,lais 00 5,93 ¢ sogac g Hlelllo dolibial P ot 30/ wenitlylio 43 g ) 2 loi] HlolB)

a0 Gugoiemy Olebl 9 hed (0gmunes YO BV Jlo jhad Jlos byl &bl gyl
2 A5 0 G Jeddlygied padi 4 e oy cpl g 2ol )8 Coy 090 a1y sddz lae
ool Ca )l g aials £ = ) dlge canl o3le YY1 ISt Joudlygiwd ol el s a4y Yo 8 <o
Pl xo izmad 5 (6390 Bloas slaygilul alulid dipej )3 it (gjlodlid dlex 1)
9 8Sumd Cagal )3 gude 5o-iS pa L5 3590 (o Slagzyle Ve = Vslge led S i |y 50
e sl 3 Sl s 5] e gl o) S g g |y V] sl
Moml 55 9 s FomelS (Shtel ol (iSly (Sl g (o pHod Clelie i g (o 3yl) S
2 &S (olge Cunl 0ad SLINY LYY lgs (3 05304 9 pow Juad )3 £\ puusilSo (55 San 05,5
g Laygl ol (olym 1y ainls SluyeMbl g (el clajls e ian (VA = VF) cowl oasl ol

Yo 9V 0lgs j0 luwyeMbl Koy g s lusbiw] o pdy A8 o (i ymi Jluzwd Gloss B aiasdl)]
Markopoulou et al., ) $54, g0 deluisn slae ()31 Jold YV = YV dlge coles 55 D95 o (o)
DY Jlo amseS 53 iy Joallysiwd pl dd pisio YoV (Ve 0 s 45l (2019: 2
dnely 3 dlatel g Sl Coygll (glpm (6598 pladl dsliyy 53,05 55505 (BT 5 gyt 0 &S
(Naqvi et al., 2022: 54) &S o iy 1y SleMbl

S b (opasay i Busly S5 oy &y iy 3 (alig] g YT+ g
25 Dloe 58,5 e L) «oledbl g aSid st Josllygiwod? (il VA 08 ()low:
Ol 38t s e slmo o el (]38l acS b el Olagas sl ) )8 dlgdidy
5aslod 5 ypmeseS Laussy (S jntie sl &) (slial, )5 a8l 1l 48 e lolie (el 5l cloladl
L gl o) 3ol (g pml ool 3l lis b ool Gl 5 4yl sal 3 apdbul e
5 Emlo Slaies hlio )3 L)l e (6pll taldl Gum b L)l (glsd 5 el 4 "¢l
SYyo0 4 dagi b Jliomd 9 Seig sl Gloss Sl lacS b 5 Jelio o (g e (gie0 b il 39
Yog pl Gl

Loyl CygammS Vo VA yualwd )3 gy iy 381 )3 €Lugyl Lo gyl el (il i
2 9 Sy Cmlw Slel 6l ogad 53 (ol 38155 4 L)l Ll cyed 5 L)l Gl
5oy Yo Byl Loyl &0l (glyads 00,8 Coguad |) T« g ymles el (6B Loyl oladyl VeV po)lo
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2. European Union Cybersecurity Strategy for the Digital Decade

3. European Council Conclusion Draft EU, council conclusion.2021.p.1

4. Cyber security law

5. https://ec.europa.eu/commission/news/cybersecurity-act-2018-dec-11_en
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1. EU Counter-Terrorism Coordinator

2. llkka Salmi

3. https://www.consilium.europa.eu/en/policies/fight-against-terrorism/counter-terrorism-coordinator/
4. European External Action Service (EEAS)
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. The EU's Cybersecurity Strategy for the Digital Decade

. https://data.consilium.europa.eu/doc/document/ST-6722-2021-INIT/en/pdf

. Security Operation Center (SOC)

. Cyber Security Incident Response Team (CSIRT)

. Information Sharing and Analysis Centers (ISAC)

. European Quantum Communication Infrastructure (EuroQCI)

. European Union Governmental Satellite Communications (GOVSATCOM)

. https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/europes-digital-
decade-digital-targets-2030_fr

. European Parliament resolution of 10 June 2021 on the EU’s Cybersecurity Strategy for the Digital
Decade (2021/2568(RSP)) https://www.europarl.europa.eu/doceo/document/TA-9-2021-
0286_EN.html#ref_1_1

10. Forum international de la cybersécurité (FIC)
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1. EU digital single market
2. https://www.europarl.europa.eu/doceo/document/TA-9-2021-0286_EN.html
3. Global Terrorism Database (GTD)
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