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Abstract

Introduction: While considerable research has explored cyberbullying (CB) and its related factors, including moral
disengagement (MD), moral identity (MI), and individual characteristics, the interplay of these elements remains
underexplored, particularly among Iranian English as a Foreign Language (EFL) learners.

Material and Methods: Through proposing a new moderated-mediation model, this study investigated the mediating role of
Ml in the relationship between MD and CB, and the moderating role of artificial intelligence self-efficacy (AISE) in these
connections. Applying a stratified random sampling, data were collected from 600 Iranian EFL learners using four standard
questionnaires.

Results: The findings suggest that Ml mediates the connection between MD and CB, while AISE moderates these relationships,
highlighting the importance of fostering MI and responsible Al tool use in EFL contexts to mitigate CB.

Conclusion: The present investigation enhanced students' awareness of CB and fostered a culture of responsible digital
citizenship, ultimately contributing to safer online learning environments. The implications suggested interventions and
educational strategies designed to cultivate a more ethical and digitally responsible learning environment, finally reducing the
prevalence of CB among EFL learners.
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INTRODUCTION

The digital era has facilitated communication and
learning opportunities but has also increased the
risks of negative online behaviors, particularly
CB, which describes the use of digital platforms
to harass or intimidate others and has become a
global issue among adolescents [1-2]. Unlike
traditional bullying, which occurs in physical

spaces, CB follows victims into their private lives
through online platforms and mobile devices,
with anonymity and ease of access intensifying
the problem. The psychological consequences of
CB are severe, often resulting in distress,
depression, and even suicidal ideation. This
highlights the urgent need for comprehensive
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interventions and awareness programs, especially
in schools [3].

CB is particularly relevant in EFL settings, where
students might engage in it for fun or to express
emotions, sometimes as language play or
exaggeration. Students with lower English
proficiency are particularly vulnerable to both
perpetrating and experiencing CB, necessitating
targeted interventions for this group. The rise of
social media and technology has made CB more
common, making it essential to understand its
underlying causes [4, 5].

A key psychological concept for understanding
CB is MD, which involves ignoring moral
standards to justify harmful actions [6-9].
Research consistently demonstrates a positive
association between MD and CB perpetration,
with MD reducing feelings of guilt and self-
accusation among perpetrators [7, 8]. Factors
such as low agreeability, distracted parenting, and
problematic social media use are linked to higher
MD and increased CB [10-12]. Additionally, dark
triad personality characteristics (traits like
narcissism and psychopathy) were directly
related to CB, with MD mediating this
relationship.

On the other hand, MI, which refers to how much
individuals define themselves by their moral
values, serves as a protective factor against CB. A
robust MI can moderate the impact of MD on CB,
reducing the likelihood of such behaviors.
Therefore, interventions that promote MI are
crucial for combating CB. MI also moderated the
effects of anger on CB and could be influenced by
factors such as friends’ MI and school climate.
Childhood psychological maltreatment is linked
to increased CB and MD, highlighting the
broader implications of these constructs [13,14].
Another important factor is AISE, which is the
belief in one’s ability to effectively use Al
technologies. AISE was positively correlated with
trust in automated technology and positive
attitudes toward AI. AISE likely moderates the

relationship between MD and CB, as those with
high AISE may be more aware of the
consequences of their online actions and more
likely to use AI responsibly [15-17]. In regulated
digital environments like Iran, higher AISE was
associated with greater adoption of digital tools
such as VPNs, which might mediate CB
dynamics. Using AI to combat CB raises concerns
about youth perceptions and rights, emphasizing
the need for their involvement in designing these
interventions. Self-efficacy beliefs are crucial in
mediating problem-solving behaviors, further
underscoring the importance of AISE.

Despite extensive research on CB and its
contributing factors, including MD and MI, there
is still a lack of understanding of how these
factors interact among Iranian EFL learners.
While studies have explored MD’s role in CB
across cultures [18-20] and the protective effects
of MI, few have studied the combined effect of
MD and MI in the Iranian EFL setting. The
potential moderating role of AISE, despite its
correlation with technology acceptance [16, 17],
is also underexplored in relation to CB,
particularly within this specific cultural and
educational setting.

Cultural factors also play a role in CB dynamics.
In Iran, issues like language anxiety, cultural
norms, and digital skills influence online
behavior. Iran’s strict internet policies and
collectivist culture can foster environments
where cyber aggression becomes a coping
mechanism and bystander inaction is more
common compared to Western contexts [21].
Social Cognitive Theory offers the theoretical
framework for this investigation, suggesting that
individuals can engage in harmful behaviors like
CB by changing their moral standards through
MD. MD allows for the justification of harmful
actions, especially in anonymous online
environments. Including MI as a mediator
emphasizes how self-concept affects moral
engagement, while AISE as a moderator suggests
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that confidence in using AI responsibly can
reduce the negative effects of MD on CB [22-24].
This framework aligns with the theory’s emphasis
on how personal factors, behavior, and
environmental elements collectively shape moral
decision-making and conduct.

Given the relationships found in previous
research [1-30], the present study investigates a
model where MI mediates the link between MD
and CB among Iranian EFL learners, and AISE
moderates the relationships among MD, MI, and
CB. The model posits that MI mitigates the effects
of MD on CB, while high AISE may weaken the
MD-CB link and strengthen MI’s protective
influence. This approach addresses gaps in the
literature by examining the complex interplay of
MD, MI, and AISE in predicting CB within a
specific cultural and educational context,

Moral disengagement

Figure 1: The Proposed Moderated-Mediation Model

MATERIAL AND METHODS

This research utilized a quantitative, cross-
sectional design to investigate the relationships
between MD, MI, AISE, and CB among Iranian
EFL learners. Data were collected through a
survey questionnaire administered to a sample of
600 EFL learners across five provinces in Iran.
The questionnaire comprised established scales
measuring MD, CB experiences, MI, and AISE.
Following data collection, statistical analyses,
including mediation and moderation analyses,
were conducted using appropriate software to
test the hypothesized relationships. The
subsequent sections will provide detailed
information on the participants involved in the

Moral identity

providing a novel understanding of the factors
underlying CB among Iranian EFL learners.

Hypothesis 1: Moral identity (MI) will mediate
the relationship between moral disengagement
(MD) and cyberbullying (CB) among Iranian
EFL learners.

Hypothesis 2: AI self-efficacy (AISE) will
moderate the relationship between moral
disengagement (MD) and moral identity (MI)
among Iranian EFL learners, such that the
relationship is weaker for those with high AISE.
Hypothesis 3: AI self-efficacy (AISE) will
moderate the relationship between moral identity
(MI) and cyberbullying (CB) among Iranian EFL
learners, such that the relationship is weaker for
those with high AISE.

Cyberbullying

study, the specific instruments used, the data
collection procedure, and the data analysis
techniques employed [31, 32].

Participants

The current research project was conducted
across five distinct provinces of Iran: Tehran,
Razavi Khorasan, Ardabil, Golestan, and
Khuzestan. Participants were selected through a
stratified random sampling method, ensuring
that the sample accurately represented the diverse
stratified population of learners in Iran. Data
collection involved a total of 600 EFL learners,
encompassing both male and female participants.
Table 1 presents the demographic information of
the participants involved in this study. As
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illustrated in the table, the number of female
participants (N=381) exceeded that of male
learners (N=219).

Table 1: Demographic Information

Participants Frequency

Female 381

Male 219

Total 600
Instruments

Moral Disengagement Scale

To evaluate MD among participants, researchers
used the Online Moral Disengagement Scale,
developed by [33]. The mentioned tool consists of
8 items, each capturing a distinct mechanism of
MD, such as rationalizing online behaviors or
downplaying their severity. Participants respond
based on a five-point Likert scale, from "strongly
disagree" to "strongly agree." The mentioned tool
is reliable, with a Cronbach's alpha of 0.81, and is
effective in assessing MD mechanisms, helping to
understand how individuals justify harmful
online behaviors. For example, "I often justify my
online actions by comparing them to worse
behaviors" illustrates rationalization, a key
mechanism of MD. This scale supported the
study of MD in online contexts, where
mechanisms like anonymity and disinhibition
could facilitate harmful behaviors [33].
Cyberbullying Questionnaire

To assess CB experiences among Iranian EFL
the Cyber-
Experience

learners,  researchers used
Bullying/Victimization

Questionnaire consisting of 24 items and
developed by [34]. This tool evaluates the
prevalence and impact of CB, employing a five-
point Likert scale from “strongly disagree" to
“strongly agree." This tool demonstrated strong
internal consistency with a high Cronbach's
alpha, indicating robust reliability. In their
research, its validity was supported by a two-
factor model confirmed through Confirmatory
Factor Analysis (CFA), with good fit indices such

Percent
63.5
36.5
100

as a Comparative Fit Index (CFI) of 0.96 and a
Root Mean Square Error of Approximation
(RMSEA) of 0.088. For example, "I have been
mocked online by someone" illustrates a direct
CB experience, while "Someone has spread
rumors about me online" represents an indirect
form of CB. This validated tool aids in
understanding and mitigating the effects of CB
among adolescents [34].

Moral Identity Questionnaire

To examine the MI of EFL learners, researchers
used the Moral Identity Questionnaire (MIQ),
having 20 items and developed by [24]. This
instrument assesses two key components of
MI: moral self, which reflects how important
moral principles are to an individual's self-
concept, and moral integrity, which focuses on
acting in accordance with one's moral principles.
For example, "Being honest is a fundamental part
of who Iam" illustrates moral self, while "T always
try to act in ways that align with my moral values”
demonstrates moral integrity. The MIQ is a
reliable tool, using a 6-point Likert scale and
showing strong internal consistency with a
Cronbach's alpha coefficient of 0.87 [24].
Artificial Intelligence Self-Efficacy Scale

To analyze participants’ AISE, this study applied
the Artificial Intelligence Self-Efficacy Scale
developed and validated by [35]. The AISES is a
22-item instrument designed to measure the
extent to which an individual feels capable of
using Al technologies and products proficiently.
Participants respond to the items based on a
seven-point Likert scale, classifying from
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“strongly disagree" to "strongly agree." Four
various components make wup the scale:
assistance,  anthropomorphic  interaction,
comfort with AI, and technological skills.
For assistance, an example item might be, "I
believe Al tools can effectively help me complete
tasks more efficiently."
Regarding anthropomorphic  interaction, a
sample item could be, "I feel comfortable
communicating with AI systems that mimic
human conversation." To assess comfort with Al,
a representative item might be, "I am not worried
about using AI in my daily life." Finally,
concerning technological skills, an example item
could be, "I have the essential technical skills to
effectively use AI applications." The AISES
demonstrated good fit, reliability, convergent
validity, discriminant validity, content validity,
and criterion-related validity [35]. Moreover, the
scale exhibited the validity through a positive
correlation with motivated learning behaviors,
making it a useful tool for assessing AISE.
Procedure

To gather the necessary data for this study, a total
of 600 EFL learners were invited to participate by
completing the relevant scales after providing
demographic information. Prior to participation,
all learners gave informed consent to ensure
adherence to ethical standards throughout the
research process. Measures were taken to ensure
participant confidentiality and anonymity.
Ethical approval was obtained from both the
Hakim Sabzevari University Ethics Committee
and the Ministry of Education's Ethics
Committee across five Iranian provinces: Tehran,
Razavi Khorasan, Ardabil, Golestan, and
Khuzestan, prior to the data collection process.
Our study acknowledged the importance of
ethical approval and informed consent but
recognized a need for enhanced participant
protection measures. Given that recalling
experiences related to CB can evoke emotional
distress and anxiety [29], we proposed integrating

debriefing sessions and offering psychological
support to participants who may experience
distress. To mitigate risks further, we ensured
strict anonymity in survey responses and
employed indirect questioning techniques to
safeguard participants' well-being [36].

Data collection was conducted over several weeks
paper-based
questionnaires to maximize accessibility for

using  both  online and

participants. Online surveys were distributed via
Google Forms, with links shared through the
Shad school messaging system. Paper surveys
were available for those preferring traditional
methods or lacking reliable internet access.
Participants received clear instructions verbally
and in writing, emphasizing the importance of
honest responses and confidentiality. They were
also informed of their right to withdraw from this
project at any time, with assurances of
maintaining procedural autonomy and avoiding
negative consequences. Ethical authorization was
secured from the Ministry of Education in Iran,
and permission was secured from the identified
EFL learners as well as their guardians.
Anonymity was maintained by assigning unique
identifiers to each questionnaire, allowing
responses to be analyzed while preserving
privacy.

To enhance the feasibility of collecting data from
600 Iranian EFL learners, our study implemented
strategies to minimize dropout rates. Recognizing
that lengthy and complex surveys can lead to
participant  fatigue [37], we employed
engagement tactics such as offering small
incentives like digital certificates or educational
resources, and utilizing shorter, more interactive
survey formats [38]. Additionally, we scheduled
follow-ups with non-respondents to mitigate
attrition and improve data quality. By optimizing
survey design and incorporating participant-
friendly features, we aimed to maintain high
participation rates throughout the study.
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The study utilized several tools to assess different
aspects of the participants. The Moral
Disengagement Scale, developed by [33], was
used to evaluate MD. The mentioned instrument
by [34] assessed CB experiences. The MIQ by [24]
evaluated MI. Lastly, the Artificial Intelligence
Self-Efficacy Scale by [35] measured participants'
perceived self-efficacy in using AI technologies.
Data Analysis

To explore the trends and characteristics of each
variable, a detailed descriptive statistical analysis
was conducted. This involved calculating key
statistics such as the mean, standard deviation,
and the range of item averages, including
minimum and maximum values. Additionally, a
correlation analysis was applied to investigate the
relationships between MD, CB, M1, and AISE. To
provide deeper insight into these relationships,
AMOS 26 and the PROCESS macro in SPSS
version 26 were used for mediation and
moderation analyses. This analysis aimed to
uncover the complex interactions between the
variables, providing insights into their
interdependencies [31,39].

Prior to the main analysis, CFA was conducted to
evaluate the convergent and discriminant validity
of the measurement instruments used in the
study. Furthermore, the internal consistency of
these measures was evaluated using Cronbach’s
alpha, with a reliability threshold of 0.7, as
suggested by [32]. This rigorous approach
ensured that the measurement tools were both
valid and reliable, establishing a solid foundation
for subsequent analyses. In this regard, [39] used
the MLE approach to ensure methodological
precision. The model fit indices met or exceeded
standard thresholds (e.g., the Goodness-of-Fit
Index or GFI, the Normed Fit Index or NFI, the
Incremental Fit Index or IFI, CFI > 0.9; RMSEA
< 0.06), supporting the study's objectives with a
comprehensive analytical framework.

Table 2: Validation of indices for each scale

By employing these statistical methods, the study
sought to guarantee the precision and
dependability of the results, thereby contributing
to a deeper knowledge of the variables under
investigation. The combination of descriptive
statistics, correlation analysis, mediation, and
moderation analyses provided a comprehensive
framework for exploring the complex dynamics
between MD, CB, MI, and AISE among Iranian
EFL learners.

RESULTS
At the outset of the analysis, Harman's single-
factor test was employed to assess the potential
for common method bias (CMB) in self-report
data, following the approach suggested by [36].
The results showed that the primary factor
explained just 35.41% of the total variance,
suggesting that CMB is unlikely to be a significant
concern. This outcome indicated that each
measure effectively captured unique aspects of its
respective construct, without being unduly
influenced by biases related to social desirability.
The present examination validated its scales by
conducting the CFA analysis on each set of items.
The reports indicated that the MD Scale, with 8
items, achieved a CFI of 0.946, a GFI of 0.957, and
an RMSEA of 0.048. The CB Questionnaire,
comprising 24 items, showed a CFI of 0.971, a
GFI of 0.989, and an RMSEA of 0.045.
Meanwhile, the MI Questionnaire, consisting of
20 items, had a CFI of 0.968, a GFI of 0.947, and
an RMSEA of 0.049. Additionally, the Artificial
Intelligence Self-Efficacy Scale, with 22 items,
demonstrated a CFI of 0.973, a GFI of 0.952, and
an RMSEA of 0.041. These results generally align
with the criteria for good model fit (CFI > 0.9,
GFI > 0.9, RMSEA < 0.06), supporting the validity
of all scales in structural equation modeling
(SEM) contexts (Table 2).

Scales number of items CFI GFI RMSEA
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Moral Disengagement Scale 8
Cyberbullying Questionnaire 24
Moral Identity Questionnaire 20
Artificial Intelligence Self-Efficacy Scale 22
Total 74
Acceptable fit indices

Preliminary Analysis

The table data can be statistically reported as
follows: The dataset included four components,
MD, CB, MI, and AISE, with each having a
sample size of 600. The skewness values ranged
from -0.1 to 0.2, indicating relatively symmetrical
distributions. Kurtosis values were between 1.5
and 1.9, suggesting slightly platykurtic
distributions. The mean scores varied
significantly across components, with MD at

Table 3: Descriptive statistics

Components N Skewness
Moral Disengagement (MD) 600 0.2
Cyberbullying (CB) 600 |01
Moral Identity (MI) 600" % O
Al Self-Efficacy (AISE) | 600%, o Ot
SEM Analysis

Mediation Analysis (Hypothesis 1)

Addressing the first hypothesis, the SEM model's
overall fit to the data was assessed using several
indices, as presented in Table 4. The model
demonstrated acceptable fit based on the
established criteria: The P(chi-square) value was
0.17 (> 0.05), indicating a non-significant
discrepancy between the actual and estimated

Table 4: Goodness of fit indices

P(chi-square) GFI NFI
Acceptable fit >0.05 >0.9 >0.9
Model 0.17 0.945 0.973

Furthermore, Table 5 presents the direct and
indirect effects from the SEM analysis. Regarding
direct effects, MD had a significant negative effect
on MI (B = -0.21, p < 0.001, 95% CI [-0.31, -
0.41]). MI also exhibited a considerable negative

0.946 0.957 0.048
0.971 0.989 0.045
0.968 0.947 0.049
0.973 0.952 0.041
>0.9 >0.9 <0.06

18.4, CB at 65.7, MI at 78.3, and AISE at 89.2.
Standard deviations are 2.2 for MD, 5.7 for CB,
4.6 for MI, and 6.5 for AISE. Correlations
between  components  show  significant
relationships, with notable correlations between
MD and CB (r = -0.7), MD and MI (r = 0.6), and
Moral Disengagement and AISE (r = -0.4). These
findings align with the principles outlined by [32]

for interpreting statistical data in psychological

research.
Kurtosis Mean SD 1 2 3
184 2.2 -
o 65.7 57 04 -
cy B TR 46 0.6 | -03%* | -
892 65 07 0.5 | 04%

covariance matrices. The GFI was 0.945 (> 0.9),
the NFI was 0.973 (> 0.9), the Incremental Fit
Index (IFI) was 0.979 (> 0.9), and the CFI was
0.936 (> 0.9). Additionally, the RMSEA was 0.042
(<0.06). Regarding [39], these indices collectively
suggested that the proposed model adequately
represented the interconnections among the

variables.
IFI CFI RMSEA
>0.9 >0.9 <0.06
0.979 0.936 0.042

effect on CB (B = -0.42, p < 0.001, 95% CI [-0.47,
-0.79]). Also, MD had a meaningful direct effect
on CB (B = 0.20, p < 0.001, 95% CI [0.30, 0.60]).
The indirect effect, representing the mediation of
MI, was also significant (B = 0.15, p < 0.001, 95%
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CI [0.08,0.15]), indicating that MD influences CB
through its effect on ML In summary, all the
effects examined were statistically significant and

Table 5: Direct and indirect effects of SEM analysis

Path B SE
Direct Effects

MD->MI -0.21 0.05
MI>CB -0.42 0.05
MD-CB 0.20 0.05
Indirect Effects

MD->MI->CB 0.15 0.02
Total Effects

MD-CB 0.63 0.05

Moderation Analysis (Hypotheses 2 & 3)
Regarding [31] and based on Figure 2, which
illustrates the moderation of AISE in the
relationship between MD and MI (Hypothesis 2),
the data suggested that AISE moderated this
association. As shown in Figure 2, the interaction
term between MD and AISE significantly
moderated the effect of MD on MI (b =-0.08, p <
0.01, 95% CI [-0.12, -0.04]), suggesting that AISE
moderated the direct link between MD and ML
Specifically, for Iranian EFL learners with high
AISE, the relationship between MD and MI
appeared to be weaker compared to those with
low AISE. This was evidenced by the less steep
slope of the "High AISE" line relative to the "Low
AISE" line, indicating that as MD increases, the
corresponding increase in MI is less pronounced
for individuals with high AISE.

Concerning Figure 3 and the recommendations
by [31], Hypothesis 3, which posited that AISE
moderates the link between MI and CB among
Iranian EFL learners, appeared to be supported.

supported, as registered in the "Decision” column
of the table.

95% CI p Decision
[Lower bound; Upper bound]
[-0.31; -0.41] <0.001  Supported
[-0.47; -0.79] <0.001  Supported
[0.30; 0.60] <0.001  Supported
[0.08; 0.15] <0.001  Supported
[0.81;0.91] <0.001  Supported

As shown in Figure 3, the interaction term
between MI and AISE significantly moderated
the effect of MI on CB (b = -0.15, p < 0.001, 95%
CI [-0.08, -0.22]), suggesting that AISE
moderated the direct link between MI and CB.
The dashed line, representing high AISE, showed
aless steep negative slope than the solid line,
representing low AISE. This indicated that as MI
increases, CB decreases more rapidly for
participants with high AISE compared to those
with low AISE. To explain explicitly, high MI
lessens the impact of MD on CB. Also, high AISE
weakens the MD->MI link and enhances the
MI>CB protective effect. In other words, the
relationship between MI and CB is weaker when
AISE is high. This supports the idea that high
AISE strengthens MI's ability to protect against
CB. Thus, the relationship between MI and CB
was weaker for those with high AISE, suggesting
that high AISE enhances the protective effect of
MI against CB, supporting the hypothesis as

originally predicted.
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Moral Identity

Moral Disengagement

- e Low AISE

High Al SE

Figure 2: The moderation of Al self-efficacy in the relationship between moral disengagement and moral identity
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Figure 3: The moderation of Al self-efficacy in the relationship between moral identity and cyberbullying (H3)

DISCUSSION

This study investigated the intricate relationships
between MD, MI, AISE, and CB among Iranian
EFL learners. The findings strongly supported the
proposed moderated-mediation model,
emphasizing the crucial role of MI in mediating
the connection between MD and CB, with AISE
acting as a significant moderator in these
dynamics.

The first hypothesis predicted that MI would
mediate the relationship between MD and CB,
and this was confirmed. This corresponds with
earlier findings underscoring the protective role
of a strong MI in mitigating CB behaviors [9,14].
Iranian EFL learners who defined themselves
through moral traits and values are less likely to
engage in CB, even when prone to MD. This
supports studies showing that MI helps reduce

the negative effects of MD on CB [15]. In line with
[27], this study highlighted the broader impact of
MI on online behaviors, as MI partially mediates
the link between moral perfectionism and online
prosocial behavior. Furthermore, the finding that
self-other overlap helps predict positive online
behavior through empathy and MI shows how
important MI is for good online interactions [28].
The second hypothesis stated that AISE would
moderate the relationship between MD and MI,
and this was also confirmed. This indicated that
the negative impact of MD on MI was lessened
when individuals had high confidence in their Al
abilities. EFL learners with high AISE might be
more aware of the ethical implications of their
online actions, strengthening their MI even when
facing situations that might otherwise lead to
MD. This supports findings that show AISE is

International Journal of Ethics & Society. 2026;7(4): 65-78
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linked to a greater tendency to trust automated
technology and have a positive attitude toward Al
[16].

The third hypothesis proposed that AISE would
moderate the bond between MI and CB, and this
was confirmed. As shown in Figure 3, the
interaction  term  between @ MI  and
AISE significantly moderated the effect of MI on
CB, indicating that AISE influences the strength
of this relationship. This means thatas MI
increases, CB decreases more modestly among
students with high AISE compared to those with
low AISE. When AISE is high, the relationship
between MI and CB becomes weaker, supporting
the idea that AISE can dampen the influence of
MI on CB in some pathways. At the same
time, high AISE supports the protective role of
MI through other mechanisms, such as reducing
MD's impact on MI, which helps explain the
complex moderating role of AISE.

Discussing these findings using Social Cognitive
Theory helps us understand how personal,
behavioral, and environmental factors interact in
CB. According to the stated framework, EFL
learners learn and adopt behaviors through
observing others and their own experiences [22].
The moderating role of AISE suggested that
confidence in using Al responsibly could enhance
MI and reduce the likelihood of CB by promoting
ethical online behaviors. This aligns with the
theory's focus on how personal factors (like MD
and MI) and environmental influences (like
social norms and technology use) shape behavior
[22,40]. By incorporating Al education into
moral development programs, educators can
foster a culture of responsible technology use,
which is crucial for mitigating CB among EFL
learners. This approach supports the theory's
principles by addressing both personal and
environmental factors to prevent bullying
behaviors [6,41].

Compared to previous research, this study made
a significant contribution by demonstrating the

moderation of AISE in the relationship between
MI and CB, particularly within the Iranian EFL
context. While prior research has explored the
role of MD in CB across different cultures [18-20]
and the protective effects of MI [9,14], this study
added novel insights into the moderating
influence of AISE. The research also addressed
the gap identified in the literature review by
discovering the combined effect of MI and AISE
within a novel moderated-mediation model,
building upon the work of [5] in identifying CB
actions and proposing anti-CB frameworks.
Moreover, the findings by [42] on the
“responsibility gap” in Al relate to our outputs by
emphasizing the need for human agency in
ethical technology use. Another study identified
various moral damages caused by students'
lifestyles influenced by cyberspace, including
social, educational-cultural, political, security,
psychological, and  physiological  harms.
Addressing these identified damages is essential
for mitigating their impact and promoting
responsible use of cyberspace [43]. Also, the study
reveals that Allameh Tabatabai's principles of
moral education emphasize knowledge-based
education, guardianship, and the pursuit of
monotheistic values, self-knowledge, and human
harmony. The application of these principles in
cyberspace aims to awaken inner restraint,
highlighting the crucial role of guides in this
process [44].

It should be noted that EFL learners encountered
unique challenges that could lead to CB
behaviors, influenced by language barriers and
online communication norms [5]. Students with
lower English proficiency might engage in CB as
a defense mechanism to hide insecurities [14].
Peer pressure to use slang or aggressive language
in online forums could also foster hostile
interactions [9].

Concerning [5], the findings suggested that
effective interventions should focus on enhancing
both MI and AISE among EFL learners. By
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strengthening moral values and increasing
confidence in responsible AI technology use, EFL
learners could be empowered to resist CB and
foster a safer online environment. Addressing
issues of trust and fear related to Al as
highlighted by [17] and [1], was crucial for
promoting responsible Al use and preventing CB
among Iranian EFL learners. This aligns with the
emphasis on involving youth in designing Al
interventions to meet their needs, rights, and
ethical considerations [29].

CONCLUSION

The current project provided compelling
evidence for the intricate relationships between
MD, MI, AISE, and CB among Iranian EFL
learners. The outputs confirmed the mediation of
MI in the connection between MD and CB.
Significantly, the results demonstrated the
moderating influence of AISE on both the link
between MD and MI, and the association
between MI and CB, highlighting the protective
role of AISE. This novel moderated-mediation
model offered a nuanced understanding of the
factors influencing CB in this specific context,
going beyond the existing literature by
combining these elements in a single,
comprehensive framework. The support for all
three hypotheses underscores the importance of
fostering both MI and AISE to mitigate CB
among Iranian EFL learners.

While this study provided valuable insights, it's
valuable to acknowledge its limitations,
particularly those specific to the research design
and sample. The cross-sectional nature of the
study hindered drawing causal inferences. We
could only observe associations between the
variables at a single point in time, not determine
how changes in one variable might lead to
changes in others. Additionally, reliance on self-
report questionnaires might be subject to social
desirability bias. Participants might underreport
CB perpetration or MD due to concerns about

how their answers might be perceived. The
current sample was limited to Iranian EFL
learners, which reduced the generalizability of
the findings to diverse populations or cultural
backgrounds. EFL learners in other countries or
even students in other fields of study in Iran
might exhibit different patterns. In addition, the
study used a specific measure of AISE, which may
need to be updated in future research to reflect
current Al tools and applications. Lastly, the
quantitative design did not capture the nuanced
experiences and perspectives of EFL learners
involved in CB.

Building upon the results and addressing the
shortcomings of this research journey, several
suggestions for further investigations are
proposed. Conducting longitudinal studies
would allow for a better understanding of the
causal relationships between MD, MI, AISE, and
CB over time. Employing a mixed-methods
approach, integrating quantitative data with
qualitative data (e.g., interviews, focus groups),
would result in a better understanding of the
complex dynamics of CB and the lived
experiences of EFL learners involved in these
behaviors. Replicating this study in different
cultural contexts would assess the generalizability
of the findings and identify potential cultural
variations in the associations between the
variables. Experimental studies could test the
effectiveness of interventions organized to
promote MI and enhance AISE in reducing CB
behaviors. Additionally, investigating the role of
AISE in relation to specific Al applications used
in online interactions would provide a more
nuanced understanding of how AISE influences
online behavior in specific contexts. Exploring
other potential moderators (e.g., online
disinhibition, empathy) and mediators (e.g.,
social support, ethical awareness) that might
influence the relationships between MD, MI,
AISE, and CB is also recommended. Finally,
developing and evaluating AI ethics education
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programs could promote responsible Al use and
prevent CB by addressing the ethical use of Al
and teaching students how to use Al technologies
responsibly.

To enhance the understanding of CB in the
context of language learning, it is crucial to
incorporate a cross-cultural perspective into the
future research. While this study provides
valuable insights from a local Iranian context,
comparisons with other cultural backgrounds,
such as those in East Asia or Western Europe,
could significantly enrich the discourse.
Exploring how different cultural norms, values,
and educational practices influence the dynamics
of MI, AISE, and CB would offer a more
comprehensive  understanding  of  these
relationships. Such comparative analyses could
reveal unique patterns and challenges faced by
language learners in various settings, ultimately
contributing to the development of more
effective, culturally sensitive interventions aimed
at reducing CB and promoting positive online
behavior across diverse educational
environments.

Future studies could explore the implementation
of targeted interventions, such as integrating AI-
powered behavioral monitoring systems within
EFL classrooms or developing gamified modules
focused on digital responsibility [29]. These
innovative approaches could enhance students'
awareness of CB and foster a culture of
responsible  digital citizenship, ultimately
contributing to  safer online learning
environments. This journey contributes to the
developing field of knowledge on CB by
highlighting the importance of MI and AISE in
mitigating CB among Iranian EFL learners. The
explorations  underscore the need for
interventions that foster both moral development
and responsible AI technology wuse. By
empowering EFL learners with strong moral
values and the skills to navigate the online world
safely and ethically, we can assist with creating a

more positive and inclusive digital environment
for all.

The findings of this study suggest that enhancing
MI and AISE among Iranian EFL learners is
crucial for mitigating CB behaviors. By fostering
these competencies, educators can create a more
supportive and ethical online learning
environment. This can be achieved through
targeted interventions, such as workshops and
training sessions that focus on ethical decision-
making and responsible technology use.
Additionally, integrating discussions about the
implications of AI in educational settings can
empower students to navigate digital interactions
more thoughtfully, ultimately reducing the
incidence of CB.

Furthermore, the importance of a cross-cultural
perspective in future research cannot be
overstated. As the dynamics of MI, AISE, and CB
may vary significantly across different cultural
contexts, comparative studies could provide
deeper insights into how these factors interact
globally. This understanding can inform the
development of culturally sensitive educational
programs that address the unique challenges
faced by EFL learners in various regions. By
tailoring interventions to reflect the cultural
values and norms of diverse populations,
educators can enhance the effectiveness of
strategies aimed at promoting positive online
behavior and reducing CB, thereby contributing
to a safer and more inclusive digital landscape for
all learners.
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