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Abstract

Emerging information technologies are expanding at an amazing speed. The main feature of new
technologies is their impact on all technologies and their application in all aspects of life. All areas
of life, work, society, politics, and governance are related to new information technologies. The
development of artificial intelligence and its convergence with information technology has given
this technology a hundredfold power. Utilizing the capabilities of other technologies and
disciplines has prepared the field for one of the amazing developments, “the virtual
transformation”. It is very difficult to predict what events will occur in the distant future.
However, trends can be outlined for the relatively near future. This article was written with the
aim of reflecting on the progress of information technology in the next ten years and the
requirements for policymaking and management. The outlined musts for policymakers, higher
education, and administrators can serve as a basis for thought, research, and action.
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Introduction

In the past ten years, information technology has transformed from a tool into a serious driver. In
such a way that IT governance has become an integral part of organizational and national
governance. This note briefly explains the developments of the past ten years, the current status and
the next ten years of science and information technology.

The past ten years: the development of new technologies and emerging threats

The main features of the past ten years can be described with words such as data explosion,
smartphones and early artificial intelligence. Smartphones became the main means of
communication, shopping, education and entertainment, and the fourth generation and then the fifth
generation of the Internet provided the necessary infrastructure for cloud services, high-quality
videos and the Internet of Things. Along with that, the dominance of social networks over business
and everyday life was complete. Platforms such as Instagram, Telegram, WhatsApp and TikTok
changed communication and cultural patterns. The formation of the influencer economy and digital
advertising transformed not only the structure of businesses, but also the methods of exchange and
trade. The development of cryptocurrencies and stateless currencies has started a new trend.

The growth of big data and data analytics has given a boost to data-driven governance, policy-
making, and evidence-based administration. Companies have transformed their business models by
collecting user data, and data has become the “new oil.” Today, data-driven collection, processing,
exploitation, and development have become essential for governance at the national and
organizational levels.

The dawn of the era of applied artificial intelligence is a game-changer. Machine learning has
entered everyday products. Smart suggestions, facial recognition, machine translation, semi-
autonomous cars, and the emergence of smart assistants and chatbots have become everyday IT
applications. Consequently, academic and organizational research on these topics has accelerated.

Following the development and spread of new information technologies, cybersecurity and
emerging threats have become more prominent than ever. The rise of ransomware attacks, data
breaches, and cyberwarfare has caused significant damage to businesses and organizations. On the
other hand, threats to information security and intellectual property have expanded beyond personal
computers. Therefore, governments and companies have been forced to invest heavily in security.

Current Status: Accelerated Smartening and Functional Inadequacies

The current status of science and information technology should be described with the main feature
of the transition to generative artificial intelligence and widespread smartening. This is why both
universities and national and organizational research and development centers are seeking to find
low-cost and safe solutions for smartening. Generative artificial intelligence entered the public arena
about 3 years ago and has brought about a serious transformation. This has also led to attention to it
at the national and organizational levels. The design of a new national structure, the compilation of
national documents on artificial intelligence, and the creation of investment areas in hard and soft
infrastructure in this field clearly demonstrate the importance of this transformative technology.

Generative artificial intelligence should be considered a serious facilitator and driver of
organizational, economic, social, and scientific transformations. Large language models have
transformed the production of text, images, code, and analysis. The boundary between humans and
machines has become blurred in some intellectual activities. The penetration of generative artificial
intelligence in research and educational activities and even people's daily lives, from health to social
communication, is clearly visible.

The digital economy and remote work have become established in recent years in such a way
that it has become possible to perform organizational tasks despite holidays or not going to the
workplace. It has become difficult to remember when we received banknotes from the bank, or when
we used physical money in financial transactions. After the Corona pandemic, remote work and
online collaboration tools became established. Companies have also moved towards complete
digitalization of processes.

Today, the Internet of Things is used in many homes, businesses and cities. Remote control of
objects and the network of things are simply taking shape. Following this, the concept of smart cities
has been strengthened. Given that sensors are widely present in homes, cars, factories and cities,
energy management, transportation and urban services have become smarter. All this indicates a
serious transformation in individual and collective life.
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Of course, along with the increasing penetration of information technology, ethical concerns
have also increased. This is where new missions for information science have become prominently
necessary. Privacy, algorithmic bias, data ownership, and job automation have become serious
challenges.

The next ten years: the integration of human and machine functions

If we want to properly visualize the next ten years, we must think about more pervasive and
autonomous artificial intelligence. In the next ten years, the penetration of intelligent agents in
organizations, enterprises, production lines and daily life will be much more impressive. On the other
hand, human interaction with intelligent machines will undergo a serious transformation. The
transfer of human emotional capabilities to machines will provide the basis for this identity between
machines and humans. Such a situation will lead to the formation of new communication, human
and work situations. In the next ten years, many human activities will be entrusted to machines.
Assistant robots will be developed in the home, workplace, production line, urban management,
public places, transportation, clinics and the like. Intelligent decision-making systems will play a
more prominent role in medicine, law, education and urban management. "Autonomous intelligent
agents" that perform complex tasks without direct supervision will enter human life.

The revolution in human-machine interfaces is one of the most important lines of research and
implementation that will be needed and paid attention to in the next ten years. The Iranian Institute
of Information Science and Technology, as a pioneer in this field, has begun research and
development in this field. Advanced human-machine interfaces combine various dimensions of
human emotions, advanced technological capabilities, and legal and cultural structures. Augmented
reality and mixed reality will develop increasingly in the next ten years. Realities that are built on
the wings of information technology and form new entities. Virtual reality glasses, virtual
representational objects, human-made processes will enter work, personal and social life from
laboratories in the next ten years. Wearable technologies, real-time satellite communications, smart
connected devices, humanoid robots and the like will seriously transform life. This will lead to the
formation of heavy financial transactions in these areas. Smart glasses and lenses will replace
smartphones. Brain-computer interfaces will grow to control devices with human intelligence.
Leading research and development centers will be in a better position to address new realities.

The growth of new technologies will bring about a serious transformation in the job market in
the next ten years. Many repetitive and analytical jobs will be performed by artificial intelligence,
and this will make the important principle of “the need to delegate repetitive tasks to artificial
intelligence” objective. This will further highlight the need [for human innovation. New jobs will be
created in the areas of intelligent systems design, technology ethics, cybersecurity, and data
management.

In the next ten years, with the development of the sixth generation Internet, hyperconnectivity
will become more widespread. Perhaps quantum computing will also find a more realistic function
inthese years. If this happens, we will see speeds many times higher than the fifth generation Internet,
which will provide instantaneous communication for billions of devices. This situation will greatly
change the concepts of sovereignty, geography, war, and ownership.

The spread of applied metaverses in education, medicine, and business will grow further.
Education in the current way with fixed time slots and locations, predetermined university degrees,
and separate disciplinary structures will lose their efficiency and effectiveness. In the next ten years,
education, work, business, and life will be reinvented with new concepts. This will require serious
policymaking at national and organizational levels and increased private sector participation for
greater efficiency.

In the next ten years, along with the tremendous and rapid technological developments and
imbalances in organizational structures, new generation cybersecurity will emerge as a serious
challenge. Al-based attacks will become more sophisticated. Quantum cryptography and Al-based
automated defenses will become necessary. Following this, digital governance will be needed more
than ever. Governments will be forced to formulate stricter rules to control data, Al, and large
platforms. Geopolitical competition over technology will intensify. The geo-economics of data will
cast a shadow over national and international events.

What to do
In the past ten years, information technology has transformed from an auxiliary tool to a vital
infrastructure. In the next ten years, this technology will be not only a tool, but also a partner in
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human decision-making. The future world is more digital, smarter and, of course, more challenging;
where the success of countries and organizations will depend on their ability to manage data, artificial
intelligence and cybersecurity. Therefore, it is necessary to formulate and implement measures at the
policy, higher education and organizational management levels in this area.

Policymakers’ must

Policymakers should develop data and artificial intelligence governance frameworks by creating
clear rules for data ownership, privacy and how citizens’ data is used, and develop regulations for
the responsible use of artificial intelligence, preventing bias and ensuring transparency of algorithms.
Investment in heavy computing infrastructure, supporting data centers, cloud computing and national
cybersecurity needs to be given serious consideration.

At the national level, supporting innovation and the startup ecosystem by providing tax
incentives and facilities for technology companies, and strengthening special innovation zones and
science and technology parks can help strengthen scientific and technological foundations. Without
serious public participation and support, the possibility of achieving success is reduced. Therefore,
it is necessary to promote public digital literacy in the form of national programs to teach digital
skills to citizens, and support the teaching of future skills in schools as a serious program designed
and implemented.

Preparation for the social and occupational consequences of technological changes is a necessity.
It is necessary to design support policies for jobs exposed to automation and create extensive
retraining and skills training programs at the national level and extend them to organizations. If
attention is not paid to preparing for future developments, society will face dire consequences.

Higher Education Musts

Higher education has been exposed to serious developments and rapidly expanding changes. Digital
transformation in higher education can help this subsystem keep pace with future transformations.
Revising curricula by updating disciplines and units based on future needs and adding courses related
to applied artificial intelligence, data mining, cybersecurity, and technology ethics will prepare
higher education for engagement with current developments.

The development of practical and project-based skills in higher education must be taken
seriously. Strengthening workshops, laboratories, and real-world projects related to new
technologies and collaborating with industry to define joint projects will pave the way for training
expert human resources for the future. In these collaborations, it is necessary to focus on
interdisciplinary skills and training soft skills such as critical thinking, problem solving, and
teamwork, and ultimately, a creative technology strategy. Supporting research related to artificial
intelligence, security, the digital economy, and data governance, and paying special attention to
establishing joint research centers with the government and industry, will make universities even
more capable than before.

Managers' Musts

The most important must for managers in the path of properly facing new technologies is to develop
a digital transformation strategy to define a digitalization roadmap and consider the priorities of
intelligence, customer experience, and data-centricity. Of course, given the heavy processing
requirements, it is necessary to seriously consider investing in data content infrastructure and
artificial intelligence. In this direction, creating data collection, storage, and analysis infrastructures
is of great importance. Using artificial intelligence will be a key to improving productivity, reducing
costs, and making better decisions.

Strengthening cybersecurity is an important priority for organizations. In this area, it is necessary
to implement a multi-layered security architecture and training employees to deal with cyber threats
with an endogenous perspective in organizations. Any action in this area requires developing
employee skills. Training digital skills and working with artificial intelligence tools and retraining
employees for new technology-based roles should be prioritized. Along with empowering
employees, redesigning processes and eliminating unnecessary processes and using robotic
automation and intelligent systems will help organizations become more agile. The most important
step that will differentiate organizations in the next ten years is to pay attention to creating an
innovative organizational culture. The importance of paying attention to innovation in selecting,
retaining, and promoting employees is important because in the smart organizations of the future,
creative human leadership will be of paramount importance.
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