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Abstract

Background and Aim: In recent years, the rapid expansion of artificial intelligence and automated
content-generation tools has created new challenges for research integrity. Universities affiliated with the
General Staff of the Armed Forces—due to the classified and security-sensitive nature of their research—
are more vulnerable to risks such as information leakage, scientific misconduct, and the decline of
research authenticity. Accordingly, this study aims to present a paradigmatic model of research integrity
protection in the age of Al and to explain its dimensions and mechanisms.

Methodology: This exploratory study was conducted using a qualitative approach and the grounded
theory method (Strauss & Corbin). Participants included faculty members, research managers,
information-security specialists, Al experts, and research professionals in universities affiliated with the
General Staff of the Armed Forces, selected through purposive sampling. Data were collected via library
research and 17 semi-structured interviews and analyzed using MAXQDA. To enhance analytical
accuracy and uncover hidden patterns, Al algorithms were employed in the content analysis of interviews.
Findings: The results showed that Al-related ethical challenges, low levels of digital research literacy,
the absence of intelligent monitoring systems, data vulnerabilities, and regulatory gaps constitute the main
causal factors threatening research integrity. Infrastructure limitations, the lack of standardized data
repositories, and weak research-culture development were identified as contextual factors, while
organizational coordination gaps and the absence of advanced security protocols emerged as intervening
conditions. In response, key strategies—such as intelligent authenticity-assessment systems, Al-based
misconduct-detection tools, Al-driven data-security protocols, and smart research-literacy training—were
identified. These strategies ultimately lead to enhanced scientific authenticity and improved security of
research activities.

Conclusion: The proposed model demonstrates that protecting research integrity in universities affiliated
with the General Staff of the Armed Forces requires a combination of responsible Al governance, secure
technical infrastructures, intelligent monitoring, targeted training, and advanced content-authenticity
evaluation systems. The study’s key recommendation is the design and implementation of an integrated
Al-based research-integrity protection system capable of securing the entire research cycle—from data
production to writing, storage, and dissemination—thus preventing information leakage, scientific
misconduct, research fraud, and the creation of non-authentic content.
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