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Abstract

Due to the absence of standardized scientific evaluation criteria and effective evaluation methods for assessing the overall
performance of Internet of Things (1oT) systems, the industry and market of 10T are currently in a state of disarray, with
varying levels of product quality. This lack of clarity makes it challenging for users to select a suitable application system,
thereby impeding the industrialization and advancement of loT technology. Consequently, it is imperative for us to
conduct research on methods for evaluating the performance of 10T systems. In this article, we focus on the performance
evaluation of 10T systems and develop an evaluation framework. Specifically, we propose a cloud-based approach for
evaluating the performance of 10T systems using three key indicators. These indicators encompass the perception layer,
which includes factors such as information awareness reliability, equipment reliability, perceived accuracy, perceived
range, and perceived speed. The transmission layer comprises network connectivity, end-to-end delay, network capacity,
error rate, and end reliability. Lastly, the application layer encompasses information security performance, business
processing speed, business processing accuracy, fault tolerance, compatibility, and overall performance. Based on these

indicators, we outline a set of general steps for evaluating the performance of 10T systems. These steps involve data
processing and experimental simulations to achieve our goal of assessing the performance of 10T systems effectively. By
comparing and analyzing the performance of the Internet of Things (IoT) system, it can be understood that when
considering 3 or 4 performance indicators, the performance of the 10T system using a relatively ambiguous evaluation
model is uncertain, meaning that the performance of the 10T system cannot be evaluated with higher accuracy. In our
model, when considering five performance indicators, the level of performance of the 10T system using the evaluation
model is relatively defined.
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