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Highlights

» IT governance reduces audit risks via organization, delivery, monitoring, and control
dimensions.

* Organization and planning significantly impacts inherent, control, and detection risks.

* Delivery and support enhances audit efficiency and risk mitigation.

* Acquisition and implementation shows no effect on audit risks.

* Continuous IT governance improvement is essential for internal audit performance.

Abstract:

Although computer-aided auditing techniques help auditors to increase audit efficiency and
effectiveness, the expected results of electronic auditing are not certain. Therefore, electronic
auditing is not free of problems. Therefore, the purpose of this research was to investigate the
effect of electronic internal audit based on information technology governance on reducing
audit risk. This research is included in the group of applied research and has correlational nature.
Also, the data are quantitative and field. The statistical population consisted of internal auditors
from companies that have an internal audit function. In this regard, 253 questionnaires were
collected and selected during the year 2023-2024. In this regard, after checking the validity and
reliability of the designed questionnaire, based on structural equation models (SEM) and the
partial least squares (PLS) approach, the relationships between the variables were investigated.
The results indicate that information technology governance has a significant effect on the
auditons risk (inherent risk, risk control and risk detection) based on the dimensions of the
organization and planning, delivery and support, monitoring and evaluation, and guidance and
control. However, the acquisition and implementation of information technology governance
does not affect the audit risk. In this way, IT governance should be given serious attention for
continuous improvement of internal audit performance.

Key Words: IT governance, audit risk, electronic internal audit.



Journal of

& Professional Auditing Research H
7 v "PAR

= Winter 2026, V.6, No 21 pp 8-35 "

N
Ay o

Extended Abstract:

Background and Objectives:

In the contemporary business landscape, where information technology (IT) is inextricably
intertwined with organizational operations, IT governance plays a pivotal role in enhancing
corporate governance and mitigating audit risks. Internal auditing, as a cornerstone of corporate
governance, provides independent assurance and consulting services aimed at adding value and
improving organizational processes. However, the integration of electronic internal auditing
with IT governance frameworks remains underexplored, particularly in reducing audit risks
such as inherent risk, control risk, and detection risk. Despite the benefits of computer-assisted
audit techniques in improving efficiency and effectiveness, electronic auditing is not without
flaws, often leading to uncertain outcomes. This study investigates the impact of electronic
internal auditing based on IT governance on reducing audit risk, drawing on the COBIT
frameworkys five domains: Plan and Organize (PO), Acquire and Implement (Al), Deliver
and Support (DS), Monitor and Evaluate (ME), and Direct and Control (GC). The research
addresses a gap in the literature by examining these relationships in the Iranian context,
where IT adoption in auditing faces challenges like skill shortages and rapid technological
advancements. Grounded in agency theory and the need for robust risk management, the study
posits that effective IT governance can bridge gaps between IT and business strategies, thereby
reducing agency problems and enhancing internal control systems. Prior studies, such as those
by Al-Taee and Flayyih (2023) and Alsaleem and Husin (2023), have shown mixed results
on IT governancess role in audit risk reduction, particularly in developing countries. This
research aims to provide a comprehensive model analyzing the direct effects of IT governance
dimensions on audit risk components, offering practical insights for improving internal audit
performance in Iranian companies.

Methodology:

This applied, correlational study employs a quantitative, field-based approach. The
statistical population comprises internal auditors from Iranian companies with internal audit
functions. Data were collected via a questionnaire distributed in 2023-2024, yielding 253 valid
responses from an initial sample of 384 (determined using Cochranys formula for an unlimited
population). The questionnaire, adapted from Alsaleem and Husin (2023) and Al-Taee and
Flayyih (2023), measures IT governance dimensions (PO: 5 items; Al: 5 items; DS: 5 items;
ME: 5 items; GC: 5 items) and audit risk components (Inherent Risk: 4 items; Control Risk:
3 items; Detection Risk: 4 items) on a 5-point Likert scale (1=Very Low to 5=Very High).
Reliability was confirmed with Cronbach»s alpha (overall: 0.938) and composite reliability (CR
> (.7 for all constructs). Validity was established through content validity (expert review) and
convergent validity (AVE > 0.5; factor loadings > 0.5). Divergent validity was assessed using
the Fornell-Larcker criterion. Structural equation modeling (SEM) via partial least squares
(PLS) in SmartPLS 3 software tested the hypotheses. The conceptual model links the five IT
governance domains to the three audit risk components and overall audit risk. Demographic
analysis reveals respondents aged mostly 31-40 (48.2%), male (60.5%), with masters degrees
(47%), and 5-10 years of experience (28.5%).
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Findings:

The measurement models demonstrated strong fit: All factor loadings exceeded 0.5, Cronbachys
alpha and CR > 0.7, and AVE > 0.5. R? values indicated high explanatory power (Audit Risk:
0.960; Inherent Risk: 0.900; Control Risk: 0.730; Detection Risk: 0.886). Divergent validity
was confirmed as square roots of AVE surpassed inter-construct correlations. Hypothesis testing
revealed: PO positively and significantly affects inherent risk ($=0.148, t=3.341, p<0.001),
control risk ($=0.133, t=3.296, p<0.001), and detection risk (f=0.147, t=3.321, p<0.001).
DS shows strong positive effects on inherent risk ($=0.395, t=12.501, p<0.001), control risk
(B=0.356, t=12.994, p<0.001), and detection risk (f=0.391, t=12.628, p<0.001). ME positively
impacts inherent risk (f=0.102, t=3.611, p<0.001), control risk (=0.092, t=3.568, p<0.001),
and detection risk (f=0.101, t=3.626, p<0.001). GC significantly affects inherent risk (3=0.310,
t=10.982, p<0.001), control risk (=0.280, t=10.640, p<0.001), and detection risk (f=0.308,
t=10.926, p<0.001). However, Al shows no significant effects (p>0.05). Direct effects on
overall audit risk confirm PO (B=0.156, t=3.326, p<0.001), DS ($=0.416, t=12.619, p<0.001),
ME (B=0.108, t=3.638, p<0.001), and GC (B=0.327, t=10.915, p<0.001) as significant, while Al
is not. Model fit was excellent (SRMR=0.045 < 0.08).

Conclusions and Recommendations:

The findings underscore that IT governance, excluding the acquisition and implementation
domain, significantly reduces audit risks by enhancing strategic alignment, operational
efficiency, and compliance. This aligns with prior research (e.g., Han et al., 2016; Wu et al.,
2024) emphasizing IT>s role in risk assessment and control integration. In Iran, where IT
auditing faces skill and infrastructure challenges, companies should prioritize IT governance
for continuous internal audit improvement. Boards must oversee IT policies to minimize risks.
Limitations include the focus on internal auditors and lack of mediating factors like auditor
personality traits. Future research could explore these moderators or comparative studies
across sectors. Practically, adopting COBIT frameworks can mitigate agency issues and bolster
financial reporting integrity.
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