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Abstract

Objective

This research examines and enhances operational risk management in banks using machine
learning algorithms. Effective management of operational risk, which arises from internal or
external failures in processes, systems, and personnel, is crucial due to its significant impact
on the performance and stability of banks. Its primary goal is to introduce an innovative
approach to improving operational risk management in banks through machine learning
algorithms. Given the importance of accurately predicting operational risks to prevent
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potential losses and improve decision-making processes in the banking industry, this
research purposes to enhance the accuracy and efficiency of risk prediction models. The
focus is on leveraging real-world banking data and evaluating machine learning algorithms
to identify the most effective methods for predicting different levels of operational risk.

Methods
This research employs machine learning algorithms to predict the occurrence levels of

operational risks. The dataset consists of operational risk data from an Iranian bank collected
from 2016 to 2023, comprising 4,213 records and 12 features. After preprocessing the data,
various machine learning algorithms, including Decision Tree, Random Forest, Support
Vector Machine, Logistic Regression, Naive Bayes, and k-Nearest Neighbors, were utilized
for training the models. The data was split into training and test sets in an 80/20 ratio and
evaluated using K-fold cross-validation. Model performance was assessed based on metrics
such as accuracy, precision, recall, F1-score, and the ROC-AUC curve, with the best model
selected for future predictions.

Results

The findings show that the use of machine learning algorithms can significantly improve the
accuracy of predicting operational risks in banks. In the evaluation of different algorithms,
SVM and RF showed the best performance, particularly in classifying the third class (Label
3), where the model's accuracy with the AUC metric was close to one. These results
highlight the high capability of these two algorithms in accurately distinguishing between
different levels of operational risk. On the other hand, LR and NB demonstrated the weakest
performance and failed to predict risks effectively. Overall, the findings indicate that more
powerful algorithms like SVM and RF can enhance operational risk management in banks
and prevent damage resulting from poor risk management.

Conclusion

The results demonstrate that machine learning algorithms can substantially enhance
operational risk management in banks. In particular, advanced algorithms such as SVM and
RF achieved higher accuracy in predicting operational risks and effectively identified
complex and atypical patterns. These technologies, by improving efficiency and reducing the
costs associated with risk management, help banks develop better strategies for mitigating
operational risks. Therefore, the continuous application of these technologies can enhance
banks' performance in operational risk management.

Keywords: Machine learning, Operational risk, Risk management, Risk prediction.
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