
 
Research in Production and Operations Management 

University of Isfahan E-ISSN: 2981-0329 
Vol. 16, Issue 1, No. 40, Spring 2025 

https://doi.org/10.22108/pom.2025.141520.1561 

 

 

(Research paper) 

Identifying the Challenges of Industry 4.0 Technologies for 

Sustainable Operations in SMEs 

 

 
Rahim Dabbagh*  

Department of Industrial Engineering, Faculty of Industries and Industrial Technologies,  Urmia 

University of Technology, Urmia, Iran, r.dabbagh@uut.ac.ir  

Mohammad Farzan  
Department of Industrial Engineering, Faculty of Industries and Industrial Technologies,  Urmia 

University of Technology, Urmia, Iran, m.farzan@gmail.com 

Behzad Mohseni  
Department of Industrial Engineering, Faculty of Industries and Industrial Technologies,  Urmia 

University of Technology, Urmia, Iran, stat.tabriz@gmail.com 

 

 

Purpose: This study aims to identify and analyze the main challenges associated with implementing 

Industry 4.0 technologies in small and medium-sized enterprises (SMEs). The focus is on the role of 

these technologies in achieving sustainable and ethical operations, concentrating on circular economy 

and environmental impact reduction. This research provides a comprehensive framework to identify 

obstacles and propose solutions for improving productivity and sustainability. 

Design/methodology/approach: The study employed the fuzzy DEMATEL method to analyze 

cause-and-effect relationships among the challenges.  A questionnaire was used for data collection 

validated by experts, with a Cronbach's alpha reliability coefficient of 0.875. The sample consisted of 

345 industrial experts working in industrial parks in East Azerbaijan Province, Iran. 15 key challenges 

were identified, and their interactive relationships were analyzed. Sensitivity analysis was also 

conducted to evaluate the accuracy and robustness of the results under varying weights assigned to 

experts. 

Findings: 15 key challenges associated with implementing Industry 4.0 technologies in SMEs were 

identified. The most critical challenges were:  lack of awareness about the benefits and requirements 

of Industry 4.0, absence of IT infrastructure (hardware and software), shortage of skilled workforce, 
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low awareness of policies related to Industry 4.0, and insufficient managerial support for related 

projects. The analysis revealed that influential challenges (causes), such as lack of awareness, absence 

of IT infrastructure, and workforce shortages, directly impact dependent challenges (effects), such as 

lack of supply chain coordination, fear of unemployment, or customer resistance to technology 

adoption. It was also found that a "lack of awareness about Industry 4.0" had the highest influence and 

was identified as the most critical challenge. 

Research limitations/implications: This study is limited to SMEs within a specific geographical 

region, which may affect the generalizability of the findings to other regions/industries. Also, the 

research focuses on Industry 4.0 technologies within the context of sustainable operations, which may 

require further exploration in other industrial domains. Researchers are encouraged to examine these 

challenges across broader geographical areas or different industries as a subject of future study. 

Practical Implications: The findings highlighted several required actions to overcome the identified 

challenges. They include workforce training, which is about designing specialized training programs 

to enhance employee skills in advanced technologies; development of IT infrastructure, which is 

about investing in hardware and software infrastructure aligned with Industry 4.0 requirements; 

raising managerial awareness, which is about increasing managers' understanding of the benefits and 

opportunities offered by Industry 4.0 technologies for SMEs; and financial and government support, 

which is about allocating appropriate financial resources, offering low-interest loans, and formulating 

policies that encourage SMEs to adopt these technologies. Such measures can facilitate the adoption 

of Industry 4.0 technologies in SMEs and improve their productivity. 

Social Implications: The study emphasizes that raising public awareness about the benefits of 

Industry 4.0 can lead to positive changes in societal attitudes toward environmental sustainability, 

corporate social responsibility, waste reduction, and resource efficiency improvement. Also, adopting 

these technologies can contribute to developing a circular economy and have a positive societal 

impact. 

Originality/Value: This research provides a comprehensive framework for analyzing interactive 

challenges related to Industry 4.0 technologies in SMEs - a novel approach compared to previous 

studies primarily focused on large enterprises. By addressing the specific issues faced by resource-

constrained SMEs, this study offers actionable insights for policymakers, industry managers, and 

researchers to design effective strategies for overcoming obstacles and paving the way for ethical and 

sustainable operations. 

Keywords: Industry 4.0, SMEs, Multi-Critical Decision-Making, Ethical and sustainable trade, 

Circular economy 
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Table 4- Identifying The Challenges Of Industry Technologies 4 
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 ���B1 

Chn1 

��M, ��0L� ��W��  <�. 
 �5/14,0 

-��FF��L-�FF ��28 ) 2016    (  - &�� � 9�FF�"��29 ) 2017    (  - �FF�� ?7,�FF� � -�) 2018    (  -  ��FFMV �
9-��FF3��30 )2018     (- �FF	�v� 9-��FF3�� �31 ) 2018    (  - 9-��FF3�� � �FF���32 ) 2020    (  – ��� FF	�  �
9-��3��33 ) 2020    (  - ��-�� � 9-��3�� )2020(  

 ���B2  
Chn2 

��M, 6+�	,�M� 
����� -� 4 
 �5/14,0 

��� ?7,�� � -�) 2018    (  - ���9-��3�� � -34 ) 2020    (  -   -��F3�� � �F,��935 ) 2019    (  -  ��F��;36 
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Chn3 

K��/D t� 4 ���/"4 ��4 
 �5/14,0 

K;���  9-��F3�� �37 ) 2017    (  -  9�F.�-�38 ) 2014    (  –  ��F6;����   9-��F3�� �) 2018    (  -   ��F��;
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Table 5- Classification The Challenges Of Industry Technologies 4.0 
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 ���B4 V��  (�G6Z-D A	��� -� 4 ���.�8 �-'04 ���/" ��4 ��4  �5/14,0 

���B ���-� ��G6[- �  SM��� 4�� 4-  ���B5 ��M, ��0L� �� �� W.	�.� ��  4�-
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Table 6- Sum Of Rows (D) And Columns (R) 

�
�� �� Di Defuzzy(Di) Rj Defuzzy(Ri) 

 ���B1 (0/0428,0/1101,0/2526) 0/13514 (0/0061,0/024,0/1142) 0/04811 

 ���B2 (0/023,0/0699,0/2146) 0/10249 (0/0102,0/0352,0/139) 0/06145 

 ���B3 (0/0124,0/0457,0/1716) 0/07655 (0/0172,0/0527,0/1709) 0/08026 

 ���B4 (0/0085,0/0376,0/161) 0/06902 (0/0162,0/0479,0/1594) 0/07453 

 ���B5 (0/0269,0/0775,0/222) 0/10879 (0/006,0/0227,0/1079) 0/04553 

 ���B6 (0/0085,0/0375,0/1619) 0/06931 (0/0139,0/0442,0/1531) 0/0704 

 ���B7 (0/0111,0/0431,0/1718) 0/07533 (0/0165,0/0522,0/172) 0/0802 

 ���B8 (0/0002,0/0027,0/0534) 0/01874 (0/0166,0/0533,0/1775) 0/08244 

 ���B9 (0/0347,0/0934,0/236) 0/12137 (0/0078,0/026,0/1141) 0/0493 

 ���B10 (0/0332,0/0913,0/2456) 0/12336 (0/0108,0/0324,0/1241) 0/05578 

 ���B11 (0/0005,0/0054,0/0645) 0/02344 (0/0173,0/055,0/1812) 0/08451 

 ���B12 (0/0022,0/0158,0/1016) 0/03987 (0/0156,0/0481,0/1572) 0/07362 

 ���B13 (0/0043,0/021,0/1148) 0/04671 (0/0179,0/0527,0/1664) 0/079 

 ���B14 (0/0046,0/016,0/0923) 0/03764 (0/015,0/0499,0/1738) 0/07955 

 ���B15 (0,0/0016,0/049) 0/01688 (0/0258,0/0723,0/2018) 0/09995 

 G�$H7-  Y�(W
bcI&*�*�a�*&bcI � ��#aP �
�� �� 

Table7- Total Impact On Challenges 

�
�� ��  3#��)  

N��-D 

e�ZD f�*g  

 � (�Eh
) �#aP*&bcI)

((�Z�
)*�a�*&bcI D-

R  

 �'
��I f�*g

�E8D �&(�# �  

)D+R(  

�'
��I 	EI�  

 ���B1  ��0L ��M,� ��W��   �5/1 <�.4,0  0/08703 0/18325 1 
 ���B2  ��M, 6+�	,�M� 
����� -� 4 �5/1 4,0  0/04104 0/16394 4 
 ���B3  K��/D t� 4 ���/"4 ��4  �5/14,0  -0/00371 0/15681 5 
 ���B4  (�G6Z- V�� D ��	�A -� 4 ���.�8 �-'04 ���/" ��4 ��4  �5/14  -0/00551 0/14354 8 
 ���B5  ��M, ��0L� �� ��W .	�.� �� �� ���-
4 ���� -�  ��4  �5/14,0  0/06326 0/15432 7 

��B �6  Gn�	� -�  2 �/� 9�-
,4 @H�	k �� �� 85.�� �W ���/"4 ��4  �5/14,0  -0/00108 0/13971 9 
 ���B7  ��M, 8��,�  ��K4 -�  �
�
/
 4 '��&� ���/"4  �5/14,0  -0/00487 0/15553 6 
 ���B8  ��M, 7,-	KW �6+��9� ��W��  '��&� ���/"4 ��4  �5/14,0  -0/06371 0/10118 15 
 ���B9  ,��M =��Z�.� /6M�� ���/" � 4 \�,) ���?_-  �-K"-�� �n. (�-K"-  0/07207 0/17067 3 
 ���B10  ��M, ,	��4 &=��L ��; ���
  0/06758 0/17914 2 
 ���B11  ��M, 7/����� ��3�� �4  	A �;��4 E,=	�W �Y�	A  -0/06107 0/10795 14 
 ���B12  :��   =-	��3 4, ���; �	��4 ��;  -0/03375 0/1135 13 
 ���B13  :�� ���/" �e3� =-4 ��4  �5/14,0  -0/03229 0/12571 10 
 ���B14  ��M, �-� IP ��4 �V�K7�A -� 4 ���/" �e3�4  -0/04191 0/11719 11 
 ���B15  :�� 5l[ \
� =-	� 8  �]�@� ��	I �-=�  �t?6Z-  -0/08307 0/11684 12 
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Table 8- Ranking Of Challenges Into Two Groups Of Cause And Effect 

AEI� �') =�*P I)c#aP*&b(�  (*�a�*&bcI) G�'�
 =�*P  

1  ���B1   ���B15 

2  ���B9   ���B8  
3  ���B10   ���B11 

4  ���B5  ���B14  
5  ���B2  ���B12  
6 ---  ���B13 

7 ---   ���B4  
8 ---  ���B7 

9  ---  ���B3 

10 ---  ���B6 
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Fig. 3 - Fuzzy Dematel Cause And Effect Diagram 
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Table 9- Change in expert weights in sensitivity analysis 

m*�  G�# �������  O�" �������  O�� �������  O��:� �������  

 :�/���;1  33/0  5/0  25/0  25/0  
 :�/���;2  33/0  25/0  5/0  25/0  
 :�/���;3  33/0  25/0  25/0  5/0  
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Table 10- Results of fuzzy DEMET sensitivity analysis 

�
�� ��  
G�# ������� O�" �������  O�� �������  O��:� �������  

D+R  AEI�  D+R  AEI� D+R  �AEI D+R  AEI� 

 ���B1 1859/0  1 0/1782 1 0/2104 1 0/2081 1 

 ���B2 1546/0  5 0/1662 4 0/1824 5 0/1773 5 

 ���B3 152/0  6 0/1647 5 0/1836 4 0/1885 3 

 ���B4 1281/0  9 0/1519 7 0/1730 7 0/1546 9 
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