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Abstract

The possibility or impossibility of criminalizing and attributing criminal liability to activities arising from
digital currencies is accompanied by significant challenges. Users frequently resort to such currencies for
various purposes, including tax evasion, and, given the difficulty of tracing these currencies, they provide
a platform for crimes such as money laundering, tax evasion, and related offenses. Within the Iranian
criminal justice system, various regulations and circulars have been issued to criminalize and penalize
activities associated with digital currencies, one of which is the resolution of banks and financial
institutions prohibiting any use, purchase, or sale of Bitcoin and other digital currencies within banks,
licensed financial institutions, and exchange offices authorized by the Central Bank. Although this
prohibition existed previously, no formal directive had been issued; consequently, any attempt to
introduce criminalization and penal measures must consider both the risks arising from the lack of
regulatory frameworks for digital currencies and, simultaneously, their rapid domestic and international
expansion and the serious threats they pose to internal and international security through the financing of
terrorist and sabotage groups. From a security-oriented criminal policy perspective, it appears feasible to
criminalize and penalize threatening activities in this domain. Moreover, the confiscation and forfeiture of
assets obtained through such means in favor of the state may serve as an optimal approach. The findings
of this research, conducted through a library-based method and note-taking tools, underscore this
conclusion as a key scientific contribution of the study.
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