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Abstract

Today personal privacy preservation in information exchange is essential for any
transaction across all markets, especially in financial markets. Financial privacy is defined
as the claim of individuals, groups, or institutions to determine the time, quality, and the
extent of personal financial information sharing with others. In this research, financial
privacy protection approaches including self- regulation, technological and legal
approaches were investigated from the perspective of economic analysis of rights by using
descriptive-analytical method. The comparative analysis showed that if the goal is
to protect the right to financial privacy, definitely self-regulation and technological
approaches will not work to protect financial privacy; but if the goal is to increase the total
welfare through the balance of business needs to share financial data and the desire of
individuals to protect it, there are several reasons that can tip the balance toward a legal
approach that provides greater privacy protection, including the sensitivity of financial data
and society's expectation of precise legal protections, as well as the greater efficiency of
legislation where individuals in society bargain to achieve adequate preserving of their
financial privacy. Despite having the utilitarian approach in the field of privacy, the law of
the United States of America has established several independent laws in the field of
privacy to achieve this balance. There is no specific law dedicated to the issue of financial
information privacy in Iranian law; but there are laws from which the principle of
protecting financial privacy can be deduced. Therefore, the financial privacy protection rule
and the exceptions to it should be under a lawful system.
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3. Privacy Enhancing Technology (PET)

4. Identity Management Tools (IMT)
5. Information and communications technology (ICT)
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1. omnibus
2. The General Data Protection Regulation (GDPR) (EU) 2016/679
3. Sectoral approach
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2. Comparative advantages

3. See Gellman, 2002
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1. Writs of assistance
2. Fair Credit Reporting Act of 1970, 15 U.S.C. 88 1681 et seq. (FCRA)
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1. Right to Financial Privacy Act of 1978, 12 U.S.C. §§ 3401-3422(RFPA)
2. Search warrant

3. Invasion of privacy

4. Defamation
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1. Title V of the Gramm-Leach-Bliley Financial Services Modernization Act
2. Electronic Bill of Rights
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1. Health Insurance Portability and Accountability Act (HIPAA)
2. See safe harbor website, available at http://www.export.gov/safeharbor
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1. The [agency’s] existing suspicious activity reporting regulation

2.Know Your Customer Requirements, 63 Fed. Reg. 67524 (Dec. 7 1998) (to be codified at 12 C.F.R.
pt. 21).

3. Glass-Steagall Act of 1933, 12 U.S.C. § 227 (2006)
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1. Consumer Financial Privacy Act (CFPA)
2. See the survey of proposed state laws in the annual survey by the Privacy & Information Law Report
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