Scientific Journal of Political Law Approaches

Scientific J. Pol. L. App., 2(2) (2025) 19-34
DOI:_10.22084/qjpla.2025.31386.1036

Imperatives for Strengthening Legal Capacities Regarding the Implementation of
International Sanctions Against Technological Crimes Committed by Terrorists on Virtual
Platforms

Peyman Namamian*
Associate Professor, Department of Criminal Law and Criminology, Faculty of Administrative Sciences and Economics, Arak University, Arak, Iran.

ABSTRACT: International sanctions against the commission of technological crimes by terrorists on  Review History:

virtual platforms constitute one of the complex and emerging challenges in international law, requiring  Received: Oct. 06, 2024

a precise analysis and evaluation of the existing legal capacities in this area. Given the increasing Revised: Dec. 08, 2024
technological threats and the growing use of the internet and virtual platforms to commit terrorist crimes,  Accepted: Mar. 12, 2025

the international community is seeking strategies to address these threats and limit the activities of  Available Online: Mar. 19, 2025
terrorists on virtual platforms. In this context, economic, financial, and trade sanctions against individuals
directly or indirectly involved in the commission of technological terrorist crimes are recognized as an  Keywords:
effective tool to counter these threats. However, several legal challenges exist regarding international
sanctions, including difficulties in identifying and accurately assessing the commission of technological
crimes by terrorists, coordination among states, methods of enforcing sanctions, and ensuring the
protection of human rights during the implementation of these sanctions. These issues must be addressed
in the development and implementation of an effective and comprehensive legal framework. In this  Virtual Platform Security.
regard, international organizations such as the United Nations, the European Union, and other member

states are working to establish the necessary rules and guidelines for the effective imposition of sanctions

against individuals and terrorist groups involved in technological crimes on virtual platforms. However,

challenges such as a lack of transparency, consistency, and coordination in enforcing these sanctions still

persist, necessitating enhanced international cooperation and a revision of the existing legal structure.
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- United Nations. (2024, June 10). Resolution 2734 (2024) [S/
RES/2734 (2024)]. Security Council. https://documents.un.org/doc/
undoc/gen/n24/164/83/pdf/n2416483.pdf?_gl=1*1def6i9*_ga*OD
A3MjM30DkwLjE10DkzNjgwMzc.* ga TK9BQLS5X7Z*czE3N
TQ2NDUyMzckbzQ5JGcwJHQxNzUONjQ1IMjM3JGo2MCRsMC
RoMA

6. https://main.un.org/securitycouncil/sites/default/files/eot_travel
ban_english.pdf

7. https://esil-sedi.eu/wp-content/uploads/2018/04/Birkhauser.pdf
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1. IT Sanctions

2. Media and Communication Sanctions

3. https://www.un.org/unispal/document/report-special-rap-
porteur-23aug24/

4. https://www.ohchr.org/en/special-procedures/sr-terrorism/inter-
national-standards-promotion-and-protection-human-rights-and-
fundamental-freedoms-while
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6. https://www.lawfaremedia.org/article/sounding-the-alarm-on-
digitally-enabled-sanctions-evasion
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1. Diplomatic or Political Sanctions (Sanctions by Government Of-
ficials)
2. Old Dominion University. (2020). ODUMUNC 2020 Issue Brief:
UN General Assembly Fourth Committee: Disarmament — The Role
of the Sanctions in Diplomacy. ODU United Nations Society. https://
www.odu.edu/sites/default/files/documents/ib-4th-sanctions-in-
diplomacy.pdf
3. Sanction Scanner. (2025, June 20). Economic sanctions vs. politi-
cal sanctions. Definitions and differences. Sanction Scanner. https://
www.sanctionscanner.com/blog/economic-sanctions-vs-political-
sanctions-924
4. https://www.unodc.org/edj/en/cybercrime/module-3/key-issues/
international-human-rights-and-cybercrime-law.html
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3. United Nations General Assembly. (2024, December 24). Reso-
lution adopted by the General Assembly on the report of the Third
Committee (A/79/460, para. 15): 79/243, https://docs.un.org/en/A/
AC.291/L.15

4. United Nations. (1999, December 9). International Convention
for the Suppression of the Financing of Terrorism. https://treaties.
un.org/pages/ViewDetails.aspx?src=TREATY &mtdsg_no=XVIII-
11&chapter=18&clang=_en

5. Financial Action Task Force (FATF). (2021). Opportunities and
challenges of new technologies for AML/CFT. FATF. https://www.
fatf-gafi.org/publications/fatfrecommendations/documents/opportu-
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6. United Nations Security Council. (2001, September 28). Reso-
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