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Article Info Abstract

In today's digital era, where the internet and digital technologies play an integral role
in children's lives, safeguarding their data has become critical. The General Data
Protection Regulation (GDPR) of the European Union stands as one of the most
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comprehensive legal frameworks addressing this concern. It mandates parental

?;.Clez“_/zegzﬁ consent for data processing, promotes the use of simple language for children's
) understanding, and upholds the right to data deletion. Additionally, the GDPR
Accepted: enforces strict limitations on processing children's data and ensures specific rights to
22-02-2025 them. However, Iran's legal system still lacks a structured and comprehensive
regulatory framework for protecting children's data. Although initiatives like the

Key Words: "Personal Data Protection and Support Plan" have been introduced, they fail to
Child explicitly prioritize children's data protection. The rapid growth of online platforms

and services targeting children has raised serious concerns about privacy and data
Personal Data security. Social media, educational applications, and gaming platforms often collect
Protection and process children's data without adequate safeguards, exposing them to potential
General Data Protection 'isks such as identity theft, unauthorized profiling, and targeted advertising. The

. GDPR has sought to address these concerns by introducing stringent measures that
Regulation (GDPR) hold data controllers accountable for the lawful and transparent processing of
children's data. Conversely, Iran’s legal framework remains underdeveloped in this
area, lacking clear guidelines and enforcement mechanisms to ensure children’s data
privacy.
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1. Introduction

Children are increasingly engaged in digital environments, making their data vulnerable to misuse and exploitation.
The internet has revolutionized access to information, communication, and entertainment, allowing children to
interact in virtual spaces that were previously inaccessible. However, this increased connectivity has also led to
new challenges concerning privacy, security, and digital rights. With the expansion of digital technologies,
children’s data has become a valuable commodity for companies and organizations that seek to analyze user
behavior, target advertisements, and develop consumer profiles. This commercialization of data has raised ethical
and legal concerns, particularly regarding the extent to which children's information should be collected, stored,
and processed.

While digital platforms provide numerous benefits, such as educational resources and social networking
opportunities, they also expose children to potential risks. Cyberbullying, identity theft, and exploitation are just
some of the dangers that children face in the online world. The lack of legal literacy among children, coupled with
their limited understanding of privacy policies, makes them particularly vulnerable to data misuse. Consequently,
there is an urgent need for governments and regulatory bodies to implement policies that protect children from
these threats and ensure their digital rights are safeguarded.

The GDPR was introduced to address these challenges by establishing a legal framework that prioritizes the
protection of children's data. By requiring companies to obtain parental consent before processing children’s data,
the GDPR aims to reduce unauthorized data collection and provide greater transparency in how data is used.
Furthermore, the regulation emphasizes the need for child-friendly privacy policies that are easy to understand and
accessible to younger audiences. These measures ensure that children and their guardians can make informed
decisions about their digital presence and the data they share online.

Despite the advancements brought by the GDPR, many countries, including Iran, have yet to implement
comparable regulations. Iran's current legal framework on data protection is fragmented and lacks specific
provisions that address children's online privacy. While some legislative efforts have been made, such as the
proposed "Personal Data Protection and Support Plan," they fail to comprehensively address children's digital
rights. This gap in regulation leaves Iranian children exposed to potential data exploitation without adequate legal
recourse.

The primary objective of this study is to compare GDPR's child data protection mechanisms with Iran's
current legal framework and to highlight the gaps that necessitate legal reforms. By analyzing both legal systems,
this research aims to provide insights into the challenges and opportunities associated with protecting children's
online privacy in Iran. Additionally, the study explores the broader socio-cultural implications of implementing
stricter data protection policies and the potential impact on businesses, education systems, and digital governance.

With the proliferation of digital technologies, children's data is often collected, processed, and stored without
their informed consent. The absence of comprehensive regulations in Iran leaves children susceptible to online
threats, including cyberbullying, unauthorized data sharing, and surveillance. Given these challenges, the study
aims to provide a comparative legal analysis that will assist policymakers in formulating effective data protection
strategies tailored to children's needs. By drawing lessons from the GDPR, Iran can develop a robust legal
framework that prioritizes children's digital rights and ensures that their data remains secure in an increasingly
connected world.

2. Methodology

This study employs a comparative legal analysis method, examining the GDPR’s provisions on children's data
protection alongside Iranian laws. Data is gathered from legislative documents, legal analyses, and international
reports on children's digital privacy. The study also incorporates case studies and expert opinions to identify key
areas where Iran's legal system requires improvement. The analysis further explores the socio-cultural implications
of adopting stricter data protection policies in Iran.
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A qualitative research approach is utilized, involving document analysis and expert interviews to assess the
effectiveness of existing legal frameworks. Furthermore, international best practices are reviewed to propose
policy recommendations that align with global standards. By adopting a multidisciplinary perspective, the study
aims to bridge the legal and technological gaps in child data protection.

3. Results and Discussion

The study identifies several key differences between GDPR and Iranian laws regarding children’s data protection:

1. Age of Consent: The GDPR sets the digital age of consent at 16, allowing member states to reduce it to
13. Iran, however, follows Islamic legal age definitions (9 years for girls, 15 for boys), which significantly
undermines children's ability to make informed privacy decisions. The discrepancy between the legal age of
consent in Iran and international norms exposes Iranian children to potential data exploitation.

2. Transparency and Language: The GDPR mandates that digital service providers use child-friendly,
simple language in privacy policies. Iranian regulations lack explicit provisions requiring clear and understandable
communication with children. Without accessible privacy policies, children in Iran are less likely to understand
their digital rights and responsibilities.

3. Marketing and Data Use Restrictions: GDPR imposes strict limits on the use of children's data for
marketing and profiling, whereas Iranian laws do not explicitly prohibit data exploitation for commercial purposes.
As a result, children in Iran may be targeted by advertisers and data brokers without adequate legal protections.

4. Right to Data Deletion: Under the GDPR, children have the right to request data deletion, an essential
safeguard against long-term privacy risks. Iran's legal system lacks explicit guarantees for such rights, leaving
children's digital footprints unprotected. The absence of a "right to be forgotten™ provision in Iran further
complicates efforts to safeguard children's online privacy.

The findings highlight the need for urgent reforms in Iran’s legal framework to align with global best
practices. Implementing child-specific data protection measures can reduce the risk of cyber exploitation and
unauthorized data processing. Additionally, integrating privacy education into school curricula can empower
children and parents to navigate digital environments safely.

A comprehensive policy shift is required to ensure that Iran adopts child-centric data protection laws. Legal
reforms should be accompanied by technological solutions, such as age-verification mechanisms and parental
control tools, to enhance the safety of children’s online experiences. Moreover, collaboration between government
agencies, educational institutions, and the private sector is essential to developing an effective child data protection
ecosystem.

4. Conclusions and Future Research

The study concludes that Iran must establish a legal framework similar to the GDPR to ensure children's
online safety. Key recommendations include:

Raising the legal age of consent for data processing to 18 to align with international child protection standards.

Mandating the use of clear and comprehensible language in privacy policies for children to ensure
transparency and informed decision-making.

Introducing strict regulations limiting the commercial use of children's data and prohibiting targeted
advertising practices that exploit minors.

Recognizing and enforcing children’s right to data deletion to protect them from potential digital harm.

Implementing digital literacy programs to educate children and parents about online privacy risks and
responsible internet use.

Establishing an independent regulatory body dedicated to monitoring and enforcing child data protection
laws.
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Encouraging private sector compliance with ethical data handling practices through incentives and penalties.

Promaoting cross-sectoral collaboration between government agencies, tech companies, and advocacy groups
to ensure a holistic approach to child data protection.

Conducting periodic assessments and revisions of child data protection policies to keep pace with
technological advancements and emerging threats.

Enhancing international cooperation to adopt best practices from global data protection frameworks and
ensure seamless integration into Iran’s legal landscape.

By adopting these measures, Iran can create a safer digital landscape for children, ensuring their fundamental
right to privacy is protected in the evolving digital age. Addressing legislative gaps and fostering a culture of data
privacy awareness will ultimately empower children to navigate the digital world securely and responsibly.
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1. See Articles 7 and 8 of the Charter of Fundamental Rights of the European Union (2012 OJ C 326/2) [hereafter

CFRY]; see also Article 16(1) of the Treaty on the Functioning of the European Union (2012 OJ C 326) [hereafter

TFEU] and Article 39 of the Treaty on the European Union (2012 OJ C 326) (the full text of these Articles is set out

in 881-3 of Appendix I).

2. See Article 6(1) of the Treaty of the European Union, recognizing the rights, freedoms and principles set out in the Charter of Fundamental
Rights of the European Union of 7 December 2000 (as adapted in Strasbourg, on 12 December 2007), and Article 8 of the EU Charter of
Fundamental Rights. See also Article 16 of the Treaty on the Functioning of the European Union and Article 8 of the European Convention on
Human Rights.

3. General Data Protection Regulation (EU) 2016/679 of 27 April 2016 (GDPR)

4. Directive on the protection of personal data; Directive (EU) 2016/680 of the European Parliament and the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/997/JHA, OJ L 119/89, 4 May 2016 (Police and Criminal Justice Data Protection Directive). The
Directive must be transposed by member states by 6 May 2018.

5. Police and Criminal Justice Authorities Directive

6. A Brief History of Internet of Things, http://postscapes.com/internet-of-thingshistory, 21 June 2016.
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3. processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’).
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1. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes;
further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);

2. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

3. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);

4. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of
the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data
subject (‘storage limitation’);

5. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
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1. Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data.
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1. Art. 8 GDPR: 1- Where point (a) of Article 6 (1) applies, in relation to the offer of information society services directly to a child, the
processing of the personal data of a child shall be lawful where the child is at least 16 years old. Where the child is below the age of 16 years,
such processing shall be lawful only if and to the extent that consent is given or authorised by the holder of parental responsibility over the
child. Member States may provide by law for a lower age for those purposes provided that such lower age is not below 13 years.

2. The controller shall make reasonable efforts to verify in such cases that consent is given or authorised by the holder of parental responsibility
over the child, taking into consideration available technology.
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1. Right of access by the data subject
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1. The data subject shall have the right to obtain from the controller without undue delay the rectification of inaccurate personal data concerning
him or her. Taking into account the purposes of the processing, the data subject shall have the right to have incomplete personal data completed,
including by means of providing a supplementary statement.
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3. Council of Europe Explanatory memo, point 5; also Council of Europe, Declaration of the Committee of Ministers on protecting the dignity,
security and privacy of children on the Internet, https://search.coe.int/cm/Pages/result_details.aspx?ObjectID =09000016805d3d2d.
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