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3.. Directive 95/46/EC on the protection of individuals with regard to the processing of personal data
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Abstracts

Title: Police Databases: Balancing the Right to Security and
Informational Privacy

Mohsen Soofi Zomorrod', Mohsen Rezaei®
Abstract

Background and Objective: As a central institution responsible for maintaining public order
and safety, the police frequently engage with citizens’ personal data. These data, consolidated into
large-scale databases, not only enhance service delivery and crime detection efficiency but also
pose significant challenges to individual privacy. In today’s world, where information is consid-
ered a source of power, the fundamental question arises: How can a proper balance be maintained
between the right to public security and the protection of individual privacy?

Methodology: This study adopts a descriptive-analytical approach based on library resources.
Through a comparative lens, it examines the relationship between security interests and the funda-

mental rights of citizens in the collection and utilization of personal data within police databases.

Findings: Aggregated data play a vital role in identifying crime patterns, analyzing criminal
behavior, and informing preventive strategies. However, legal gaps in the processes of data col-
lection, storage, and utilization —~combined with the absence of robust oversight and accountabili-
ty mechanisms- can lead to violations of civil rights, erosion of public trust, and intrusive breaches
of privacy. Moreover, in the absence of transparent accountability systems, the risk of data misuse

or unauthorized disclosure significantly increases.

Conclusion: Ensuring security must not come at the cost of violating fundamental freedoms.
Accordingly, legal and operational frameworks governing data aggregation and usage should be
re-evaluated. The development of clear legal standards, the introduction of criminal penalties for
unauthorized use, stakeholder awareness initiatives, institutional oversight, and mechanisms for
redress are essential steps toward achieving a balance between security and individual freedoms

within the legal system governing police databases.

KeyWords: Security, Personal Data, Database, Police, Informational Privacy
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