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With the advancement of technology and the increasing
complexity of technological crimes, the criminalization of these
offenses at the global level is essential. The development of new
laws to identify, punish, and prevent these crimes, particularly in
the areas of national security and human rights, is imperative.
Addressing these crimes faces challenges, and strengthening
international cooperation, as well as sharing information and
technologies between countries, is crucial. In 2021, the United
Nations General Assembly held meetings to prevent the threats
posed by technological crimes and to enhance international
cooperation in combating them. These meetings led to the
drafting and adoption of the “United Nations Convention Against
Cybercrime (2024),” which emphasizes the need for Response
regarding technological threats and the development of
international cooperation, particularly in identifying and
prosecuting offenders. Given the transnational nature of these
crimes, the International Criminal Court has jurisdiction over
them. Additionally, during 2010 and 2011, UN expert meetings
led to the drafting of a statute for the International Criminal
Court to address these crimes. Designing a comprehensive
framework for the criminalization, punishment, and Response of
technological crimes for global implementation is vital. Due to
the transnational nature of these crimes, a legal framework at the
international level to combat them is essential. Moreover,
existing laws are inadequate to address the challenges posed by
technological advancements, thus requiring their revision and
updating. This paper, therefore, emphasizes the importance of
strengthening international cooperation and understanding the
nature of technological crimes.
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Introduction

In the current era, alongside the rapid expansion of modern
technologies, technology-related crimes have also significantly
increased, characterized by features such as the anonymity of
perpetrators, high speed of execution, and the ability to transcend
geographical borders. These crimes, especially in countries with weak
information technology infrastructures, pose transnational and global
threats. Therefore, effective countermeasures require the formulation
of comprehensive laws, harmonized criminalization, and strengthened
international cooperation. Technology-related crimes encompass a
broad spectrum of criminal behaviors, including unauthorized access
to computer systems, information theft, internet fraud, misuse of
social networks, and violations of intellectual property rights. The
technical complexity of these crimes, the lack of physical evidence,
and their cross-border nature have made the identification and
prosecution of offenders particularly challenging. Moreover,
insufficient specialized knowledge among judges, the potential
manipulation of digital evidence, and criminals’ use of emerging
technologies have reduced the effectiveness of criminal justice
measures. Thus, the existence of dedicated laws, clear jurisdictional
provisions, adaptation of legal procedures to the digital environment,
and enhanced cooperation among states are indispensable.
At the international level, the United Nations has taken steps since the
1990s to combat technology-related crimes, including holding global
summits on the information society in Geneva (2003) and Tunis
(2005), and adopting relevant policy documents. Despite these efforts,
until 2024, no binding international treaty specifically addressing
cybercrime had been adopted. However, in December 2024, all UN
member states ratified the Comprehensive Convention on Cybercrime,
a treaty comprising 68 articles aimed at promoting global cooperation,
facilitating the exchange of digital evidence, protecting victims, and
ensuring respect for human rights. Besides the UN, organizations such
as the International Telecommunication Union (ITU), Interpol, and the
Group of Eight (G8) have also played effective roles by drafting
specialized regulations, training relevant personnel, and establishing
technical committees. These developments reflect the global
community’s movement toward establishing a coherent and effective
legal framework for good governance in cyberspace.
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Methodology

This study examines relevant legal texts and specialized literature
through descriptive and analytical methods. By conducting detailed
and systematic analyses of existing documents, it aims to achieve a
comprehensive and deeper understanding of the nature of the
agreements under investigation. The theoretical framework of the
article is based on the principles of international criminal law, with a
particular emphasis on transparency and the prevention of conflicts of
interest.

Conclusion

The findings indicate that technology-related crimes, with their
complex, transnational, and evolving nature, represent some of the
most significant modern security threats. Given their cross-border
nature, which weakens traditional sovereignty boundaries, effective
responses require adopting coherent international legal strategies.
Accordingly, it is recommended to prioritize the drafting of a binding
international legal instrument focused on establishing a special
criminal tribunal for technology-related crimes. Such a body could,
based on recognized international norms, hold perpetrators of
widespread cyberattacks and digital rights violations criminally
accountable. Achieving this goal requires multilateral cooperation
among states, harmonization of domestic laws with international
standards, and the application of universal jurisdiction principles.
Furthermore, institutions such as the International Telecommunication
Union, Interpol, and the Council of Europe can play effective roles in
coordination, policy formulation, and experience exchange.
Ultimately, achieving good governance in the digital realm
necessitates comprehensive regulatory frameworks, capacity building,
intergovernmental information sharing, and the promotion of a
cybersecurity culture to effectively counter emerging technological
threats.
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1. United Nations. UN Manual on the Prevention and Control of Computer-Related
Crime (United Nations publication, Sales No. E.94.1V.5)
http://www.uncjin.org/Documents/EighthCongress.html

2. United Nations Crime and Justice Information Network (UNCJIN). (2000).
Report of the tenth United Nations Congress on the Prevention of Crime and the
Treatment of Offenders. A/ICONF.185/15, No. 165,
http://www.uncjin.org/Documents/congr10/15e.pdf

3. Combating Criminal Misuse No 1, UN Doc A/RES/55/63; Combating Criminal
Misuse No 2, UN Doc A/RES/56/121, para. 1

4. World Summit on the Information Society, GA Res 56/183, UN GAOR, 56th
sess, 90th plenmtg, Agenda Item 95(c), UN Doc A/RES/56/183 (31 January 2002,
adopted 21 December 2001).
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1. International Telecommunication Union (ITU). (2003). World Summit on the
Information Society, Declaration of Principles: Building the Information Society: A
Global Challenge in the New Millennium. (Document No WSIS-
03/GENEVA/DOC/4-E, 12  December 2003), p. 40; International
Telecommunication Union. (2003). World Summit on the Information Society, ‘Plan
of Action’ (Document No WSSS03/GENEVA/DOC/5-E, 12 December 2003).

2. A/IRES/56/121.
http://daccessdds.un.org/doc/lUNDOC/GEN/N01/482/04/PDF/N0148204.pdf

3. United Nations, Treaty Series, Optional Protocol to the Convention on the Rights
of the Child on the sale of children, child prostitution and child pornography; 18
January 2002, No. 2753, vol. 2171, p. 227;
https://treaties.un.org/pages/viewdetails.aspx?src=treaty&mtdsg_no=iv-11-
c&chapter=4&clang=_en

4. Follow-up to the Eleventh United Nations Congress on Crime Prevention and
Criminal Justice, A/IRES/60/177 (20 March 2006).

5. International Telecommunication Union, World Summit on the Information
Society, ‘Tunis gg enda for the Information Society’, WSSS-05/TUNIS/DOC/6(Rev.
1)-E, (18 November 2005) 40.

6. United Nations, Information Insecurity: A Survival Guide to the Uncharted
Territories of Cyber Threats and Cyber Security (Ict Task Force Series), July 1,
2005, https://unesdoc.unesco.org/ark:/48223/pf0000143889
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1. A/RES/64/211 (17 March 2010)

2. Rep. of the Twelfth United Nations Congress on Crime Prevention and Criminal
Justice, UN Doc A/CONF.213/18 at 567 [202]- [204] (18 May 2010)

3. Commission on Crime Prevention and Criminal Justice, Strengthening
International Cooperation to Combat Cybercrime, UN ESCOR, 22nd sess, Agenda
Item 7, UN Doc d E/CN.15/2013/L.14 (2 April 2013) para 3.
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5. Countering the use of information and communications technologies for criminal
purposes, A/RES/73/187 (14 January 2019)
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1. United Nations. (2021, June 30). Resolution 75/291: The United Nations Global
Counter-Terrorism Strategy: Seventh review. Seventy-fifth session.
https://docs.un.org/en/A/RES/75/291

2. https://docs.un.org/en/A/RES/74/247

3. https://docs.un.org/en/A/RES/75/282

4. United Nations General Assembly. (2024, December 24). Resolution adopted by
the General Assembly on the report of the Third Committee (A/79/460, para. 15):
79/243. United Nations Convention against Cybercrime; Strengthening international
cooperation for combating certain crimes committed by means of information and
communications technology systems and for the sharing of evidence in electronic
form of serious crimes. https://docs.un.org/en/A/RES/79/243

5. Hanoi
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- United Nations Office on Drugs and Crime. (2025, February 19). The Road to
Hanoi: Opening for signature of the UN Convention against Cybercrime.

Conference Room 8, UNHQ. https://unodaweb-meetings.unoda.org/public/2025-
02/Concept%20note%20The%20R0ad%20t0%20HN%20-%200EWG.pdf
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1. WSIS Geneva Plan of Action, WSIS-03/GENEVA/DOC/5-E, (12 December
2003), available from https://www.itu.int/dms_pub/itu-s/md/03/wsis/doc/S03-WSIS-
DOC-0005!!MSW-E.doc

2. Tunis Commitment, WSIS-05/TUNIS/DOC/7 —E (18 November 2005), available
from https://www.itu.int/wsis/docs2/tunis/off/7.doc; Tunis Agenda For The
Information Society, Document: WSIS-05/TUNIS/DOC/6(Rev.1)-E (18 November
2005) available from https://www.itu.int/wsis/docs2/tunis/off/6revl.doc

3. International Telecommunication Union (ITU). (2014). Understanding
Cybercrime:  Phenomena, Challenges and Legal Response, p.125,
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/cybercrime2014.pdf

4. see: http://www.itu.int/wsis/c5/, and also the meeting report of the second
Facilitation Meeting for WSIS Action Line C5, 2007, page 1, available at:
http://www.itu.int/osg/csd/cybersecurity/pgc/2007/  events/docs/meetingreport.pdf
and the meeting report of the third Facilitation Meeting for WSIS Action Line C5,
2008, available from
http://www.itu.int/osg/csd/cybersecurity/WSIS/3rd_meeting_docs/WSIS_Action_Li
ne_C5_Meeting_ Report_June_2008.pdf.

5. Rep. of the Latin American and Caribbean Regional Preparatory Meeting for the
Twelfth United Nations Congress on Crime Prevention and Criminal Justice, Held in
San Jose, from 25 to 27 May 2009, UN Doc A/CONF.213/RPM.1/1 (26 May 2009)
10 [41].
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1. 23-25 November 2009 (Santo Domingo, Dominican Republic):
http://www.itu.int/ITUD/cyb/events/2009/santo-domingo; 23-25 September 2009
(Hyderabad, India): 2009 ITU Regional Cyber security Forum for Asia-Pacific; 4-5
June 2009 (Tunis, Tunisia): 2009 ITU Regional Cyber security Forum for Africa
and Arab States; 18-22 May 2009 (Geneva, Switzerland): WSIS Forum of Events
2009, including Action Line C5 dedicated to building confidence and security in the
use of ICTs, and activities for child online protection; 7-9 September 2009 and 6-7
April 2009 (Geneva, Switzerland): ITU-D Rapporteur’s Group Meeting on Question
22/1 on Securing Information and Communication Networks; 7-9 October 2008
(Sofia, Bulgaria): ITU Regional Cyber security Forum for Europe and the
Commonwealth of Independent States (CIS); 25-28 August 2008 (Lusaka, Zambia):
ITU Regional Cyber security Forum for Eastern and Western Africa; 15-18 July
2008 (Brisbane, Australia): ITU Regional Cyber security Forum for Asia Pacific and
Seminar on the Economics of Cyber security; 18-21 February 2008 (Doha, Qatar):
ITU Regional Workshop on Frameworks for Cyber security and Critical Information
Infrastructure Protection (CIIP) and Cyber security Forensics Workshop; 27-29
November 2007 (Praia, Cape Verde): ITU West Africa Workshop on Policy and
Regulatory Frameworks for Cyber security and CIIP, 29-31 October 2007
(Damascus, Syria): ITU Regional Workshop on E-Signatures and Identity
Management; 16-18 October 2007 (Buenos Aires, Argentina): ITU Regional
Workshop on Frameworks for Cyber security and Critical Information Infrastructure
Protection (CIIP); 17 September 2007 (Geneva, Switzerland): Workshop on
Frameworks for National Action: Cyber security and Critical Information
Infrastructure Protection (CIIP); 2831 August 2007 (Hanoi, Vietnam): ITU Regional
Workshop on Frameworks for Cyber security and Critical Information Infrastructure
Protection (CIIP).

2. Subcommittee on High-tech Crimes
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1. Regarding the G8 activities in the fight against cybercrime, see also: United
Nations Conference on Trade and Development, Information Economy Rep. 2005,
UNCTAD/SDTE/ECB/2005/1, 2005, Chapter 6, p.233, available from
http://www.unctad.org/en/docs/sdteech20051ch6_en.pdf

2. Communiqué of the Ministerial Conference of the G8 Countries on Combating
Transnational Organized Crime, Moscow, (19-20 October 1999).

3. G8 Officials and the Private Sector Meet to Discuss Combating Computer Crime
G8 Government/Private Sector High-level Meeting on High-tech Crime (May 24th
2001) (Press Release) available from
https://www.mofa.go.jp/policy/i_crime/high_tec/conf0105-3.html

4. Rep. for the workshop on Potential Consequences for Data Retention of Various
Business Models Characterizing Internet Service Providers, G8 Government-
Industry Workshop on Safety and Security in Cyberspace, Tokyo, (May 2001).

5. Final Declaration of the 2009 G8 ministerial meeting of Justice and Home
Affairs, Rome, p. 7, available from
http://www.g8italia2009.it/static/G8_Allegato/declaration1giu2009,0.pdf.
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1. G8 Summit 2010.Muskoka Declaration, available from

http://www.g7.utoronto.ca/summit/2010muskoka/communique.html.
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3. Global Complex for Innovation (IGCI)

4. ASEAN Cyber Capability Desk

5. ASEAN Cybercrime Operations Desk

6. Interpol, Supporting collective actions against Cybercrime in Southeast Asiahttps:

Iiwww.interpol.int/Crimes/Cybercrime/Cybercrime-operations/ASEAN-

Cybercrime-OperationsDesk



INF leoled Glom /b g )l 02 I 2 s (5 osKew §pcanc] y S siilyglis s

w2l 0 Hebs bdg, wile olagasge (BASES b il 4 (oSl Bus
A3 oo ey |y (Jlumd S (SB5 5 B0 (918 &l ylid

Moltesmt sloosalen g Slunt o2 sla> 33 4 y3Ud Cusie! Ui 51 .Y .F
w85 )8 a5 )90 ailysld mlyx ) (8L Glosssed ((Mollise b pgeslsS orileg
gy SIS e 0o e GendlpiS el (el slaggealyS el
o gsbots (V) (Mallis g5 b abli gols gy i 5 «(VAAY)
Oibgy Sl B (gla s g SNl 4 LS dix e tilad S ks 1) aljgld clayagg

Db e lusl bbied cnl ye
P ey GgmadlgiSy @lpslid wlia 5Ly jglpll Malloye i ks ol Sl )
S0 3 03 sl Sk ity gmndlsS ol el (YY) (Gmbo mlr 3,90
9l ol g3 Sl a5 (o3 S Gl 5 ol Sl e lellim gy e
slhel g @l)pld ml jl Glasgorme ey oud U a8 (0 pilo | gae slacdy
S s |y o g (Sig SIS lie el ey alad Slolio 4 (glayg, s
Gl Slie YAV poobipes )3 eoponly) sl 4zl 5o <8, Mol sloe,Kan )5
sbad > wled &y (g yiwd 5 (Ml 5)en Gialjdl shaiedy (Slodl SS9 (egd ]2

1. United Nations. (1997, December 15). International Convention for the
Suppression of Terrorist Bombings.
https://treaties.un.org/pages/ViewDetails.aspx?src=IND&mtdsg_no=XVIII-
9&chapter=18&clang=_en

2. United Nations. (2000, August 28). Draft comprehensive convention on
international terrorism (A/C.6/55/1). General Assembly, Fifty-fifth session, Sixth
Committee. https://digitallibrary.un.org/record/422477?v=pdf

3. The Convention on Cybercrime (Budapest Convention, ETS No. 185) and its
Protocols, https://www.coe.int/en/web/cybercrime/the-budapest-convention

4. European Treaty Series - No. 185. Convention on Cybercrime, Council of Europe,
Details of Treaty No.185 available from
http://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185

5. Additional Protocol to the Convention on Cybercrime, concerning the
criminalization of acts of a racist and xenophobic nature committed through
computer systems, European Treaty Series - No. 189, available from:
https://rm.coe.int/ COERMPublicCommonSearchServices/DisplayDCTMContent?do
cumentld=09000016800 8160f
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1. Council of Europe, Acceding to the Budapest Convention on Cybercrime:
Benefits, Version 15 May 2017 available from https://rm.coe.int/cyber-buda-
benefits-v6/168072bddc
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3. The Commonwealth Model Law on Computer and Computer Related Crime,
Commonwealth Secretariat, LMM (02)17, Model Law on Computer and Computer
Related Crime, pp.1 & 3, available:
http://www.veritaszim.net/sites/veritas_d/files/Commonwealth%20Model%20Law%
200n%20Computer% 20and%20Computer%20Related%20Crime.pdf
4. Draft International Convention to Enhance Protection from Cyber Crime and
Terrorism,
https://web.stanford.edu/~gwilson/Transnatl.Dimension.Cyber.Crime.2001.p.249.pd
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- United Nations. (2017, February 13). Resolution 2341 (2017): Adopted by the
Security Council at its 7882nd meeting. https://docs.un.org/S/IRES/2341(2017)
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- United Nations. (2017, December 21). Resolution 2396 (2017): Adopted by the
Security Council at its 8148th meeting.
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-
CF6E4FF96FF9%7D/s_res_2396.pdf
3. The Delhi Declaration,
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/ct
c_specialmeeting_ outcome_document.pdf.
4. EU Cybersecurity Act, Regulation (EU) 2019/881, 2019 O.J. (L 151) 15,
http://data.europa.eu/eli/reg/2019/881/0j.
5. General Data Protection Regulation (GDPR), https://gdpr-info.eu/
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1. Council of the European Union, Declaration by the European Union and its
Member States on a Common Understanding of the Application of International
Law to Cyberspace, Brussels, 18 November 2024,
https://data.consilium.europa.eu/doc/document/ST-15833-2024-INIT/en/pdf

2. Explanation of Position of the United States on the Adoption of the Resolution on
the UN Convention Against Cybercrime in UNGA's Third Committee — United
States Mission to the United Nations
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1. Global Cybercrime Agenda (GCA)
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1. See www.ohchr.org
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