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1. Computer crime.

2. Cybercrime.

3. Information Technology.

4. Computer criminal damage.
5. Criminal Damage Act 1971.
6. Police and Justice Act 2006.
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1. Section 10 (5) of the Criminal Damage Act 1971 (inserted by Police and Justice
Act 2000) provides: “For the purposes of this Act a modification of the contents of
a computer shall not be regarded as damaging any computer or computer storage
medium unless its effect on that computer or computer storage medium impairs its
physical condition”.

2. Whiteley (1991) 93 Cr App R 381.

3. Joint Academic Network (JANET).

4. Lord Lane.
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4. Place or target of criminal activity.

5. Instrument for committing an offence.

6. Computer Misuse Act 1990.



o @aloie! /39 9 UandSSl el 3o )3 (Sl (5505 55

YUY Glaas s okl s glally slaesls jlee o o ws Olse 55
’ 3,15 g0 )0 03be ol
)J\)L;)'lewﬂ.&«&&Qﬁﬁ—d‘:;‘cw‘rﬁgwcu@—\
c[fic.).a:&rb_e.':\bjﬁ.?J)},aJa.&d@bj);—g&.ﬂbbrbd‘élﬂbbkl_?})\
b il Blhas 3T Ao LY Ao b -0 5 sl e o a5 AL
ML}gﬁJa.cr\qawuwaS:}_.idadwlgjraﬁx{w\—Y
ijjma_gwj:..c;C'L»—;_;SJ;SJ:&;»\)‘_;HJQ\)JA:;}S—;.&J\:cts.u:b.u.ib
—gfLifsj\,U\ﬂ}Ug\)Q\Li:}.ihg\‘u'l.i\)fa):a.,\,iat:_.ib«fjéa;bl.imljﬂ
Ly lesls oy 3158 8 (6 Olaabl b glasl s i ol 51 S a5, Slas
() 6 i sl Sk 535S e 5 lpe 51 Ky ya 45 ol DSl = L 65 s
.JJ'LAV.A\J.H);JS(:\;Q\Y\{
A2 5s5e Jas LI aS ol syss 55 e 568 s )ls Glias uy ol Y
Lol SEVLY o o bl glacsl STHL 3 sl o5l 55050 G a6l
S 36 g o e
jQLsL:L:JCybd.p\ﬁ&;qzjyrﬁﬁujﬁjASC,_JJSSQL”U@
2 S e Flal B b 5Tkl gla s s 5 eslizal Ogal e 5

1. Unauthorised modification of computer material

2. Section 3 of the Computer Misuse Act 1990 provides: “(1) A person is guilty of an
offence if —

(a) he does any unauthorised act in relation to a computer;

(b) at the time when he does the act he knows that it is unauthorised; and

(c) either subsection (2) or subsection (3) below applies.

(2) This subsection applies if the person intends by doing the act —

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any computer; or

(c) to impair the operation of any such program or the reliability of any such data; or
(d) to enable any of the things mentioned in paragraphs (a) to (c) above to be done.
(3) This subsection applies if the person is reckless as to whether the act will do any
of the things mentioned in paragraphs (a) to (d) of subsection (2) above”.

3. Computer viruses

4. Malware
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2. Removable data media

3. Computer disk

4. Storage medium

5. See also, s 17 (6) of the Computer Misuse Act 1990.

6. Phishing techniques.

7. Trojan horse.

8. Identity data.

9. An unauthorised source.

10. Unauthorised acts with intent to impair, or with recklessness as to impairing,

operation of computer, etc.
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1. Computer worm.
2. Bacterium.
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2. Any unauthorised act.

3. Interference with websites; See R v. Lindesny [2002] 1 Cr App R (§) 370 (CA).

4. Accessing subscription cable television channels without paying the subscription;

See R v. Parr-Moore [2003] 1 Cr App R (S) 425 (CA).

5. Electronic sabotage.

6. Unauthorised access.

7. Lindesay [2001] EWCA Crim 1720.
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1. Cyber space.
2. Real world.
3. Input of data or electromagnetic/light waves.
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1. Transmission of data ot electromagnetic/light waves.
2. Flash memory.

3. Propagation of data ot electromagnetic/light waves.
4. Data warchouse.

5. Database.

6. Deletion of data or electromagnetic/light waves.



VEo € lnts /) (oo 5 2 830005 [ 3 S 0,93 S \vY

JAL;W‘u_&;u}o;bg)la;;)y«;uutqsm;mmw;,\;Jw\
‘uuusomwm&M;oz;u;gswsg,,wt,-u;rwoi
Gy 3 SHI8 3 Il Carge 5 LS S 1 01 jsedd o 3 Sl 5 ,Ks
)JNw‘}fﬁ‘d}ﬁ\‘Jjﬂwo@J&d;)S@bédmzLifbﬁ
Cowd diag L8 3l abla a5 (g, 5b a4 cas ot 1) Sl bk dbole 5o 0L
sl 03 s 3 90 wle s L35 @

NS s o 05 b bl s 5l el L Laosls 03 8 552
Sl b Lo lally dlelw el 5l el b Sl dals 5 JLa)
.,\;Sdag,.,a.ldjipuj\ﬁl&uliLglauw)sduwdj)bdlubﬁﬁmw
0L, g esls 330 o I s el 05 57 gels O ol s Sae a5
gdy\tim;b ol (i g olS (ol s ol gf“‘?}’t""“’)f‘g‘dﬁ""
> sl b 5 Sl sl b slailly aibel oo sl IS 51 Csl 5 S &) 0
.wtaﬁrw);;\muﬁu,%m);:gh;)ts

S8 G5 b aebliae s U 2lsal b aesls g 55 L (s 80
S e cpl 3 il gl b DDl g b5 05,5 5L 5 5 oS ¢ ol S
Lol sleslaial b as el sles e ladal » sleslen ul () s de gla Sy 5 5l
ONer el o o 5 S e |y Leshs Sl ol pae AU e 5 015
sl slaasl e oS Sb 15 ol b g ala s o B ¢ 5 5l el
0 45 30l al i D8l ()= 0 TR (o 5) S e By e
o> glaesls 5o xS bos B e 6,505 bl K 50y e b 4k
Tl Obr 5o A o5 L s e a5 SIS s Dt e O 53 el
sl ais Oslil IS 51 g adeny ol s 5 AS o sl O b lise S
e ESTUSI SRS PP

06 hes a LG sl s sla i Sl S OSS,1 8 el S OLL S
lﬁdmgbéu‘uu@);dw|rﬁébadlﬁwbalwbuw@u;\éﬁ

1. Supptession of data or electromagnetic/light waves.
2. Alteration or damage of data or electromagnetic/light waves.
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1. Simple offences.
2. Immediate offences.
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2. Data carrier,
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1. Offences of unauthorised access.
2. See, e.g. Clause 1 (3) of the Computer Crime (Scotland) Bill.
3. Unauthorised.
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1. DPP v Lennon (2006) 170 JP 532.

2. Divisional Court.

3. Computer records.

4. Criminal activity.

5. Sinha [1995] Crim LR 68.

6. Manslaughter.

7. Offence of attempting to pervert the course of justice.
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1. Destruction or concealment of evidence
2. Data interference

3. Process

4. System interference
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1. Denial of setvice (DoS)
2. Attempted computer criminal damage.
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3. Cyber-protest groups.

4. Conduct offences.
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1. Inadvertently.

2. Attempted murder.

3. Required intention.

4. Zezev and Yarimaka v Governor of HM [Her Majesty’s] Prison Brixton [2002] 2
Cr App R 515.

5. Reliability.
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2. Goulden (1992) The Times, 10 June 1992.
3. Apple workstation.
4. Ampersand.
5. Access without use of a password.
6. Conditional discharge.
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1. Serious Crime Act 2015.

2. Unauthorised acts causing, or creating risk of, serious damage.

3. See SZA of the Computer Misuse Act 1990, inserted by s 41 of the Serious Crime
Act 2015.

4.SZA (1) (a) of the Computer Misuse Act 1990.

5. National security.

6. Human welfare.

7. Loss to human life.

8. Human illness or injury.

9. SZA (7) of the Computer Misuse Act 1990.

10. Damage to the environment.

11. Damage to the economy.

12. SZA (6) of the Computer Misuse Act 1990.

13.SZA (1) (d) of the Computer Misuse Act 1990. For further reading, See Rowland,
et al. 2017: 304.
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1. Internet of Things (IoT)
2. Cloud Data Storage
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