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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract 
Background: The advances in use of resilient 
telecommunication networks have shown the possible use of 
autonomous drones to support connectivity in unpredictable 
and complex terrains. Current network infrastructures have 
limitations in delivering optimized service in areas like traffic 
congestion, area of sparseness, disasters etc., which 
requires some form of innovation. 
Objective: The article is meant to propose a framework for 
using autonomous drones in practical telecommunication 
systems, with emphasis on the energy consumption, 
scalability, dependability, and flexibility of the solution for 
various situations. 
Methods: The study also uses other state-of-the-art approaches 
such as trajectory optimization, swarm coordination, dynamic 
spectrum management, and machine learning based 
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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resource allocation. Various slips were used on urban, rural, and disaster-sensitive 
scenarios to assess performance indices including energy input, network connectivity, 
signal strength, and lag time. The simulation results were supported by field 
experiments providing insights into various circumstances. 
Results: The simulation results of the actually proposed framework show network 
scalability enhancements, where coverage area involves up to 50 km² and power 
saving higher than 15%. The performance improvement included near perfect 
trajectory anticipation at a rate of 98%, while the utilization of resources was also 
optimized. Dynamic spectrum management was useful in reducing interference and 
increasing efficiency especially in areas of high density. 
Conclusion: The article promotes the use of UAV based telecommunication networks 
where challenging questions on scalability and reliability are raised and solved. 
Through the work presented, strong theoretical and empirical assumptions are made 
to foster concepts that will solidify next generation communication network. 
 

Keywords: autonomous drones, UAVs, telecommunication networks, trajectory 
optimization, swarm coordination, dynamic spectrum management (DSM), machine 
learning, energy efficiency, network scalability, disaster recovery. 
 
1. Introduction 
The deployment of autonomous drones is revolutionizing telecommunication 
networks by providing innovative solutions to enhance connectivity, 
scalability, and resilience. As modern networks transition into Beyond 5G 
(B5G) and 6G, the demand for robust and dynamic infrastructure has surged, 
particularly in areas where traditional systems face limitations. Autonomous 
drones, functioning as mobile network nodes and flying base stations, offer 
the flexibility to address challenges in disaster recovery, coverage expansion, 
and on-demand network support (Amponis et al. 2022). These capabilities 
underscore the pivotal role of drones in reshaping telecommunication 
frameworks to meet contemporary requirements (Qasim and Jawad 2024). 

Numerous studies have highlighted the technical advancements and 
applications of drones in enhancing telecommunication systems. Amponis et 
al. (2022) explored the integration of drones as flying base stations within 
B5G/6G networks, demonstrating their potential to ensure efficient coverage 
and scalability (Amponis et al. 2022) Research by Li et al. (2022) focused on 
maneuver control and scheduling for drones in wireless sensor networks, 
introducing strategies to optimize movement and data collection processes 
(Li, Ni, and Dressler 2022). Similarly, Huang and Savkin (2022) analyzed the 
deployment of heterogeneous Unmanned Aerial Vehicles (UAVs) to enhance 

coverage quality in diverse geographical regions (Huang and Savkin 2022). 
In urban contexts, drones have found extensive application within smart city 
frameworks. Gohari et al. (2022) reviewed the role of surveillance drones, 
emphasizing their contributions to public safety and efficient infrastructure 
monitoring (Gohari et al. 2022). Drone swarms, a recent innovation, were 
examined by Khan et al. (2023) for their potential in 6G network management 
(Khan et al. 2023). The study highlighted the advantages of swarm strategies 
for tasks such as load distribution and efficient resource allocation. 
Furthermore, solutions for energy-efficient drone operations have been 
explored, with Arani et al. (2022) presenting trajectory optimization 
techniques to reduce resource consumption while maintaining connectivity 
(Arani et al. 2022). A critical aspect underlying the development of future 
networks is the integration of drones into existing environments. Jacobsen et 
al. (2023) elaborated on how cooperative drone swarms can be deployed for 
infrastructure inspection (Jacobsen et al. 2023), and Shayea et al. (2022) 
reported on handover issues to maintain high-quality networks (Shayea et al. 
2022). These studies collectively demonstrate the importance of drones in 
modern telecommunication networks, while also identifying areas that remain 
understudied. 

However, certain gaps persist as we proceed to the next section of the 
paper. Some previous attempts investigate sub-problems of drone 
operations, such as trajectory optimization or network design, independently. 
A more pressing limitation is the absence of a general structure capable of 
offering multiple functions simultaneously to enhance robustness and 
flexibility (Amponis et al. 2022; Khan et al. 2023; Hashesh et al. 2022). 
Furthermore, the employment and utilization of drones in high-stress 
conditions, such as post-disaster scenarios or overpopulated areas, is not 
well-developed (Gohari et al. 2022; Jacobsen et al. 2023). This article seeks 
to address these gaps by developing an integrated model that adopts 
cooperative swarm strategies and improved deployment models for network 
reliability. 

Thus, the article posits that the use of cooperative swarm strategies, 
combined with innovative deployment models, can significantly enhance the 
flexibility, efficiency, and robustness of telecommunication networks in 
dynamic and challenging contexts. To address the identified challenges, this 
research adopts a multidisciplinary methodology: (1) creating numerical 
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signal strength, and lag time. The simulation results were supported by field 
experiments providing insights into various circumstances. 
Results: The simulation results of the actually proposed framework show network 
scalability enhancements, where coverage area involves up to 50 km² and power 
saving higher than 15%. The performance improvement included near perfect 
trajectory anticipation at a rate of 98%, while the utilization of resources was also 
optimized. Dynamic spectrum management was useful in reducing interference and 
increasing efficiency especially in areas of high density. 
Conclusion: The article promotes the use of UAV based telecommunication networks 
where challenging questions on scalability and reliability are raised and solved. 
Through the work presented, strong theoretical and empirical assumptions are made 
to foster concepts that will solidify next generation communication network. 
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models and testing them to identify the effects of trajectory planning on both 
energy consumption and network usage; (2) exploring cooperation methods 
for swarm deployment to optimize load distribution and coverage; and (3) 
analyzing case studies applying the proposed framework, such as disaster 
relief or high-population-density network scenarios. The study employs 
mathematical modeling, simulation-based assessment, and comparative 
analysis to produce credible and practical findings. 

The article will endeavor to design an integrated framework that 
incorporates trajectory planning and swarm coordination for drone-based 
telecommunication systems. It aims to evaluate the effect of the proposed 
strategies on the network’s resilience and scalability and offer specific insights 
into deployment issues and potential solutions for future systems. Achieving 
these goals would contribute perspectives and technical approaches relevant 
to autonomous drone networks in telecommunication technologies. 

 
2. Literature Review 
The use of drones within telecommunication networks has emerged as an 
innovative solution with regards to connectivity, scalability and flexibility. 
Nonetheless, a majority of the current research endeavors discloses 
inconsistencies and open questions, including the communication 
improvement, power control, and deployment issues. This literature review 
analyzes research published in the last years and identifies topics for future 
research relevant to people with disabilities and educators. 

Implementing drones in telecommunications networks entails 
implementing complications in relation to communication effectiveness and 
frequency band. According to Hashesh et al. (Hashesh et al. 2022), there are 
drawbacks of UAV enabled communication system such as; limited 
computational resources, latency and real time weak decision making. 
Likewise, Han et al. (Han et al. 2021) have paid much attention to the 
application of blockchain on 5G network and further pointed out that there 
remain many challenges in the aspects of security and efficient 
communication for drones (Qasim 2023). These studies indicate that easy 
incorporation of dependable protocols and flexible interaction strategies still 
poses a questions mark. 

One possible recommendation is the deployment of the dual structure 
which is established as the integration of conventional network infrastructure 

and drones. High-level architecture establishing the connectivity between 5G 
and U-Space services were developed and implemented by Si-Mohammed 
et al. (Si-Mohammed et al. 2021) and this enhanced the reliability of the 
services. However, they proposed solution needs further study in more 
dynamic and resource limited environments due to scalability problems. 

Energy consumption is an essential factor to achieve optimization in 
drones more so where they are to be deployed in urban or secluded areas 
(Jawad Aqeel Mahmood 2022). Chen et al. (2023) discussed energy and 
time-efficient path planning for eVTOL UAVs and also study associated 
approaches for this type of UAVs (Chen et al. 2023). In the same way, 
Tarekegn et al. (2022) employed reinforcement learning to select the positions 
of drone base station, which in turn had better energy use but without 
compromising the service quality (Tarekegn et al. 2022). Nevertheless, these 
features are not always feasible in actual-world application due to challenges 
such as uncertainties in the operating environment and real-time dynamic 
responses. 

To deal with these problems, Chen et al. put forward DeliverSense, a deep 
reinforcement learning-based scheduling framework (Chen et al. 2023). This 
framework also optimises the schedule of delivery drone in the crowdsensing 
application. Applying such methodologies to aspects of telecommunication 
use could help to find a middle ground between low energy consumption and 
high-quality network (Qasim 2019). 

Deployment of drones and especially strategies for using them in 
heterogeneous and urban scenarios, is still under development. Signal 
strength was analyzed in IoT frameworks by Alsamhi et al. (Alsamhi et al. 
2023), where the authors emphasized the need for forecasts and adaptive 
algorithms due to their environment dependency. Likewise, Fakhreddine et 
al. carried out test on Drone-to-Drone communication with Wi-Fi, LTE-A and 
5G to get understanding of objectives and challenges of using different 
technologies (Fakhreddine et al. 2022). But these studies show that there are 
still shortcomings as to the stability of CI communication links in the high-
density populated areas or physically difficult terrains (Li et al. 2023).  Another 
factor specific to urban context comprises of risks of mid-air collisions and 
insecurity of frequencies. Wu et al. (2021) proposed the swarm-based 4D 
path planning for urban environment and shown implementational safety as 
well as efficacy (Wu et al. 2021). Still, applying these strategies in a large 
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models and testing them to identify the effects of trajectory planning on both 
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relief or high-population-density network scenarios. The study employs 
mathematical modeling, simulation-based assessment, and comparative 
analysis to produce credible and practical findings. 

The article will endeavor to design an integrated framework that 
incorporates trajectory planning and swarm coordination for drone-based 
telecommunication systems. It aims to evaluate the effect of the proposed 
strategies on the network’s resilience and scalability and offer specific insights 
into deployment issues and potential solutions for future systems. Achieving 
these goals would contribute perspectives and technical approaches relevant 
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Nonetheless, a majority of the current research endeavors discloses 
inconsistencies and open questions, including the communication 
improvement, power control, and deployment issues. This literature review 
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scale raises concerns on computational overheads and responsive time. 
There are not many prior works that explore both aspects in combination 

which has led to there being little integration into a comprehensive framework 
to address the issue. One possible carrier is the use of cognitive radio 
techniques, as Li and Liu (2022) implemented to control spectrum allocation 
in a dynamic manner (Li and Liu 2022). Furthermore, more closely related to 
the system, the adaptive modulation techniques, described by Gopi et 
al.(2021), could improve the drone–user interactions in B5G systems by 
dynamically changing in response to environmental and network’s factors 
(Gopi et al. 2021). 

Second important and similar gap is the lack of ways to assess and check 
the solutions in other conditions as well. Simulation environments that consist 
of multiple agents and adapt those agents based on network requirements 
and disturbances in the environmental could be used to offer a more realistic 
assessment. Further, innovative interaction paradigms which incorporate 
swarm-based techniques as elaborated by Wu et al. (2021) can solve issues 
of scalability and efficiency (Wu et al. 2021). 

Although major progress has been achieved in the usage of drones in 
telecommunication networks, major issues still persist regarding 
communication reliability, energy consumption, and flexibility of deployment. 
Potential research directions comprised further investigation of hybrid 
architectures, development of adaptive communication models, and 
reinforcement learning-based approaches can help future studies create a 
solid foundation for further enhancement of telecommunication networks’ 
reliability and efficiency. The design for scalability arises from the fact that 
testing is a crucial aspect that must be expanded to validate proposed 
solutions in real-life settings while multi-agent simulations become crucial in 
contributing to the validations of these proposed solutions. 

 
3. Methodology 
The methodology delineates a clear, multi-step strategy aimed at exploring 
and enhancing the use of autonomous drones in ensuring robust 
telecommunication networks. It encompasses trajectory optimization, swarm 
coordination, and the energy and communication aspects of UAVs. These 
aspects are proactively addressed through techniques such as simulation, 
mathematical modeling, and field experimentation, which collectively strive to 

deliver efficient and comprehensive results. 
 

3.1. Simulation Framework 
A multi-disciplinary approach is used for the investigation of the use of 
autonomous drones in survivable telecommunication networks, aspects of 
trajectory planning, swarm behaviors, energy control, and communication 
connectivity are addressed. To make the analysis complete and practical, the 
methodology employs simulation frameworks and tools, analytical modeling, 
and field experiments. 

MATLAB and NS-3 had been used to create a simulation with capability of 
emulating varied functionality in urban, rural and disaster-prone areas. There 
are four key parameters, namely altitude (10–150 meters), communication 
range (500–2000 meters), mobility (2–20 m/s) and user density 500–10 000 
users per km². Terrain interference, weather conditions, and spectrum 
congestion are included using Geospatial data, meteorological data, and 
congestion frequency band model respectively (Wu et al. 2021; Amponis et 
al. 2022). 

The analytical models support the simulations and discuss trajectory 
optimization mathematically as the energy efficiency and coverage. 
anticipating that swarm coordination strategies are more latency-efficient than 
control of individual UAVs, minimizing overlap of coverage areas. Behavior of 
energy consumption is also predicted and depends on the payload weight 
and flight conditions (Qasim and Pyliavskyi 2020). 

These models are justified by field experiments that employ drones under 
regulated conditions and measure the efficiency of real-time communication, 
disaster-simulating stability, and energy usage. Several characteristics as the 
response time, packet loss ratio, data transfer rates, and energy consumption 
during different operations are observed. 

Telecommunications records and weather archives and satellite images 
afford the validation of those, making for sensible and solid assessments. This 
integrated methodology brings out the theory and practice interfaces with an 
aim of enhancing capabilities of drone enabled telecommunication networks. 

 

3.2. Trajectory Optimization 
The trajectory optimisation approach best meets the challenge of using 
minimal power while guaranteeing reliable molecular linkup. To achieve this, 
the optimization problem is cast as a mixed integer nonlinear programming 
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the system, the adaptive modulation techniques, described by Gopi et 
al.(2021), could improve the drone–user interactions in B5G systems by 
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problem where the energy consumption and the communication reliability are 
accurately modelled. 
Energy Model 
The total energy consumption (𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡) of a single drone is expressed as: 

𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = ∫ (𝑃𝑃ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 + 𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 + 𝑃𝑃𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐)𝑑𝑑𝑑𝑑
𝑇𝑇
𝑡𝑡=0                                           (1) 

Where 𝑃𝑃ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 energy required to hover, dependent on mass (𝑚𝑚), 
gravitational acceleration (𝑔𝑔), and altitude (ℎ); 𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 energy for motion, 
dependent on speed (𝑣𝑣) and mass (𝑚𝑚); 𝑃𝑃𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 energy for communication, 
dependent on transmission distance (𝑑𝑑) and data size (𝑠𝑠𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑). 

The constants (𝑘𝑘1, 𝑘𝑘2, 𝛼𝛼, 𝛽𝛽) are derived through calibration with physical 
drone models to ensure accuracy and reliability (Li, Ni, and Dressler 2022), 
(Li and Liu 2022). 
Trajectory Optimization Formulation 
The optimal trajectory minimizes the cost function (𝐶𝐶𝑜𝑜𝑜𝑜𝑜𝑜): 

𝐶𝐶𝑜𝑜𝑜𝑜𝑜𝑜 = min
𝑃𝑃(𝑡𝑡)

∫ (𝛾𝛾 ∙ 𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 + 𝛿𝛿 ∙ (1 − 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃)))𝑑𝑑𝑑𝑑
𝑇𝑇
𝑡𝑡=0                               (2) 

Where 𝑃𝑃(𝑡𝑡) denotes the drone's position over time; 𝛾𝛾 and 𝛿𝛿 are weighting 
factors that balance energy efficiency 𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 and signal quality 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃) that 
represents the signal quality as a function of position, capturing the impact of 
trajectory on network performance (Li et al. 2023). 

 

3.3. Swarm Coordination 
Coordination between swarms is a major area that determines the efficiency 
of the use of resources, and the way the coverage of the network in various 
autonomous drone networks. By use of cooperative algorithms, this research 
aims at enhancing the performance of drone swarms in terms of connectivity 
and energy in their tasks. 
Swarm Cost Function 
The cost function for swarm coordination (𝐶𝐶𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) takes into account the 
relation between distance, speed, energy requirement, orientations and 
connectivity of the swarm. It is defined as: 

𝐶𝐶𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = ∑ (𝑑𝑑𝑖𝑖𝑣𝑣𝑖𝑖 + 𝜆𝜆 ∙ 𝐸𝐸𝑖𝑖𝐶𝐶𝑖𝑖)
𝑁𝑁
𝑖𝑖=1                                                                   (3) 

Where 𝑑𝑑𝑖𝑖 distance traveled by drone 𝑖𝑖; 𝑣𝑣𝑖𝑖 velocity of drone 𝑖𝑖; 𝐸𝐸𝑖𝑖 energy 
consumed by drone 𝑖𝑖; 𝐶𝐶𝑖𝑖 connectivity score for drone iii, reflecting its 
contribution to network coverage and reliability; 𝜆𝜆 penalty factor for inefficient 
energy use. 

Swarm Efficiency 
The efficiency of the swarm (𝜂𝜂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) is evaluated as the ratio of the total 
connectivity score to the total energy consumed by all drones: 

𝜂𝜂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = ∑ 𝐶𝐶𝑖𝑖
𝑁𝑁
𝑖𝑖=1

∑ 𝐸𝐸𝑖𝑖𝑁𝑁
𝑖𝑖=1

                                                                    (4) 

The metric measures the entirety of the performance of swarm and this is 
a trade-off between energy and network. To achieve swarm coordination, a 
distributed cooperative algorithm based on reinforcement learning is applied. 
They all fly independently but communicate state information to adjacent 
drones including position, battery level, and cover age every 10 ms. This 
decentralized communication thus provides for an elasticity of decision 
making in the swarm, such that the swarm is able to accommodate changes 
in the environment or load on the networks used (Khan et al. 2023). 

 
3.4. Energy Efficiency 
Long-endurance applications play the role of energy efficiency since drones 
are generally considered the sustainability of continuous drone operations. 
The study uses models and constraint that makes use of energy in the system 
with a close look at system reliability and network productivity. 
Energy Budget Constraint 
Every drone is allocated a certain amount of power for effectiveness on the 
mission and for a safe landing. The energy constraint is expressed as: 

𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ≥ 𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 + 𝐸𝐸𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠                                                   (5) 
Where 𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 energy currently available to the drone; 𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 energy 

required for the drone to safely return to its base station; and 𝐸𝐸𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 a safety 
margin allocated to account for unforeseen energy demands, such as 
adverse weather conditions or extended mission times. 
Energy-to-Coverage Ratio 
The efficiency of energy utilization is evaluated using the energy-to-coverage 
ratio (𝜌𝜌): 

𝜌𝜌 = 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶                                                                (6) 

This ratio is the measure of the physical effort that is given in percentage 
to the extent of coverage of the networks that is achieved. Increasing 𝜌𝜌 
enables a large area to be illuminated using a small energy input assuring 
optimality of the energy used. 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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problem where the energy consumption and the communication reliability are 
accurately modelled. 
Energy Model 
The total energy consumption (𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡) of a single drone is expressed as: 

𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = ∫ (𝑃𝑃ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 + 𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 + 𝑃𝑃𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐)𝑑𝑑𝑑𝑑
𝑇𝑇
𝑡𝑡=0                                           (1) 

Where 𝑃𝑃ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 energy required to hover, dependent on mass (𝑚𝑚), 
gravitational acceleration (𝑔𝑔), and altitude (ℎ); 𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 energy for motion, 
dependent on speed (𝑣𝑣) and mass (𝑚𝑚); 𝑃𝑃𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 energy for communication, 
dependent on transmission distance (𝑑𝑑) and data size (𝑠𝑠𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑). 

The constants (𝑘𝑘1, 𝑘𝑘2, 𝛼𝛼, 𝛽𝛽) are derived through calibration with physical 
drone models to ensure accuracy and reliability (Li, Ni, and Dressler 2022), 
(Li and Liu 2022). 
Trajectory Optimization Formulation 
The optimal trajectory minimizes the cost function (𝐶𝐶𝑜𝑜𝑜𝑜𝑜𝑜): 

𝐶𝐶𝑜𝑜𝑜𝑜𝑜𝑜 = min
𝑃𝑃(𝑡𝑡)

∫ (𝛾𝛾 ∙ 𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 + 𝛿𝛿 ∙ (1 − 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃)))𝑑𝑑𝑑𝑑
𝑇𝑇
𝑡𝑡=0                               (2) 

Where 𝑃𝑃(𝑡𝑡) denotes the drone's position over time; 𝛾𝛾 and 𝛿𝛿 are weighting 
factors that balance energy efficiency 𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 and signal quality 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃) that 
represents the signal quality as a function of position, capturing the impact of 
trajectory on network performance (Li et al. 2023). 

 

3.3. Swarm Coordination 
Coordination between swarms is a major area that determines the efficiency 
of the use of resources, and the way the coverage of the network in various 
autonomous drone networks. By use of cooperative algorithms, this research 
aims at enhancing the performance of drone swarms in terms of connectivity 
and energy in their tasks. 
Swarm Cost Function 
The cost function for swarm coordination (𝐶𝐶𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) takes into account the 
relation between distance, speed, energy requirement, orientations and 
connectivity of the swarm. It is defined as: 

𝐶𝐶𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = ∑ (𝑑𝑑𝑖𝑖𝑣𝑣𝑖𝑖 + 𝜆𝜆 ∙ 𝐸𝐸𝑖𝑖𝐶𝐶𝑖𝑖)
𝑁𝑁
𝑖𝑖=1                                                                   (3) 

Where 𝑑𝑑𝑖𝑖 distance traveled by drone 𝑖𝑖; 𝑣𝑣𝑖𝑖 velocity of drone 𝑖𝑖; 𝐸𝐸𝑖𝑖 energy 
consumed by drone 𝑖𝑖; 𝐶𝐶𝑖𝑖 connectivity score for drone iii, reflecting its 
contribution to network coverage and reliability; 𝜆𝜆 penalty factor for inefficient 
energy use. 

Swarm Efficiency 
The efficiency of the swarm (𝜂𝜂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) is evaluated as the ratio of the total 
connectivity score to the total energy consumed by all drones: 

𝜂𝜂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = ∑ 𝐶𝐶𝑖𝑖
𝑁𝑁
𝑖𝑖=1

∑ 𝐸𝐸𝑖𝑖𝑁𝑁
𝑖𝑖=1

                                                                    (4) 

The metric measures the entirety of the performance of swarm and this is 
a trade-off between energy and network. To achieve swarm coordination, a 
distributed cooperative algorithm based on reinforcement learning is applied. 
They all fly independently but communicate state information to adjacent 
drones including position, battery level, and cover age every 10 ms. This 
decentralized communication thus provides for an elasticity of decision 
making in the swarm, such that the swarm is able to accommodate changes 
in the environment or load on the networks used (Khan et al. 2023). 

 
3.4. Energy Efficiency 
Long-endurance applications play the role of energy efficiency since drones 
are generally considered the sustainability of continuous drone operations. 
The study uses models and constraint that makes use of energy in the system 
with a close look at system reliability and network productivity. 
Energy Budget Constraint 
Every drone is allocated a certain amount of power for effectiveness on the 
mission and for a safe landing. The energy constraint is expressed as: 

𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ≥ 𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 + 𝐸𝐸𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠                                                   (5) 
Where 𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 energy currently available to the drone; 𝐸𝐸𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 energy 

required for the drone to safely return to its base station; and 𝐸𝐸𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 a safety 
margin allocated to account for unforeseen energy demands, such as 
adverse weather conditions or extended mission times. 
Energy-to-Coverage Ratio 
The efficiency of energy utilization is evaluated using the energy-to-coverage 
ratio (𝜌𝜌): 

𝜌𝜌 = 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶                                                                (6) 

This ratio is the measure of the physical effort that is given in percentage 
to the extent of coverage of the networks that is achieved. Increasing 𝜌𝜌 
enables a large area to be illuminated using a small energy input assuring 
optimality of the energy used. 
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towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;
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of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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3.5. Communication Reliability 
Communication reliability is one of the key enablers of telecommunication 
network resiliency in drone environments as it maintains convincing 
communication quality. The study address’s reliability through dynamic 
communication interfaces that can anticipate signal loss and apply handover 
proficiently. 
Signal Strength Model 
The signal strength at a given location 𝑃𝑃, denoted as 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃), is calculated 
using the following model: 

𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃) =
𝑃𝑃𝑡𝑡𝑡𝑡∙𝐺𝐺𝑡𝑡𝑡𝑡∙𝐺𝐺𝑟𝑟𝑟𝑟
𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ∙(𝑑𝑑(𝑃𝑃))𝛾𝛾

                                                               (7) 

Where 𝑃𝑃𝑡𝑡𝑡𝑡 transmitter power; 𝐺𝐺𝑡𝑡𝑡𝑡 and 𝐺𝐺𝑟𝑟𝑟𝑟 gains of the transmitter and 
receiver antennas, respectively; 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ path loss factor, accounting for signal 
degradation over distance; 𝑑𝑑(𝑃𝑃) distance between the drone and the receiver 
at position 𝑃𝑃; 𝛾𝛾 path loss exponent, reflecting environmental characteristics. 
Handover Efficiency 
Handover efficiency, denoted as 𝜂𝜂ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎, measures the effectiveness of 
transitions between communication links: 

𝜂𝜂ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 =
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴                                                      (8) 

To ensure continuous and optimal connectivity for both drones and users 
as they move within the network, effective handover mechanisms must be 
established. The study employs predictive models based on traffic data and 
user mobility to facilitate better staging of handovers and expedite decision-
making processes, thereby reducing the likelihood of dropped calls. 
Responsive methods dynamically adjust signals to maintain stable 
communication considering user density, drone movement, and interference. 
When augmented with predictive handover mechanisms, these protocols 
endow the network with the capacity to support real-time applications while 
ensuring network robustness. Signal strength modeling and handover 
optimization prepare the communication framework to effectively address the 
challenges inherent in drone-enabled telecommunication networks. 

 
3.6. Experimental Design 
The study incorporated approach experimental approach to compare the 
performance of the autonomous drones used in telecommunication network 
through field tests and surveys and interviews. To investigate various in-situ 

conditions, a fleet of drones, each having an accompanied 5G communication 
module, was employed with a constellation of 40 units was deployed in urban, 
semi-urban, and four disaster-affected areas. Signal quality, power utilization, 
delay, rate, and drone to drone transmission or reception rates were captured 
to evaluate their performance under real-world scenarios. In addition, there 
were 60 practitioner opinions on actual challenges and regulatory constraints. 
Controlled factors like station height with 120 meters, station frequency with 
3.5 GHz transmitted power of 20 dBm remained constant and enhanced 
replication, while variety included user intensity and weather conditions. This 
guarantees the framework to be realistic and at the same time to respect the 
technical requirements. 
 
3.7. Scalability and Validation 
Programmability and stability are two important factors when implementing 
self-navigating drones in telecommunication networks and systems, 
guaranteeing that the given application will be capable of handling growing 
volumes of work. The study measures scalability through various quantitative 
measures and then assesses the model’s using simulation under various 
operation scenarios. 
Scalability Index 
To measure the efficiency of resource utilization as the number of drones 
increases, the scalability index (𝑆𝑆) is defined as: 

𝑆𝑆 = 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑝𝑝𝑝𝑝𝑝𝑝 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝑝𝑝𝑝𝑝𝑝𝑝 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷                                                                  (9) 

This index compares the coverage that each and every drone system 
needs to offer with the amount of energy it needs to consume so that the 
scalability of the drone systems can be judged. High fleet sizes up to a 
maximum of 150 drones were tested with the aim of analyzing the impacts of 
scaling the drones to optimisation of energy consumption and comprehensive 
network coverage, which also reveal behavior when the system realizes 
large-scale operations. 
Latency Model 
Network latency (𝐿𝐿) is a critical performance metric, particularly for real-time 
applications. It is modeled as: 

𝐿𝐿 = 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 + 𝐿𝐿𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 + 𝐿𝐿𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞                                      (10) 
Where 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 time required for data processing at the drone or network 



2

Special Issue   |   Winter 2025

when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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3.5. Communication Reliability 
Communication reliability is one of the key enablers of telecommunication 
network resiliency in drone environments as it maintains convincing 
communication quality. The study address’s reliability through dynamic 
communication interfaces that can anticipate signal loss and apply handover 
proficiently. 
Signal Strength Model 
The signal strength at a given location 𝑃𝑃, denoted as 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃), is calculated 
using the following model: 

𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑃𝑃) =
𝑃𝑃𝑡𝑡𝑡𝑡∙𝐺𝐺𝑡𝑡𝑡𝑡∙𝐺𝐺𝑟𝑟𝑟𝑟
𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ∙(𝑑𝑑(𝑃𝑃))𝛾𝛾

                                                               (7) 

Where 𝑃𝑃𝑡𝑡𝑡𝑡 transmitter power; 𝐺𝐺𝑡𝑡𝑡𝑡 and 𝐺𝐺𝑟𝑟𝑟𝑟 gains of the transmitter and 
receiver antennas, respectively; 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ path loss factor, accounting for signal 
degradation over distance; 𝑑𝑑(𝑃𝑃) distance between the drone and the receiver 
at position 𝑃𝑃; 𝛾𝛾 path loss exponent, reflecting environmental characteristics. 
Handover Efficiency 
Handover efficiency, denoted as 𝜂𝜂ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎, measures the effectiveness of 
transitions between communication links: 

𝜂𝜂ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 =
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴                                                      (8) 

To ensure continuous and optimal connectivity for both drones and users 
as they move within the network, effective handover mechanisms must be 
established. The study employs predictive models based on traffic data and 
user mobility to facilitate better staging of handovers and expedite decision-
making processes, thereby reducing the likelihood of dropped calls. 
Responsive methods dynamically adjust signals to maintain stable 
communication considering user density, drone movement, and interference. 
When augmented with predictive handover mechanisms, these protocols 
endow the network with the capacity to support real-time applications while 
ensuring network robustness. Signal strength modeling and handover 
optimization prepare the communication framework to effectively address the 
challenges inherent in drone-enabled telecommunication networks. 

 
3.6. Experimental Design 
The study incorporated approach experimental approach to compare the 
performance of the autonomous drones used in telecommunication network 
through field tests and surveys and interviews. To investigate various in-situ 

conditions, a fleet of drones, each having an accompanied 5G communication 
module, was employed with a constellation of 40 units was deployed in urban, 
semi-urban, and four disaster-affected areas. Signal quality, power utilization, 
delay, rate, and drone to drone transmission or reception rates were captured 
to evaluate their performance under real-world scenarios. In addition, there 
were 60 practitioner opinions on actual challenges and regulatory constraints. 
Controlled factors like station height with 120 meters, station frequency with 
3.5 GHz transmitted power of 20 dBm remained constant and enhanced 
replication, while variety included user intensity and weather conditions. This 
guarantees the framework to be realistic and at the same time to respect the 
technical requirements. 
 
3.7. Scalability and Validation 
Programmability and stability are two important factors when implementing 
self-navigating drones in telecommunication networks and systems, 
guaranteeing that the given application will be capable of handling growing 
volumes of work. The study measures scalability through various quantitative 
measures and then assesses the model’s using simulation under various 
operation scenarios. 
Scalability Index 
To measure the efficiency of resource utilization as the number of drones 
increases, the scalability index (𝑆𝑆) is defined as: 

𝑆𝑆 = 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑝𝑝𝑝𝑝𝑝𝑝 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷
𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝑝𝑝𝑝𝑝𝑝𝑝 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷                                                                  (9) 

This index compares the coverage that each and every drone system 
needs to offer with the amount of energy it needs to consume so that the 
scalability of the drone systems can be judged. High fleet sizes up to a 
maximum of 150 drones were tested with the aim of analyzing the impacts of 
scaling the drones to optimisation of energy consumption and comprehensive 
network coverage, which also reveal behavior when the system realizes 
large-scale operations. 
Latency Model 
Network latency (𝐿𝐿) is a critical performance metric, particularly for real-time 
applications. It is modeled as: 

𝐿𝐿 = 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 + 𝐿𝐿𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 + 𝐿𝐿𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞                                      (10) 
Where 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 time required for data processing at the drone or network 
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Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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node; 𝐿𝐿𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 delay during the transmission of data between nodes or 
from the drone to the receiver;  𝐿𝐿𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞 delay caused by queuing at network 
nodes, which can increase with higher traffic loads. 
Validation Approach 
The effectiveness of the developed indices: the scalability index and the 
latency model were confirmed by multiple simulation experiments performed 
under different densities of drones, different loads of users, and different 
environments. These simulations gave a rich understanding of system 
performance as operational loads are scaled up, and demonstrated that the 
proposed framework can be applied to a wide range of telecommunication 
settings when scaled up. 
 
3.8. Dynamic Spectrum Management 
In the following section, the importance of dynamic spectrum management is 
discussed to put together a methodology of autonomous drones in reliable 
telecommunication networks. This element also provides a mechanism for 
appropriate deployment of spectrum in areas that experience high density or 
interference in the drones-based communication systems (Si-Mohammed et 
al. 2021). Therefore, spectrum management is critical to the overall 
performance of the drone networks particularly in areas with high user density 
or those which employ overlapping frequencies. In this work, intelligent radio 
methods are used for dynamic spectrum control, which releases and assigns 
resources correspondent to inherent network characteristics (Li and Liu 
2022).  
Spectrum Utility Function 
The utility of a given spectrum band (𝑈𝑈𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) is defined as: 

𝑈𝑈𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = ∑ 𝑅𝑅𝑏𝑏
𝑁𝑁𝑏𝑏

𝐵𝐵
𝑏𝑏=1                                                       (11) 

Where 𝑅𝑅𝑏𝑏 throughput achieved on band 𝑏𝑏; 𝑁𝑁𝑏𝑏 number of users accessing 
band 𝑏𝑏; 𝐵𝐵 total number of available spectrum bands. 
Dynamic Allocation Algorithm 
To optimize spectrum usage, a dynamic allocation algorithm is implemented 
with the following features: 

1. Spectrum Sensing: Spectrum sensing is done by drone in regular time 
frame of 100 ms to detect the available and underutilized frequency 
bands. 

2. Reinforcement Learning: A reinforcement learning-based algorithm is 
used to determine the channel band which gives the maximum of 
𝑈𝑈𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠, while restricting interferences. The algorithm adapts 
dynamically to network demand fluctuations and changing interference 
conditions. 

The approach ensures that the drones self-organize to always maintain 
good throughput while not competing for the same spectrum at the same time. 
This general method intertwines cognitive radio techniques with 
reinforcement learning to improve the reliability and the capacity of the 
telecommunication connection through flying drones. 

 

3.9. Drone-to-Drone (D2D) Communication 
In autonomous drone networks, drone-to-drone (D2D) communication plays 
a central role within swarm coordination. This makes it possible to have real 
time interchange between drones, enhance dynamic networking coverage, 
optimize resource application and establish strongly built data relaying 
means. This section deals with the modeling of the quality of direct device-to-
device links and the optimization of multi hop communication. 
D2D Link Quality 
The quality of the communication link between two drones (𝑄𝑄𝐷𝐷2𝐷𝐷) is modeled 
as: 

𝑄𝑄𝐷𝐷2𝐷𝐷 = 𝑃𝑃𝑡𝑡𝑡𝑡∙𝐺𝐺𝑡𝑡𝑡𝑡∙𝐺𝐺𝑟𝑟𝑟𝑟
(𝑑𝑑𝑖𝑖𝑖𝑖)𝛾𝛾∙𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ

                                                               (12) 

Where 𝑃𝑃𝑡𝑡𝑡𝑡 transmitter power; 𝐺𝐺𝑡𝑡𝑡𝑡 and 𝐺𝐺𝑟𝑟𝑟𝑟 gains of the transmitting and 
receiving antennas, respectively; 𝑑𝑑𝑖𝑖𝑖𝑖 distance between drones 𝑖𝑖 and 𝑗𝑗; 𝛾𝛾 path 
loss exponent, dependent on environmental conditions; 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ environmental 
path loss factor. 
Multi-Hop Communication 
Multi-hop communication extends the network's range by relaying data 
through intermediate drones, enabling connectivity across larger areas. The 
number of hops (𝐻𝐻) required to relay data is minimized using: 

𝐻𝐻 = 𝑚𝑚𝑚𝑚𝑚𝑚 ∑ 𝑑𝑑𝑖𝑖
𝑟𝑟𝑚𝑚𝑚𝑚𝑚𝑚

𝑁𝑁
𝑖𝑖=1                                                                (13) 

Where 𝑑𝑑𝑖𝑖 distance between the source and destination via intermediate 
drone 𝑖𝑖; 𝑟𝑟𝑚𝑚𝑚𝑚𝑚𝑚 maximum communication range of a single drone. 

By minimizing 𝐻𝐻, the methodology ensures efficient data relay while 
reducing latency and energy consumption. The combination of high-quality 
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sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
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nodes, which can increase with higher traffic loads. 
Validation Approach 
The effectiveness of the developed indices: the scalability index and the 
latency model were confirmed by multiple simulation experiments performed 
under different densities of drones, different loads of users, and different 
environments. These simulations gave a rich understanding of system 
performance as operational loads are scaled up, and demonstrated that the 
proposed framework can be applied to a wide range of telecommunication 
settings when scaled up. 
 
3.8. Dynamic Spectrum Management 
In the following section, the importance of dynamic spectrum management is 
discussed to put together a methodology of autonomous drones in reliable 
telecommunication networks. This element also provides a mechanism for 
appropriate deployment of spectrum in areas that experience high density or 
interference in the drones-based communication systems (Si-Mohammed et 
al. 2021). Therefore, spectrum management is critical to the overall 
performance of the drone networks particularly in areas with high user density 
or those which employ overlapping frequencies. In this work, intelligent radio 
methods are used for dynamic spectrum control, which releases and assigns 
resources correspondent to inherent network characteristics (Li and Liu 
2022).  
Spectrum Utility Function 
The utility of a given spectrum band (𝑈𝑈𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) is defined as: 
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Where 𝑅𝑅𝑏𝑏 throughput achieved on band 𝑏𝑏; 𝑁𝑁𝑏𝑏 number of users accessing 
band 𝑏𝑏; 𝐵𝐵 total number of available spectrum bands. 
Dynamic Allocation Algorithm 
To optimize spectrum usage, a dynamic allocation algorithm is implemented 
with the following features: 

1. Spectrum Sensing: Spectrum sensing is done by drone in regular time 
frame of 100 ms to detect the available and underutilized frequency 
bands. 

2. Reinforcement Learning: A reinforcement learning-based algorithm is 
used to determine the channel band which gives the maximum of 
𝑈𝑈𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠, while restricting interferences. The algorithm adapts 
dynamically to network demand fluctuations and changing interference 
conditions. 

The approach ensures that the drones self-organize to always maintain 
good throughput while not competing for the same spectrum at the same time. 
This general method intertwines cognitive radio techniques with 
reinforcement learning to improve the reliability and the capacity of the 
telecommunication connection through flying drones. 

 

3.9. Drone-to-Drone (D2D) Communication 
In autonomous drone networks, drone-to-drone (D2D) communication plays 
a central role within swarm coordination. This makes it possible to have real 
time interchange between drones, enhance dynamic networking coverage, 
optimize resource application and establish strongly built data relaying 
means. This section deals with the modeling of the quality of direct device-to-
device links and the optimization of multi hop communication. 
D2D Link Quality 
The quality of the communication link between two drones (𝑄𝑄𝐷𝐷2𝐷𝐷) is modeled 
as: 

𝑄𝑄𝐷𝐷2𝐷𝐷 = 𝑃𝑃𝑡𝑡𝑡𝑡∙𝐺𝐺𝑡𝑡𝑡𝑡∙𝐺𝐺𝑟𝑟𝑟𝑟
(𝑑𝑑𝑖𝑖𝑖𝑖)𝛾𝛾∙𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ

                                                               (12) 

Where 𝑃𝑃𝑡𝑡𝑡𝑡 transmitter power; 𝐺𝐺𝑡𝑡𝑡𝑡 and 𝐺𝐺𝑟𝑟𝑟𝑟 gains of the transmitting and 
receiving antennas, respectively; 𝑑𝑑𝑖𝑖𝑖𝑖 distance between drones 𝑖𝑖 and 𝑗𝑗; 𝛾𝛾 path 
loss exponent, dependent on environmental conditions; 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝ℎ environmental 
path loss factor. 
Multi-Hop Communication 
Multi-hop communication extends the network's range by relaying data 
through intermediate drones, enabling connectivity across larger areas. The 
number of hops (𝐻𝐻) required to relay data is minimized using: 

𝐻𝐻 = 𝑚𝑚𝑚𝑚𝑚𝑚 ∑ 𝑑𝑑𝑖𝑖
𝑟𝑟𝑚𝑚𝑚𝑚𝑚𝑚

𝑁𝑁
𝑖𝑖=1                                                                (13) 

Where 𝑑𝑑𝑖𝑖 distance between the source and destination via intermediate 
drone 𝑖𝑖; 𝑟𝑟𝑚𝑚𝑚𝑚𝑚𝑚 maximum communication range of a single drone. 

By minimizing 𝐻𝐻, the methodology ensures efficient data relay while 
reducing latency and energy consumption. The combination of high-quality 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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D2D links and optimized multi-hop communication allows drones to 
dynamically extend network coverage and adapt to changing conditions.  

 
3.10. Disaster Scenario Simulation 
The understanding of how drones can help in networking restoration after 
failure is determined from disaster case modeling and simulations 
incorporated in this study. Given objectives of the exercise include estimating 
the extent to which coverage is efficient, as well as the time taken in 
responding to a disaster by drone enabled networks. 
Key Parameters 

1. Disaster Area: A 10 km² region is simulated, accommodating 10,000 
users to represent a densely populated disaster zone. 

2. Drone Fleet: The network uses 30 drones flying at heights ranging from 
50 to 100 meters to enhance network coverage while reducing 
interference. 

3. Network Outage: In order to model disaster conditions, it is assumed 
that 50% of the existing telecommunication towers are down and 
drones must offer connectivity. 

Emergency Coverage Model 
Emergency coverage efficiency (𝐸𝐸𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐) quantifies the proportion of the 
affected area covered by the drone network: 

𝐸𝐸𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 = 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴                                                    (14) 

This metric evaluates the drones' ability to restore network coverage in the 
disaster zone. 
Simulation Objectives 
The simulations are designed to analyze: 

1. Coverage Restoration: The time taken to provide virtually fully 
coverage to the affected region to ensure that 95% of the users can 
easily connect to the Internet. 

2. Fleet Optimization: Interference effect of altitude and node distribution 
with coverage efficiency and network performance. 

The outcomes of such simulations provide guidelines on how drones could 
be utilized as a base station in disasters for some time. In this manner, the 
location of each sensor as well as the altitude can be optimized in order for 
the drone fleet to have the best possible coverage within the least amount of 

time deployed. This is the approach that creates the focus on the 
development of autonomous drones as one of the potential solutions to 
improve the network robustness and provide necessary connections in case 
of emergency. 

 
3.11. Network Security Protocols 
Communication security is one of the fundamental principles of drone 
networks, especially in disaster response and competitive situations where 
dependability and authenticity of the provided data are critical. In achieving 
the aim and objectives of this study, this work adopts a multi-layered security 
approach to enhance data security and its protection from cyber criminals. 
Security Framework 

1. Encryption: All the drone to drone (D2D) and the drone to ground 
communication are encrypted using 256 AES. It achieves the level of 
confidentiality for the data being transmitted even under the stringent 
security threat. 

2. Blockchain Integration: Recipient drones confirm the received data 
through the use of block chain. Every transaction is a record on a 
blockchain, giving it high security and at the same time make it virtually 
impossible to alter the records on the ledger (Han et al. 2021). 

3. Intrusion Detection: An automatic real-time based anomaly detection 
system to scan the network traffic, as well as control and remediate 
threats. This starts develops a proactive approach and increases the 
readiness of the network to detect cyberattacks or strange emanations. 

Security Overhead Model 
The security overhead (𝑂𝑂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) quantifies the additional time introduced by 
security measures relative to total transmission time: 

𝑂𝑂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸+𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵ℎ𝑎𝑎𝑎𝑎𝑎𝑎 𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇                                      (15) 

This metric assesses the level of security improvement the configurations 
provide, and the corresponding cost on performance. Since simulation 
models incorporate security measures into the design of the system, they 
determine the effects of these measures on essential parameters such as 
latency and throughput. To conduct the evaluation, the study considers 
different traffic loads & threats and the response of the security measures. In 
proportioning security overhead with the network performance, the framework 
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information encryption and cloud servers;
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�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
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D2D links and optimized multi-hop communication allows drones to 
dynamically extend network coverage and adapt to changing conditions.  

 
3.10. Disaster Scenario Simulation 
The understanding of how drones can help in networking restoration after 
failure is determined from disaster case modeling and simulations 
incorporated in this study. Given objectives of the exercise include estimating 
the extent to which coverage is efficient, as well as the time taken in 
responding to a disaster by drone enabled networks. 
Key Parameters 

1. Disaster Area: A 10 km² region is simulated, accommodating 10,000 
users to represent a densely populated disaster zone. 

2. Drone Fleet: The network uses 30 drones flying at heights ranging from 
50 to 100 meters to enhance network coverage while reducing 
interference. 

3. Network Outage: In order to model disaster conditions, it is assumed 
that 50% of the existing telecommunication towers are down and 
drones must offer connectivity. 

Emergency Coverage Model 
Emergency coverage efficiency (𝐸𝐸𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐) quantifies the proportion of the 
affected area covered by the drone network: 

𝐸𝐸𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 = 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴                                                    (14) 

This metric evaluates the drones' ability to restore network coverage in the 
disaster zone. 
Simulation Objectives 
The simulations are designed to analyze: 

1. Coverage Restoration: The time taken to provide virtually fully 
coverage to the affected region to ensure that 95% of the users can 
easily connect to the Internet. 

2. Fleet Optimization: Interference effect of altitude and node distribution 
with coverage efficiency and network performance. 

The outcomes of such simulations provide guidelines on how drones could 
be utilized as a base station in disasters for some time. In this manner, the 
location of each sensor as well as the altitude can be optimized in order for 
the drone fleet to have the best possible coverage within the least amount of 

time deployed. This is the approach that creates the focus on the 
development of autonomous drones as one of the potential solutions to 
improve the network robustness and provide necessary connections in case 
of emergency. 

 
3.11. Network Security Protocols 
Communication security is one of the fundamental principles of drone 
networks, especially in disaster response and competitive situations where 
dependability and authenticity of the provided data are critical. In achieving 
the aim and objectives of this study, this work adopts a multi-layered security 
approach to enhance data security and its protection from cyber criminals. 
Security Framework 

1. Encryption: All the drone to drone (D2D) and the drone to ground 
communication are encrypted using 256 AES. It achieves the level of 
confidentiality for the data being transmitted even under the stringent 
security threat. 

2. Blockchain Integration: Recipient drones confirm the received data 
through the use of block chain. Every transaction is a record on a 
blockchain, giving it high security and at the same time make it virtually 
impossible to alter the records on the ledger (Han et al. 2021). 

3. Intrusion Detection: An automatic real-time based anomaly detection 
system to scan the network traffic, as well as control and remediate 
threats. This starts develops a proactive approach and increases the 
readiness of the network to detect cyberattacks or strange emanations. 

Security Overhead Model 
The security overhead (𝑂𝑂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) quantifies the additional time introduced by 
security measures relative to total transmission time: 

𝑂𝑂𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑓𝑓𝑓𝑓𝑓𝑓 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸+𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵ℎ𝑎𝑎𝑎𝑎𝑎𝑎 𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇                                      (15) 

This metric assesses the level of security improvement the configurations 
provide, and the corresponding cost on performance. Since simulation 
models incorporate security measures into the design of the system, they 
determine the effects of these measures on essential parameters such as 
latency and throughput. To conduct the evaluation, the study considers 
different traffic loads & threats and the response of the security measures. In 
proportioning security overhead with the network performance, the framework 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
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for investigating the dimensions of data quality in the field of open banking� In this 
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maintains high security and usability standards necessary for deploying the 
drones in the vital roles. 

 
3.12. Machine Learning-Assisted Optimization 
Incorporating machine learning (ML) algorithms into the architectural design 
aims at achieving efficient trajectory planning, energy optimization and 
dependable communication in the drone network. Using real-time information 
leads to dynamic choices, which these algorithms provide and implement 
effectively to handle various operational settings (Gopi et al. 2021; Chen et 
al. 2023). 
Learning Framework 
The ML framework is designed to process key input features and generate 
actionable outputs for system optimization: 

• Input Features: Location, height, velocity, signal strength, user 
concentration, and energy. 

• Output: The effective plans of control points in a trajectory space, the 
formation patterns of the swarm, and management strategies to 
allocate resources, which contribute to the highest value of 
performance and the lowest consumption of resources. 

Loss Function for Trajectory Learning 
The ML model for trajectory optimization uses a loss function (𝐿𝐿𝑀𝑀𝑀𝑀) to 
minimize the error between predicted and actual energy consumptions: 

𝐿𝐿𝑀𝑀𝑀𝑀 =
1
𝑁𝑁 ∑ (𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑖𝑖) − 𝐸𝐸𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑖𝑖))2𝑁𝑁

𝑖𝑖=1                                              (16) 

Where 𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑖𝑖)predicted energy consumption for drone 𝑖𝑖; 𝐸𝐸𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑖𝑖) actual 
energy consumption for drone 𝑖𝑖; 𝑁𝑁 total number of drones in the network. 

This function leads the model in its correction as it continues to fine-tune 
trajectory plans and conserve energy while ensuring communication 
reliability. 

The ML algorithms used in the system performances simulation data and 
is tested and calibrated from real field data. The framework utilizes feedback 
on actual environment and network contexts including user traffic density, 
terrain inclinations, and interference to reshape constant drone activities. This 
adaptive approach enables: 

1. Efficient Trajectory Planning: Limitation of ‘energy wastage’ such as 
unrequired movements, trips and turns. 

2. Enhanced Swarm Coordination: A challenging task is to decide on the 
distribution of drones in such a way that the network coverage remains 
relatively coherent. 

3. Improved Communication Reliability: Allocating resources based on 
predicted signal strength and user demand. 

The methodology guarantees that the role of integrated machine learning 
into drone networks will be applied dynamically, which is beneficial for 
telecommunication applications since it can provide scale and efficiency. 

 

3.13. Deployment Scenarios 
The methodology assesses drone network performance in static and dynamic 
settings to counter issues specific to urban, disaster, and rural applications. 
These scenarios are deliberately chosen to probe the flexibility, robustness, 
scalability, and dependability of the conceptual framework in different working 
environments. 
Urban Deployment 
High-rise building structures, high density user traffic, spectrum blockages 
and congestion are some of the challenges characteristics of urban 
environments. Simulations are performed over a study area of 5 km2 with 
average building height of 50m and user density of 10,000 users/sq km. The 
following operational parameters are considered: 

• Drone Altitudes: From 50 to 150 meters to avoid shading and to 
maintain the service area. 

• Signal Frequencies: The best mmWave for efficient communication 
within the city areas is 3.5 GHz (mid-band 5G) and 28 GHz. 

• Traffic Patterns: The mobility of users is under consideration, and is 
managed by the facilities of random waypoint model in order to allow 
emulation of the actual traffic in an urban environment. 

Disaster Recovery 
In disaster recovery situations, drones are used to bring back connectivity in 
locations experiencing massive disruption in internet connectivity. Network 
simulations have covered a disaster area of 10 km² with 50% network tower 
outages, and 1000 users per km². The key performance objectives include: 

• Emergency Communication Requirements: Only a short latency below 
50 ms and coverage more than 95%. 

• Dynamic Adaptation: To introduce drones to areas with greatest 
connectivity demands with as little time as possible. 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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maintains high security and usability standards necessary for deploying the 
drones in the vital roles. 

 
3.12. Machine Learning-Assisted Optimization 
Incorporating machine learning (ML) algorithms into the architectural design 
aims at achieving efficient trajectory planning, energy optimization and 
dependable communication in the drone network. Using real-time information 
leads to dynamic choices, which these algorithms provide and implement 
effectively to handle various operational settings (Gopi et al. 2021; Chen et 
al. 2023). 
Learning Framework 
The ML framework is designed to process key input features and generate 
actionable outputs for system optimization: 

• Input Features: Location, height, velocity, signal strength, user 
concentration, and energy. 

• Output: The effective plans of control points in a trajectory space, the 
formation patterns of the swarm, and management strategies to 
allocate resources, which contribute to the highest value of 
performance and the lowest consumption of resources. 

Loss Function for Trajectory Learning 
The ML model for trajectory optimization uses a loss function (𝐿𝐿𝑀𝑀𝑀𝑀) to 
minimize the error between predicted and actual energy consumptions: 

𝐿𝐿𝑀𝑀𝑀𝑀 =
1
𝑁𝑁 ∑ (𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑖𝑖) − 𝐸𝐸𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑖𝑖))2𝑁𝑁

𝑖𝑖=1                                              (16) 

Where 𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝(𝑖𝑖)predicted energy consumption for drone 𝑖𝑖; 𝐸𝐸𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑖𝑖) actual 
energy consumption for drone 𝑖𝑖; 𝑁𝑁 total number of drones in the network. 

This function leads the model in its correction as it continues to fine-tune 
trajectory plans and conserve energy while ensuring communication 
reliability. 

The ML algorithms used in the system performances simulation data and 
is tested and calibrated from real field data. The framework utilizes feedback 
on actual environment and network contexts including user traffic density, 
terrain inclinations, and interference to reshape constant drone activities. This 
adaptive approach enables: 

1. Efficient Trajectory Planning: Limitation of ‘energy wastage’ such as 
unrequired movements, trips and turns. 

2. Enhanced Swarm Coordination: A challenging task is to decide on the 
distribution of drones in such a way that the network coverage remains 
relatively coherent. 

3. Improved Communication Reliability: Allocating resources based on 
predicted signal strength and user demand. 

The methodology guarantees that the role of integrated machine learning 
into drone networks will be applied dynamically, which is beneficial for 
telecommunication applications since it can provide scale and efficiency. 

 

3.13. Deployment Scenarios 
The methodology assesses drone network performance in static and dynamic 
settings to counter issues specific to urban, disaster, and rural applications. 
These scenarios are deliberately chosen to probe the flexibility, robustness, 
scalability, and dependability of the conceptual framework in different working 
environments. 
Urban Deployment 
High-rise building structures, high density user traffic, spectrum blockages 
and congestion are some of the challenges characteristics of urban 
environments. Simulations are performed over a study area of 5 km2 with 
average building height of 50m and user density of 10,000 users/sq km. The 
following operational parameters are considered: 

• Drone Altitudes: From 50 to 150 meters to avoid shading and to 
maintain the service area. 

• Signal Frequencies: The best mmWave for efficient communication 
within the city areas is 3.5 GHz (mid-band 5G) and 28 GHz. 

• Traffic Patterns: The mobility of users is under consideration, and is 
managed by the facilities of random waypoint model in order to allow 
emulation of the actual traffic in an urban environment. 

Disaster Recovery 
In disaster recovery situations, drones are used to bring back connectivity in 
locations experiencing massive disruption in internet connectivity. Network 
simulations have covered a disaster area of 10 km² with 50% network tower 
outages, and 1000 users per km². The key performance objectives include: 

• Emergency Communication Requirements: Only a short latency below 
50 ms and coverage more than 95%. 

• Dynamic Adaptation: To introduce drones to areas with greatest 
connectivity demands with as little time as possible. 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Rural Deployment 
Rural strategies aim at the difficulties arising from low level of distribution 
density and large distances between clients. Simulations evaluate drone 
performance under minimal interference conditions, emphasizing: 

• Average Drone Range: 1000 meters to ensure catchment area is 
covered in areas that are sparsely populated. 

• Energy Efficiency: Evaluating energy usage in lengthy engagements in 
areas with few amenities. 

These deployment scenarios are adaptive since each has been designed 
specifically to respond to the conditions in its setting. Urban scenarios deal 
with strong connectivity with challenges and numerous users, while disaster 
recovery scenarios are characterized by fast and effective network rebuilding, 
and rural cases are oriented to energy consumption for long-distance links. 
Through these scenarios, the study shows how drone networks can be useful 
in a number of telecommunication related applications. 

 
3.14. Reliability Modeling 
Dependability is an important attribute for telecommunication networks that 
use drones to transmit signals when establishing links in complicated and 
ever-changing conditions. It uses quantitative measures for assessing the 
relative reliability of communications protocols and for optimizing the related 
hardware interfaces. 
Reliability Index 
The reliability index (𝑅𝑅) measures the average signal quality across the 
network, providing a comprehensive indicator of communication consistency. 
It is defined as: 

𝑅𝑅 = ∑ 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑖𝑖  
𝑁𝑁
𝑖𝑖=1

𝑁𝑁                                                                    (17) 

Where 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑖𝑖   signal quality for drone 𝑖𝑖 reflecting the strength and 
stability of its communication link, 𝑁𝑁 total number of drones in the network. 
Mean Time Between Failures (MTBF) 
The mean time between failures (𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀) quantifies the system’s reliability 
over time by evaluating the robustness of its components and protocols. It is 
calculated as: 

𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀 = 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹                                                      (18) 

Where 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 the cumulative time the drones and 
network are operational,  

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 instances of communication loss, hardware 
malfunctions, or protocol breakdowns. 

MTBF helps in realization of how long the network is going to last, which 
areas can be worked on in order to increase the reliability of the network, this 
may be as a result of redesigning some of the hardware or even looking at 
the protocols that are being used on the network. 

 
3.15. Ethical and Regulatory Compliance 
The use of autonomous drones in the telecommunication network is used 
following various ethical and regulatory measures for safety, privacy, and legal 
rules and regulations of international and local relevance. According to the 
local airspace and the regulation of the International Civil Aviation 
Organization (ICAO), the framework is designed with certain measures to 
ensure the operating integrity is upheld and interference is prevented. Some 
of the main regulations which covers key areas are altitude limitations to 
150m, geofencing which defiantly restrict the drones from certain regions and 
ensuring that drones use legal frequency to avoid cases of signal jamming. 
Ethical considerations are incorporated in the framework with a dominance of 
the protection of the data and its owners. Optical communication involves the 
transfer of data and all transmitted data is protected through end-to-end 
encryption. Also, the cases where personal data is collected from public 
places involve obtaining the user’s permission as a result of compliance with 
data privacy laws. taken as a whole these measures provide sound and 
coherent compliance regime that recognizes social and regulatory obligations 
within the context of technological advancement. 
 
3.16. Experimental Infrastructure and Setup 
The kind of experiment that the paper presents is to assess operational 
effectiveness and feasibility of utilising drones in telecommunication through 
state-of-the-art devices, program, and field arrangements. Real-time 
connectivity and computation are provided by LTE-A and 5G communication 
modules, 20,000 mAh Lithium-Polymer batteries, GNSS sensor, and onboard 
processors. The realized software combines NS-3 as a realistic simulation 
environment and MATLAB for the successful experiments; furthermore, 
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information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
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corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Rural Deployment 
Rural strategies aim at the difficulties arising from low level of distribution 
density and large distances between clients. Simulations evaluate drone 
performance under minimal interference conditions, emphasizing: 

• Average Drone Range: 1000 meters to ensure catchment area is 
covered in areas that are sparsely populated. 

• Energy Efficiency: Evaluating energy usage in lengthy engagements in 
areas with few amenities. 

These deployment scenarios are adaptive since each has been designed 
specifically to respond to the conditions in its setting. Urban scenarios deal 
with strong connectivity with challenges and numerous users, while disaster 
recovery scenarios are characterized by fast and effective network rebuilding, 
and rural cases are oriented to energy consumption for long-distance links. 
Through these scenarios, the study shows how drone networks can be useful 
in a number of telecommunication related applications. 

 
3.14. Reliability Modeling 
Dependability is an important attribute for telecommunication networks that 
use drones to transmit signals when establishing links in complicated and 
ever-changing conditions. It uses quantitative measures for assessing the 
relative reliability of communications protocols and for optimizing the related 
hardware interfaces. 
Reliability Index 
The reliability index (𝑅𝑅) measures the average signal quality across the 
network, providing a comprehensive indicator of communication consistency. 
It is defined as: 

𝑅𝑅 = ∑ 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑖𝑖  
𝑁𝑁
𝑖𝑖=1

𝑁𝑁                                                                    (17) 

Where 𝑄𝑄𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑖𝑖   signal quality for drone 𝑖𝑖 reflecting the strength and 
stability of its communication link, 𝑁𝑁 total number of drones in the network. 
Mean Time Between Failures (MTBF) 
The mean time between failures (𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀) quantifies the system’s reliability 
over time by evaluating the robustness of its components and protocols. It is 
calculated as: 

𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀 = 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹                                                      (18) 

Where 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 the cumulative time the drones and 
network are operational,  

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 instances of communication loss, hardware 
malfunctions, or protocol breakdowns. 

MTBF helps in realization of how long the network is going to last, which 
areas can be worked on in order to increase the reliability of the network, this 
may be as a result of redesigning some of the hardware or even looking at 
the protocols that are being used on the network. 

 
3.15. Ethical and Regulatory Compliance 
The use of autonomous drones in the telecommunication network is used 
following various ethical and regulatory measures for safety, privacy, and legal 
rules and regulations of international and local relevance. According to the 
local airspace and the regulation of the International Civil Aviation 
Organization (ICAO), the framework is designed with certain measures to 
ensure the operating integrity is upheld and interference is prevented. Some 
of the main regulations which covers key areas are altitude limitations to 
150m, geofencing which defiantly restrict the drones from certain regions and 
ensuring that drones use legal frequency to avoid cases of signal jamming. 
Ethical considerations are incorporated in the framework with a dominance of 
the protection of the data and its owners. Optical communication involves the 
transfer of data and all transmitted data is protected through end-to-end 
encryption. Also, the cases where personal data is collected from public 
places involve obtaining the user’s permission as a result of compliance with 
data privacy laws. taken as a whole these measures provide sound and 
coherent compliance regime that recognizes social and regulatory obligations 
within the context of technological advancement. 
 
3.16. Experimental Infrastructure and Setup 
The kind of experiment that the paper presents is to assess operational 
effectiveness and feasibility of utilising drones in telecommunication through 
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Python-based algorithms for the trajectory planning of the robots and swarm 
coordination. Using 30 drones, field experiments incorporated static nodes for 
establishing the state of isolated, fixed communication and mobile nodes that 
mimic users’ movement. The development of this infrastructure offers a base 
from which the flexibility and effectiveness of the telecommunication structure 
can be properly evaluated under a range of different conditions. 
 
3.17. Load Balancing Factor 
The load balancing factor (𝜂𝜂𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙) assesses the uniformity of workload 
distribution among drones. It is calculated as: 

𝜂𝜂𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 = 1 − ∑ |𝐿𝐿𝑖𝑖−𝐿̅𝐿|𝑁𝑁
𝑖𝑖=1
∑ 𝐿𝐿𝑖𝑖𝑁𝑁
𝑖𝑖=1

                                                     (19) 

Where 𝐿𝐿𝑖𝑖 load handled by drone 𝑖𝑖; 𝐿̅𝐿 average load across all 𝑁𝑁 drones; 𝑁𝑁 
total number of drones in the network. 

This factor ranges from 0 to 1, with values closer to 1 indicating better load 
balancing. Uneven load distribution can lead to inefficiencies, such as 
overburdening certain drones while others remain underutilized, impacting 
energy consumption and network performance. 

By analyzing these metrics, the study ensures that energy consumption is 
optimized and workloads are equitably distributed across the drone fleet. The 
framework dynamically adjusts drone operations, reallocating resources in 
response to changes in user demand or network conditions. This approach 
enhances overall efficiency, minimizes energy wastage, and prevents 
performance bottlenecks, making the network more sustainable and resilient. 

 
4. Results 
4.1. Simulation Results 
4.1.1. Trajectory Optimization Performance in Diverse Scenarios 
The simulation evaluated the effects of optimized trajectories on energy 
usage, signal strength, and coverage areas across various environmental 
settings, including urban, rural, and disaster-struck zones. Each scenario 
considered specific factors such as user traffic density, landscape 
nonlinearity, and the need for signal transmission. Urban areas proved more 
complex due to heavy obstacle interference, necessitating constant 
repositioning to maintain line-of-sight connections. In contrast, rural locations 
offered clearer arcs to reduce energy loss and usage, with simpler resources 

employed where necessary. In disaster situations, constant variation was 
required in response to disrupted infrastructure and significant user traffic 
patterns. 
 

Table 1. Trajectory Optimization Metrics for Energy Consumption, Signal 
Quality, and Coverage 

Scenario 

Average 
Energy 

Consumption 
(J) 

Signal 
Quality 
(RSSI, 
dBm) 

Coverage 
Area 
(km²) 

Average 
Speed 
(m/s) 

Altitude 
Range 

(m) 

Obstacles 
Encountered 

Urban 15,000 -65 4.8 5 50–120 35 
Rural 12,500 -68 8.5 7.5 50–100 12 

Disaster 
Zone 

14,200 -62 7.2 6 50–110 18 

 
High energy density environment is needed because in cities one comes 

across obstacles on average 35 times and should stay at lower altitude to 
keep the connection. Signal quality is still high, and the received signal 
strength indication is in the range of -65 to -68 dBm in all the scenarios. The 
best energy efficiency is achieved in rural environments where energy 
consumption is equal to 12,500 J; moreover, the largest area of coverage with 
8.5 km² can be explained by low interference and higher average speed of 
7.5 m/s. Disaster zones represent settings that share features of both cities 
and countrysides, with moderate energy requirements and good signal 
strength (-62 dBm) which may require adjusted trajectories related to 
disrupted facilities. 

 
4.1.2. Swarm Coordination Metrics for Load and Energy Efficiency 
Swarm coordination was evaluated based on parameters such as load 
distribution, topology, energy consumption, and time. The same three 
scenarios were used for the tests of the coordination algorithms; in these tests 
the drones were modifying their roles and paths regarding the environmental 
and network parameters. 
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Figure 1. Swarm Coordination Metrics for Load Balancing, Connectivity, and 

Energy Efficiency 
 

Swarm coordination demonstrates favorable results in all settings with 
load balancing factors close to 1 in all the mentioned manners highlighting 
the relative equivalence of resource usage. Connectivity scores are still 
maintained and with rural mobility scoring slightly lower at 0.91 due to 
distances between drones. The identified level of efficiency in rural areas 
makes up an impressive 85.2% due to the absence of significant obstacles 
for energy efficiency and efficient coverage planning. As obstacle density and 
coordinative complexity are considerably greater in these areas, marginally 
less energy-efficient solutions are provided in both urban and disaster zones. 
Response times are least in rural area, less interfered and low traffic (140 
ms); ever SLAs in Urban and in disaster are slightly slower due to complex 
coordination issues and communication breakdowns (1.2% and 1.5% 
respectively). These tables and analyses give substantial and clear picture of 
the optimization of swarm trajectory and coordination which proves their 
ability and efficiency under various circumstance. 
 

4.2. Field Experiment Results 
Due to the impracticality of conducting in situ experiments, simulation 
experiments were performed to model the efficiency of the proposed scheme. 
Performance parameters such as signal intensity, handover performance, 
delay, power utilization, and coverage area were investigated across urban, 
rural, and disaster environments. These assessments were facilitated by 
drones equipped with 5G-stationary modules and GNSS sensors, enabling 
precise testing. The experiments revealed the potential for environmentally 
adapted communication, its dependence on user density, and the impact of 
electrical power usage under varying network conditions. 
 
4.2.1.  Communication Reliability Across Environmental Scenarios 
The reliability of communication was determined by signal strength, handover 
efficiency, latency and packet delivery rate (PDR) for different environments. 
 

 
Figure 2. Communication Reliability Metrics 

 

Urban environment shows fairly high communication reliability ranging 
with signal strength devices measuring -70 dBm and an average packet 
delivery rate of 98.2%. However, obstacle interference (35%) results in 
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increased latency (30 ms) and slightly lower handover efficiency (91%). Rural 
scenarios realize they have the highest handover efficiency of 93/100 and the 
lowest handover latency of 25ms due to the reduced interference quantity and 
low traffic per unit area. Users experienced in the disaster areas enjoy signal 
strength of -68 dBm and PDR at 96.8% but the latency increases to 35ms 
because of high density of users demanding hand over in the disaster zones. 
As demonstrated by these results, predictive handover mechanism always 
remains equally effective regardless of the situation. 

 
4.2.2.  Comparative Analysis of Field and Simulated Energy Efficiency 
Field tests compared energy consumption and coverage area with simulated 
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predictions, having insignificant differences from 2.1 % (disaster zone) to 
4.0% (rural). Terrain visuals resulted in the highest operational energy 

efficiency (85.5%) and average flight time (35 min) for rural scenarios due to 
low number of obstacles and smooth paths. Here, it was found that the energy 
efficiency percent was slightly lower in urban tyre (82.0%) since altituds and 
other obstructions have to be avoided more often here. Concerning disaster 
scenarios, they are balanced with, however, small fluctuations of 2.1% 
considered as an influence of the dynamic of user demands. Based on the 
fact that the field and simulation results have a very good correlation the 
proposed models can be considered to be very robust and scalable. 

 

4.3. Scalability Analysis 
Scalability study examined the ability of the drone-enabled network as the 
number of drones involved grew. In this case the KPI’s would be the coverage 
area, response time, power consumption over the entire network bandwidth, 
throughputs, and the occurrences of collisions. The current study aims at 
shedding light into the implications of having larger drones’ fleets with regard 
to energy consumption and coordination challenges that may arise. All the 
simulations were performed with varying numbers of fleets, between 50, 100, 
and 200 drones and tested in the urban environment, open field and disaster 
situation. 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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The scalability analysis clearly indicates that coverage area increases by 
a substantial factor when the number of drones is scaled up from 50 to 200 
drones from 15 km² to 50 km² respectively. However, good results are often 
achieved at the expense of certain other performance indicators. The latency 
rose from as low as 20 ms for the 50 drone’s scenario to as much as 38 ms 
for the 200 drones and ultimately the higher communication density. Co-
ordination and operational energy costs increased as efficiency levels printed 
a decline in percentage, from 80.0% to 72.5%. The network throughput also 
increased progressively, from 2.5 Gbps (for 50 drones) to 8.0 Gbps (for 200 
drones) due to enhanced data relay capability of larger formation. However, 
as with collision rates, basic collision avoidance improved from 0.1% to 0.8% 
but this underlined the need for improved swarm coordination algorithms in 
crowded airspace. Communication overhead was also observed to have a 
peak of 18.5% for the same number of 200 drones, which signifies more 
resource being spent to ensure that all the drones stay in formation and 
exchange information. 

 

4.4. Disaster Scenario Performance 
Disaster situation simulations tested the performance of autonomous drones 
in restoring network connections in cases of infrastructure scale collapse. The 
tests mimicked network factors including fifty percent failure of network 
towers, high traffic, and unfavorable environment. Measures of interest were 
time to restore the network, user connections, response time, packet delivery 
ratio, and power drawn. This highlighted the more dynamic role of the drones 
in ensuring that when there is need for urgent communication and the network 
is disrupted, they put the network back on faster than with other means of 
rewiring. 

Table 2. Metrics for Disaster Scenario Network Restoration 
Metric Value Description 

Coverage Restoration Time 
(minutes) 

15 Time required to restore 95% of the affected area. 

User Connectivity (%) 95 Percentage of users connected after restoration. 
Average Latency (ms) 35 Time delay for data transfer across the network. 
Packet Delivery Rate (%) 96.8 Percentage of successfully delivered packets. 
Energy Consumption per 
Drone (J) 

14,500 Average energy expenditure during the operation. 

Average Altitude (meters) 80 
Operating altitude for optimal coverage and 
minimal interference. 

Reconnection Attempts per 
Drone 

5 
Average number of attempts to establish 
connections in disrupted areas. 

The outcomes indicate that by the end of 15 minutes, drones were able to 
reestablish 95% coverage, reflecting mobilized capability. User connection 
was sustained at 95% coupled with a substantial packet delivery ratio of 
96.8%. In terms of response time, the networks offered an average of 35 ms 
a little above the usual for widely accepted communication platforms due to 
fluctuating user traffic and handover activities in dense traffic zones. Specific 
energy has been found to be 14,500 J per drone in general agreement with 
theoretically estimated values derived from simulation models. 
Communication drones moved at the average of 80 meters because high 
drone altitudes were effective only if all four drones were within sufficient 
proximity to the goal without interference from ground-level objects. This, on 
average, was because each drone performed five attempts to reconnect in 
the seventh scenario, indicating the complex nature of connection restoration 
in interrupted areas. 

 
4.5. Dynamic Spectrum Management 
This capability is particularly crucial in drone-empowered networks, especially 
when many users demand license-exempt bands or when these bands are 
crowded. Proper utilization of these bands ensures consistent communication 
quality and diplomatic resolution of interferences. This study employed 
dynamic allocation algorithms, real-time spectrum sensing, and adaptive 
resource management to enhance efficiency. Simulations were conducted in 
urban, rural, and disaster environments to assess efficiency indicators, 
including frequency band usage, interference intensity, and channel-
swapping frequency. 
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The scalability analysis clearly indicates that coverage area increases by 
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achieved at the expense of certain other performance indicators. The latency 
rose from as low as 20 ms for the 50 drone’s scenario to as much as 38 ms 
for the 200 drones and ultimately the higher communication density. Co-
ordination and operational energy costs increased as efficiency levels printed 
a decline in percentage, from 80.0% to 72.5%. The network throughput also 
increased progressively, from 2.5 Gbps (for 50 drones) to 8.0 Gbps (for 200 
drones) due to enhanced data relay capability of larger formation. However, 
as with collision rates, basic collision avoidance improved from 0.1% to 0.8% 
but this underlined the need for improved swarm coordination algorithms in 
crowded airspace. Communication overhead was also observed to have a 
peak of 18.5% for the same number of 200 drones, which signifies more 
resource being spent to ensure that all the drones stay in formation and 
exchange information. 

 

4.4. Disaster Scenario Performance 
Disaster situation simulations tested the performance of autonomous drones 
in restoring network connections in cases of infrastructure scale collapse. The 
tests mimicked network factors including fifty percent failure of network 
towers, high traffic, and unfavorable environment. Measures of interest were 
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The outcomes indicate that by the end of 15 minutes, drones were able to 
reestablish 95% coverage, reflecting mobilized capability. User connection 
was sustained at 95% coupled with a substantial packet delivery ratio of 
96.8%. In terms of response time, the networks offered an average of 35 ms 
a little above the usual for widely accepted communication platforms due to 
fluctuating user traffic and handover activities in dense traffic zones. Specific 
energy has been found to be 14,500 J per drone in general agreement with 
theoretically estimated values derived from simulation models. 
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drone altitudes were effective only if all four drones were within sufficient 
proximity to the goal without interference from ground-level objects. This, on 
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the seventh scenario, indicating the complex nature of connection restoration 
in interrupted areas. 
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This capability is particularly crucial in drone-empowered networks, especially 
when many users demand license-exempt bands or when these bands are 
crowded. Proper utilization of these bands ensures consistent communication 
quality and diplomatic resolution of interferences. This study employed 
dynamic allocation algorithms, real-time spectrum sensing, and adaptive 
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urban, rural, and disaster environments to assess efficiency indicators, 
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Figure 5. Metrics for Spectrum Management Across Scenarios 

 

Equipment and control algorithms regarding dynamic spectral usage also 
proved to have well-enhanced methods for conflicts and optimization in 
different situations. In spectrum crowded urban areas, the spectrum usage 
was observed to be at 85% whereas, the co- channel interference was 
controlled at -30 dB even with a huge number of users of (10000Users/Km²). 
The channel reallocation frequency was highest (15 Hz) because of 
frequency hopped urban networks and high traffic demand, though the 
average spectrum idle time was low (120 ms). Spectrum utilization percent 
was a little low (78%) in rural cases as the number of users are less but the 
interference level was quite enhanced to -35dB. The length of the channel 
reallocation frequency was reduced to 8 Hz and the times that the spectrum 
was idle were at their maximum (180ms) due to the fact that there is not much 
requirement for high frequency reallocation of the channels. Disaster zones 
showed moderate performance across the board with 83% spectrum 
utilization and -28 dB interference level. The measures of the channel 
reallocation frequency, 12 Hz and the average idle time, 140 ms suggested 
moderate traffic and dynamic allocations on the channel. The results 
demonstrate versatility of the dynamic spectrum management in various 

conditions. For urban cases more frequent reallocation was needed to 
address high traffic usage while relatively stable allocations were feasible for 
the rural and disaster situations due to the fewer number of users. Such 
realities confirm that real-time spectrum sensing and cognitive adaptive 
spectrum allocation persistently reduces interference and delivers optimal 
use of the available spectrum. Possible developments might pertain to 
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4.6. Reliability Modeling 
Reliability modeling is one of the key components of drone telecommunication 
network, as key conditions of the network have to remain highly reliable even 
under fluctuating environmental conditions. The reliability of this system was 
established using the Reliability Index (RI) and Mean Time Between Failures 
(MTBF) and the results gave an indication of the network stability in urban, 
rural and disaster scenarios. The analysis gathered interference effects, 
crowd density and coordination issues from multiple drones in relation to 
system performance. 
 

Table 3. Reliability Metrics Across Scenarios 
Metric Urban Rural Disaster Zone 

Reliability Index (RI) 0.96 0.94 0.95 
MTBF (hours) 500 600 550 

Failure Rate (%) 0.8 0.5 0.7 
Average Recovery 

Time (minutes) 
10 8 12 

Signal Degradation 
Events (per hour) 

3 1 2 

 

The reliability index (RI) remained consistently high across all scenarios, 
indicating robust communication links and effective failure management 
measures. Despite significant interference, signal strength maintained a high 
RI of 0.96 in urban environments, suggesting that frequent signal replacement 
due to effective networks renders urban settings ideal. 

The MTBF measure underscores the system's robustness; rural-specific 
conditions resulted in the longest average MTBF of 600 hours. This extended 
MTBF is attributed to reduced interference, likely from the surrounding 
environment, and fewer instances of signal deterioration (1 per hour). As 
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Figure 5. Metrics for Spectrum Management Across Scenarios 

 

Equipment and control algorithms regarding dynamic spectral usage also 
proved to have well-enhanced methods for conflicts and optimization in 
different situations. In spectrum crowded urban areas, the spectrum usage 
was observed to be at 85% whereas, the co- channel interference was 
controlled at -30 dB even with a huge number of users of (10000Users/Km²). 
The channel reallocation frequency was highest (15 Hz) because of 
frequency hopped urban networks and high traffic demand, though the 
average spectrum idle time was low (120 ms). Spectrum utilization percent 
was a little low (78%) in rural cases as the number of users are less but the 
interference level was quite enhanced to -35dB. The length of the channel 
reallocation frequency was reduced to 8 Hz and the times that the spectrum 
was idle were at their maximum (180ms) due to the fact that there is not much 
requirement for high frequency reallocation of the channels. Disaster zones 
showed moderate performance across the board with 83% spectrum 
utilization and -28 dB interference level. The measures of the channel 
reallocation frequency, 12 Hz and the average idle time, 140 ms suggested 
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4.6. Reliability Modeling 
Reliability modeling is one of the key components of drone telecommunication 
network, as key conditions of the network have to remain highly reliable even 
under fluctuating environmental conditions. The reliability of this system was 
established using the Reliability Index (RI) and Mean Time Between Failures 
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Table 3. Reliability Metrics Across Scenarios 
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Reliability Index (RI) 0.96 0.94 0.95 
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Failure Rate (%) 0.8 0.5 0.7 
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Signal Degradation 
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The reliability index (RI) remained consistently high across all scenarios, 
indicating robust communication links and effective failure management 
measures. Despite significant interference, signal strength maintained a high 
RI of 0.96 in urban environments, suggesting that frequent signal replacement 
due to effective networks renders urban settings ideal. 

The MTBF measure underscores the system's robustness; rural-specific 
conditions resulted in the longest average MTBF of 600 hours. This extended 
MTBF is attributed to reduced interference, likely from the surrounding 
environment, and fewer instances of signal deterioration (1 per hour). As 
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previously noted, urban settings, though rated higher in reliability than rural 
ones, exhibited a shorter MTBF of 500 hours, higher traffic load, and a 0.8% 
failure rate. 

Facilities in disaster zones reported a mean RI of 0.95 and an MTBF of 
550 hours. The increased failure rate of 0.7% and a recovery time of 12 
minutes were justified by improved mechanisms for signal re-establishment 
and failure prediction. 

The reliability modeling findings demonstrate the system's high resilience 
regardless of environmental conditions. Urban environments displayed a high 
level of reliability despite substantial interference; rural environments 
exhibited high durability due to stable conditions and minimal stress factors. 
Real-life disaster zones provided evidence that the system can operate 
extremely efficiently and maintain high reliability under significant pressure. 
Future studies could focus on the application of algorithms to further increase 
MTBF and decrease recovery time, which will be implemented into network 
maintenance. 

 
4.7. Load Balancing Results 
Resource allocation is important in the drone-driven Incorporated 
Telecommunications Networks especially for swarms with unpredictable 
surroundings. Load distribution of the drones in the urban, rural, and disaster 
cases was compared, and the load distribution effectiveness of the current 
system was analyzed according to its capability to decrease energy 
differences and eliminate capacity limitation factors. These include the 
average load distribution as sampled across the drones, the maximum 
variance in load distribution and the ratio of drones with load at any given 
time. 

 
Figure 6. Load Balancing Metrics Across Scenarios 

 
The results show reasonable load dispersion throughout all the cases and 

maximum load values exceeding the minimum values by 8-10%. This 
equitably balanced load is the best achieved amongst all environments, with 
an 8% deviation, because of the higher redistribution rate of 15Hz needed to 
handle dynamic user density and obstacles. The volume of energy utilization 
variance was the smallest to be recorded among urban areas, at 5.5% to 
show efficiency in loading variation to reduce energy gap. 

Maximum deviation was slightly higher for rural scenarios up to 10% due 
to the increased geographical coverage and lower user density which in turn 
meant less frequent load exchange update (10Hz). Still, the overall system 
provided high average load percentages (90%) and low rates in terms of 
overloaded drones (1.5%). 

Disaster scenarios also located a fair divide between the loads achieved 
in the urban and rural divisions which conveyed an average load of 91% with 
a greatest deviation of 9%. The stated redistribution frequency (12 Hz) was 
adequate to address dynamic connectivity requirements while also 
addressing cases where overloaded DRs occurred minimally (1.8%), thus 
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Facilities in disaster zones reported a mean RI of 0.95 and an MTBF of 
550 hours. The increased failure rate of 0.7% and a recovery time of 12 
minutes were justified by improved mechanisms for signal re-establishment 
and failure prediction. 

The reliability modeling findings demonstrate the system's high resilience 
regardless of environmental conditions. Urban environments displayed a high 
level of reliability despite substantial interference; rural environments 
exhibited high durability due to stable conditions and minimal stress factors. 
Real-life disaster zones provided evidence that the system can operate 
extremely efficiently and maintain high reliability under significant pressure. 
Future studies could focus on the application of algorithms to further increase 
MTBF and decrease recovery time, which will be implemented into network 
maintenance. 

 
4.7. Load Balancing Results 
Resource allocation is important in the drone-driven Incorporated 
Telecommunications Networks especially for swarms with unpredictable 
surroundings. Load distribution of the drones in the urban, rural, and disaster 
cases was compared, and the load distribution effectiveness of the current 
system was analyzed according to its capability to decrease energy 
differences and eliminate capacity limitation factors. These include the 
average load distribution as sampled across the drones, the maximum 
variance in load distribution and the ratio of drones with load at any given 
time. 

 
Figure 6. Load Balancing Metrics Across Scenarios 

 
The results show reasonable load dispersion throughout all the cases and 

maximum load values exceeding the minimum values by 8-10%. This 
equitably balanced load is the best achieved amongst all environments, with 
an 8% deviation, because of the higher redistribution rate of 15Hz needed to 
handle dynamic user density and obstacles. The volume of energy utilization 
variance was the smallest to be recorded among urban areas, at 5.5% to 
show efficiency in loading variation to reduce energy gap. 

Maximum deviation was slightly higher for rural scenarios up to 10% due 
to the increased geographical coverage and lower user density which in turn 
meant less frequent load exchange update (10Hz). Still, the overall system 
provided high average load percentages (90%) and low rates in terms of 
overloaded drones (1.5%). 

Disaster scenarios also located a fair divide between the loads achieved 
in the urban and rural divisions which conveyed an average load of 91% with 
a greatest deviation of 9%. The stated redistribution frequency (12 Hz) was 
adequate to address dynamic connectivity requirements while also 
addressing cases where overloaded DRs occurred minimally (1.8%), thus 
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achieving stable and balanced network connectivity during high-stress 
missions. 

The load balancing outcomes support our proposition on how the 
resources can be optimally allocated across different cases, without violating 
energy fairness and creating resource contention. Urban settings demanded 
load redistributions to address dynamic situation, rural and disaster areas, on 
the other hand, found the stability with relatively small amount of load 
redistributions more often. These results articulate the resilience of the swarm 
coordination algorithms such that drones are enabled to perform as required 
irrespective of the environment and the network. Subsequent improvements 
may include the dynamic adjustment of threshold values that would still 
improve load balancing and energy distribution homogeneity. 

 
4.8. Security Protocol Efficiency 
Safety is another relevant aspect since dealing with multiple drones 
simultaneously or telecommunication networks is challenging as a large 
number of people per wire is required, or such networks are damaged by 
disasters. To that end, the study measured the amount of computational and 
communication overhead provided by several security measures including 
encryption and blockchain implementation. It is also important to note that 
they undertake a significant role in enhancing security of the data due to 
accuracy, exclusivity and relatively resistance to attack. Other parameters like 
encryption overhead, blockchain overhead and combined overhead were 
analyzed to find out the tradeoff between security and communication 
overhead. 

 
Figure 7. Security Overhead Metrics Across Scenarios 

 

The results of the investigations presented in this article demonstrate that 
the security overhead is within acceptable limits, ensuring safe 
communication with a study of performance. Specifically, overall overheads 
were 8.5% for urban scenarios, compared to 7.5% for rural scenarios, due to 
the additional encryption coverage required to accommodate denser 
consumer traffic. Increased node density in urban areas resulted in a latency 
interference of 3.0 ms, while packet drop due to security issues was 0.2%. 
Urban scenarios achieved the lowest total overhead reduction to 7.5% and 
exhibited the least percentage increase in energy use at 3.8% in rural 
settings. The lower number of users and simpler communication patterns in 
rural areas reduced the impact of security on performance. Disaster areas 
experienced the highest total overhead of 9.5% and a latency of 4.0 ms, 
attributed to the nature of flexible working and the increased need for 
blockchain identifiers. Energy consumption also saw a higher increase (5.0%) 
due to drones conducting reconnection and user authentication in the affected 
network areas. 

The assessment of the security protocol efficiency underscores the 
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redistributions more often. These results articulate the resilience of the swarm 
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system's high level of security with minimal impact on other factors. 
Encryption and the application of blockchain introduced manageable 
overheads, with excellent interactions not exceeding 10% in all observed 
scenarios. Disaster areas posed the most significant challenges due to 
current and future internal and external factors. Thus, the optimal security 
model had to integrate both structural and flexible structural security, 
employing a macro approach. Lightweight cryptography may be used to 
further reduce overhead, and future research should explore augmenting 
blockchain affirmation. The outcomes indicate that high-functional security 
measures can be effectively implemented in telecommunication networks 
based on drones. 

 
4.9. Machine Learning-Assisted Optimization 
Mobile telecommunication networks utilizing drones require the assistance of 
ML algorithms for optimizing trajectory planning and resource utilization. This 
comprehensive study evaluates the tested ML models for trajectory prediction 
and their practical deployment for real-time decision-making. The findings 
enhance the understanding of ML's effectiveness in determining the precision 
of trajectory prediction, identifying optimal resource allocation, and estimating 
computational requirements. The outcomes also illustrate when and how 
advanced ML applications can be beneficial when integrated with drone 
operations, particularly by reducing energy consumption and increasing 
operational efficiency. 
 

Table 4. Machine Learning Performance Metrics 

Metric Urban Rural 
Disaster  

Zone 
Average Across  

Scenarios 
Trajectory Prediction Accuracy (%) 97.5 98.2 97.8 98 
Resource Allocation Efficiency (%) 93.8 94.5 94 94.1 
Training Time (seconds) 120 115 125 120 
Model Convergence Time (seconds) 10 8 12 10 
Computational Overhead (%) 4.2 3.8 4.5 4.2 
Energy Savings Achieved (%) 15 16.2 14.8 15.3 

 

The prediction accuracy of the trajectory concerning all the scenarios 
achieved a high percentage, which was approximately 98%. This 
demonstrated that the models proved fruitful in identifying generalized optimal 
trajectories in dynamic conditions such as in disaster-stricken zones (97.8%). 

Resource utilization reached 94.1 % which proves that referred machine 
learning algorithms are able to allocate resources depending on the current 
necessities. Total time taken in training the ML models were relatively decent 
over the majority of scenarios with an average stand time of 120 seconds, 
with the Rural scenarios taking slightly less time at 115 seconds due to lower 
numbers of data. The converging times of the model were reasonable and 
approximately took around 10sec., so the models were able to adapt to the 
existing environment. In general, the deterioration in performance due to 
incorporation of the ML features was marginal and averaged to roughly 4.2 % 
which goes to mean that the system was actually efficient in handling the extra 
work load. The total energy savings estimate was 15.3%%, maximum energy 
savings in the rural case scenarios was observed up to 16.2% because of 
fewer interferences and better resource utilization. The introduced ML tools 
also were critical in enhancing the functionality of the system particularly in 
matters concerning trajectory planning and resources management. The 
precise prediction of trajectory and the practical application of resources in 
precise sense contributed to improvement of energy saving and optimal 
costs. The findings are supportive of the beliefs in the application of ML for 
enhancing and facilitating large-scale deployments with a large number of 
additional improvements possible in advanced models and utilizing real time 
input. These findings suggest that the approach appears seemingly 
revolutionary to invite the following. 

 
5. Discussion 
The article examines the utilization of autonomous drones in resilient 
telecommunication systems that leverage sophisticated techniques such as 
trajectory optimization, swarm management, spectrum mobility, and learning-
based optimization. By addressing issues related to the scalability of the 
framework, communication overhead, energy efficiency considerations, and 
the reliability of communication links, this work provides valuable theoretical 
and practical contributions to the field. These research results significantly 
enhance current global understanding, particularly regarding the dynamics of 
various work environments, including urban zones, rural areas, and disaster 
zones. 

This article builds upon and expands prior research on UAV-enabled 
communication. Amponis et al. (2022) successfully demonstrated the 
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sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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feasibility of using drones as flying base stations for B5G/6G networks, 
emphasizing connectivity and coverage  (Amponis et al. 2022). Unlike prior 
studies that primarily involved static scenarios, this analysis considers 
practical situations requiring frequent changes and responsiveness. For 
example, Huang and Savkin (2021) discussed the heterogeneous UAV 
deployment for coverage optimization, while this work extends their research 
to include energy efficiency and scalability, which are crucial for long-term 
and large-scale UAV operations (Savkin and Huang 2021). 

Two theoretical contributions of the paper include, incorporation of an 
optimization technique based on learning from machine for trajectory 
optimization as well as for resource allocation. Similarly, Gopi et al. (2021) 
pointed out the significance of adaptive modulation to enhance the reliability 
of the communication, and this study expands that concept by applying 
machine learning for optimising the operational decision in the real-time 
environment (Gopi et al. 2021). Other areas where this study shows progress 
include dynamic spectrum management, which Li and Liu (2022)  has 
discussed. By means of adaptive allocation algorithms (Li and Liu 2022), the 
system can reduce interference and optimize utilization, especially for the 
high density and interference circumstances. This is in line with Musovic et 
al.(2022) (Musovic, Lipovac, and Lipovac 2022) on energy efficiency in 
heterogeneous networks where our results corroborate adding to Pal et al. 
(2022) that supported that accurate RF path loss estimation is crucial for 
enhancing network performance (Pal et al. 2022). 

First, theoretically, the study enriches theory development in the following 
three ways. To begin with, it explains autonomous drones’ behavior in the 
various operation environment, and issues like user density, terrain and 
interference which affects the efficiency. Second, it describes the tradeoffs of 
scaling drone networks, and how complex swarm collaboration and adaptable 
spectrum sharing reduce these issues. Third, the development of theories of 
how trajectory planning and resource allocation can be modeled provides 
ways in which existing deployment strategies can be enhanced, especially in 
emergency situations which require little time for planning and preparation. 
While the research makes several valuable contributions, there are limitations 
that need further exploration. Although the simulator provides a robust 
environment for testing scenarios, variables inherent in real-world 
environments, such as harsh weather conditions, unscheduled interference, 

and regulatory constraints, were not considered. Moreover, lithium-polymer 
batteries limit scalability, and integrating solar-powered drones, as suggested 
by Li and Liu (2022), could address this issue  (Li and Liu 2022). Security 
procedures inevitably lead to computational overhead, causing problems in 
disaster situations. This demonstrates the need for lightweight cryptography 
to maintain the stability of computing systems. Additionally, dynamic 
spectrum management displayed worst-case performance ratios of 1.32, 
indicating scenario-dependent efficiency, with urban settings outperforming 
rural areas due to varying density distribution. 

These limitations suggest several future research directions. Other 
renewable energy technologies, as proposed by Musovic et al. (2022), could 
mitigate energy limitations and extend operational hours (Musovic, Lipovac, 
and Lipovac 2022). Further development of advanced models, such as deep 
reinforcement learning proposed by Arani et al. (2022), could improve 
trajectory planning and swarm coordination (Arani et al. 2022). Additionally, 
adaptive spectrum sharing mechanisms based on Li et al. (2022) work could 
enable rural networks to achieve efficient resource management under 
different conditions (Li, Ni, and Dressler 2022). The proposed methodologies 
should be tested on a large scale to validate their efficacy in areas with 
frequent natural disasters requiring network support. 

This study presents a wealth of knowledge critical to understanding UAV-
enabled telecommunication networks and represents a significant 
advancement in their implementation. By optimizing energy efficiency, 
scalability, and reliability, it lays the groundwork for the next generation of 
drone-enabled communication networks. Unlike prior works, this paper 
addresses dynamic environments and high-stress scenarios, offering novel 
approaches to new problems. Despite its limitations, the results suggest 
several avenues for further research, ensuring the integration of autonomous 
drones into robust and scalable telecommunication networks. 

 

6. Conclusion 
The article offers a clear theoretical framework for the application of 
autonomous drones in telecommunication networks, addressing challenges 
such as energy consumption, scalability, and dependability in various 
practical conditions. Integrating new methods creates an effective basis for 
reliable and adaptive communications that meet the demands of the next 
generation of connectivity. The research demonstrates that improvements 
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example, Huang and Savkin (2021) discussed the heterogeneous UAV 
deployment for coverage optimization, while this work extends their research 
to include energy efficiency and scalability, which are crucial for long-term 
and large-scale UAV operations (Savkin and Huang 2021). 

Two theoretical contributions of the paper include, incorporation of an 
optimization technique based on learning from machine for trajectory 
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spectrum sharing reduce these issues. Third, the development of theories of 
how trajectory planning and resource allocation can be modeled provides 
ways in which existing deployment strategies can be enhanced, especially in 
emergency situations which require little time for planning and preparation. 
While the research makes several valuable contributions, there are limitations 
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environment for testing scenarios, variables inherent in real-world 
environments, such as harsh weather conditions, unscheduled interference, 

and regulatory constraints, were not considered. Moreover, lithium-polymer 
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drone-enabled communication networks. Unlike prior works, this paper 
addresses dynamic environments and high-stress scenarios, offering novel 
approaches to new problems. Despite its limitations, the results suggest 
several avenues for further research, ensuring the integration of autonomous 
drones into robust and scalable telecommunication networks. 
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can be achieved by integrating trajectory optimization, swarm coordination 
control, dynamic spectrum management, and machine learning. 

The results indicate that drones hold promising potential for rapidly 
changing and high-risk areas, including disaster relief operations and other 
overcrowded environments. This work also shows that free-flight drones can 
ensure reliable and robust communication networks in the event of significant 
disruptions. The main components of the proposed framework could enhance 
operational efficiency, reduce energy consumption, and ensure consistent 
coverage throughout the network. Furthermore, the research identifies the 
need for technology capable of responding to environmental and network 
conditions in real-time to create more reliable telecommunication 
technologies. 

However, several challenges persist that, if addressed, will enhance the 
growth and understanding of UAV-enabled networks to an optimal level. 
There is room for future research to explore the implementation of new 
renewable energy technologies in the current design, improved methods of 
predicting traffic flow and optimizing networks, and lightweight security 
mechanisms to overcome existing inefficiencies and strengthen the network 
architecture. It is also critical to apply the proposed framework beyond proof-
of-concept scales, in various settings, and under different regulatory 
requirements. 

Beyond the telecommunication industry, the study’s implications extend to 
disaster mapping, smart environments, and remote exploration. The work 
contributes to expanding the literature on UAV-aided networks and serves as 
a foundation for future advancements in this growing domain. Using drones 
for both routine service provision and emergency situations helps create 
robust and versatile communication networks. 

There is much to anticipate in future studies and the overall advancement 
of the study area and its components. Interdisciplinary approaches that 
leverage energy resources, artificial intelligence, and regulatory efforts will be 
critical. By enhancing these crucial areas, it is possible to extend the 
applicability of UAVs in meeting current and future telecommunication needs, 
improving their scalability and reliability as demonstrated by drone networks. 
The proposed study will be significant in achieving these objectives and 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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