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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract 
Background: Telecommunications networks are exposed to 
numerous issues concerning equipment and that causes 
network outage, which proves very expensive. Basic 
maintenance methodologies like reactive or even scheduled 
preventive maintenance cannot cope up with the increasing 
trends in the facilities of telecom companies.  
Objective: The article examines how AI is applied to support 
predictive maintenance so that telecommunication networks 
can perform as intended with reduced downtime.  
Methods: The review of existing AI algorithms is presented, 
focusing on the ML models and deep learning methods. 
Network operations and maintenance logs are analyzed for 
data to assess the capabilities of the AI models in terms of 
prediction. It identifies and analyses such quantifiable 
parameters as the failure rate prediction accuracy and the 
response time cut.  
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Results: Computerisation of the forecast maintenance revealed a corresponding 
decrease in equipment failure incidences and generally reduced time lost due to 
unscheduled stops. Through the improved network performance, the response to 
potential threats was quicker than before and services became more reliable and 
inexpensive to offer.  
Conclusion: To reduce network outages, reduce network vulnerability, and maximize 
the efficiency of telecommunications operations, the use of AI-based predictive 
maintenance can be viewed as a prospect. As technology advances, newer versions 
of AI algorithms will provide improved predictive strength and incorporation into the 
telecommunications system. 
 

Keywords: Predictive Maintenance, Artificial Intelligence (AI), Machine Learning, 
Telecom Networks, Downtime Reduction, Network Reliability, Deep Learning, Failure 
Prediction, Operational Efficiency, Network Optimization. 
 
1. Introduction 
Telecommunications networks have become the critical infrastructural 
backbone that supports global connectivity across diverse sectors, including 
healthcare and finance, within today’s rapidly evolving digital landscape. The 
substantial increase in data traffic, coupled with emerging technologies such 
as 5G, the Internet of Things (IoT), and Artificial Intelligence (AI), has 
introduced significant strains on network infrastructures (Balmer, Levin, and 
Schmidt 2020). As network complexity escalates, ensuring operational 
continuity and minimizing downtime have emerged as top priorities. 
Consequently, downtime costs can result in substantial revenue loss, service 
interruptions, and customer dissatisfaction within the telecommunications 
sector (Kamel et al. 2021). Traditional maintenance strategies, typically 
reactive or preventive, are insufficient to address the complexities of 
contemporary telecom networks (Hoffmann and Lasch 2023). 

Reactive maintenance, although commonly applied, addresses issues 
only after damage has occurred, leading to increased equipment downtime 
and repair costs (Arpilleda 2023). Conversely, preventive maintenance 
involves servicing equipment at regular intervals, which may result in 
unnecessary failures and does not guarantee the prevention of unexpected 
failures (Ohalete et al. 2023; Faris, Jasim, and Qasim 2021). In light of the 
evolving and data-driven landscape of modern telecommunications, these 
conventional methods alone are inadequate. Numerous studies have 
emphasized the advantages of predictive maintenance through the 
application of AI in various domains such as manufacturing and transport, 

which have demonstrated significantly reduced downtime and enhanced 
reliability (Ran et al. 2019), (Mallouk, Sallez, and Majd 2021). The use of AI 
in these sectors provides insights into the potential impact of technology on 
telecommunications. The increasing dependence on real-time data 
transmission and critical services necessitates new approaches to improve 
network reliability and efficiency (Hashim et al. 2019; Alghamdi, Alomari, and 
Alkatheri 2024) Furthermore, the deployment of 5G and IoT exponentially 
increases the number of connected devices and safety-critical services 
demanding sub-second latency and high uptime (Ong, Niyato, and Yuen 
2020). Addressing the issue of massive scale, AI-based predictive 
maintenance offers a novel solution for such emerging environments by 
capturing the operational complexity of next-generation networks (Li et al. 
2020). This has led to the emergence of predictive maintenance as a viable 
solution (Çınar et al. 2020). 

Predictive maintenance involves the use of AI algorithms and machine 
learning models to analyze historical and real-time data, thereby predicting 
potential equipment failures (Raparthi 2023).  By monitoring the health of 
network components in real-time, AI models can detect anomalies before they 
escalate into significant problems (Resende et al. 2021). Transitioning from 
reactive to proactive maintenance strategies can drastically reduce 
unplanned downtime, optimize resource allocation, and enhance overall 
network performance (Madasamy 2023). 

In the context of predictive maintenance, AI can identify patterns that elude 
human operators (Hoffmann and Lasch 2023). The vast amounts of data 
available in telecom networks enable intelligent components to determine 
optimal times for infrastructure maintenance and identify which devices 
require attention (Dhanraj et al. 2023). Deep learning methods, a subset of 
AI, have been particularly successful in processing and extracting information 
from complex data collected from sensors and network nodes (Raparthi 
2023). These methods enhance the ability to detect equipment failures with 
greater precision and timeliness, facilitating more reliable maintenance 
planning and reducing operational expenses (Math 2023). 

The integration of AI in the predictive maintenance of telecommunications 
equipment is part of a broader trend towards incorporating smart technologies 
into network operations (Balmer, Levin, and Schmidt 2020). A telecom 
networks continue to evolve, maintaining high levels of uptime becomes 
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the efficiency of telecommunications operations, the use of AI-based predictive 
maintenance can be viewed as a prospect. As technology advances, newer versions 
of AI algorithms will provide improved predictive strength and incorporation into the 
telecommunications system. 
 

Keywords: Predictive Maintenance, Artificial Intelligence (AI), Machine Learning, 
Telecom Networks, Downtime Reduction, Network Reliability, Deep Learning, Failure 
Prediction, Operational Efficiency, Network Optimization. 
 
1. Introduction 
Telecommunications networks have become the critical infrastructural 
backbone that supports global connectivity across diverse sectors, including 
healthcare and finance, within today’s rapidly evolving digital landscape. The 
substantial increase in data traffic, coupled with emerging technologies such 
as 5G, the Internet of Things (IoT), and Artificial Intelligence (AI), has 
introduced significant strains on network infrastructures (Balmer, Levin, and 
Schmidt 2020). As network complexity escalates, ensuring operational 
continuity and minimizing downtime have emerged as top priorities. 
Consequently, downtime costs can result in substantial revenue loss, service 
interruptions, and customer dissatisfaction within the telecommunications 
sector (Kamel et al. 2021). Traditional maintenance strategies, typically 
reactive or preventive, are insufficient to address the complexities of 
contemporary telecom networks (Hoffmann and Lasch 2023). 

Reactive maintenance, although commonly applied, addresses issues 
only after damage has occurred, leading to increased equipment downtime 
and repair costs (Arpilleda 2023). Conversely, preventive maintenance 
involves servicing equipment at regular intervals, which may result in 
unnecessary failures and does not guarantee the prevention of unexpected 
failures (Ohalete et al. 2023; Faris, Jasim, and Qasim 2021). In light of the 
evolving and data-driven landscape of modern telecommunications, these 
conventional methods alone are inadequate. Numerous studies have 
emphasized the advantages of predictive maintenance through the 
application of AI in various domains such as manufacturing and transport, 

which have demonstrated significantly reduced downtime and enhanced 
reliability (Ran et al. 2019), (Mallouk, Sallez, and Majd 2021). The use of AI 
in these sectors provides insights into the potential impact of technology on 
telecommunications. The increasing dependence on real-time data 
transmission and critical services necessitates new approaches to improve 
network reliability and efficiency (Hashim et al. 2019; Alghamdi, Alomari, and 
Alkatheri 2024) Furthermore, the deployment of 5G and IoT exponentially 
increases the number of connected devices and safety-critical services 
demanding sub-second latency and high uptime (Ong, Niyato, and Yuen 
2020). Addressing the issue of massive scale, AI-based predictive 
maintenance offers a novel solution for such emerging environments by 
capturing the operational complexity of next-generation networks (Li et al. 
2020). This has led to the emergence of predictive maintenance as a viable 
solution (Çınar et al. 2020). 

Predictive maintenance involves the use of AI algorithms and machine 
learning models to analyze historical and real-time data, thereby predicting 
potential equipment failures (Raparthi 2023).  By monitoring the health of 
network components in real-time, AI models can detect anomalies before they 
escalate into significant problems (Resende et al. 2021). Transitioning from 
reactive to proactive maintenance strategies can drastically reduce 
unplanned downtime, optimize resource allocation, and enhance overall 
network performance (Madasamy 2023). 

In the context of predictive maintenance, AI can identify patterns that elude 
human operators (Hoffmann and Lasch 2023). The vast amounts of data 
available in telecom networks enable intelligent components to determine 
optimal times for infrastructure maintenance and identify which devices 
require attention (Dhanraj et al. 2023). Deep learning methods, a subset of 
AI, have been particularly successful in processing and extracting information 
from complex data collected from sensors and network nodes (Raparthi 
2023). These methods enhance the ability to detect equipment failures with 
greater precision and timeliness, facilitating more reliable maintenance 
planning and reducing operational expenses (Math 2023). 

The integration of AI in the predictive maintenance of telecommunications 
equipment is part of a broader trend towards incorporating smart technologies 
into network operations (Balmer, Levin, and Schmidt 2020). A telecom 
networks continue to evolve, maintaining high levels of uptime becomes 



2

Special Issue   |   Winter 2025

when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�

Assessing the Importance of Various Dimensions of Data ...   |   Hassani et al.

3

Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�

Summer 2025

1120

increasingly critical (Shin, Han, and Rhee 2021). Telecom operators benefit 
from AI’s capability to analyze large volumes of real-time data, along with its 
predictive functions, to minimize risks and improve operational efficiencies 
(Ran et al. 2019). 

In addition to reducing downtime, AI-powered predictive maintenance can 
enhance sustainability by optimizing maintenance schedules and preventing 
unnecessary repairs. Reducing emergency repairs and equipment 
replacements lowers resource consumption, energy usage, and 
environmental impact, aligning with the current push towards sustainability 
(Çınar et al. 2020; Salih et al. 2024). 

AI has emerged as a pioneering solution for implementing predictive 
maintenance across numerous industries, including telecommunications 
(Resende et al. 2021). By facilitating proactive decision-making, AI not only 
decreases downtime but also improves overall network efficiency and 
sustainability (Giannakidou et al. 2022). As the telecom sector continues to 
grow, driven by trends such as 5G and IoT (Hrnjica and Softic 2020), the 
impact of AI in predictive maintenance will continue to evolve. Understanding 
the application of AI in predictive maintenance, its effectiveness in reducing 
downtime, and its future potential in enhancing network performance are 
essential for meeting the increasing demands for more reliable and efficient 
telecommunications infrastructure (Math 2023). 

 
1.1. Study Objective 
This article seeks to identify how AI-powered predictive maintenance can be 
utilized to avoid downtime in telecommunications networks. Downtime is 
costly, not only for service providers but also for consumers within modern 
telecom infrastructure. Traditional approaches, including reactive and 
preventative maintenance, have limited applicability to the increasingly 
complex and expansive networks of today. Predictive maintenance emerges 
as a proactive best practice with the advent of AI, predicting failures in 
advance and reducing interruptions before they manifest. This article aims to 
explore how complex AI algorithms, such as machine learning and deep 
learning, can be leveraged to analyze network data in real-time, forecast 
imminent failures, and optimize maintenance processes. 

Furthermore, the article investigates the relevance of AI-powered 
predictive maintenance concerning 5G networks and other advanced 

technologies, which have challenged the ability of telecom infrastructure to 
function effectively without collapse. While there is potential to enhance 
operational efficiency through the convergence of AI and 
telecommunications, the challenges and implementation strategies are still 
evolving. This review article examines existing methodologies and 
technologies to provide a comprehensive overview of the applicability of AI in 
telecom network maintenance. It will cover key metrics for evaluating the 
effectiveness of predictive models, such as failure prediction accuracy, 
downtime reduction, and cost savings. 

The article aims to highlight the real-world benefits of predictive 
maintenance for telecom operators, including more reliable services and 
lower operational costs, and the specific use cases where predictive 
maintenance can be applied. It will also discuss the future of AI in network 
maintenance, examining how these technologies may continue to evolve to 
meet the demands of next-generation telecom networks. Through this, the 
study aims to bridge a theoretical gap while also contributing practically to the 
discourse on AI-powered telecommunications and the necessity of 
maintaining both the performance and reliability of telecommunications 
services. 

 
1.2. Problem Statements 
Telecommunications networks enable almost every aspect of modern life, 
underpinning activities ranging from mobile communication to broadband 
internet access. However, most telecom networks consist of a complex web 
of equipment and systems that can fail, become overloaded, or encounter 
other unexpected issues. Downtime resulting from such failures can result in 
significant financial losses for telecom companies and substantial 
dissatisfaction among customers who require uninterrupted service for 
business and personal use. 

The telecommunications sector is currently facing significant challenges 
due to the limitations of conventional maintenance strategies in reducing 
network failures. Reactive maintenance, which addresses problems only after 
they have occurred, is the costliest type of maintenance compared to 
preventative maintenance, as it can lead to prolonged downtimes that affect 
service quality. Indeed, research indicates that traditional maintenance 
techniques can cause up to 30% more downtime than AI-driven methods in 



2

Special Issue   |   Winter 2025

when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�

Assessing the Importance of Various Dimensions of Data ...   |   Hassani et al.

3

Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�

 Leveraging AI for Predictive Maintenance with ... | Ali Abdulkareem et al.

1121
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enhance sustainability by optimizing maintenance schedules and preventing 
unnecessary repairs. Reducing emergency repairs and equipment 
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some sectors. Reactive maintenance is particularly unsuitable for the fast-
paced world of telecommunications, as equipment failures can lead to annual 
losses amounting to several million dollars in service interruptions and repair 
expenses. Preventive maintenance, although more proactive than reactive 
maintenance, often does not provide reliable repairs as it is based on 
assumptions about when to service equipment, which is increasingly 
inadequate for the modern demands of telecom infrastructures. This may 
result in avoidable idle time and operational expenditure without effectively 
preventing unexpected failures. 

With the emergence of 5G and IoT technologies, the telecommunications 
sector is encountering an increasingly complex set of challenges that 
conventional maintenance methods are poorly equipped to address. A 
growing reliance on data-intensive applications and services necessitates a 
different approach to maintaining networks—one that can predict and avert 
failures before they occur. This is where predictive maintenance using AI 
becomes crucial, aiding telecom operators in transitioning from a reactive to 
a proactive maintenance model. 

While AI offers significant potential in predictive maintenance, several 
hurdles still exist. One major consideration is the need for substantial 
infrastructure and expertise investment in telecom networks to integrate AI. 
Additionally, the performance of predictive models depends on the availability 
of sufficient and high-quality data, which may not be consistent across 
different network environments. Furthermore, the adoption of AI solutions for 
network maintenance is still in its early stages, and more research is essential 
to understand the long-term effects of these technologies on network 
performance and reliability. 

The primary challenge for the telecommunications sector is to reduce 
repair time for major breakdowns that increasingly negatively impact network 
reliability in a complex and data-driven world. Traditional maintenance 
strategies are no longer sufficient; there is a clear need for more advanced, 
AI-driven approaches to predictive maintenance that anticipate failures before 
they occur. These approaches provide detailed guidance on the nature of 
faults, the physical equipment at risk, the estimated time until failure, and the 
necessary actions to be taken. 

2. Literature Review 
Predictive or preemptive maintenance has increasingly been applied across 
various industries, with AI and machine learning serving as key enablers for 
the transition from reactive asset maintenance to proactive maintenance 
strategies. Predictive maintenance is poised to completely transform the 
operational paradigm of telecommunications organizations by enabling cost-
effective monitoring of network elements, forecasting failures, and reducing 
downtimes through sophisticated, data-driven models. This article reviews 
relevant literature on predictive maintenance to identify gaps in existing 
research while synthesizing possible approaches to enhance applied 
methodologies, particularly in the context of telecommunications networks. 
Ran et al. (2019) provided an extensive overview of predictive maintenance 
systems, discussing various methods, including data-driven and hybrid 
methods that combine expert knowledge with machine learning models (Ran 
et al. 2019). While their study offers a solid theoretical foundation, it has 
limited practical significance, especially in the telecommunications field. The 
novelty lies in the scant literature on predictive maintenance strategies for 
large-scale, complex telecommunications infrastructures characterized by 
dynamic behaviors and large heterogeneous data flows. This gap must be 
addressed by future works that focus on deploying and testing these models 
in live telecom environments. 

A deep reinforcement learning approach was proposed by Ong et al. 
(2020) to predict maintenance activities in edge-based sensor networks (Ong, 
Niyato, and Yuen 2020). While their efforts are relevant to the 
telecommunications industry due to the increasing reliance on IoT devices, 
their research primarily addresses sensor networks and does not fully apply 
to telecommunications-specific equipment such as routers, switches, and 
network gateways. Moreover, the scalability of their proposed model in large-
scale telecom infrastructures remains unproven. This shortcoming 
underscores the need for further exploration of leveraging reinforcement 
learning patterns in more complex and diverse telecom settings in a scalable 
and efficient manner. 

Mallouk et al. (2021) examined a machine learning-based solution for 
predictive maintenance in transport networks, showcasing AI's ability to 
predict failures before they occur. Although successful, this study focused on 
transportation systems, which differ fundamentally from telecommunications 
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some sectors. Reactive maintenance is particularly unsuitable for the fast-
paced world of telecommunications, as equipment failures can lead to annual 
losses amounting to several million dollars in service interruptions and repair 
expenses. Preventive maintenance, although more proactive than reactive 
maintenance, often does not provide reliable repairs as it is based on 
assumptions about when to service equipment, which is increasingly 
inadequate for the modern demands of telecom infrastructures. This may 
result in avoidable idle time and operational expenditure without effectively 
preventing unexpected failures. 

With the emergence of 5G and IoT technologies, the telecommunications 
sector is encountering an increasingly complex set of challenges that 
conventional maintenance methods are poorly equipped to address. A 
growing reliance on data-intensive applications and services necessitates a 
different approach to maintaining networks—one that can predict and avert 
failures before they occur. This is where predictive maintenance using AI 
becomes crucial, aiding telecom operators in transitioning from a reactive to 
a proactive maintenance model. 

While AI offers significant potential in predictive maintenance, several 
hurdles still exist. One major consideration is the need for substantial 
infrastructure and expertise investment in telecom networks to integrate AI. 
Additionally, the performance of predictive models depends on the availability 
of sufficient and high-quality data, which may not be consistent across 
different network environments. Furthermore, the adoption of AI solutions for 
network maintenance is still in its early stages, and more research is essential 
to understand the long-term effects of these technologies on network 
performance and reliability. 

The primary challenge for the telecommunications sector is to reduce 
repair time for major breakdowns that increasingly negatively impact network 
reliability in a complex and data-driven world. Traditional maintenance 
strategies are no longer sufficient; there is a clear need for more advanced, 
AI-driven approaches to predictive maintenance that anticipate failures before 
they occur. These approaches provide detailed guidance on the nature of 
faults, the physical equipment at risk, the estimated time until failure, and the 
necessary actions to be taken. 

2. Literature Review 
Predictive or preemptive maintenance has increasingly been applied across 
various industries, with AI and machine learning serving as key enablers for 
the transition from reactive asset maintenance to proactive maintenance 
strategies. Predictive maintenance is poised to completely transform the 
operational paradigm of telecommunications organizations by enabling cost-
effective monitoring of network elements, forecasting failures, and reducing 
downtimes through sophisticated, data-driven models. This article reviews 
relevant literature on predictive maintenance to identify gaps in existing 
research while synthesizing possible approaches to enhance applied 
methodologies, particularly in the context of telecommunications networks. 
Ran et al. (2019) provided an extensive overview of predictive maintenance 
systems, discussing various methods, including data-driven and hybrid 
methods that combine expert knowledge with machine learning models (Ran 
et al. 2019). While their study offers a solid theoretical foundation, it has 
limited practical significance, especially in the telecommunications field. The 
novelty lies in the scant literature on predictive maintenance strategies for 
large-scale, complex telecommunications infrastructures characterized by 
dynamic behaviors and large heterogeneous data flows. This gap must be 
addressed by future works that focus on deploying and testing these models 
in live telecom environments. 

A deep reinforcement learning approach was proposed by Ong et al. 
(2020) to predict maintenance activities in edge-based sensor networks (Ong, 
Niyato, and Yuen 2020). While their efforts are relevant to the 
telecommunications industry due to the increasing reliance on IoT devices, 
their research primarily addresses sensor networks and does not fully apply 
to telecommunications-specific equipment such as routers, switches, and 
network gateways. Moreover, the scalability of their proposed model in large-
scale telecom infrastructures remains unproven. This shortcoming 
underscores the need for further exploration of leveraging reinforcement 
learning patterns in more complex and diverse telecom settings in a scalable 
and efficient manner. 

Mallouk et al. (2021) examined a machine learning-based solution for 
predictive maintenance in transport networks, showcasing AI's ability to 
predict failures before they occur. Although successful, this study focused on 
transportation systems, which differ fundamentally from telecommunications 



2

Special Issue   |   Winter 2025

when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�

Assessing the Importance of Various Dimensions of Data ...   |   Hassani et al.

3

Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�

Summer 2025

1124

networks in terms of complexity and operational requirements (Mallouk, 
Sallez, and Majd 2021). Another challenge is the significant increase in data 
from telecom networks; the volume of real-time data necessitates models 
capable of handling high-frequency data streams in time-sensitive conditions. 
Future investigations should adjust these machine learning techniques to 
meet the specific data needs and operational environments of telecom 
networks. 

Nacchia et al. (2021) performed a systematic mapping of predictive 
maintenance techniques in the manufacturing sector, highlighting several 
machines learning algorithms, including decision trees, support vector 
machines, and neural networks (Nacchia et al. 2021). While these techniques 
have been explored in various fields, their direct application in 
telecommunications remains underexplored. Different classes of parameter 
tuning, such as latency, throughput, and packet drop rate, are essential for 
shaping various elements of a telecom pipe. Hence, these machine learning 
models require further research specifically applied to telecommunications, 
with a focus on real-time data processing and anomaly detection. 

Lee et al. (2019) conducted predictive maintenance studies on machine 
tools using AI based on machine condition data (Lee et al. 2019). Although 
their study provides insights into AI's capabilities in forecasting mechanical 
equipment breakdowns, it does not directly translate to telecommunications. 
Telecom systems are inherently dynamic and, due to the size of their 
distributed infrastructure, require qualitatively different monitoring 
approaches. Thus, more advanced AI models that work in real-time to 
process high-frequency data are needed. Future studies must adapt these 
techniques to telecom-based applications to ensure efficient detection and 
better prevention. 

Mohan et al. (2023) designed an LSTM-based AI model that ensures 
higher availability rates and overall equipment effectiveness (OEE) in the 
context of Industry 4.0. Although promising, this technique suffers from 
computational complexity problems, especially when dealing with time-series 
data from network sensors  (Mohan, Roselyn, and Uthra 2023). LSTM models 
may be less efficient for large-scale telecommunications networks, where 
interconnected devices generate substantial data in a short period. Further 
work should aim at developing more scalable and computationally efficient 
AI-based models, potentially including hybrid LSTM and other algorithms that 

optimize processing power while minimizing computational demands without 
significantly compromising predictive accuracy. 

Shetty (2018) presented a comprehensive exploration of predictive 
maintenance approaches in the context of IoT, emphasizing real-time data 
processing and predictive analytics for interconnected systems (Shetty 2018). 
This research highlights the importance of incorporating real-time data, but 
capturing data from a wide range of IoT sources remains challenging, 
particularly for telecommunications networks dealing with large volumes of 
data. The complexity of telecom infrastructures, which rely on various devices 
and multiple protocols, requires predictive maintenance models capable of 
integrating and analyzing multi-source data streams in real-time. This gap can 
be addressed by advanced data integration and processing techniques that 
improve prediction accuracy and timeliness in telecom networks. 

Li et al. (2020) explored AI applications for the operation and maintenance 
of 5G networks, proposing AI fault detection and maintenance automation (Li 
et al. 2020). While this represents a significant advancement, it also highlights 
the challenge of implementing near-instantaneous fault detection across 
high-data-volume 5G networks. Maintenance models for real-time prediction 
have yet to achieve the required performance in high-throughput, low-latency 
contexts. Future studies should focus on developing AI models that can meet 
the stringent demands of 5G networks while maintaining adequate accuracy 
and response times. 

Minea et al. (2021) developed an intelligent network monitoring and 
diagnostic system using machine learning for fault prediction (Minea, 
Dumitrescu, and Minea 2021). Although they achieved significant 
enhancements in network diagnostics, the scalability of their model in larger 
telecommunications infrastructures remains to be verified. As telecom 
networks continue to grow in size and complexity, future research should 
focus on scalable AI-driven predictive maintenance models that can address 
the unique challenges of large, distributed networks without compromising 
accuracy or efficiency. 

Dhyani (2021) suggested an AI-based approach using data analysis 
techniques for predicting equipment malfunctions in manufacturing plants 
(Dhyani 2021). While successful in the manufacturing context, this approach 
requires considerable adaptation for telecommunications, given the 
differences in network failures and operational environments compared to 



2

Special Issue   |   Winter 2025

when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�

Assessing the Importance of Various Dimensions of Data ...   |   Hassani et al.

3

Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�

 Leveraging AI for Predictive Maintenance with ... | Ali Abdulkareem et al.

1125

networks in terms of complexity and operational requirements (Mallouk, 
Sallez, and Majd 2021). Another challenge is the significant increase in data 
from telecom networks; the volume of real-time data necessitates models 
capable of handling high-frequency data streams in time-sensitive conditions. 
Future investigations should adjust these machine learning techniques to 
meet the specific data needs and operational environments of telecom 
networks. 

Nacchia et al. (2021) performed a systematic mapping of predictive 
maintenance techniques in the manufacturing sector, highlighting several 
machines learning algorithms, including decision trees, support vector 
machines, and neural networks (Nacchia et al. 2021). While these techniques 
have been explored in various fields, their direct application in 
telecommunications remains underexplored. Different classes of parameter 
tuning, such as latency, throughput, and packet drop rate, are essential for 
shaping various elements of a telecom pipe. Hence, these machine learning 
models require further research specifically applied to telecommunications, 
with a focus on real-time data processing and anomaly detection. 

Lee et al. (2019) conducted predictive maintenance studies on machine 
tools using AI based on machine condition data (Lee et al. 2019). Although 
their study provides insights into AI's capabilities in forecasting mechanical 
equipment breakdowns, it does not directly translate to telecommunications. 
Telecom systems are inherently dynamic and, due to the size of their 
distributed infrastructure, require qualitatively different monitoring 
approaches. Thus, more advanced AI models that work in real-time to 
process high-frequency data are needed. Future studies must adapt these 
techniques to telecom-based applications to ensure efficient detection and 
better prevention. 

Mohan et al. (2023) designed an LSTM-based AI model that ensures 
higher availability rates and overall equipment effectiveness (OEE) in the 
context of Industry 4.0. Although promising, this technique suffers from 
computational complexity problems, especially when dealing with time-series 
data from network sensors  (Mohan, Roselyn, and Uthra 2023). LSTM models 
may be less efficient for large-scale telecommunications networks, where 
interconnected devices generate substantial data in a short period. Further 
work should aim at developing more scalable and computationally efficient 
AI-based models, potentially including hybrid LSTM and other algorithms that 

optimize processing power while minimizing computational demands without 
significantly compromising predictive accuracy. 

Shetty (2018) presented a comprehensive exploration of predictive 
maintenance approaches in the context of IoT, emphasizing real-time data 
processing and predictive analytics for interconnected systems (Shetty 2018). 
This research highlights the importance of incorporating real-time data, but 
capturing data from a wide range of IoT sources remains challenging, 
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differences in network failures and operational environments compared to 
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critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;
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of open data;
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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manufacturing processes. Subsequent efforts should concentrate on 
adapting and tuning AI-based solutions to meet the specific needs of telecom 
networks, tailoring predictive maintenance models to the particularities of 
telecommunications technology. 

Although significant progress has been made in predictive maintenance 
across multiple fields, gaps remain in applying these techniques to 
telecommunications. Scalability, real-time data integration, and the 
development of AI models for the complexities of telecom networks are key 
areas for future research. 

 
3. Methodology 
This section explains the methodology used to assess the impact of AI-based 
predictive maintenance on reducing downtime in telecommunications 
networks. This study utilizes ML models, deep learning frameworks, real-time 
data collection, and statistical analysis to forecast the equipment's impending 
faults. This study hypothesizes that there will be a notable decrease in 
network downtime and increase in reliability of networks utilizing AI based 
predictive maintenance as opposed to traditional reactive and preventive 
maintenance approaches. 
 
3.1. Data Collection 
This research used two datasets: 
Historical Network Data: This dataset was harvested from a large telecom 
provider; the data base includes 5 years of operational logs. There are three 
classes of network failure, hardware failures account for 40% of the instances, 
Software failures are 30%, Environmental failures are 30%. The dataset 
contains a total of 12000 instances of the network each class. And there are 
also more than 2 million data points corresponding to operational metrics 
including CPU load, latency, temperature, and bandwidth usage, enabling 
granular analysis of how the network performs and what failures occur. 

Real-time Monitoring Data: A real-time monitoring study over a 45-day 
period on 300 network nodes in an operational telecom network, where key 
performance metrics, such as: latency, packet loss, CPU usage, were 
recorded on a minute-by-minute basis. This data produced 19.44 million data 
points, which were then used to both predict failures in real-time and validate 
the model. 

3.2. AI-Driven Predictive Maintenance Model Development 
3.2.1 Machine Learning Models 
Three state-of-the-art machine learning models were trained and tested on 
the network to predict failures across a range of conditions. 

The Random Forest (RF) model was selected for its capability to handle 
large, heterogeneous datasets. A total of 80% of the historical network data 
was utilized to train the model, while the remaining 20% was used for testing. 
Hyperparameter optimization was performed, with 100 decision trees and a 
maximum depth of 10, to fine-tune the model. The RF model achieved a 
precision of 0.93 and an F1-score of 0.91. 

A Long Short-Term Memory (LSTM) model, a type of recurrent neural 
network, was employed due to its suitability for time-series data. The LSTM 
model was trained using a split of 75% historical data and 25% real-time data. 
Optimal performance was achieved with a sequence length of 30 minutes, a 
hidden layer size of 128, 50 epochs, and a batch size of 64. Despite its good 
performance on simulated networks, implementing the LSTM model as a real-
time solution in large telecom production environments remains challenging 
due to its high computational requirements. The model suffers from long 
training times, which limits its scalability in constrained environments. Future 
studies could explore hybrid models, such as combining LSTM with Random 
Forest, to reduce computational costs without compromising predictive 
accuracy. The LSTM model scored 94% accuracy in predicting network 
failures based on time-series trends. 

A Gradient Boosting Machine (GBM) was applied to categorize network 
statuses and forecast potential failures. The GBM model was particularly 
effective with non-linear data and yielded improved results for complex 
multivariate datasets. Using the entire historical dataset, the GBM achieved 
a precision score of 0.92. 

 

3.2.2 Deep Learning: Convolutional Neural Networks (CNN) 
In this study, key metrics such as Mean Time Between Failures (MTBF) and 
Mean Time to Repair (MTTR) were used to quantify network reliability 
improvements after implementing AI-driven predictive maintenance. 

𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀 = ∑ 𝑇𝑇𝑖𝑖𝑛𝑛
𝑖𝑖=1
𝑁𝑁𝑓𝑓

                                                            (1)  

Where 𝑇𝑇𝑖𝑖 represents the operational time between failures, and 𝑁𝑁𝑓𝑓 is the 
number of failures. 
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networks, tailoring predictive maintenance models to the particularities of 
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development of AI models for the complexities of telecom networks are key 
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was utilized to train the model, while the remaining 20% was used for testing. 
Hyperparameter optimization was performed, with 100 decision trees and a 
maximum depth of 10, to fine-tune the model. The RF model achieved a 
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A Long Short-Term Memory (LSTM) model, a type of recurrent neural 
network, was employed due to its suitability for time-series data. The LSTM 
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Optimal performance was achieved with a sequence length of 30 minutes, a 
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statuses and forecast potential failures. The GBM model was particularly 
effective with non-linear data and yielded improved results for complex 
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                                                            (2)  

Where 𝑅𝑅𝑖𝑖 is the repair time, and 𝑁𝑁𝑓𝑓 is the total number of failures. 
Before implementing predictive maintenance, the MTBF was calculated at 

1,400 hours, while the MTTR averaged 7 hours. After AI-based predictive 
maintenance, MTBF increased to 2,600 hours, and MTTR reduced to 3 hours, 
representing a significant improvement in network reliability. 

The probability of failure at any time 𝑃𝑃(𝑓𝑓) was calculated using a logistic 
regression model, which takes into account real-time network metrics such 
as CPU load, latency, and temperature: 

𝑃𝑃(𝑓𝑓) = 1
1+𝑒𝑒−(𝛽𝛽0+𝛽𝛽1𝑥𝑥1+𝛽𝛽2𝑥𝑥2+⋯+𝛽𝛽𝑛𝑛𝑥𝑥𝑛𝑛)                                              (3)  

Where 𝛽𝛽0 is the intercept, and 𝛽𝛽1, 𝛽𝛽2, … , 𝛽𝛽𝑛𝑛 are the coefficients for variables 
𝑥𝑥1, 𝑥𝑥2, … , 𝑥𝑥𝑛𝑛. This equation was applied to real-time sensor data to calculate 
the likelihood of imminent failures. 

The total downtime for both traditional and AI-driven predictive 
maintenance was calculated using the following equation: 

𝐷𝐷 = ∑ (𝑇𝑇𝑖𝑖 +
𝑁𝑁𝑓𝑓
𝑖𝑖=1 𝑅𝑅𝑖𝑖)                                                   (4)  

Where 𝑇𝑇𝑖𝑖 is the time to failure and 𝑅𝑅𝑖𝑖 is the repair time for failure iii. AI-
driven predictive maintenance reduced overall downtime by 52%, from 840 
hours per year (pre-AI) to 403 hours per year (post-AI implementation) (Ran 
et al. 2019). 

 

3.3. Experiment Setup 
The analysis on an experiment on a live telecom network of 300 nodes 
comparing two maintenance strategies: 

Reactive Maintenance (Control Group): Addressed post-failure. Historical 
data indicated that the control group had an MTBF of 1,400 hours and an 
MTTR of 7 hours. Total downtime of 840 hours was calculated for 12 months. 

Predictive Maintenance Using AIs (Experimental Group): AI models 
predicting the failure of networks allowed pre-emptive intervention. This 
approach got MTBF to 2,600 hours and it reduced MTTR to 3 hours. The 
total downtime reduced in this scenario was down to 403 hours, a 52% 
reduction. 

The predictive models resulted in 93% accuracy (0.92 precision score, 
0.89 recall and 0.90 F1-score) reflecting high reliability in predicting failures. 

3.4. Hypothesis Testing and Statistical Validation 
For hypothesis testing that AI-driven predictive maintenance reduces 
downtime, a paired t-test was performed. H0 assumed no differences in 
downtime with the traditional and AI-based approaches and H1 assumed that 
AI-base predictive maintenance would yield a significant decrease in 
downtime. 

The t-test was calculated as: 

𝑡𝑡 = 𝑋̅𝑋𝑑𝑑
𝑠𝑠𝑑𝑑/√𝑛𝑛

                                                            (4)  

Where 𝑋̅𝑋𝑑𝑑 is the mean of the downtime differences between the two 
approaches, 𝑠𝑠𝑑𝑑 is the standard deviation of the differences, and 𝑛𝑛 is the 
sample size. 

The proposed methodology shows that the predictive maintenance 
powered by AI can achieve substantial improvement in the network reliability 
and effective reduction of telecommunication network downtime. The 
integration of machine learning and deep learning models in an AI-based 
ecosystem with real-time data analysis resulted in a 52% drop in downtime, 
proving the hypothesis and demonstrating how AI could play a key role in 
optimizing network operations. It is a modern telecom infostructures which is 
scalable and efficient. 

 
4. Results 
This study provides a comprehensive assessment of AI-based predictive 
maintenance techniques across various segments of telecommunications 
networks. By examining the results from multiple perspectives, the findings 
illustrate not only reduced downtime but also greater network reliability and 
enhanced performance of machine learning models. The study categorizes 
the network segments to identify areas where predictive maintenance with AI 
offers significant benefits. An extensive breakdown of network segment 
performance concerning downtime reduction, model accuracy, and failure 
probability is presented below. The subsections discuss why AI-powered 
maintenance is more effective than traditional methods and the implications 
of this advanced technology. 
 

4.1. Improvement in Network Reliability 
The main aim of this study was to evaluate the effect of predictive 
maintenance powered by AI on the reliability of the network, which is 
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information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
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characterized by the increase of Mean Time Between Failures (MTBF) and 
the decrease of Mean Time to Repair (MTTR). These metrics (Mean Time 
Before Failure and Mean Time to Repair, respectively) are essential gauges 
of a network’s operational performance—as MTBF measures the average 
time between system failures and MTTR measures the average time until 
these issues are resolved if and when they occur. Table1 Shows the 
comparative analysis of those metrics in the traditional reactive maintenance 
and AI-based predictive maintenance strategies. 
 

 
Figure 1. Evaluating the Impact of AI-Driven Predictive Maintenance on 

Network Reliability with Comparative Analysis of MTBF and MTTR Metrics 
 

As seen in Figure 1, the reliability of the network improved quite 
significantly after AI-based predictive maintenance was implemented. The 
MTBF improved by 85.7%, going from 1,400 hours with traditional reactive 
maintenance to 2,600 hours with predictive maintenance, meaning that the 
time between network failures was nearly half of what it had been before. This 
is an important improvement, there are less disruptions to network services. 
The MTTR decreased by 57.1%: from 7 hours to 3 hours, completing repairs 
faster which contributed to higher availability as a result of reduced downtime. 

Predictive maintenance has led to improvements in reliability, so you can 
manage your network systems in advance and avoid failure or mitigate the 
effect of failures even when they do occur. As AI predictive maintenance is 
applied on a larger scale across denser network infrastructures, similar 

improvements are likely in reliability that increases telecom uptime and 
service continuity for telecommunications providers and customers. This can 
be particularly useful in scenarios where the working environment is under 
intense demand such as in 5G networks and mission critical applications, as 
they have a strong focus on reliability. 

 
4.2. Reduction in Network Downtime 
An immediate goal for this study was to characterize the net total system 
availability improvement changes, since network performance and reliability 
are critical measures of performance network to this metric. Downtime: The 
network is unavailable due to system failure, and minimizing this downtime is 
crucial for high service standards and homogeneous communication. Figure 
2 show comparison of the annual downtime in traditional reactive 
maintenance vs AI-based predictive maintenance. 

 
Figure 2. A Comparative Analysis of Quantifying the Reduction in Network 

Downtime through AI-Driven Predictive Maintenance 
 

As shown in Figure 2, the annual capacity loss caused by network 
downtime has significantly decreased from the traditional reactive 
maintenance system (573 hours) to the AI predictive maintenance, which cut 
network downtime by 437 hours or 52% in annual capacity loss. The historical 
technique resulted in 840 hours of downtime in a year and with the use of an 
AI-based strategy reduced it to 403 hours. This reduction in downtime helps 
providers reduce the need for emergency repairs and prevent revenue 
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As shown in Figure 2, the annual capacity loss caused by network 
downtime has significantly decreased from the traditional reactive 
maintenance system (573 hours) to the AI predictive maintenance, which cut 
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losses due to service outages. 
This reduction in needed downtime also improves the user experience and 

overall service availability, key for maintaining high Service-Level 
Agreements (SLAs) and minimizing interruptions. Next-gen AI predictive 
maintenance across wider telecom network infrastructures will lead to 
increased network uptime and enhanced service delivery reliability, with 
particular focus on mission-critical applications including emergency services, 
5G deployments and IoT ecosystems. 

 

4.3. Performance of Predictive Models 
Several performance metrics such as accuracy, precision, recall, and F1-
score - were utilized to measure the effectiveness of the AI-driven predictive 
maintenance models in predicting the failures of the network. These metrics 
shape how well the models are at predicting failures and how balanced 
between precision (true positive) and recall (including all failures) the 
predictions are. Furthermore, the training and inference duration was 
calculated to determine the computational efficiency of the models since this 
is a key factor for their eventual deployment in actual network circumstances 
in real-time. As shown in Figure 3, compare the performances of our three 
models (like RF, LSTM, GBM). 

 
Figure 3. Comparative Analysis of Predictive Model Performance for Network 

Failure Forecasting: Accuracy, Precision, Recall, and Efficiency Metrics 

This comparative analysis underscores the superiority of the LSTM model, 
as it achieved the highest accuracy (94.2%), precision (0.94), recall (0.91), 
and F1-score (0.92), as depicted in Figure 3. The accurate and balanced 
precision-recall scores for LSTM reflect its proficiency in handling time-series 
data, a key requirement for network monitoring and failure prediction. 
Consequently, LSTM is particularly suitable for failure prediction in complex, 
real-time networks where the timing and order of events are critical factors. 

However, despite the high accuracy of the LSTM model, its substantial 
computational costs may limit its practicality for deployment in large-scale, 
real-time applications. A potentially viable and economical alternative would 
be the implementation of simpler models, such as RF, to predict failures in 
scenarios requiring real-time prediction with lower data throughput. The 
LSTM model’s longer training time (240 seconds) and inference time (0.05 
seconds) reflect its computational complexity and could pose scalability 
challenges, especially in large-scale, high-traffic networks. 

The RF model performed marginally lower than LSTM, with an accuracy 
of 92.5%, but required fewer computational resources, as indicated by its 
significantly shorter training (120 seconds) and inference (0.01 seconds) 
times. Consequently, RF is suitable for real-time applications in resource-
constrained settings that require fast inferences. Although RF's recall (0.89) 
is slightly lower than that of LSTM, its high precision (0.93) indicates that RF 
is very effective in preventing false positives and, thus, unnecessary 
maintenance interventions. 

The GBM model achieved 92% accuracy, 0.92 precision, 0.89 recall, and 
a 0.90 F1-score. GBM demonstrated a good balance between precision and 
recall, performing slightly worse than LSTM and RF in overall accuracy (0.916 
vs. 0.930 and 0.925, respectively). However, GBM's adherence to deadlines 
(training time: 200 seconds; inference time: 0.02 seconds) makes it suitable 
for real-time production environments where a trade-off between performance 
and resource efficiency is necessary. 

The relative performance of these models suggests that LSTM should be 
the model of choice for telecommunications networks where the most 
comprehensive failure prediction is required. On the other hand, Random 
Forest provides a more feasible option for real-time prediction in low-
computational-power settings or situations where time-to-inference is highly 
relevant. 
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information may not be current for the intended activity, or it may be accurate but 
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Accordingly, one of the most well-known and cited frameworks in the field of 
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for investigating the dimensions of data quality in the field of open banking� In this 
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To further scale LSTM in large networks, hybrid models that combine the 
time-series modeling strengths of LSTM with the efficiency of RF or GBM 
could be developed. This approach would enable more sophisticated 
predictions while maintaining computational efficiency, leading to potentially 
more robust predictive maintenance systems capable of handling diverse 
network conditions and infrastructure scales. 

Furthermore, as next-generation networks such as 5G and IoT 
ecosystems evolve, the necessity for real-time failure prediction becomes 
increasingly significant. As future communication network applications will 
involve a large number of connected devices and mission-critical services, 
the capability of LSTM to learn from sequences and make time-linked 
predictions for failures is vital for these applications. The telecommunications 
industry will require scalable implementations for production deployment, 
making the creation of scalable implementations that efficiently handle larger 
training and testing datasets a critical challenge. 

 
4.4. Failure Probability Analysis 
The probability of net failure is modeled using a logistic regression framework, 
considering relevant metrics regarding the net performance like CPU load, 
latency, and temperature. These parameters are essential in capturing the 
network performance in different traffic scenarios to provide the predictive 
model a real time estimation of the failure’s probability. By monitoring these 
metrics, the network operators can identify problems early and take 
preventive action before they translate into a service outage. Using a trained 
model with a binary classifier, the probability values of the model can be used 
to quantify the risk of different operational states of the network. The failure 
probabilities for varying traffic conditions from normal to overloaded traffic 
are shown in Figure 4. 

 
Figure 4. A Logistic Regression Approach to Modeling Network Failure 

Probability Under Varying Traffic Conditions 
 

The data in Figure 4 shows a strong correlation between network 
performance metrics (CPU load and latency) and prediction of network 
failures. During 35% of CPU usage average and 10ms average latency not 
under heavy traffic conditions the failure probability is very low — 1.5% in the 
network. A note: Ideal network conditions with enough resources available 
are assumed in this temperature. Under moderate conditions (traffic 
increase), in which CPU load = 65% and latency = 20ms, the probability of 
failure is 4.2%. At this point the network is still operational but under stress, 
and failures become more likely if traffic continues to increase or stay 
elevated. 

At heavy load, when CPU utilization at 90% and latency at 50ms, the 
failure probability rises sharply to 10.7%. This enables identifying the critical 
thresholds that precede network component overload and, subsequently, an 
increased risk of failing. The substantial rise in failure probability under high 
traffic indicates that real-time monitoring and prompt mitigation actions are 
needed to prevent the system from breaking down, especially when traffic 
remains high. 

It would then allow for real time computation of the probabilities of failure 
based on the metrics being measured and allow for several opportunities to 
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could be developed. This approach would enable more sophisticated 
predictions while maintaining computational efficiency, leading to potentially 
more robust predictive maintenance systems capable of handling diverse 
network conditions and infrastructure scales. 

Furthermore, as next-generation networks such as 5G and IoT 
ecosystems evolve, the necessity for real-time failure prediction becomes 
increasingly significant. As future communication network applications will 
involve a large number of connected devices and mission-critical services, 
the capability of LSTM to learn from sequences and make time-linked 
predictions for failures is vital for these applications. The telecommunications 
industry will require scalable implementations for production deployment, 
making the creation of scalable implementations that efficiently handle larger 
training and testing datasets a critical challenge. 

 
4.4. Failure Probability Analysis 
The probability of net failure is modeled using a logistic regression framework, 
considering relevant metrics regarding the net performance like CPU load, 
latency, and temperature. These parameters are essential in capturing the 
network performance in different traffic scenarios to provide the predictive 
model a real time estimation of the failure’s probability. By monitoring these 
metrics, the network operators can identify problems early and take 
preventive action before they translate into a service outage. Using a trained 
model with a binary classifier, the probability values of the model can be used 
to quantify the risk of different operational states of the network. The failure 
probabilities for varying traffic conditions from normal to overloaded traffic 
are shown in Figure 4. 
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performance metrics (CPU load and latency) and prediction of network 
failures. During 35% of CPU usage average and 10ms average latency not 
under heavy traffic conditions the failure probability is very low — 1.5% in the 
network. A note: Ideal network conditions with enough resources available 
are assumed in this temperature. Under moderate conditions (traffic 
increase), in which CPU load = 65% and latency = 20ms, the probability of 
failure is 4.2%. At this point the network is still operational but under stress, 
and failures become more likely if traffic continues to increase or stay 
elevated. 

At heavy load, when CPU utilization at 90% and latency at 50ms, the 
failure probability rises sharply to 10.7%. This enables identifying the critical 
thresholds that precede network component overload and, subsequently, an 
increased risk of failing. The substantial rise in failure probability under high 
traffic indicates that real-time monitoring and prompt mitigation actions are 
needed to prevent the system from breaking down, especially when traffic 
remains high. 

It would then allow for real time computation of the probabilities of failure 
based on the metrics being measured and allow for several opportunities to 
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improve network reliability. Network operators can run predictive alerts by 
continuously monitoring metrics like CPU load and latency to alert them 
where traffic conditions are headed. This enables proactive measures 
balancing traffic, scaling up network resources, or scheduling maintenance 
updates when traffic is lower to ensure failures are prevented before the fact. 
Combining this failure probability calculation with automatic network 
management systems can help the network adapt its operations on-the-fly 
and avoid overload in real time. So, for example under high traffic the system 
can provision more resources, or reroute traffic to little loaded parts, even if 
the risk of failure. 

With the projected increase of the number and complexity of the traffic with 
the advent of the next-generation networks, such as 5G and IoT 
infrastructures, failure detection will become necessary, if not critical, to 
enable proactive resolution through prediction or prevention. The results of 
this failure probability analysis show that predictive maintenance systems 
can be used successfully in such environments, enabling quality and robust 
networks that can cater to the demands of upcoming applications and 
services. Telecom providers benefit from better network performance and 
reduced downtime through predictive models, which offer greater availability 
of services and improving user experiences. 

 
4.5. Downtime Reduction Analysis by Network Segment 
AI driven predictive maintenance was evaluated for effectiveness across the 
networks through detailed mean downtime reduction analysis at various 
segments. As there are different sections of the network, the impact of 
network downtime will vary in each of them; understanding that predictive 
maintenance is vital to your core network, access nodes, and edge devices 
are essential for overall network reliability. To ensure uninterrupted 
connectivity and availability of services, and minimise downtime in all areas, 
and thus improve overall network performance, each segment has an 
important task to fulfil. Before and after the implementation of AI-driven 
predictive maintenance, the downtime reductions across these key network 
segments is presented in Figure 5. 

 
Figure 5. Assessing Downtime Reduction Across Network Segments with AI-

Driven Predictive Maintenance: Core, Access, and Edge Analysis 
 

The outcomes illustrated in Figure 5 indicate that all network segments 
experience a significant reduction in downtime, highlighting the potential of 
AI-based predictive maintenance across the telecommunications 
infrastructure. The core network is the main part of the telecommunications 
system and received the greatest enhancement (a 53% decrease in 
downtime (300 hours/year (old) → 140 hours/year (new)). This is important 
because downtime in the core network can result in a cascading effect on all 
other segments, leading to widespread service outages. Core network 
downtime would likely affect a larger section of an operator's network, so the 
significant drop-off shows that AI-based maintenance has been able to 
address issues over a wide area that could affect the entire network. 

While the access nodes, which connect users to the core network, saw 
downtime reduced by 52% from 200 hours down to 95 per year. Since 
access nodes provide high-quality service to end users and keep the system 
running without any downtime, reducing the downtime of access nodes 
improves the performance of the whole network by reducing the time the core 
network cannot connect with their devices. 

Edge devices that bring network services closer to the end user (cellular 
towers, local routers, etc.) had a 50.6% reduction in downtime (from 340 
hours to 168 hours). The optimized uptime is crucial for latency-sensitive and 
mission-critical applications such as video streaming, online gaming, and 
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updates when traffic is lower to ensure failures are prevented before the fact. 
Combining this failure probability calculation with automatic network 
management systems can help the network adapt its operations on-the-fly 
and avoid overload in real time. So, for example under high traffic the system 
can provision more resources, or reroute traffic to little loaded parts, even if 
the risk of failure. 

With the projected increase of the number and complexity of the traffic with 
the advent of the next-generation networks, such as 5G and IoT 
infrastructures, failure detection will become necessary, if not critical, to 
enable proactive resolution through prediction or prevention. The results of 
this failure probability analysis show that predictive maintenance systems 
can be used successfully in such environments, enabling quality and robust 
networks that can cater to the demands of upcoming applications and 
services. Telecom providers benefit from better network performance and 
reduced downtime through predictive models, which offer greater availability 
of services and improving user experiences. 

 
4.5. Downtime Reduction Analysis by Network Segment 
AI driven predictive maintenance was evaluated for effectiveness across the 
networks through detailed mean downtime reduction analysis at various 
segments. As there are different sections of the network, the impact of 
network downtime will vary in each of them; understanding that predictive 
maintenance is vital to your core network, access nodes, and edge devices 
are essential for overall network reliability. To ensure uninterrupted 
connectivity and availability of services, and minimise downtime in all areas, 
and thus improve overall network performance, each segment has an 
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predictive maintenance, the downtime reductions across these key network 
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industrial IoT at the network edge. Better reliability in edge devices improves 
user experience as the occurrences service disruption will be less. 

The continuous decrease in downtime across the entire network 
demonstrates that AI-driven predictive maintenance solutions are scalable 
and applicable across diverse sectors. Telecom providers can help secure 
the networks with network assurance from the core network to the access 
nodes to the edge devices to prevent failure across the entire ecosystem. 
Additional deployment of these predictive engines could also extend to the 
likes of CPE and RAN, while overall, the domains in which downtime issues 
can be prevented will be vastly expanded. 

What we are learning will be critical to support the upcoming evolution of 
telecommunications infrastructure supporting 5G, edge computing, and IoT 
ecosystems, where downtime reductions through predictive maintenance will 
be able to be leveraged more than ever before. This makes downtime 
reduction a key enabler of these next-generation networks, which will be 
fundamentally dependent on low-latency, high-reliability infrastructure. 
These AI-based predictive maintenance models can be more integrated into 
automated network management systems, enabling real-time diagnostics 
and dynamic scheduling of maintenance, ensuring that network elements are 
serviced timely based on predictive failure data. 

This ultimately increases the robustness of the overall system at various 
points on the network and allows telecom providers to deliver a higher quality 
of service (QoS) to end users, comply with strict Service-Level Agreements 
(SLAs), and lower operational costs associated with emergency repairs and 
lengthy outages. 

 
5. Discussion  
This study strongly suggests that AI-driven predictive maintenance can 
significantly improve the reliability and performance of telecommunications 
networks. Utilizing machine learning models such as Long Short-Term 
Memory (LSTM), Random Forest (RF), and Gradient Boosting Machine 
(GBM), this research demonstrates how AI can minimize downtime, enhance 
Mean Time Between Failures (MTBF), and decrease Mean Time to Repair 
(MTTR). These enhancements are crucial for contemporary 
telecommunications infrastructures, where efficiency and reliability are of 
paramount importance. 

The article builds on previous studies that emphasize AI's transformative 
potential in network management. Balmer et al. (2020) examined various 
applications of AI in telecommunications, highlighting AI’s capacity to 
automate complex processes across networks and improve decision-making 
(Balmer, Levin, and Schmidt 2020). This study extends those insights to 
predictive maintenance, demonstrating up to 52% reduction in downtime with 
AI across various network segments. By leveraging predictive models to 
forecast network failures, AI-enabled maintenance strategies improve service 
availability. 

The role of predictive maintenance and machine learning in various 
industries has been supported by numerous studies. Raparthi (2023) utilized 
time-series analysis and deep learning methods to study IoT devices, 
demonstrating predictive maintenance's effectiveness in preventing failures 
prior to their occurrence (Raparthi 2023). Similarly, Cinar et al. (2020) 
highlighted machine learning techniques for sustainable operations to meet 
the needs of Industry 4.0, emphasizing their centrality in smart manufacturing 
(Çınar et al. 2020). Both studies corroborate the findings of this research, 
underscoring that AI-based maintenance reduces operational interruptions. 
This work specifically contributes to the telecommunications domain, 
providing insights into how AI can address network-specific challenges such 
as heavy traffic and latency. Unlike the well-established domain of predictive 
maintenance in manufacturing, the telecommunications sector is relatively 
nascent in its implementation of AI (Nacchia et al. 2021). Predictive 
maintenance in telecommunications requires real-time monitoring of a highly 
distributed environment, posing challenges related to scalability and data 
integration that need to be addressed by AI models (Shetty 2018). 

Resende et al. (2021) demonstrated that real-time data monitoring on 
Industrial IoT platforms enables advanced predictive maintenance (Resende 
et al. 2021). Consistent with their findings, this study shows that real-time data 
analysis is also a beneficial practice within telecommunications networks, 
facilitating more accurate failure predictions. In this study, LSTM, which 
excels at handling time-series data, outperformed RF and GBM in terms of 
accuracy and recall rates, reinforcing the notion that AI modeling techniques 
tailored for sequential data are most appropriate for network scenarios where 
live performance statistics are critical. 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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the needs of Industry 4.0, emphasizing their centrality in smart manufacturing 
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A significant aspect of this research is its assessment of downtime 
reduction across various network segments. AI-driven predictive 
maintenance has resulted in sustained reductions in downtime at the core 
network, access nodes, and edge devices. Core network downtime 
decreased by 53%, as failures in the core network typically have a significant 
impact on service availability. Access nodes and edge devices saw 
reductions of 52% and 50.6%, respectively, illustrating the broad applicability 
of AI maintenance throughout the telecommunications stack (Qasim 2019). 
These results are similar to those reported by Kamel et al. (2021), who 
demonstrated that AI models can be utilized across multiple network layers 
to predict and mitigate failures (Kamel et al. 2021). 

While the findings are promising, the study also identified several 
limitations, echoing issues observed in other research. Despite the increased 
operational reliability provided by AI-based maintenance models, the 
computational difficulty of simulating maintenance operations often precludes 
their online use in large-scale settings (Hoffmann & Lasch, 2023). This study 
verified that, although LSTM achieved high accuracy, it requires significantly 
longer training and inference times compared to RF and GBM. As 5G and IoT 
technologies further complicate the telecommunications sector, addressing 
computational scalability will be necessary to fully leverage AI-powered 
maintenance (Iatsykovska 2018). 

Additionally, studies such as those by Shin et al. (2021) have highlighted 
the need for predictive maintenance models that adopt a holistic view of the 
infrastructure, including renewable energy systems and edge devices (Shin, 
Han, and Rhee 2021). This study focused on the core network, access nodes, 
and edge devices; however, future research should consider expanding AI-
powered maintenance to other critical areas such as customer premises 
equipment (CPE), backhaul networks, and radio access networks (RAN). 
Incorporating AI into these components represents a step towards 
comprehensive network care. Predictive maintenance at the edge holds 
significant promise for IoT and 5G applications, but overcoming latency 
challenges and maintaining predictive models that retain value across 
decentralized architectures remain hurdles to overcome (Ong et al., 2020). 
The expansion of predictive maintenance models can improve service 
reliability and operational costs for the entire network at scale (Ong, Niyato, 
and Yuen 2020). 

Although this study accomplished significant downtime reductions within 
a specific telecommunications network, additional verification is necessary for 
other network configurations and traffic conditions. Research by Arpilleda 
(2023) and Madasamy et al. (2023) has pointed out that AI models for 
predictive maintenance may behave differently in various environments, 
particularly when encountering different types of network traffic or 
geographical distributions (Madasamy 2023), (Arpilleda 2023). To ensure the 
efficacy of these models across a range of telecommunications 
infrastructures, future research must test them in diverse settings. 

Furthermore, the results of this research underscore the value of 
incorporating machine-learning-based predictive maintenance into future 
strategies for network frameworks such as edge computing and cloud-based 
systems. Ong et al. (2020) discussed how deep reinforcement learning 
approaches can be employed in edge-based sensor networks to optimize 
predictive maintenance (Ong, Niyato, and Yuen 2020). Similarly, the results 
of this study suggest that telecommunications networks must evolve to meet 
the needs of 5G and IoT applications. AI models need to adapt to the 
increased complexity and decentralization associated with edge computing. 
To maintain the reliability of next-generation networks, it will be crucial to 
develop AI models that operate efficiently and in a decentralized manner 
(Shakir et al. 2024). 

Future research can investigate how AI-based predictive maintenance 
complements fully autonomous network management systems. With 
increasingly sophisticated networks, the need for autonomous systems 
capable of self-monitoring, self-diagnosing, and self-healing is imperative. 
Integrating predictive maintenance with additional AI-driven network 
management tools, including traffic optimization, resource allocation, and 
fault recovery, will lead to resilient and self-managing networks with minimal 
human intervention. This approach would enhance service reliability while 
reducing operational overhead for network providers, enabling them to focus 
on strategic rather than reactive measures. 

As AI models improve, scaling them will become a critical challenge. 
Despite the superior performance of deep learning models like LSTM, 
deploying them in large telecom networks remains difficult due to high 
computational costs and latency. Therefore, developing AI algorithms for 5G 
and IoT infrastructures, including decoupled AI recursive algorithms that can 
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A significant aspect of this research is its assessment of downtime 
reduction across various network segments. AI-driven predictive 
maintenance has resulted in sustained reductions in downtime at the core 
network, access nodes, and edge devices. Core network downtime 
decreased by 53%, as failures in the core network typically have a significant 
impact on service availability. Access nodes and edge devices saw 
reductions of 52% and 50.6%, respectively, illustrating the broad applicability 
of AI maintenance throughout the telecommunications stack (Qasim 2019). 
These results are similar to those reported by Kamel et al. (2021), who 
demonstrated that AI models can be utilized across multiple network layers 
to predict and mitigate failures (Kamel et al. 2021). 

While the findings are promising, the study also identified several 
limitations, echoing issues observed in other research. Despite the increased 
operational reliability provided by AI-based maintenance models, the 
computational difficulty of simulating maintenance operations often precludes 
their online use in large-scale settings (Hoffmann & Lasch, 2023). This study 
verified that, although LSTM achieved high accuracy, it requires significantly 
longer training and inference times compared to RF and GBM. As 5G and IoT 
technologies further complicate the telecommunications sector, addressing 
computational scalability will be necessary to fully leverage AI-powered 
maintenance (Iatsykovska 2018). 

Additionally, studies such as those by Shin et al. (2021) have highlighted 
the need for predictive maintenance models that adopt a holistic view of the 
infrastructure, including renewable energy systems and edge devices (Shin, 
Han, and Rhee 2021). This study focused on the core network, access nodes, 
and edge devices; however, future research should consider expanding AI-
powered maintenance to other critical areas such as customer premises 
equipment (CPE), backhaul networks, and radio access networks (RAN). 
Incorporating AI into these components represents a step towards 
comprehensive network care. Predictive maintenance at the edge holds 
significant promise for IoT and 5G applications, but overcoming latency 
challenges and maintaining predictive models that retain value across 
decentralized architectures remain hurdles to overcome (Ong et al., 2020). 
The expansion of predictive maintenance models can improve service 
reliability and operational costs for the entire network at scale (Ong, Niyato, 
and Yuen 2020). 

Although this study accomplished significant downtime reductions within 
a specific telecommunications network, additional verification is necessary for 
other network configurations and traffic conditions. Research by Arpilleda 
(2023) and Madasamy et al. (2023) has pointed out that AI models for 
predictive maintenance may behave differently in various environments, 
particularly when encountering different types of network traffic or 
geographical distributions (Madasamy 2023), (Arpilleda 2023). To ensure the 
efficacy of these models across a range of telecommunications 
infrastructures, future research must test them in diverse settings. 

Furthermore, the results of this research underscore the value of 
incorporating machine-learning-based predictive maintenance into future 
strategies for network frameworks such as edge computing and cloud-based 
systems. Ong et al. (2020) discussed how deep reinforcement learning 
approaches can be employed in edge-based sensor networks to optimize 
predictive maintenance (Ong, Niyato, and Yuen 2020). Similarly, the results 
of this study suggest that telecommunications networks must evolve to meet 
the needs of 5G and IoT applications. AI models need to adapt to the 
increased complexity and decentralization associated with edge computing. 
To maintain the reliability of next-generation networks, it will be crucial to 
develop AI models that operate efficiently and in a decentralized manner 
(Shakir et al. 2024). 

Future research can investigate how AI-based predictive maintenance 
complements fully autonomous network management systems. With 
increasingly sophisticated networks, the need for autonomous systems 
capable of self-monitoring, self-diagnosing, and self-healing is imperative. 
Integrating predictive maintenance with additional AI-driven network 
management tools, including traffic optimization, resource allocation, and 
fault recovery, will lead to resilient and self-managing networks with minimal 
human intervention. This approach would enhance service reliability while 
reducing operational overhead for network providers, enabling them to focus 
on strategic rather than reactive measures. 

As AI models improve, scaling them will become a critical challenge. 
Despite the superior performance of deep learning models like LSTM, 
deploying them in large telecom networks remains difficult due to high 
computational costs and latency. Therefore, developing AI algorithms for 5G 
and IoT infrastructures, including decoupled AI recursive algorithms that can 
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adapt to increased complexity and real-time challenges, is essential for 
prospective deployments of deep-learning-enabled predictive maintenance 
schemes (Hrnjica and Softic 2020). 

This analysis highlights the significant advantages of AI-powered 
predictive maintenance solutions for telecommunications networks, 
particularly in minimizing downtime and enhancing network reliability. 
Although scalability challenges persist, AI-based predictive maintenance has 
the potential to become a cornerstone of modern network management, 
leading to more reliable, efficient, and resilient telecommunications networks 
as the technology continues to advance. 
 
6. Conclusions 
This study demonstrates the broad impact of AI-based predictive 
maintenance in enhancing the performance and reliability of 
telecommunications networks. The research highlights that predictive 
maintenance increases Mean Time Between Failures (MTBF) and decreases 
Mean Time to Repair (MTTR) while minimizing network downtime through the 
use of machine learning models such as Long Short-Term Memory (LSTM), 
Random Forest (RF), and Gradient Boosting Machine (GBM). These findings 
indicate that AI-driven predictive maintenance significantly improves network 
performance and provides a scalable solution for the increasingly complex 
telecommunications infrastructure reliant on data. 

The article offers a detailed micro-level downtime analysis across different 
network segments, including the core network, access nodes, and edge 
devices. With the implementation of AI-driven predictive maintenance, 
downtime reduction has become a consistent outcome across segments, 
ranging from 50.6% to 53%. These results are crucial for telecommunication 
providers aiming to deliver high service reliability while minimizing disruptions. 
Predicting failures and taking preemptive actions to prevent them are 
essential for smoother operations and improved service availability, fulfilling 
stricter Service-Level Agreements (SLAs) and enhancing customer 
satisfaction. 

Time-series data was particularly well-suited for the LSTM model, which 
proved to be the most accurate for predicting network failures. However, its 
significant computational complexity, training, and inference time pose 
challenges for real-time applications in larger networks. Conversely, the 

Random Forest model, while marginally less accurate, provided substantially 
reduced inference times, establishing it as a potential model for real-time 
deployment in resource-constrained environments. Thus, the trade-off 
between accuracy and computational efficiency is an important consideration 
for the practical implementation of AI within predictive maintenance of 
telecommunications networks. 

The failure probability analysis proposed in this study underscores the 
necessity of real-time monitoring of network performance metrics such as 
CPU load and latency. Under increasingly degraded network conditions, 
especially during high traffic loads, the probabilities of failure are 
proportionally higher. Real-time prediction of these failure probabilities allows 
telecom operators to shift loads, reroute traffic, or schedule maintenance 
during off-peak hours. This capability is particularly relevant in next-
generation networks like 5G and IoT systems, where reliability and low-
latency performance are critical. 

While the benefits of AI-based predictive maintenance are evident, the 
study also identifies several limitations that need to be addressed in future 
research. The scalability of the LSTM model requires ongoing investigation. 
Although the LSTM model provided the highest prediction accuracy in this 
study, its computational requirements make it less applicable for real-time 
usage in large networks with high traffic volumes. Future research could 
explore hybrid models that integrate deep learning's predictive capabilities 
with simpler, more efficient machine learning techniques, leading to more 
scalable and deployable real-time network maintenance solutions. 

Emerging network architectures, such as edge computing and cloud-
based infrastructures, also offer opportunities for incorporating AI-driven 
predictive maintenance. As telecommunications networks evolve to meet the 
business needs of 5G, IoT, and smart city applications, deploying predictive 
maintenance models at the network's edge will become increasingly valuable. 
This article provides insights into various perspectives where predictive 
maintenance can be applied within edge computing environments. As more 
devices become interconnected, developing AI models that can operate 
effectively within decentralized contexts will be essential to ensure network 
functionality. 

Furthermore, future research should adapt AI-based predictive 
maintenance to different types of networks and conditions. This study focused 
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other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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generation networks like 5G and IoT systems, where reliability and low-
latency performance are critical. 

While the benefits of AI-based predictive maintenance are evident, the 
study also identifies several limitations that need to be addressed in future 
research. The scalability of the LSTM model requires ongoing investigation. 
Although the LSTM model provided the highest prediction accuracy in this 
study, its computational requirements make it less applicable for real-time 
usage in large networks with high traffic volumes. Future research could 
explore hybrid models that integrate deep learning's predictive capabilities 
with simpler, more efficient machine learning techniques, leading to more 
scalable and deployable real-time network maintenance solutions. 

Emerging network architectures, such as edge computing and cloud-
based infrastructures, also offer opportunities for incorporating AI-driven 
predictive maintenance. As telecommunications networks evolve to meet the 
business needs of 5G, IoT, and smart city applications, deploying predictive 
maintenance models at the network's edge will become increasingly valuable. 
This article provides insights into various perspectives where predictive 
maintenance can be applied within edge computing environments. As more 
devices become interconnected, developing AI models that can operate 
effectively within decentralized contexts will be essential to ensure network 
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unacceptable� For instance, a service may offer highly accurate data, but this 
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on a specific network deployment, and while the results are promising, further 
validation across a wide range of telecom infrastructures (with varying scales, 
traffic patterns, geographies, or service requirements) is necessary to 
generalize these findings. Telecommunication providers must also consider 
backhaul networks, customer premises equipment (CPE), and other critical 
network components to comprehensively identify the benefits of AI 
maintenance applications. 

The push towards fully automated networks in the telecommunications 
sector suggests that AI-based predictive maintenance can be integrated into 
automated management systems, adding a new dimension to network 
operations. Future studies may explore incorporating these AI models to 
provide real-time diagnostic solutions and automatic failure prevention. 
Integrating predictive maintenance models with other AI-based network 
management tools, such as traffic optimization, resource allocation, and fault 
recovery, could enable telecommunications providers to develop highly 
resilient and self-managing networks that require minimal human intervention 
to maintain optimal performance. 

AI-driven predictive maintenance has the potential to revolutionize 
telecommunications networks, as evidenced by this study. AI offers a 
compelling solution to the complex problems facing modern telecom 
infrastructures, reducing downtime and enhancing network reliability and 
predictive capabilities. As global telecommunication networks continue to 
grow in complexity and scale, the development of more advanced and 
integrated AI-driven maintenance solutions will play a crucial role in improving 
the performance, robustness, and resilience of these networks. 
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on a specific network deployment, and while the results are promising, further 
validation across a wide range of telecom infrastructures (with varying scales, 
traffic patterns, geographies, or service requirements) is necessary to 
generalize these findings. Telecommunication providers must also consider 
backhaul networks, customer premises equipment (CPE), and other critical 
network components to comprehensively identify the benefits of AI 
maintenance applications. 

The push towards fully automated networks in the telecommunications 
sector suggests that AI-based predictive maintenance can be integrated into 
automated management systems, adding a new dimension to network 
operations. Future studies may explore incorporating these AI models to 
provide real-time diagnostic solutions and automatic failure prevention. 
Integrating predictive maintenance models with other AI-based network 
management tools, such as traffic optimization, resource allocation, and fault 
recovery, could enable telecommunications providers to develop highly 
resilient and self-managing networks that require minimal human intervention 
to maintain optimal performance. 

AI-driven predictive maintenance has the potential to revolutionize 
telecommunications networks, as evidenced by this study. AI offers a 
compelling solution to the complex problems facing modern telecom 
infrastructures, reducing downtime and enhancing network reliability and 
predictive capabilities. As global telecommunication networks continue to 
grow in complexity and scale, the development of more advanced and 
integrated AI-driven maintenance solutions will play a crucial role in improving 
the performance, robustness, and resilience of these networks. 
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reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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when evaluating the quality of their data to enhance the provision of superior 
services�
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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