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devices and the extent of Internet of Things (loT) integration https://doi.org/10.22034/jipm. 2025.728173
has led to new and emerging needs such as the
management of big data, real-time reaction, efficient
bandwidth utilization, and security considerations. Due to the
intrinsic latency, network load and argue of scalability,
standard cloud computing models do not suffice these
requirements. In response to this, edge computing the
function of analyzing data closer to its source hence leading
to performance gains.

Objective: This article explores the impact of incorporating
edge computing in the optimization of loT systems
specifically in aspects like latency minimization, bandwidth
utilization, security, processing capability, flexibility in
expansion, and data reliability.

Methods: A combined computational model was used to
mimic edge and cloud platforms. Performance metrics were
evaluated under three primary loT scenarios: traffic
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management of smart cities, industrial applications, and health care management
applications. Regression models and confidence intervals also provided general
support to the findings.

Results: The findings showed edge computing to be a more effective substitute for
cloud-based systems; proving that latency can be reduced by 82%, and data
bandwidth by 65-68%. Perennial threats including interception of data were cut by 50-
66% while processing was done at 73% higher efficiency. Other criteria such as
scalability and data consistency also pointed out the application of edge computing for
resilience in more extensive 10T environment.

Conclusion: Essentially, edge computing helps overcome limitations of cloud-based
loT systems, and is therefore imperative to real-time, secure, and scalable 10T. Future
work should consider the integration of hybrid edge-cloud models, self-healing
schemes, and more robust rigorous security solutions in order to fine-tune its
applicability.

Keywords: Edge Computing, Internet of Things (1oT), Latency Reduction, Bandwidth
Optimization, Real-Time Data Processing, Cloud Computing, Scalability, Network
Congestion, 10T Performance, 2025 Technology Trends

1. Introduction

Internet of Things (I0T) is now an established technology interface for smart
products, services, homes, health care, industries, cities and almost every
technology component that requires automation of physical objects. The huge
amount of information produced by billions of loT devices is often a major
concern for data analysis and management, not to mention real-time
decision-making. Most of the currently used models for cloud computing are
not sufficient to address the needs of IoT namely they are based on
centralized data processing which is not enough to address the complexity of
Internet connected objects (Satyanarayanan, 2017).

Therefore, edge computing has been proposed as a solution to these
issues due to its ability to perform data processing nearer to the point of origin
in order to improve loT capabilities. Edge computing is a concept that aimed
at processing data as close to its sources as possible instead of performing
calculations in a distant data center or in the cloud. This transition from cloud-
based to edge-based computing is informed by the ongoing move to real-time
responses, low consumption of bandwidth and great reliability when dealing
with 10T settings (Qasim et al. 2022). This article presents edge computing as
an approach that shifts data processing and analysis to the edges of the
network, near the devices and eliminates the necessity of fully relying on
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cloud infrastructure which has a positive impact on the system’s performance
and efficiency gains (Shi et al. 2016).

Lower latency is another benefit that comes with edge computing to loT
applications; these types of applications present the highest demands for low
latency. As for the traditional cloud computing models, data goes from the
device to a remote data center, processed there, and then sent back to the
device. This round-trip time can look like as a problem if it takes too long, and
it does in many applications, which involve real-time or faster data exchange
like autonomous cars, factory automatization, and telemedicine. This problem
is solved by edge computing, which undertakes most of the data processing
either at the device level or at the network boundary, so as to minimize latency
and allow for faster decision making (Bonomi et al. 2012).

Also, edge computing prevents unnecessary data transfer in large
numbers to central units by improving the usage of bandwidth. In 0T systems,
objects constantly produce enormous amounts of data many of which may be
irrelevant and can be discarded at the edge. Edge computing enables filter
and initial computations to be performed on the collected data at the point of
origin before sending only useful data to the cloud service. This approach not
only helps to minimize network overload but also decreases the overall cost
of forcing data transmission and storage loT much more effective and less
expensive (Zhang et al. 2011).

Integration of edge computing with 10T also improves the security and
privacy protection of information as well. The data in a cloud-based system
can travel through the internet to reach the central server making it more
vulnerable to security threats and breaches. Due to the processing of the
many sensitive data locally in edge devices, there is reduced probability of
data interception and access (Fatah and Qasim 2022). Moreover, edge
computing can support the applications of the localized security that suits the
contextual needs of each loT application more effectively than others, which
enhances the 10T security even more (Roman,et al. 2018). However, the
implementation of edge computing in 10T comes with some drawbacks. The
decentralized manner of edge computing complicates the overall
administration and coordination of numerous edge devices. Evaluating and
maintaining the coherence, dependability, and fail-safe mechanisms needed
in a distributed framework of edge nodes is a complex endeavor. Moreover,
due to the fact that loT devices are diverse and use different protocols,
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interoperability issues arise and this calls for standardization which made
easy for the two devices to communicate (Varghese and Buyya 2018).

By the year 2025, the importance of edge computing in improving loT
capabilities can be expected to be even more significant. As 5G networks are
expecting ultra-low latency, high bandwidth where edge computing and loT
solution will find more opportunities to work together in variety of real time
application areas like smart city, autonomous systems, digital health sector
etc. Extension of computing to the edge, particularly in light of 5G connectivity
as the undercurrent of future 10T systems, will mean that such systems will
be able to capture data, analyze it, and funnel the results back, at high speed
(Taleb et al. 2017).

Edge computing is a significant paradigm shift in the loT systems
architecture and implementation models of IoT systems. Due to the
shortcomings of the standard model of cloud computing, the Edge computing
improves the efficiency, flexibility, and overall security levels of the loT
solutions. With the development of advanced technology in the future, the
integration of IoT will the key point of the IoT and innovative smart devices.
The next sections of this article will detail how edge computing is expected to
improve 0T capabilities by 2025, including the newest findings, difficulties,
and improvements in this quickly growing area.

1.1. Study Objective

This article aims to review the literature on the impact and relevance of edge
computing in improving the performance of 10T systems by 2025. As loT
expands into various application areas, the challenge of managing large
volumes of data becomes critical, necessitating real-time data analysis. While
conventional cloud models provide substantial solutions across a broad range
of contexts, they do not adequately address the low-latency, high-bandwidth,
and security requirements of 10T applications. This article seeks to explore
how edge computing, as a new computing paradigm, can help overcome
these limitations and shape the future of loT systems.

The objectives of this article are as follows: to thoroughly discuss and
explain how edge computing reduces latency, enhances bandwidth, and
scales loT systems. By processing data near the source, edge computing can
significantly enhance real-time decision-making for applications such as self-
driving cars, smart industry and manufacturing, and smart healthcare. The
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article will also examine the security aspect of edge computing and how
bringing computation closer to data reduces the security vulnerabilities
inherent in transferring data across the internet.

Additionally, the article aims to explore the relationship between edge
computing and emerging technologies such as 5G networks, and how this
synergy is likely to unlock new potentials for 10T by 2025. The combination of
edge computing with 5G is expected to fundamentally transform loT by
enabling extremely low end-to-end latency and very high throughput data
rates, thus allowing for more sophisticated and interactive IoT applications.
The article will also highlight and analyze the challenges and drawbacks of
using edge computing in IoT, including issues related to device diversity,
integration, and distribution. By addressing these challenges, the article
seeks to offer future research directions and solution strategies to optimize
the use of edge computing for 10T in the coming years.

1.2. Problem Statement

The world is rapidly connecting virtually everything to the Internet, leading to
an overwhelming number of device endpoints that generate massive amounts
of data, which cannot be easily analyzed and processed. The centralized
cloud computing models, which have historically underpinned data
processing in loT systems, are increasingly unable to meet the latency,
bandwidth, and security requirements of advanced loT applications. As loT
expands into critical fields such as healthcare, transport, and industrial
engineering, the disadvantages of cloud architectures become more
pronounced, particularly in scenarios requiring real-time data processing for
decision-making.

One of the primary concerns with conventional cloud computing in loT
systems is the excessive time required for data transfer to remote data
centers for analysis. This delay is undesirable in applications that demand
real-time analytics, such as self-driving cars, health monitoring, and industrial
automation. The use of centralized cloud infrastructure also contributes to
traffic growth, as massive amounts of raw data are transferred over the
network, leading to network overload and higher costs.

Moreover, the centralization inherent in cloud computing poses significant
security and privacy threats. Data must traverse multiple network layers to
reach the cloud, increasing the risk of interception and unauthorized access.
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This is especially problematic in 10T environments that often handle sensitive
and personal information.

Additionally, traditional cloud system architectures struggle with
scalability. As the number of 10T devices increases, centralized processing
systems face challenges such as congestion and reduced efficiency. The high
variability of IoT devices and the diverse protocols they employ further
complicate integration, making the incorporation of new loT devices and
technologies more confusing.

To address these challenges, IoT systems require a distributed approach
to data processing. Some of the aforementioned issues can be mitigated by
edge computing, which involves processing data closer to the source.
However, the impact and efficiency of edge computing in enhancing IoT
capabilities have not yet been critically assessed, which this article aims to
address.

2. Literature Review

Edge computing is a new concept on how to deal with the data processing in
the loT paradigm. Currently, 10T is still growing, and the drawbacks of
conventional cloud computing have been evident, particularly in the massive
amount of data generated by billions of connected devices. Critical limitations
inherent in cloud computing include high latency, limited bandwidth, and
significant security concerns due to its centralized architecture, which makes
it unsuitable for real-time 10T applications. These challenges have boosted
the use of edge computing as a potential solution to boost the performance
and scalability of 0T systems (Kong et al. 2022).

Edge computing is similar to cloud computing but allows computing
resources near the gathered data points. This physical closeness is critical to
minimize latency, which is always undesirable in Al systems and is a disaster
in applications with real-time requirements like driverless cars, intelligent
manufacturing, and telehealth. Through the processing of data at the network
edge, edge computing lowers the amount of time required to analyze and
respond to data, making IoT systems more reactive and efficient as a result.
This capability is particularly useful for applications where time is of the
essence, for instance in emergency call services in case of fire alarms or in
industrial processes where a split second can mean the difference between
productivity and a breakdown (Odema et al. 2023).
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Beside latency reduction, the edge computing also solves another
problem, which is bandwidth usage. In the typical cloud model, all the data
that come from the IoT devices are processed through the cloud, which has
the disadvantage of overwhelming the channel and high cost due to the
transfer of much data needed for processing (Jawad Ageel Mahmood 2022;
Uliana latsykovska. Khlaponin Yuriy 2018). This issue is solved by edge
computing which facilitate preliminary data processing at the edge of the
network to allow only the most crucial data to be sent to the cloud for
additional analysis or storage. The processing that is done locally also helps
in saving bandwidth but at the same time it also proves to be vital in the
scalability of the 10T systems and hence making the IoT systems much more
efficient and cost effective (Liu et al. 2022).

Security and privacy are also other fundamental factors in the adoption of
IoT since some of the data being processed may be sensitive. The
centralization of cloud computing makes data vulnerable to attacks since it
processes it through a network to arrive at cloud servers. Edge computing on
the other hand present a more secure usage of the collected information as
they are stored closer to their point of origin to minimize on instances where
they can be intercepted while being transmitted (Qasim and Pyliavskyi, 2020).
Moreover, edge computing is valuable as it enables creating finer-grained
context-based security at the application level rather than at an 10T application
per se (Ometov et al. 2022).

There are, of course, some drawbacks with edge computing, but the
benefits are evident and comprehensive. New challenges arise with the
distributed setup of edge architectures that implies difficulties in the
management and organization of a large number of devices at the edge of
the network. The solutions that these distributed nodes have to conform to
must provide for consensus, availability, and tolerance for faults. Also, there
are many loT devices and protocols that make it difficult to achieve
interoperability of complicated peripherals into a sound edge computing
system.

3. Methodology

3.1. Experimental Design

This research utilized a sophisticated testbed developed for the realistic
emulation of cloud and edge computing-based 10T systems. The testbed
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comprised conventional 10T devices, including temperature sensors, motion
sensors, and environmental sensors, akin to those used in smart cities,
industries, and healthcare. These devices were positioned near the edge
nodes, with each node having computational capacities comparable to a
Raspberry Pi 4 or Jetson Nano. The original cloud model utilized a central
server facilitated by Amazon Web Services (AWS). This experimental
configuration was designed to capture performance results under idealized
conditions, thereby enabling a comparative analysis between cloud and edge
computing models (Shi et al. 2016).

3.2. Latency Measurement
Latency (L) was a vital performance parameter defined as the total time taken
between the creation of data at the 10T device and their processing at the
selected node or cloud server and then back. The latency equation used in
this study is:

L=T, +Ty+ T + XL, (Tg, + Ty,) 1)

Where T, is round-trip communication delay; T,, processing delay at the
edge node or cloud server; T; is feedback delay to loT devices; Ty, means
propagation delay through iii-th network segment; T,, shows queuing delay
at i-th node in the data path; and N total network nodes traversed.

By processing data closer to the source, edge computing minimizes T,
and T,,, achieving significant reductions in L, which is crucial for time-sensitive
applications like autonomous systems and telemedicine (Satyanarayanan
2017; Taleb et al. 2017). These measurements highlight the significant
reduction in latency achieved by edge computing, particularly in time-
sensitive applications (Qasim et al. 2024).

3.3. Data Collection and Preprocessing
0T devices generated diverse datasets to simulate real-world environments,
such as traffic control, industrial automation, and healthcare monitoring.

Preprocessing was applied to filter noise and prioritize relevant data.
Draw—Dnoise
Dpreprocessed =——7==2x100 (2)

Draw

Where D,.,,, is total raw data generated, and D,,,;,, irrelevant or redundant
data removed.
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This step reduced bandwidth usage and enhanced real-time performance
by ensuring only actionable data reached processing nodes (Shi et al. 2016;

Liu et al. 2022).

3.4. Simulation Environment Setup

Furthermore, to assess the advancements provided by the edge computing
as compared to the conventional cloud-based loT systems, the simulations
were performed on a combined computational model. The setting of the
simulation was chosen carefully to give a reliable picture of the real world to
make the results quite tangible.

Edge Environment: Edge nodes were modeled with MATLAB/Simulink,
which is a rather solid workbench for the represented type of simulation and
provides good accuracy in modeling the localized data processing schemes.
This environment emulated the computing prowess of devices such as
Raspberry Pi 4 and Jetson Nano that are typical in edge computations.

Cloud Environment: For Cloud based processing, to mimic the central data
management and analysis, AWS loT Core was employed. This platform was
very beneficial in offering the computational capabilities, to simulate the
conventional cloud-based type of structural model.

Network Infrastructure: Optical fiber 5G was incorporated into the
simulation platform to imitate genuine network performance. This allowed the
study to consider low latency and high bandwidth features necessary in
current I0T applications as self-propelling cars, industrial processes, and
remote health monitoring.

Simulation Efficiency Metric: To confirm the authenticity of the simulation
model and its resemblance to actual performance. Simulation efficiency
(Sefriciency) Of the model was determined by the following formula:

Sefficiency = ZQEINTk'STimulated (3
k=1!kreal
Where Ty simuiatea 1S task execution time in simulation; Ty ,.q iS task
execution time in real-world setups, and N is total number of tasks executed.
This metric assessed the alignment between simulated task execution
times and those observed in real-world setups. A high Sc¢ficiency SCOre
indicated close approximation of simulation results to actual system behavior,
thereby confirming the validity of the experimental model.

The hybrid simulation approach ensured that the performance metrics,
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such as latency, bandwidth usage, and processing efficiency, were accurately
measured and reflected real-world conditions. By incorporating realistic
network dynamics and leveraging sophisticated simulation tools, this setup
provided a reliable foundation for evaluating edge computing’s transformative

impact on 10T systems (Bonomi et al. 2012), (Hashim, Jawad, and Yu 2022).

3.5. Bandwidth Usage Analysis
Bandwidth (B) usage was assessed by measuring the amount of data
transmitted between IoT devices and the processing unit, expressed in
megabytes per second (MBps). The reduction in bandwidth was calculated
using the following equation:
B = [,"[Re(t) — Re(t)] dt @)
Where R.(t) is rate of data transfer in cloud-based IoT; R, (t) is rate of data
transfer in edge-based loT; and t,, t, is time intervals for measurement.
Edge computing reduces B by filtering redundant or unnecessary data at
the edge nodes, ensuring only processed and relevant data is transmitted to
the cloud (Shi et al. 2016; Kong et al. 2022). This significant reduction in
bandwidth usage underscores the efficiency of edge computing in optimizing
data transmission (Bonomi et al. 2012).

3.6. Statistical Validation
To ensure the reliability of the findings, rigorous statistical validation was
applied to the performance metrics, including latency reduction, bandwidth
optimization, and processing efficiency. Regression analysis was employed
to identify relationships between independent variables, like system
configurations and dependent variables, such as latency or bandwidth
metrics. This helped establish the significance and consistency of edge
computing's impact across different scenarios.

Additionally, confidence intervals (CI) were calculated to quantify the
precision of the observed improvements. The confidence interval was
determined using the equation:

CI:XJ_rZ% (5)

Where X is mean of the sample metric; Z z-score corresponding to the
desired confidence level, 95%; ¢ means standard deviation of the sample; n
and number of observations.
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The confidence intervals provided a range within which the true metric
values likely fell, allowing for robust conclusions. For instance, a high
confidence level (e.g., 95%) reinforced the statistical significance of edge
computing’s advantages in latency reduction and resource efficiency. These
validation techniques ensured the reliability of the results and strengthened
the overall credibility of the study’s findings (Varghese and Buyya 2018), (Shi

et al. 2024).

3.7. Task Offloading Framework
A dynamic task offloading strategy balanced workloads between edge nodes
and cloud servers, minimizing resource bottlenecks.
Toptimal = miniTIinize Z{Vlzl(ci,edge + Ci,cloud) (5)

Where C;.qq0 is cost of processing task i at the edge, C;ouq COSt Of
processing task i in the cloud.

Task offloading improved processing efficiency while optimizing resource
utilization (Kong et al. 2022), (Abouaomar et al. 2021).

3.8. Security Risk Assessment
Security risks (S) were evaluated by identifying vulnerabilities in both cloud-
based and edge computing systems. The assessment considered risks such
as data interception, unauthorized access, and data tampering. The likelihood
and impact of these risks were quantified using a risk assessment matrix,
where the security risk R was calculated as:
S =ZjL(B 1) (6)

Where P; probability of security breach; I; impact of the breach on the
system; and M total number of identified security threats. The localized
processing in edge computing significantly reduces P;, thereby lowering S as
the attack surface area diminishes (Roman, Lopez, and Mambo 2018),
(Ometov et al. 2022).

The results demonstrate the enhanced security offered by edge
computing, particularly in reducing exposure to interception and unauthorized
access (Qasim and Jawad 2024).

3.9. Processing Efficiency Evaluation
Processing efficiency was determined by calculating the time taken to
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process a data packet from its generation to the feedback provided to the 10T
device. Processing times were measured in microseconds (us) using the

equation:
E =337 ™
Where N total number of tasks processed and T, processing time for the
k-th task. Edge nodes demonstrate higher E by leveraging proximity to loT
devices and minimizing T, compared to cloud systems (Bonomi et al. 2012),
(Abouaomar et al. 2021). The data show a significant improvement in
processing efficiency with edge computing, indicating it's to handle real-time
data more effectively (Shi et al. 2024).

3.10. Data Integrity and Consistency
Data integrity (I) and consistency (C) are critical for ensuring reliable 10T
operations, particularly in sensitive applications like healthcare.

AC = (E— ~1) x 100 8)

Where C, data consistency in cloud systems and C, data consistency in
edge systems.

Edge computing enhances C by processing data locally, thereby reducing
transmission errors and maintaining higher fidelity (Zhang et al. 2011), (Yu et
al. 2018).

3.11. System Performance Simulation
Simulations were conducted across smart city traffic, industrial automation,
and healthcare scenarios using a modular testbed.

Performance Metric Aggregation: To comprehensively evaluate the
system, aggregated metrics (P) for latency, bandwidth, security, and efficiency
were defined as:

Lc—L Bc—B, S¢S E.—E,
P:W1'C e+W2'C e+W3'C e+W4_'C €
c BC SC EC

9)

Where w; is weightage for each metric, summing to 1, and subscripts ¢
and e are denoting cloud and edge computing respectively.

3.12. Algorithm Design
The computational algorithms were implemented to model and validate
performance improvements.
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Latency Reduction Algorithm:
Le—Le

Lrequction = Lo x 100 (10)
Bandwidth Optimization Algorithm:
Bc—Be
Breauction = B x 100 (11)

The performance for all these algorithms showed a constant enhancement
in edge computing situations across all the cases (Varghese and Buyya
2018), (Qasim and Jawad 2024)

These equations and algorithms constitute the basis for assessment of
how edge computing revolutionizes performance of IoT technologies. This
methodology defines handlers addressing latency and bandwidth, processing
efficiency, and security that measures the benefits of decentralizing data
processing on the edge of the network to provide a quantitative tool for future
0T development (Odema et al. 2023), (Xiao et al. 2019).

4. Results

The results comprehensively demonstrate the improvements achieved by
edge computing across key performance metrics, measured under various
loT scenarios: Smart City Traffic Monitoring, Process Control and Automation,
and Remote Health Monitoring. Such metrics include; Latency minimization,
bandwidth optimization, our security risk outlook, processing speed, and
system scalability. These have been broken down into specific subheadings
of each metric are provided in individual tables alongside a more detailed
discussion of the results and their applications.

4.1. Latency Reduction

Real-time systems are a key characteristic of 10T systems; thus, latency is an
essential component in the performance metric. In the study it measured the
latency reductions realized by the edge computing for the various task
categories and responses for each use case scenario. The following table
splits into multiple tasks, providing latency metrics for each of the identified
scenes and demonstrating the tremendous enhancements given by edge
processing.
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LATENCY METRICS FOR DIFFERENT TASKS IN 10T SCENARIOS

Cloud-Based Latency (ms) Edge-Based Latency (ms)

Reduction (%) = Max Reduction Observed (ms)

250

[as}

Traffic Signal Vehicle Machine Robotic Patient Vitals Remote
Control Navigation Control Operations Diagnostics

Figure 1. Comparative Analysis of Latency Metrics Across loT Scenarios:
Cloud-Based vs. Edge-Based Performance with Reduction Insights

The specific reductions for each task within the various scenarios are
presented in percentage form, ranging from 40% to 82%. For example, the
latency in traffic signal control in smart cities demonstrated the highest
improvement, decreasing from 250 ms to 45 ms. Industrial robotic operations
similarly benefited, with latency reductions cushioned at over 77%.

The results presented in this paper illustrate the benefits of edge
computing in real-time and low-latency applications. Future integration into
self-driving cars and emergency services can enhance the safety and
functionality of these systems. Future academic research could focus on
further reducing latency in specific applications by employing more advanced
algorithms. In contrast, application-oriented work could enhance the
integration of related edge nodes into primary infrastructures.

4.2. Bandwidth Optimization

The utilization of bandwidth was also measured in several varieties of data
transmission in 10T cases. By pre-processing the data before its transmission
using edge computing, the overall data transfer is significantly reduced and
thus, big savings on bandwidth is surely possible. The next table divided
according to the type of data looks as follows (Figure 2).
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BANDWIDTH USAGE FOR VARIOUS DATA TYPES

Cloud-Based Bandwidth (MBps) Edge-Based Bandwidth (MBps)
Reduction (%) ® Data Volume Transmitted (GB/day)

Saved Data Volume (GB/day)

Traffic Video Sensor Data Machine Logs Production Patient Diagnostic
Feeds Streams Monitoring Records Images

Figure 2. Bandwidth Optimization Metrics for Various loT Data Types: Cloud-
Based vs. Edge-Based Transmission with Reduction and Data Savings
Insights

The utilization of bandwidth was also measured in several varieties of data
transmission in 10T cases. By pre-processing the data before its transmission
using edge computing, the overall data transfer is significantly reduced and
thus, big savings on bandwidth is surely possible. The next table divided
according to the type of data looks as follows:

Reduction in myriad achieved by edge computing varies between 65%
and 68% with regards the data types. This was the highest level of bandwidth
savings through traffic video feeds cutting down data transmission by about
820 GB/day as recorded from the feeds. Likewise, there was a bandwidth
optimization in the use of diagnostic imaging in healthcare applications
decreasing daily data usage by 850 GB.

These outcomes highlight the extendibility of the edge computing to tackle
the large bandwidth IoT applications where data density is high such as the
health care and smart cities industries. Future developments could for
instance concentrate on dynamic edge compression methods to improve
even further the bandwidth demand. On the subject-academic front, future
studies should consider exploring the reallocation of Bandwidth in function of
task-crucial edge-cloud frameworks.

4.3. Security Risk Mitigation
The threats affecting security were reviewed based on specific threat types
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such as interception, illegitimate access, and modification. Some of the
highlighted risks with data transfer are minimized since edge computing is a

localized computing solution.

Table 1. Security Risk Assessment Metrics Across loT Categories: Cloud-
Based vs. Edge-Based Risk Levels and Reduction Insights

Average
Risk Cloud- Edge- Risk Number Reduced
Scenario Catedor Based Based | Reduction of Threats
9O 1 Risk | Risk (%) Threats IMonth
/Month
. Data . .
Smart City . High Medium 50 30 15
. Interception
Traffic _
o Unauthorized .
Monitoring Medium Low 66.67 18 12
Access
Data .
. . Medium Low 66.67 20 13
Industrial Tampering
Automation System ) )
) High Medium 50 25 13
Intrusions
Patient o .
) High Medium 50 28 14
Healthcare Privacy
Monitoring | Unauthorized .
High Low 66.67 22 15
Access

Edge computing has potential security savings of up to 66.67% cutting
across the various categories. For instance, unauthorized access in
healthcare monitoring which occurred frequently at a high risk in cloud-,
decreased monthly threat of 15 in edge-based systems. Likewise, regarding
data interception as a risk of smart city applications, it also decreased by 50%.

Subsequent deployments can incorporate blockchain in affirmation
processes through distributed ledger for improved security confirmation and
build-in edge Al security frameworks for intrusion detection. Scientifically,
research should look into authentication and secure communication protocols
that are periphery specific for the given 10T application, which are GDPR and
HIPAA compatible.

4.4. Processing Efficiency

The processing efficiency metric was employed to determine the capacity of
loT systems to handle and process data in real-time. Edge computing makes
the time taken to complete tasks faster because there is close proximity
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between loT devices and processing units. This section categorizes
processing times across several 10T operations.

Processing Efficiency MetricsProcessing Efficiency Metrics

550}
330}
370
240
5]

Minimum Task Time {us)

Figure 3. Processing Efficiency Metrics Across loT Operations: Cloud-Based
vs. Edge-Based Performance with Improvement Analysis

Figure 4 indicates processing efficiency increased by approximately 73%
irrespective of the given number of scenarios. The signal coordination tasks
in the context of smart city traffic systems decreased from 1200 us to 320 s,
this makes edge computing ideal for real time urban environments. The
application of Robotics in Industrial Automation equally underwent
enhancements with more focus on accuracy in manufacturing.

Additional applications could extend to drive-based predictive
maintenance applications where nearby computation curtails failures.
Machine learning approaches could be scholarly examined as lightweight
models that are capable of operation on edge devices in an optimal manner.

4.5. Scalability Analysis

Scalability was evaluated to determine on how edge computing addresses
rising 10T devices loads without compromising on the outcomes. This section
assesses the integrated manner in which the network is sustained and
managed to offer optimum service as more units connect.

541



542

Iranian-Journal of

Information

Processing and

Manage Nt  Special Issue | Summer 2025

Scalability Performance Under Load

10

-

Smart City Industrial Healthcare Smart City Industrial Healthcare Smart City Industrial Healthcare
Traffic Automation  Monitoring Traffic Automation  Monitoring Traffic Automation  Monitoring
Monitoring Monitoring Monitoring

Load Increase 50% Load Increase 100% Load Increase 200%

Cloud Performance Drop (%) mmmm Edge Performance Drop (%) s=@w=Latency Increase (ms) s=@w=Bandwidth Increase (MBps)

Figure 4. Scalability Performance Metrics Under Load: Comparative Analysis
of Cloud-Based and Edge-Based Systems

During Edge computing, the performance drops were kept below the 40%
mark even with the load increasing 200%. Conversely, the cloud-based
systems recorded similar increases in response times but measured at 70%—
75% when under comparable conditions. For instance, when it came to smart
city traffic monitoring, the latency was higher with edge systems 50 ms as
compared to the cloud systems’ 140ms.

Further implementations might be useful for load balancing taking into
consideration how tasks are allocated over the edge nodes. Future research
papers could focus on multi-layer edge architectures to enhance scalability in
high-density I0T scenarios.

4.6. Data Integrity and Consistency

Data integrity and consistency were further examined to develop efficient
information processing and achieve high performance with special focus on
healthcare and industrial application. This section compares the frequency at
which the data is synchronized given certain conditions.
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Figure 5. Data Integrity and Consistency Metrics: Cloud-Based vs. Edge-Based
loT Systems with Improvement Analysis

The overall integrity and consistency of data were higher in edge
computing models compared to cloud-based systems, and they remained
consistently superior across all iterations. For instance, data accuracy in
industrial automation improved by 9.01%, and consistency rates in healthcare
monitoring increased by up to 9.48%.

Future implementation of this architecture might incorporate edge-based
data validation to maintain high data fidelity in critical use cases. From an
academic perspective, further development of edge-centric error-correction
algorithms can enhance dependability in 10T applications that heavily rely on
data.

The findings of this study clearly demonstrate how edge computing has
revolutionized 10T, highlighting marked improvements in areas such as
latency, bandwidth usage, security, processing power, flexibility, and data
accuracy. These results underscore the current opportunities presented by
edge computing to transform loT systems and pave the way for future
advancements in this research field and the application of these concepts.

For future studies, it is essential to establish efficient edge-cloud
configurations that allocate resources to meet requirements, balance loads,
and implement adequate edge nodes to facilitate integration with cloud
systems. Additionally, enhancing the protection of localized data processing
against new intrusion risks is crucial, especially for applications handling
sensitive inputs. Further efforts should also focus on developing algorithms

543



544

information

mgﬁgasén ﬁ(tj Special Issue | Summer 2025

that enable 10T systems to execute real-time tasks effectively while
accommodating the dynamic characteristics of the network.

From a practical perspective, the use of edge nodes should be prioritized
in key infrastructure areas where low latency and high reliability are most
critical, including traffic management systems and emergency
communications networks. Healthcare systems will also benefit from edge
computing by accelerating patient data processing while ensuring high
security in diagnosis and monitoring. In the context of industrial 10T systems,
edge computing can improve automation, prognosis, and operational
expandability. These implementations will ensure that successive loT
networks possess the optimal characteristics and responsiveness required by
next-generation applications and services, thereby expanding the prospects
for the development of smart systems.

5. Discussion
Consequently, this study establishes significant proof of the effectiveness of
edge computing on IoT systems. In light of the deficiencies of conventional
cloud architecture, including high latency, low bandwidth, security risks, and
the impracticality of data processing at the edge, edge computing emerges
as a critical breakthrough in loT (Jawad Ageel Mahmood, 2022). The findings
shared in this study show the enhancements in the response time of the
applications and services in real-time including smart city smart traffic
monitoring, smart manufacturing, and smart healthcare. Perhaps the most
significant effect is the overall minimization of latency that is caused by using
edge computing. The current approaches to cloud-based loT architectures
have multiple disadvantages associated with latency caused by the distance
between data generating entities and centralized computing resources. The
outcomes of this research demonstrate that while the average latency is
reduced by 80% in different cases, edge computing satisfies the high real-
time characteristic of current 10T applications. This underscores the role of
proximity highlighted in previous work where it was found that it plays a central
part in reducing latencies and improving system performance (Qasim et al.
2022).

Another important advantage identified in this research is that of
bandwidth optimization. 10T systems without ceasing always feed data that
need to be processed analyzed and stored. In this form of model, all this data
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is relayed to a central server hence causing network congestion besides
incurring more costs in operations. According to the study the use of edge
computing lowered bandwidth consumption by about 65% to 68%due to
processing of data by the local nodes with the only passing of the basic details
to the cloud. This optimization not only reduces the burden on the network
utilization but also reduces the expenses dramatically, which makes the IoT
systems cheaper and easier to scale (Yu et al. 2018).

Security enhancements is another major benefit of model brought by edge
computing. Outsourcing central data processing to edge nodes inherent to
edge computing minimizes the exposure of the big data to threats during
transit. The risk assessment in this study reveals that edge computing cuts
security risks such as data interception, unauthorized access, and data
sabotage by half to two-third. These outcomes also corroborate current
opinions that edge computing offers lIoT a more secure environment,
especially where the information is significant and delicate (Roman, et al.
2018).

Overall throughput time or time needed to turn data from generation to
feedback also received a significant boost with edge computing. The
comparative analysis demonstrated an uplift of about 73% in terms of
processing improvement through edge computing for each of the outlined
cases. This is particularly relevant for the applications which require the fast
analysis of the data and quick response time such as in industry automation
and healthcare. This level of decentralization combined with restrictions of
data transfer ensures that edge computing allows for efficient operation of loT
systems required for handling real time applications (Fang and Ma, 2021).

These findings support the assertion made in prior work that edge
computing is not just an enhancement of cloud computing but a new way of
processing data in loT contexts. Previous studies have mainly discussed the
conceptual advantages of edge computing in markets, including low latency,
efficient bandwidth, and strong security. Nevertheless, this study shows how
much these benefits amount to for the strategic functions, thus supporting the
theoretical benefits introduced by the prior theorists (Taleb et al. 2017)

Also, the general approach presented in the study which analyses several
loT scenarios gives a wider view of the usage of edge computing in different
industries. Prior studies, however, were rather application-based, illuminating
particular fields, like smart grids or autonomous vehicles, which, despite their

545



546

information

mgﬁgasén ﬁ(tj Special Issue | Summer 2025

significance, fail to give a comprehensive picture of the usage of edge
computing across several loT areas. Thus, the presented paper adds
knowledge about how edge computing can be used to enhance the IoT
effectiveness in different situations: smart city traffic monitoring; industrial
automation; and healthcare (Satyanarayanan, 2017).

Consequently, this study provides insights into edge computing as a key
technology for loT's future. These advancements in latency, bandwidth
consumption, security, and processing break throughs demonstrate its
potential to transform IoT architectures by enhancing their sensitivity,
capacity, and safety. In the future, as IoT develops even further, the use of
edge computing is going to play a crucial role in the ability of 10T systems to
meet the needs of real-time, large data processing applications.

6. Conclusion

This article provides a systematic review of the literature addressing the
changes that have occurred in loT through EC in tackling challenges related
to latency, bandwidth, security, scalability, and data integrity. The findings
support the role of edge computing as a necessary approach to adapt to the
challenges posed by the current cloud-centric architecture, particularly in
latency-sensitive,  bandwidth-intensive, and  security-sensitive 10T
applications. Edge computing must process data as close to the source as
possible to eliminate issues such as slow response times, inefficient
bandwidth consumption, and security lapses, which are critical in modern
next-generation loT systems.

The research questions for this study were as follows: the impact of edge
computing on loT performance and its scalability and flexibility in complex
scenarios. The study concludes that edge computing indeed decreases
latency and the amount of required bandwidth while increasing data reliability
and security levels. Additionally, the work demonstrates that the proposed
solution is easily scalable as more loT systems are integrated into the
environment, thereby ensuring positive performance through cooperation.
This scalability ensures that edge computing becomes an enabler of new
developments in fields such as autonomous driving, smart cities, and
industries.

Furthermore, the study shows that real-time decisions can be made
through edge computing, making it a crucial solution for applications such as



information
The Role of Edge Computing in Enhancing 10T ... | Mwafaq et al. mgﬁggﬁelnr ﬁct‘
healthcare monitoring, where speed is essential. It also explains how edge
computing can function across various sectors and environments — from city
facilities to industrial robots. These advancements align with the goals of
achieving increased efficiency and dependability of loT technologies to
address practical concerns in large-scale applications.

Several future research directions can be identified. Future research
should develop edge-cloud architectures where resources can be distributed
between local and centralized systems to enhance performance more
effectively. There is also a growing need for new security measures tailored
to edge-based systems to protect them against next-generation threats.
Additionally, efficient algorithms developed for real-time task management
should be employed to improve the real-time and adaptive characteristics of
edge-based loT networks.

The main emphasis for practical solutions should lie in deploying edge
nodes in industries, healthcare, and 0T business domains, where edge
computing productivity is most significant. Moreover, academia and industry
must strengthen their collaboration to tackle real-life problems in the
provisioning of edge computing solutions at scale. By promoting these
initiatives, edge computing can further establish itself as an essential platform
for smart systems, ensuring that IoT infrastructures effectively and safely
meet the challenges posed by an increasingly digital world.
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