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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract 
Background: Blockchain, mainly known for supporting 
cryptocurrencies, has a much broader role, as seen in this 
paper. These fundamental features of decentralization and 
immutability guarantee improved security and transparency 
in multiple spheres of human life.  
Objective: The article seeks to review current literature on 
new prospects of using blockchain as a secure way of 
sharing data with the purpose of establishing its advantages 
and disadvantages in this field.  
Methods: Relevant academic articles and papers published 
in the last 5 years were considered, and research cases of 
blockchain applications in numerous fields including 
healthcare, finance, supply chain, etc. This incorporates a 
review of blockchain within the capacity of data integrity, 
confidentiality, and availability.  
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Results: The results show that blockchain can greatly improve the security and 
credibility of data in data sharing by reducing common vulnerability and offering 
reliable traceability. The technology ensures safe transactions of data and minimizes 
the possibilities of manipulation of data in fields which involve sensitive data 
processes.  
Conclusion: Opportunities for the blockchain for secure data sharing are 
demonstrated across several industries through current advancements. However, it 
also has limitations that includes size ability, compatibility and legislation issues which 
still has to be solved. The study should therefore consider the following 
recommendations about the barriers outlined above in order to enhance the 
application of blockchain in secure data sharing in the future. 
 
Keywords: Blockchain, Secure Data Sharing, Decentralization, Data Integrity, 
Cryptocurrency, Healthcare, Finance, Supply Chain Management, Immutability, 
Scalability 
 

1. Introduction 
Technological advancements, such as the use of blockchain, have garnered 
significant attention, particularly since the invention of Bitcoin in 2009. 
Originally developed to serve as the foundation for cryptocurrencies, 
blockchain and its foundational technologies of decentralization, record 
immutability, and openness, demonstrate promise in a range of industries. 
The sharing of data has become a significant challenge, especially when 
industries rely on data for decision-making processes. This has led to the 
exploration of blockchain as a foundational technology that provides the basis 
for developing robust, secure, and optimized solutions for data sharing. 
However, applying blockchain to real-world systems presents a set of issues, 
including scalability, interoperability, and regulation, that must be addressed 
to drive the necessary research and development advances (Yousif et al. 
2024). 

Recent research provides a foundation for exploring the use of blockchain 
in specific scenarios, particularly for secure data exchange across domains, 
including healthcare, finance, and logistics. For example, Manogaran et al. 
proposed a blockchain-supported data-sharing framework designed for IoT-
based smart industries, focusing on data credibility and the security risks of 
Industry 4.0 (Manogaran et al. 2022). Similarly, Sharma et al. demonstrated 
how blockchain retains patient privacy in IoT healthcare systems, a significant 
feature given the substantial threat of data breaches in the healthcare field 

(Sharma et al. 2023). Miah et al. discussed the application of blockchain in 
financial services, highlighting its role in improving process flow and reducing 
fraud cases (Miah et al. 2023). In the supply chain, Lohmer et al. examined 
blockchain as a tool to enhance traceability and accountability, enabling all 
stakeholders to maintain records of supply chain progress at every stage 
(Lohmer, Ribeiro da Silva, and Lasch 2022). 

Despite these advancements, there remain weaknesses and deficits in 
integrating and enhancing blockchain for secure data-sharing objectives. For 
instance, Wei et al. advocated for blockchain-based data access control 
frameworks to scale to accommodate large transaction volumes. However, 
challenges persist, particularly due to the real-time nature of these 
transactions (Wei et al. 2022; Qasim et al. 2021). Similarly, Aldoubaee et al. 
identified scalability challenges as a major hindrance to blockchain 
development and suggested that 'second layer' solutions and cross-chain 
platforms may help address these issues (Aldoubaee 2023). These gaps 
underscore the urgency of investing not only in research to uncover the 
current realities of blockchain technology but also in finding novel approaches 
to overcome the hurdles blockchain faces, even within existing applications. 

The uniqueness of this article lies in offering an integrated perspective on 
applying blockchain for secure data sharing while addressing issues of 
scalability and interoperability. Unlike previous work, which often focuses on 
theoretical discourses or single cases, this article links new developments to 
potential solutions for improving blockchain technology's practical usability. In 
doing so, the research aims to fill several fundamental knowledge gaps in the 
existing debates regarding blockchain's role in revolutionizing information-
sharing across various sectors. 

The study employs literature review, case studies, and a novel approach 
of triangulating technological advancements in the field by comparing and 
contrasting findings from recent relevant literature and case studies to assess 
the applicability of blockchain for secure and reliable data sharing. The 
assessment includes defining basic issues, proposing innovative 
approaches, and evaluating the feasibility and efficiency of their application 
using comparative case studies. By employing this multifaceted approach, 
the study provides a rich perspective that is both theoretical and practical, 
offering valuable advice for stakeholders. 

The expected contributions of this research include a comprehensive 
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understanding of blockchain's strengths and weaknesses in secure 
information sharing, identifying areas for future studies and knowledge 
sharing, and best practices for integrating blockchain into sectors such as 
healthcare, finance, and supply chains. By addressing key gaps in scalability, 
integration, and legal compliance, the study aims to pave the way for more 
effective, secure, and sustainable data-sharing methods that are becoming 
increasingly integral to global society. 

 
1.1. The Aim of the Article 
The purpose of this article is to outline the potential revolutionary impact of 
blockchain in overcoming significant challenges associated with secure 
information sharing across various industrial sectors. Although blockchain 
was initially popularized as the technology behind cryptocurrencies, its core 
principles of decentralization, immutability, and transparency extend its 
disruptive potential beyond the financial industry. This article aims to 
scrutinize how blockchain technology can enhance data protection, privacy, 
and scalability across critical industries, such as healthcare, finance, and 
supply chain management. By discussing the latest developments and 
exploring case studies, the research investigates how blockchain mitigates 
risks related to data sharing compared to traditional methods, including data 
breaches, slow data exchanges, and compromised trust among stakeholders. 
Additionally, through a comprehensive analysis of existing literature, the 
article addresses major issues affecting blockchain adoption, specifically 
concerning scalability, interoperability, and evolving legal frameworks. 

This work presents a literature review and an analysis of innovative 
technologies, such as layer-two scaling solutions and cross-chain 
frameworks, that aim to address these limitations. The author seeks to identify 
how blockchain has yet to be fully harnessed in protecting data sharing and 
how scholars and developers can advance its application. In doing so, the 
research aims to contribute to the literature on blockchain applications and 
further its adoption across various fields. 
 
1.2. Problem Statement 
Ensuring safety in cyberspace has become a priority and an essential 
condition for organizing secure data transfer in an increasingly interconnected 
world. With the proliferation of IoT devices and digital data applications across 

various industries, there are significant cybersecurity risks within sectors such 
as healthcare, finance, and supply chain management. Traditional paradigms 
of centralized data sharing exhibit notable drawbacks, including vulnerability 
to attacks, sluggish performance, and reliance on a single, fixed point of 
access. These drawbacks underscore the critical need for decentralized, 
effective, and scalable systems to address the evolving trends in data 
sharing. 

Blockchain technology has been identified as a unique solution for 
overcoming many limitations associated with traditional systems, owing to its 
decentralized ledger, cryptographic methods, and near-impenetrability to 
hacks. However, challenges persist regarding the effective implementation of 
blockchain technology for secure data sharing. A major challenge is 
scalability; most known blockchain architectures struggle to handle the large 
volumes of IoT transactions and other extensive applications. Additionally, 
current blockchain systems are homogenous, and the lack of compatibility 
among different platforms hinders their ability to connect and share data. 
Legal ambiguity further complicates blockchain adoption, as unclear 
regulations make it difficult to embrace the technology. 

Theoretical advantages of blockchain have been explored in prior 
research, and practical applications have been described in contexts such as 
IoT-based mHealth and supply chain provenance. However, these research 
efforts often lack systematic methodologies for identifying and addressing 
real-world issues related to scalability, integration, and standards compliance. 
This fragmented perspective impedes blockchain's potential to achieve 
secure data sharing, resulting in gaps in the literature. To fill these gaps, a 
systematic analysis of blockchain's adaptability and inapplicability, alongside 
exploring new possibilities, is necessary. 

This article aims to address this gap in the literature by contributing to the 
discussion on how blockchain can support value-driven, safe, and cost-
effective data-sharing architectures across various industries. 

 
2. Literature Review 
Blockchain technology has been introduced as a secure solution for sharing 
data, particularly when dealing with sensitive information that needs to be 
processed quickly without third-party access. However, despite its promising 
benefits, its implementation has been hindered by factors such as scalability, 
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�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;
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�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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compatibility, and security. This review consolidates literature from the past 
five years, highlights existing gaps, and proposes solutions for improving 
blockchain applicability. 

The management of electronic health records (EHR) has emerged as a 
significant use case for blockchain, addressing issues of privacy, access, and 
data integrity (Ponsam, Duvvuri, and Roy 2023). Challenges related to 
scalability and data interoperability are highlighted by Mamun et al. (2022), 
who also recognized the opportunity to design a secure blockchain-based 
EHR system (Mamun, Azam, and Gritti 2022). Haddad et al. (2022) identified 
potential directions for integrating AI and blockchain in healthcare, noting that 
while it could become an optimal method for data analysis in the long run, 
effective frameworks for scaling such systems are still lacking (Haddad et al. 
2022). Conversely, Reegu et al. (2023) proposed a blockchain architecture 
for interoperable EHRs but identified compliance disparities as a major 
deterrent to adopting such systems (Reegu et al. 2023). 

Although blockchain improves EHR systems, prior research lacks a 
coherent agenda regarding scalability and compliance with healthcare 
regulations. Achieving these goals requires leveraging emerging large-scale 
architectures, such as sharding (Mu and Wei 2023), or developing 
international legal frameworks (Qasim et al. 2024). Blockchain analytics have 
emerged as a solution to reformed banking processes. Sazu and Jahan 
(2022) explained that blockchain can expedite decision-making and enhance 
fraud detection while noting barriers such as high operational costs and 
complexity (Sazu and Jahan 2022). Similarly, Neene et al. (2022) focused on 
Zambia's financial industry, exploring blockchain's application to productivity 
despite institutional unpreparedness (Neene et al. 2022). 

The fragmented implementation of blockchain in finance demonstrates the 
need for better scalability and careful customization to avoid overlapping 
processes. As examined by Pajooh et al. (2022), the use of distributed ledger 
technologies, such as Hyperledger Fabric, increases opportunities for large-
scale financial applications (Honar Pajooh et al. 2022). 

The supply chain industry benefits significantly from blockchain's 
traceability and transparency capabilities. In a recent systematic review, 
Nguyen et al. (2023) grouped research on blockchain in the supply chain into 
themes such as sustainability and efficiency but noted low adoption rates due 
to scalability and interoperability issues (Van Nguyen et al. 2023). Ghadge et 

al. (2023) focused on blockchain's application in pharmaceutical supply 
chains, emphasizing its potential to combat counterfeit medicines, although it 
requires the participation of multiple stakeholders and IoT integration 
(Ghadge et al. 2023). 

Adoption remains limited due to compatibility challenges. Long-term 
solutions include cross-chain communication protocols (Xue et al., 2022) and 
integrating IoT devices for real-time data updates, which would complement 
blockchain use in supply chains (Xue et al. 2022). Security issues are central 
to many techniques and technologies that must be safe for critical operations. 
Leng et al. (2022) surveyed blockchain security, classifying threats such as 
51% attacks and Sybil attacks, which remain weak in many implementations 
(Leng et al. 2022). 

Although security levels are increasing, consensus algorithms not 
susceptible to these attacks, such as proof-of-authority or Byzantine fault-
tolerant systems, may reduce these risks. Recent literature suggests new 
approaches, including supply chain fraud detection via blockchain (Nayyer et 
al. 2023) and improved data exchange protocols (Wang and Guan 2023). 
However, these solutions face limitations in scalability, performance, and 
security, necessitating further improvement. 

As observed in this review, current literature features disjointed 
documentation, and proposed solutions include dynamic sharding, inter-chain 
compatibility, and universal standards. By focusing on these areas, 
blockchain can reach a level of development that provides the necessary 
parameters for secure information sharing. 

 
3. Methodology 
3.1. Data Collection and Preprocessing 
This study used both quantitative simulation and quantitative data analysis as 
its method of approach. The primary data was gathered from a sample of one 
hundred IoT devices of which the observation involved three sectors, which 
includes; healthcare, finance and supply chain. Such values included 
transaction timestamps, data payloads, latency value as well as node 
performance. Moreover, 25 qualitative interviews were carried out with the 
domain experts. Secondary data involved gathering 50 documented reports 
between 2018 and 2023 for the targeted sectors that focused on using 
blockchain technology.  
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To maintain data coherence, all obtained data were preprocessed using 
organized data cleaning Python scripts. First, on the aspect of data quality, all 
records with missing values were imputed; second, outliers were dropped 
according to certain statistical indicators. As part of data preprocessing to 
reduce input data ambiguity and increase data validity, all datasets were 
subsequently cleaned using Python based data cleaning scripts. Data 
cleaning of synonyms was performed by means of statistical imputation 
procedures for missing data, and elimination of outliers using predefined 
criteria. This type of preprocessing helped in checking the validity, accuracy 
and viability of the data in other phases of the analysis. 

 
Data Normalization Equation: 

Xnorm = X−min⁡(X)
max(X)−min⁡(X                                                           (1) 

Where Xnorm is represents the normalized data, and min⁡(X), max(X) are the 
minimum and maximum values, respectively. Normalization was critical for 
mitigating scale-based biases in the experimental results. 
The conceptual frameworks for the IoT and blockchain integration for secure 
data sharing and privacy preservation were devised based on the works of 
Manogaran et al. and Sharma et al. (Manogaran et al. 2022), (Sharma et al. 
2023). These research studies, therefore, establish the relevance of 
blockchain in mitigating data security in IoT settings, giving the theoretical 
framework to the methods used in the current study. 
 
3.2. Experimental Framework 
Hyperledger Fabric was used to create a private blockchain infrastructure 
where scenarios of secure data exchange in the health, financial, and supply 
chain sectors were to be modeled. There were 20 nodes that were set up in 
a predetermined manner with different roles to emulate real world blockchain 
scenarios including endorsing nodes, orders and committers. This reference 
experimental configuration also helped in analyzing how the blockchain 
technology performs when data sharing arrangement and loading are altered. 
Testbed Metrics 
Three core metrics were evaluated to determine the blockchain system’s 
performance: 

1. Scalability: Measured in terms of Transactions Per Second (TPS), 

representing the system’s capacity to handle increasing transaction 
loads. 

TPS = ∑ Tin
i=1
Ttotal

                                                           (2) 

Where Ti represents the number of transactions processed by node i; and 
Ttotal is the total execution time across all nodes. 

2. Latency: The average round-trip time for data exchanges, reflecting 
the system’s responsiveness. 

L =
∑ (Trj
m
j=1 −Tsj)

m                                                                     (3) 

Where Trj and Tsj denote the time a transaction j is received and sent, 

respectively, and m is the total number of transactions. 
3. Latency: The average round-trip time for data exchanges, reflecting 

the system’s responsiveness. 

Iloss = 1 − ∑ Bverified,k
p
k=1
∑ Btotal,k
p
k=1

                                                         (4) 

Where Bverified,k and Btotal,k represent the number of verified and total 
blocks in node k over  p nodes. 

The studies of Wei et al. and Aldoubaee et al. gave fundamental 
recommendations on the construction of frameworks for secure and scalable 
blockchain-based data-sharing systems (Wei et al. 2022), (Aldoubaee 2023). 

 
3.3. Analytical Approach 
Performance metrics were analyzed using advanced regression models and 
hypothesis testing to validate the system’s scalability and security benefits. 
Regression Model for Predictive Analysis 
A multivariate regression model was applied to identify the relationship 
between transaction loads and performance metrics: 

Y = β0 + β1X1 + β2X2 + ⋯+ βkXk + ϵ                                                (5) 
where Y represents the dependent variable, such as TPS or latency; 

X1, X2, … , Xk are independent variables, like number of nodes, transaction 
size; β0 is the intercept, βk are the regression coefficients, and ϵ is the error 
term. 
Hypothesis Testing 
This study employed hypothesis testing to evaluate the effectiveness of 
blockchain technology in improving data-sharing scalability and security. The 
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                                                           (2) 

Where Ti represents the number of transactions processed by node i; and 
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∑ (Trj
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p
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                                                         (4) 
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hypotheses were defined as follows: 
Null Hypothesis (𝐻𝐻0): Blockchain does not significantly improve data-

sharing scalability or security. 
Alternative Hypothesis (𝐻𝐻1): Blockchain significantly improves data-

sharing scalability and security. 
To test these hypotheses, a t-test was applied to compare performance 

metrics, such as Transactions Per Second (TPS), latency, and data integrity, 
between blockchain-enabled systems and traditional centralized systems. 
The test statistic was calculated using the formula: 

t = X̅1−X̅2

√s12
n1
+s22
n2

                                                                (6) 

Here X̅1and⁡X̅2 represent the mean values of the metrics for the 
experimental (blockchain-enabled) and control (traditional) systems, 
respectively; s12 and s22 denote the variances of the experimental and control 
groups;  n1 and n2 are the sample sizes for each group. 

This statistical tool made it possible for the study to examine whether 
uplifts in performance of the blockchain enabled systems were statistically 
significant. This analytical approach was derived from Miah et al. (2023) for 
understanding the displacement of tradition Central Financial phenomenon 
and Lohmer et al. (2022) work on delivering the benefits of blockchain on 
supply chain applications (Miah et al. 2023), (Lohmer, Ribeiro da Silva, and 
Lasch 2022). These works shed light on how blockchain can solve key 
problems in efficiency and openness, and informed the design of experiments 
and the development of hypotheses. 

 

3.4.  Simulation-Based Validation 
In order to assess the effectiveness of blockchain solution within practice, 
three simulations were created based on such domains as healthcare, 
finance, and supply chain that are potentially the most sensitive to 
significance of blockchain. By using these simulations, the response of the 
blockchain platform to improve scalability, response time, and the quality of 
transmitted data was investigated under ‘as real as possible’ conditions.  

1) Healthcare: An EHR sharing system that uses the blockchain 
technology was applied to 10 hospitals with major working principles 
of privacy and low latency. The system guaranteed secure and 
effective communication and data dissemination to the stakeholders 

without violating the laid down data protection standards (Mamun, 
Azam, and Gritti 2022), (Reegu et al. 2023). 

2) Finance: A real-time transaction analysis-based fraud detection 
system was applied on 100000 record transactions. This simulation 
showed that blockchain can support safe, traceable and non-
repudiated transaction making, which helped improve fraud fighting 
systems (Sazu and Jahan 2022),  (Nayyer et al. 2023). 

3) Supply Chain: The feasibility of the proposed system of supply chain 
traceability was tested through a survey of 15 suppliers in a 
pharmaceutical company. Thus, the emphasis was made on avoiding 
counterfeit and maintaining compliance through blockchain, which 
creates an indelible trail of product history and added authenticity 
check (Van Nguyen et al. 2023), (Ghadge et al. 2023). 

Blockchain Throughput Efficiency 
Throughput efficiency (Ethroughput) was measured to assess the system’s 
ability to process transactions relative to its theoretical maximum: 

Ethroughput = (TPSactualTPSmax
) × 100                                                      (7) 

Where TPSactual is the observed transaction rate, and⁡TPSmax is the 
theoretical maximum transaction rate. This metric highlighted the 
performance optimization achieved through blockchain implementation. 
Network Complexity and Sharding Efficiency 
To evaluate the scalability of blockchain under heavy loads, sharding was 
introduced. The efficiency of state allocation across shards (Eshard) was 
calculated as: 

Eshard =
∑ Ts

Rs
S
s=1

S                                                            (8) 

Where Ts represents the transaction load for shard s;  Rs  is the processing 
rate for shard s; and S is the total number of shards. This equation explained 
the capacity of sharding in partitioning of workloads and traffic jam in the 
system. The knowledge of scalability optimization and sharding techniques 
have been derived from the study of Xue et al. (2022) and Pajooh et al. (2022) 
that shaped the simulation framework of the experiment to align with the 
current innovative developments in block chain research (Xue et al. 2022; 
Honar Pajooh et al. 2022). These studies present a good reference point of 
optimizing the functionality and efficiency of blockchain networks in 
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sophisticated settings. 
 

3.5. Algorithmic Enhancements for Blockchain Performance 
The techniques used in this research aim at integrating blockchain platforms 
to enhance safe data sharing, control scalability issues, operational 
effectiveness, and security measures in various fields. Used in healthcare to 
guarantee high data reliability and low latency as explained by Sharma et 
al.(Sharma et al. 2023) sharing, addressing scalability, efficiency, and security 
challenges across diverse domains (Qasim 2023). 
Consensus Algorithms  
Consensus algorithms were selected based on their domain-specific 
advantages:  

1) Practical Byzantine Fault Tolerance (PBFT): Applied in healthcare to 
ensure high data reliability and low latency, as highlighted by Sharma 
et al. One advantage of PBFT is that it can amplify fault tolerance to 
promote privacy preservation in eHealth record sharing. 

2) RAFT: Applied in such an area of finance as a technique for forming 
consensus with low costs in high transaction environments. Miah et 
al.—its applicability is appreciable in minimising the calamity of fraud 
and attaining efficiency in the operation of financial systems (Miah et 
al. 2023)  

3) Proof of Authority (PoA): Used in supply chain to enhance traceability 
and compliance and because of the low energy demand as 
recognized by Lohmer et al. (Lohmer, Ribeiro da Silva, and Lasch 
2022). 

Sharding Algorithm 
In order to overcome the problem of scalability, the developers decided to use 
a dynamic sharding algorithm to properly distribute transactions across 
shards. The allocation formula was: 

Sallocation =
Tincoming
∑ Rkn
k=1

                                                           (9) 

Where Tincoming represents the total transaction load, and Rk is the 
processing capacity of shard  
k. Wei et al. (2022) emphasize the importance of such mechanisms in 
managing IoT data loads (Wei et al. 2022).  
 

Load Balancing Algorithm 
A load balancing algorithm optimized resource utilization by distributing tasks 
evenly across nodes: 

Lbalanced =
∑ Uin
i=1
n                                                            (10) 

Where Ui is the utilization of node i. This approach aligns with the findings 
of Aldoubaee et al., who stressed the need for efficient resource allocation in 
scalable blockchain systems (Aldoubaee 2023). 
Fraud Detection Algorithm 
In the case of financial applications, an ensemble stacking consisting of a 
machine learning model was applied to detect fraudulent purchase. The 
model integrated decision trees, logistic regression, and neural networks: 

Pfraud =
∑ wmM
m=1 ∙hm(X)
∑ wmM
m=1

                                                           (11) 

Where Pfraud represents the fraud probability; hm(X) is the prediction from 
model m, and wm is the model’s weight. This approach aligns with Nayyer et 
al.'s fraud detection framework for blockchain transactions (Nayyer et al. 
2023). 
Latency Optimization Algorithm 
An optimization algorithm reduced latency by prioritizing transaction 
processing based on block characteristics: 

Loptimized = arg⁡min
b∈B

(∑ Ttt∈B
|b| )                                                           (11) 

Where Tt is the processing time for transaction t in block b. Mamun et al. 
underscore the importance of minimizing latency in blockchain-based EHR 
systems (Mamun, Azam, and Gritti 2022). 

These algorithms were incorporated within the experimental framework so 
that their effects on performance metrics can be studied cumulatively. 
Experiment proved that in its present form, all these augmentations are 
realistic and possible for implementation into IoT developed smart industries 
as well as other field (Manogaran et al. 2022; Qasim, Rahim, and Bodnar 
2024). 

 
3.6. Results Validation 
The outcomes that we achieved in the simulations here were then compared 
with the current best-tier blockchain solutions. This benchmarking process 
ensured the reliability and applicability of the findings, with statistical tests 
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et al. One advantage of PBFT is that it can amplify fault tolerance to 
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(∑ Ttt∈B
|b| )                                                           (11) 
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Experiment proved that in its present form, all these augmentations are 
realistic and possible for implementation into IoT developed smart industries 
as well as other field (Manogaran et al. 2022; Qasim, Rahim, and Bodnar 
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employed to determine the significance of the observed performance 
improvements across different domains: organizations such as healthcare, 
financial organizations and supply chain companies. 
Statistical Analysis: t-tests and ANOVA 
In order to test whether the performance gains made were statistically 
significant both t-tests and Analysis of Variance (ANOVA) tests were 
conducted.  

1) t-tests: These was used to benchmark the mean of the performance 
metrics such as TPS, latency and data integrity of the blockchain 
enabled systems against conventional centralized systems.  

2) ANOVA: The deviation in the performance measure over the multiple 
domains was computed from the following form: 

F = MSbetween
MSwithin

                                                          (9) 

Where MSbetween is the mean square variation between groups, such as: 
healthcare, finance, supply chain; and MSwithin is the mean square variation 
within groups. 

Therefore, the independent and multi-faceted forms of results validation 
provided for the methodological accuracy and rather general nature of the 
findings. Thus, giving a comparison with similar implementations and 
promoting statistical evidence, the research demonstrated the effectiveness 
of blockchain in solving key issues in the sphere of data sharing. Based on 
the literature of Xue et al. (2022) and Pajooh et al. (2022), this validation 
framework pointed that performance benchmark and statistical analysis 
should be highlighted in blockchain research (Xue et al. 2022; Honar Pajooh 
et al. 2022). Although their work did not directly compare with the results of 
this study, it offered a strong base from which the performance enhancements 
realized by the blockchain methods used in this study were gauged and 
evaluated. 

 

4. Results 
This section highlights more results from the simulation and experimentation 
done in the analysis of blockchain secure data sharing frameworks. Every 
subsection is devoted to one KPI, and there are useful tables containing 
analysis for healthcare, financial, and supply chain fields. The envisaged 
benefits include better practical results that result from the application of 
blockchain solutions, with reference to scalability, effectiveness, and 

dependability. 
 

4.1. Scalability Analysis 
Scalability is a very important requirement with which solutions based on the 
blockchain can effectively address the increasing load without losing 
efficiency. The Transactions Per Second (TPS) was measured across 
healthcare, finance, and supply chain domains under two configurations: with 
and without sharding. Figure 1 reflects the influence of sharding toward TPS 
and clearly shows widespread enhancements in performance for all the 
sections. Each domain operated with 20 nodes to ensure uniformity in the 
evaluation. 

 
Figure 1. Scalability Analysis Across Domains with Impact of Sharding on 

Transactions Per Second (TPS), Efficiency, and Load Intensity 
 

The findings presented in Figure 1 indicate that sharding led to an average 
increase in TPS in the range of 30-50%, implying that throughput efficiency 
improved across all domains considered. The experiments with the sharded 
configuration demonstrated that healthcare systems achieved a throughput 
efficiency of 75%, although the primary focus was on latency. Consequently, 
the critical importance of sharding in latency-sensitive environments has been 
established. Cost-oriented applications attained the highest TPS, particularly 
due to the optimized transaction validation algorithms in financial applications 
and the increased traceability and minimal bottlenecks in supply chain 
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applications. Future deployments should consider dynamic partitioning to 
address fluctuating transaction throughput in practical contexts. 

 
4.2. Latency Reduction Through Optimization 
Latency quantifies and expresses the ability of blockchain systems to respond 
as the round-trip time for transactions. Reduced laws were used to decrease 
latency between Inter-domain and Intra-domain Consensus algorithms while 
allocating the sharding configurations. The average latency values are shown 
in Figure 2 with corresponding improved configuration descriptions. To 
maintain uniformity in the evaluation, each domain used 20 nodes. 
 

 
Figure 2. Latency Reduction Across Domains with Impact of Consensus 

Algorithms and Sharding on Performance 
Figure 2 shows that the overall average latency was decreased by 25-

40%, and that the finance systems enjoyed the largest 40% decrease owing 
to the efficiency of RAFT consensus. Healthcare systems found reliability in 
PBFT, which under sharding, had 33.3% less latency. Supply chain systems 
sustained improvement exceeding 36%, improving traceability in real time. 
The results obtained in this work suggest that optimized versions of 
consensus algorithms should be adopted for latency-constrained use cases 
with fast transaction validation. 

4.3. Data Integrity Under Attack Scenarios 
The integrity of data collected from the blockchain system was tested under 
different simulated attack types to establish the performance of the designed 
blockchain system. Below, Figure 3 shows the percentage of verified blocks 
under the unchecked attack and with and without improvements. 
 

 
Figure 3. Data Integrity Results Under Attack Scenarios for Verified Blocks and 

Improvement Across Domains 
 

Figure 3 shows the simulation results of different attack intensities during 
the experiment of the different scenarios of the network that we created. 
Optimized configurations had twice the amount of confirmed legitimate block 
rates under attack situations said to be ranging from 15-25%. Under the 
severe attack, the healthcare domain experienced the greatest enhancement 
which indicates that PBFT is stable. Integrity of the finance and supply chain 
systems also demonstrated good durability and had integrity improvements 
of more than 20%. These results imply that there is a need to enhance the 
consensus solutions and security measures for achieving safety solutions in 
high-attack settings. 

 

4.4. Comparative Resource Utilization 
CPU and memory performance of all the blockchain nodes were evaluated to 
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derive the resource consumption pattern. Average resources by domains are 
presented in Table 1. 
 

Table 1. Resource Utilization Across Domains 

Domain Nodes 
CPU 

Utilization (%) 
Memory 

Usage (MB) 
Efficiency 

Improvement (%) 
Healthcare 20 75 512 20 

Finance 20 80 540 18.5 
Supply 
Chain 

20 78 520 19.2 

 

There was an average enhancement in the level of resource utilization 
efficiency by 18–20%. The scoring system attained the maximum CPU and 
memory efficiency for the healthcare systems since the consensus overhead 
was minimized. What really stood out is that as the transaction throughput 
increased the resource requirement for finance systems rises just a little. In 
supply chain systems, the balance in the use of facility showed positive effects 
to sustain and scale up the system. Specifically, next implementations should 
consider more efficient usage of resources in nodes for consensus 
mechanisms. 

 

4.5. Comparative Analysis with Traditional Systems 
In an effort to identify how these blockchain enabled systems perform in 
relation to conventional centralized systems, both were compared with 
regards to all of the aforementioned aspects. The findings of the study are 
highlighted in Table 2 below. 
 

Table 2. Comparative Analysis of Blockchain vs. Traditional Systems 

Metric 
Blockchain 

System 
Traditional 

System 
Improvement 

(%) 
Transactions Per 

Second (TPS) 
1,700 1,000 70 

Latency (ms) 70 120 41.7 
Data Integrity (%) 91 75 21.3 

 
By comparing the obtained results of both types of systems it is clearly 

seen that blockchain systems provided more favorable metrics consistently. 
TPS improved by 70% and demonstrated increased scalability compared with 
the previous methodology. Latency saves of 41.7% provided greater speed 
of transactions while data integrity gains of 21.3% offered increased security. 

Based on these outcomes blockchain indeed meets modern challenges of 
data sharing and thus corroborates its disruptive role in numerous fields. 

 
4.6. Algorithms Evaluation 
The assessment of blockchain consensus algorithms and the developed 
fraud detection algorithm served up domain expertise regarding the flexibility, 
performance, and security of blockchain-supported systems. These results 
are then blended into the mixed-analysis of performance indicators as well as 
to stress the contributions of algorithms for improving the blockchain 
structures. 
Blockchain Consensus Algorithm 
The simulations were done on the above consensus algorithms including 
PBFT, RAFT and PoA so as to study their scalability, latency and resource 
consumption. Each algorithm was implemented in a domain-specific context: 
Tele Intervention and e-Diagnosis for the healthcare, p burrow for finance, 
and Round-Robin-First-Come-First-Served or RAFT for finance, and Proof of 
Authority or PoA for the supply chain management. The result is shown on 
the Table 3. which display the TPS, Latency, CPU, and Memory with and 
without their insertion. These indicators demonstrate how specific algorithmic 
selections affect blockchain application performance. 
 

Table 3. Consensus Algorithm Performance Metrics 

Domain 
Consensus 
Algorithm 

TPS 
(Actual) 

Latency 
(ms) 

CPU 
Utilization 

(%) 

Memory 
Usage 
(MB) 

Healthcare PBFT 1,500 80 75 512 
Finance RAFT 1,800 60 80 540 
Supply 
Chain 

PoA 1,600 70 78 520 

 

These outcomes show that PBFT is appropriate for healthcare 
applications due to its high tolderance to faults in consensus, especially for 
data integrity. The moderate TPS of 1,500 and low latency of 80 ms make it 
secure and efficient enough to propagate changes of and correspond 
regularly to EHR systems. RAFT got the largest TPS which was 1,800 and 
the smallest latency of 60 ms which suggest it was suitable for use in financial 
systems that need to validate financial transactions quickly. It well fitted into 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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derive the resource consumption pattern. Average resources by domains are 
presented in Table 1. 
 

Table 1. Resource Utilization Across Domains 

Domain Nodes 
CPU 

Utilization (%) 
Memory 

Usage (MB) 
Efficiency 

Improvement (%) 
Healthcare 20 75 512 20 

Finance 20 80 540 18.5 
Supply 
Chain 

20 78 520 19.2 

 

There was an average enhancement in the level of resource utilization 
efficiency by 18–20%. The scoring system attained the maximum CPU and 
memory efficiency for the healthcare systems since the consensus overhead 
was minimized. What really stood out is that as the transaction throughput 
increased the resource requirement for finance systems rises just a little. In 
supply chain systems, the balance in the use of facility showed positive effects 
to sustain and scale up the system. Specifically, next implementations should 
consider more efficient usage of resources in nodes for consensus 
mechanisms. 

 

4.5. Comparative Analysis with Traditional Systems 
In an effort to identify how these blockchain enabled systems perform in 
relation to conventional centralized systems, both were compared with 
regards to all of the aforementioned aspects. The findings of the study are 
highlighted in Table 2 below. 
 

Table 2. Comparative Analysis of Blockchain vs. Traditional Systems 
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Traditional 

System 
Improvement 

(%) 
Transactions Per 

Second (TPS) 
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Data Integrity (%) 91 75 21.3 

 
By comparing the obtained results of both types of systems it is clearly 

seen that blockchain systems provided more favorable metrics consistently. 
TPS improved by 70% and demonstrated increased scalability compared with 
the previous methodology. Latency saves of 41.7% provided greater speed 
of transactions while data integrity gains of 21.3% offered increased security. 
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4.6. Algorithms Evaluation 
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to stress the contributions of algorithms for improving the blockchain 
structures. 
Blockchain Consensus Algorithm 
The simulations were done on the above consensus algorithms including 
PBFT, RAFT and PoA so as to study their scalability, latency and resource 
consumption. Each algorithm was implemented in a domain-specific context: 
Tele Intervention and e-Diagnosis for the healthcare, p burrow for finance, 
and Round-Robin-First-Come-First-Served or RAFT for finance, and Proof of 
Authority or PoA for the supply chain management. The result is shown on 
the Table 3. which display the TPS, Latency, CPU, and Memory with and 
without their insertion. These indicators demonstrate how specific algorithmic 
selections affect blockchain application performance. 
 

Table 3. Consensus Algorithm Performance Metrics 
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Consensus 
Algorithm 

TPS 
(Actual) 

Latency 
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CPU 
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Memory 
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(MB) 
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Finance RAFT 1,800 60 80 540 
Supply 
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These outcomes show that PBFT is appropriate for healthcare 
applications due to its high tolderance to faults in consensus, especially for 
data integrity. The moderate TPS of 1,500 and low latency of 80 ms make it 
secure and efficient enough to propagate changes of and correspond 
regularly to EHR systems. RAFT got the largest TPS which was 1,800 and 
the smallest latency of 60 ms which suggest it was suitable for use in financial 
systems that need to validate financial transactions quickly. It well fitted into 
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�	Providing training to banking employees and fintech companies regarding 
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of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
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Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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the supply chain system where the traceability and compliance are important 
as PoA obtained balance of scalability and resource utilization by obtaining 
TPS of 1,600 with latency of 70ms. Future implementations can further 
improve these algorithms by using dynamic workloads consensus 
mechanisms to improve on the existing algorithms. 

Figure 4 shows a Python implementation of PBFT, a widely used 
consensus algorithm in blockchain. 

 

 
Figure 4. Code for Blockchain Consensus Algorithm 

 

Blockchain-Based Fraud Detection Algorithm 
The problem of detecting fraudulent activities in blockchain-based financial 
systems is an essential one because of the speed and the volume of 
transactions. This research also uses the machine learning-based ensemble 
stacking architecture to improve the detection of fraud. The final estimator is 
a logistic regression that is used after combining the results of several base 
models, and the use of which provides good performance when working with 
imbalanced data sets. 
Algorithm Design and Implementation 

1) Import Libraries 
The algorithm utilizes essential Python libraries for machine learning, data 
handling, and evaluation: 

o numpy for data manipulation. 

o sklearn.ensemble.StackingClassifier for ensemble learning. 
o sklearn.tree.DecisionTreeClassifier, 

sklearn.linear_model.LogisticRegression, and sklearn.neural_network. 
MLPClassifier as base models. 

o sklearn.model_selection.train_test_split for data splitting. 
o sklearn.metrics for evaluating performance metrics. 
2) Generate Simulated Data 

To simulate a real-world fraud detection scenario, a dataset with 1000 
samples and 5 features was generated. The target variable (𝑦𝑦) was 
imbalanced, with 10% fraudulent transactions and 90% non-fraudulent 
transactions, reflecting typical financial datasets. Random seed ensures 
reproducibility. 

3) Split Data 
The dataset was split into training (70%) and testing (30%) subsets using 
train_test_split. This split ensures robust model evaluation by separating 
unseen data for testing. 

4) Define Base Models 
Three base models were selected to capture diverse patterns in the data: 

o Decision Tree Classifier: Captures non-linear decision boundaries, 
configured with a maximum depth of 5 to prevent overfitting. 

o Logistic Regression: Provides a linear decision boundary and 
interpretable predictions. 

o Multi-layer Perceptron (MLP): Adds non-linear modeling capability 
through a neural network with a single hidden layer of 10 nodes. 

5) Define Stacking Classifier 
The stacking ensemble combines the outputs of the base models and 

aggregates them using a Logistic Regression final estimator. This approach 
enhances prediction accuracy by leveraging the strengths of individual 
models. 

6) Train the Model 
The stacking classifier was trained on the training dataset (𝑋𝑋train,train), enabling 
it to learn from both individual model outputs and aggregated predictions. 

7) Make Predictions 
The trained model predicted labels for the testing dataset (𝑋𝑋test). 

8) Evaluate the Model 
Performance metrics were calculated to evaluate the model's effectiveness: 
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�	The use of modern technologies to protect the customers’ privacy, such as 
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�	Providing training to banking employees and fintech companies regarding 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)
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Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
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the supply chain system where the traceability and compliance are important 
as PoA obtained balance of scalability and resource utilization by obtaining 
TPS of 1,600 with latency of 70ms. Future implementations can further 
improve these algorithms by using dynamic workloads consensus 
mechanisms to improve on the existing algorithms. 

Figure 4 shows a Python implementation of PBFT, a widely used 
consensus algorithm in blockchain. 

 

 
Figure 4. Code for Blockchain Consensus Algorithm 

 

Blockchain-Based Fraud Detection Algorithm 
The problem of detecting fraudulent activities in blockchain-based financial 
systems is an essential one because of the speed and the volume of 
transactions. This research also uses the machine learning-based ensemble 
stacking architecture to improve the detection of fraud. The final estimator is 
a logistic regression that is used after combining the results of several base 
models, and the use of which provides good performance when working with 
imbalanced data sets. 
Algorithm Design and Implementation 

1) Import Libraries 
The algorithm utilizes essential Python libraries for machine learning, data 
handling, and evaluation: 

o numpy for data manipulation. 

o sklearn.ensemble.StackingClassifier for ensemble learning. 
o sklearn.tree.DecisionTreeClassifier, 

sklearn.linear_model.LogisticRegression, and sklearn.neural_network. 
MLPClassifier as base models. 

o sklearn.model_selection.train_test_split for data splitting. 
o sklearn.metrics for evaluating performance metrics. 
2) Generate Simulated Data 

To simulate a real-world fraud detection scenario, a dataset with 1000 
samples and 5 features was generated. The target variable (𝑦𝑦) was 
imbalanced, with 10% fraudulent transactions and 90% non-fraudulent 
transactions, reflecting typical financial datasets. Random seed ensures 
reproducibility. 

3) Split Data 
The dataset was split into training (70%) and testing (30%) subsets using 
train_test_split. This split ensures robust model evaluation by separating 
unseen data for testing. 

4) Define Base Models 
Three base models were selected to capture diverse patterns in the data: 

o Decision Tree Classifier: Captures non-linear decision boundaries, 
configured with a maximum depth of 5 to prevent overfitting. 

o Logistic Regression: Provides a linear decision boundary and 
interpretable predictions. 

o Multi-layer Perceptron (MLP): Adds non-linear modeling capability 
through a neural network with a single hidden layer of 10 nodes. 

5) Define Stacking Classifier 
The stacking ensemble combines the outputs of the base models and 

aggregates them using a Logistic Regression final estimator. This approach 
enhances prediction accuracy by leveraging the strengths of individual 
models. 

6) Train the Model 
The stacking classifier was trained on the training dataset (𝑋𝑋train,train), enabling 
it to learn from both individual model outputs and aggregated predictions. 

7) Make Predictions 
The trained model predicted labels for the testing dataset (𝑋𝑋test). 

8) Evaluate the Model 
Performance metrics were calculated to evaluate the model's effectiveness: 
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utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;
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�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
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to this data;
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of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
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other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions
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o Accuracy: Fraction of correct predictions. 
o Precision: Fraction of correctly identified fraud cases among all 

predicted fraud cases. 
o Recall: Fraction of correctly identified fraud cases among all actual 

fraud cases. 
Algorithm Performance and Results 
The necessity of fraud detection in financial systems cannot be outlined since 
they are the main security and integrity point in transactions. The five machine 
learning algorithms developed for this study enhance the efficiency of 
identifying fraudulent activities with the ensemble stacking algorithm. Using a 
Decision Tree Classifier, Logistic Regression, and Multi-layer Perceptron 
(MLP) as base estimators, the algorithm ensures adequate strategies to deal 
with imbalanced datasets as well as the characteristics of fraud. The given 
model was trained and tested on simulated dataset with sample size of 1000, 
but in which only 10% of the transactions are fraudulent. Evaluation 
methodology of the algorithm involved calculations of accuracy, precision, 
recall, and processing time, as shown in the following Table 4. These results 
demonstrate that the algorithm can provide high detection accuracy with very 
low false positive rate. This way, all the actual transactions are impacted to a 
significant minimal while the fraudulent ones are easily flagged. 
 

 
Table 4. Fraud Detection Algorithm Performance Metrics 

Metric Value 
Number of Transactions Analyzed 100,000 
Fraudulent Transactions Detected 3,200 

Detection Accuracy (%) 96.7 
False Positive Rate (%) 1.5 

Processing Time per Transaction (ms) 2.5 
 

 
A high detection accuracy of 96.7% was obtained with 3,200 false 

transactions from 1000,000 flagged as fraudulent by the fraud detection 
algorithm. Specifically, their false positive rate of 1.5% allows it to rarely 
interfere with legitimate transactions, and the average processing time of 2.5 
ms makes it real time. This performance shows how the algorithm could be 
applied in the high velocity financial systems to counter fraud. As for 
improvement of forecasting accuracy in the future implementations, it is 

suggested to expand a wide range of approaches used in the work, including 
anomaly detection and historical trend analysis. Extension of the algorithm 
applications to supply chain or healthcare industry can bring the overall cross-
industry fraud detection. 

 
5. Discussion 
This article gathers information on the disruptive potential of blockchain 
technology in securing data sharing across the healthcare, financial, and 
supply chain sectors. The discussion integrates previous findings into the 
ongoing dialogue while adhering to the theoretical procedural roles of 
description, explanation, and prediction, which are essential for advancing 
knowledge beyond mere practical utility. The technological innovation 
associated with blockchain, characterized by its decentralized and immutable 
features, has demonstrated positive impacts in enhancing information 
sharing. In healthcare, blockchain addresses existing problems of data 
exchange network interoperability and health data privacy preservation, while 
enabling secure and efficient EHR exchanges. Similar advantages are also 
highlighted by Fiore et al. (2023), with special emphasis on supply chain 
identification and healthcare sector security (Fiore et al. 2023). 

In the financial field, the use of blockchain has proven effective in 
increasing accuracy and minimizing fraud in transactions. According to 
Nayyer et al. (2023), the high level of immutability in blockchain, combined 
with sophisticated detection algorithms, significantly reduces risks in 
numerous and frequent financial services  (Nayyer et al. 2023). In supply 
chain management, the technology enhances authenticity and traceability, as 
identified by Ghadge et al. (2023) (Ghadge et al. 2023). 

The interactions between different components of the blockchain system, 
including consensus algorithms, sharding mechanisms, and machine 
learning models, exhibit a synergistic effect in boosting system performance 
(Bellucci, Cesa Bianchi, and Manetti 2022). For example, consensus 
algorithms such as PBFT guarantee high reliability and data integrity in 
clinical care services, supporting the coordination, integration, and 
interoperability of stakeholders. Haddad et al. (2022) demonstrated that 
integrating AI further strengthens these capabilities, as blockchain-integrated 
systems offer intelligent automation and real-time anomaly detection  
(Haddad et al. 2022). Sharding strategies are crucial for scalability, increasing 
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framework, fifteen dimensions of data quality are defined across four categories� 
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o Recall: Fraction of correctly identified fraud cases among all actual 

fraud cases. 
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data and ensuring the accuracy and correctness of these data�
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the number of transactions that can be processed within the system. This 
observation aligns with Mu and Wei's research, which indicates that sharding 
enhances workload distribution, thereby improving resource allocation and 
system performance (Mu and Wei 2023). These interactions show that all 
blockchain attributes are interconnected in addressing scalability, security, 
and efficiency issues. 

The studies reviewed clearly indicate that blockchain technology has the 
potential to evolve into complex structures incorporating features such as 
predictive analysis and smart contracts. In healthcare, for instance, 
frameworks like those proposed by Reegu et al.(2023) have the potential to 
solve one of the sector's biggest challenges: interoperability across 
organizations (Reegu et al. 2023). In finance, blockchain addresses the 
integration of fraud and risk prediction algorithms, presenting a major 
opportunity for innovation. Bag et al.(2023) argued that such integrations 
could radically transform decision-making, making it more data-driven and 
secure (Bag et al. 2023). Regarding supply chains, the implementation of IoT 
blockchain systems is likely to ensure synchronous compliance and optimize 
various processes, according to Pajooh et al. (2022) (Honar Pajooh et al. 
2022). 

This article has theoretical implications as it explores how blockchain 
technology could be applied to decentralized and assured data-sharing 
systems. Beyond affirming prior research findings regarding blockchain 
efficiency in scalability and security, it generates new hypotheses regarding 
the integration of AI and sophisticated algorithms. Haddad et al. (2022) 
emphasized that their synergistic use could permanently alter conventional 
data management patterns (Haddad et al. 2022). Furthermore, this study 
anticipates that blockchain will remain a key enabler, shaping various 
industries by providing transparency, accountability, and innovation. Such 
assumptions align with recent efforts in blockchain research and application, 
highlighting the necessity of continuous investigation. 

This discussion demonstrates the critical role of blockchain technology in 
addressing data-sharing issues. This study is valuable not only for verifying 
existing knowledge but also for providing opportunities for theoretical and 
practical advancements by describing the current capabilities of the subject, 
outlining the interactions of its elements, and projecting its future evolution. 
These contributions support the further development of interdisciplinary 

studies to harness the potential of blockchain systems in securing and 
enhancing data-sharing processes. 
 
6. Conclusion  
The article posits that the implementation of blockchain is the primary 
strategic tool for secure data sharing in healthcare, finance, and supply chain 
management. By addressing core issues such as scalability, latency, and 
data integrity, blockchain provides a unique platform for enabling modern 
digital environments. The evidence presented demonstrates that blockchain 
technology can optimize work processes and improve both the efficiency and 
security of operations across various sectors. Utilizing consensus 
mechanisms and fraud detection algorithms, the reliability and robustness of 
blockchain systems have been shown to enhance efficiency in several studies 
under diverse challenging scenarios. It is crucial to make blockchain 
engineers aware of the domain-specific requirements they are working in. 

In the healthcare industry, blockchain has numerous potential applications 
due to its strong merits in data privacy and interoperability, which enhance 
patient care and increase organizational efficiency. In the financial industry, 
blockchain not only eliminates fraud but also enables efficient processing of 
transactional activities, thereby improving the sector's future structures. 
Similarly, in supply chain management, blockchain enhances traceability, 
provenance, and compliance, making it a strategic enabler of international 
trade. 

While the results highlight the advantages of blockchain applications, they 
also indicate areas requiring further investigation. Future research should 
focus on the integration of blockchain with other emerging technologies such 
as IoT, artificial intelligence, and quantum computing. For example, 
combining blockchain with big data analytics could improve decision-making 
and predictive maintenance in financial and supply chains. Conversely, 
integrating blockchain with IoT could transform real-time monitoring and 
compliance for large systems. 

Therefore, it is promising to assert that blockchain represents a 
breakthrough foundational technology that can establish an efficient and 
secure framework for data sharing. However, its further development is 
necessary and requires additional investigation into its full potential, including 
scalability, interoperability, and compliance with governmental regulations. 
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Thus, the research presented here outlines possibilities for further exploration 
and aims to inspire the practical application of blockchain as a foundational 
technology for the digital world. 
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towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Thus, the research presented here outlines possibilities for further exploration 
and aims to inspire the practical application of blockchain as a foundational 
technology for the digital world. 
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