Modern Technologies Law, 2025, 6(11) https://www.mtlj.usc.ac.ir

http://doi.org/10.22133/mtlj.2024.443112.1300

Designing and Validating the Model of Damages and Crimes Related to

Nazanin Abbaspour Iker!

Cryptocurrencies in lranian law

, Ahmad Ramezani?" 2/, Mohammad Amin Maleki?®

1Ph.D. student in criminal justice and criminology, Department of Law, Kish International Unit, Islamic Azad University, Kish Island, Iran.

2 Assistant Prof., Department of Criminal Law and Criminology, Faculty of Law, University of Science and Culture, Tehran, Iran.

3 Assistant Prof., Department of Islamic Law, Faculty of Judicial Law, University of Judicial Sciences and Administrative Services, Tehran, Iran.

Atrticle Info

Abstract

Original Article

Received:
14-02-2024
Accepted:
07-06-2024

Keywords:
Cryptocurrency
Cryptocurrency Crimes
Challenge and Damages
Model

Iranian law

*Corresponding author

e-mail: ramezani@usc.ac.ir

The current study aims to design and validate the model of damage caused by
cryptocurrency-related crimes in Iranian law with the aim of helping legal
institutions to identify these damages and fix them. In order to analyze the problem,
qualitative research strategy and thematic analysis were used. The research data were
collected by means of semi - standard interviews with 12 experts in the field of
corruption and related crimes who were selected using theoretical sampling method
and it was rebuilt by applying the theme analysis method of the network type of the
analyzed themes and the conceptual model of network measurement. The findings
of the qualitative research showed that the design and validation of the model of
damages and crimes related to cryptocurrencies in lIran law with the three
overarching themes: 1- Legal, executive and legal damages related to the field of
cryptocurrencies 2- Existence of various risks (activity, exchange rate, laws and
regulations, etc.) in the field of cryptocurrencies 3- The threats related to the increase
in cryptocurrency crimes have reached theoretical saturation. In addition, in order to
validate the themes and the rebuilt model two credit assessment methods, the
communication method and the audit method and also in order to test the reliability,
two methods of reproducibility and transferability or generalizability have been used.
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1. Introduction

Artificial intelligence, on the one hand, has somehow penetrated into various layers of bio-social life, and there is
hardly any field that does not need to determine relations with artificial intelligence. On the other hand, the ever-
increasing expansion and growth of artificial intelligence also entails the variety of its forms and effects. Every
day, we see the penetration of artificial intelligence in a certain field: one day we talk about the Internet of Things,
the next day the field of robotics undergoes major changes with the introduction of artificial intelligence, or in the
field of medicine, artificial intelligence offers robotic surgeons. Therefore, it is necessary to get familiar with
artificial intelligence and examine its role in each specific field.

One of these special forms of artificial intelligence is chatbots. Today, chatbots and their various types have
become a hot topic in technology circles and even a central topic of concern for users and ordinary people; In such
a way that big companies in the field of technology are worried about falling behind other competitors in this field;
This has caused us to see a new chatbot every day, or an updated sample of existing chatbots: From the Microsoft
company, which surprised the users of the technology world by supporting and even expanding the chatbot
ChatGPT, to the Google company, which was worried about falling behind the competitor, which forced it to
design and release its own special chatbot. But it can be said that the most controversial and famous chatbot is
ChatGPT, which produces text and audio works by talking and interacting with humans. This chatbot is considered
a dialogue-oriented chatbot. The widespread use of chatbots has brought them into the interactions of normal users
and has caused questions about possible risks and such issues.

On the other side of the story, the knowledge of law is a field that has not been immune to the influence of
artificial intelligence. This influence can be seen in different parts of this field, including drafting bills, providing
legal advice, checking the chances of winning each case, helping judges to adapt the laws to the subject of the
dispute, etc. But in addition to that, since the knowledge of the law is responsible for regulating the social
relationships of "persons”, it has the duty to discuss these emerging phenomena, determine their position, and
make the result of human interaction with chatbots predictable. Therefore, first, it should be determined how the
legal system looks at chatbots? Does it consider them as a person and impose the effects of personality on their
relationships? Or not, it has another look at these forms of artificial intelligence. Secondly, the use of chatbots by
users can involve risks, as a result of which there is a possibility of causing losses to users; Disclosure of
information, moral damages caused by ethnic, racial, and gender insults, or even secondary actions caused by false
information received from these chatbots and... How will these risks be compensated and how will civil liability
be established? Thirdly, what happens to the works produced by these chatbots? These works may be in the form
of written text, or audio or visual works. Does the intellectual property system have a place to support these works?
Or even willing to support them?

This article seeks to answer the aforementioned questions. In fact, firstly, the questions raised are scrutinized
and analyzed; The necessity of these issues is examined; The different parts of the questions and the requirements
for answering each one are explained; And finally, these questions are answered with legal analysis, and in parts
of legal-economic analysis.

The motivation of writing this article is actually the void of legal analysis in the field of artificial intelligence
and especially chatbots and their role in social and legal relations. The emerging and newness of the issue of
chatbots has caused that, despite its prevalence and extent, the doctrine and jurists to pay less attention to this issue.
Scientific poverty and research results challenge the legal system in dealing with new issues. On the other hand,
the lack of relevant and clear legal texts also makes the analysis difficult. The judicial procedure also, unlike facing
such issues, does less to create basic rules and provide pathbreaking analyses in this field. Although the analysis
presented in this article, and the motivation expressed, is based on the legal system of Iran, but the lack of
establishment of a single procedure in international legal issues and other countries has also led to the legal rules
presented and the solutions proposed in this article. comparative studies have an effective role in the final
conclusions of each discussion of this article.
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2. Methodology

In terms of research method, this article is a kind of descriptive-analytical article. Since in this article, the place of
artificial intelligence and chatbots in the world of law is described and explained and part of its essence is
answered, this article is considered descriptive research. On the other hand, in this article, it is not enough to
describe and interpret what is in the subject of chatbots, and in addition to describing the concepts around this
phenomenon, it is necessary to analyze and review the issues and provide solutions in cases that face a gap in legal
analysis, is also paid.

On the other hand, due to the fact that many legal questions remain unanswered regarding artificial
intelligence and chatbots in particular, this research is considered applied research, which ultimately provides
solutions and answers appropriate to Iran's legal system and appropriate to the ruling legal rules.

Also, the dominant method in collecting information and data in this research is the library method, and by
referring to the library and analyzing the content of books, domestic and foreign articles, and the opinions of
judicial authorities, this article has been written. Of course, interacting with ChatGPT itself and other chatbots has
also been an effective way to answer some legal ambiguities.

The stated methods were appropriate to the research topic and research questions. These questions can be
summarized in "What is the position of ChatGPT and the legal system's view of them", "Legal problems and
challenges arising from human interaction with them (civil responsibility and intellectual property)".

3. Results and Discussion

This article, which is an analysis of some legal aspects of chatbots, deals with three main axes: chatbots and
personal law/chatbots and civil liability/and chatbots and intellectual property. In addition to these four axes, the
nature of chatbots has also been investigated as a bridge to enter the main discussion.
-The concept of chatbot: It is necessary to address this discussion in order to define the topic under study
completely, clearly, and unambiguously, so that the audience knows exactly what is to be researched. Finally, a
chatbot is considered a manifestation of artificial intelligence that has the ability to communicate with a human
user, and ChatGPT is introduced as one of its most well-known examples.

-Chatbots and personal law: Answering the question of whether the legal system, especially in Iran, can
consider chatbots as having personality or not, requires addressing deeper issues in this field. But in the end, despite
the movement of countries towards the acceptance of "relative personality" for autonomous artificial intelligence,

chatbots having personality, even if relatively, face a negative response, especially in Iran's legal system.

-Chatbots and civil liability rights: The possible damages caused by chatbots to users and, as the case may
be, to other persons, forces the legal system to think about the issue of assigning responsibility, the type of assigned
responsibility, and the solution for compensation. The answer to the article to these questions is the non-
responsibility of the chatbot itself, and the responsibility of its supporting company regarding the assignment of
responsibility, and the establishment of a graduated liability system regarding the type of responsibility and,
accordingly, the method of compensation.

-Chatbots and intellectual property rights: after the production and supply of written or even visual works by
chatbots, the position of these works in the intellectual property system must be determined both in terms of the
principle of protection or lack of it, and in terms of ownership attribution. In the field of moral rights, in order to
link this category of rights with human issues, supporting the mentioned works seems to be ruled out. But in the
case of material rights, this protection can be considered and the work attributed to the creator or a special
protection system designed for such works. Entering these works into the public domain is also another way, which
of course comes with criticism.
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4. Conclusions and Future Research

Chatbots are a new form of artificial intelligence that is available to the public today to talk and exchange opinions
with people. The ability of chatbots to create intellectual property and violate the rights of others is one of the
issues that make their legal study necessary. Considering the discussed issues, it can be concluded that the output
of chatbots activity in the current situation belongs to the owner (supporting company or manufacturer/owner)
who is involved in the production of the work. In terms of civil liability, it can be attributed to him, considering
the benefit that the producing company gets from providing the service. However, the growing independence of

these chatbots separates them from the original creators. For this reason, it becomes difficult to attribute the works
and contents and subsequent responsibility to the creators/users. Therefore, the explanation of theories based on
personality belonging to artificial intelligence, including chatbots or relative personality, is on the agenda of legal
researchers of modern technologies. In this direction, it is suggested to analyze the legal situation according to the
capabilities of chatbots. Of course, productive artificial intelligence, which chatbots are associated with to some
extent, can have the highest level of personality and competence, and other intelligences are reduced to the level
of tools. Legal changes following the Daubs case can depict a new future in the use of artificial intelligence and
put productive intelligence in a new position. The lack of legal text in the field of artificial intelligence and
especially chatbots, considering their role in economic and social interactions, makes it clear the need to approve
the law and its draft in this field, which can adopt a way for the status of these technologies in the form of a single
article to do. At least the most important legal issues that arise with the introduction of these artificial intelligences
into social interactions, such as personal law, ownership, responsibility, and contracts, should take on a legal color
according to the legal literature in this field and according to the opinions and analyses presented. create and
modify as needed. On the other hand, this literature the law helps the judicial procedure in dealing with these new
issues to resolve its confusion, and it can even cause the Iranian government to propose the ratification of
international conventions on the subject of artificial intelligence and prepare the drafts according to the
aforementioned analyzes and results.

There are many gaps in the field of chatbots and legal research about them. From the research that can be
done in the future in this field, we can refer to "Investigation of the impact of chatbots on procedural issues",
"Criminal dimensions of chatbots", "Investigation of chatbots.
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