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Abstract

In parallel with the expansion of cyberspace, cyber warfare has
also expanded as a tool for exerting power against various coun-
tries. The imposition of legal restrictions on them has become
inevitable. In the realm of international criminal law, imposing
iimitations of the laws of war on cyberattacks, which differ from
conventional warfare, faces challenges. Because the regulations
governing the laws of war and war crimes has been formulated
to align with conventional warfare. Yet disruptive cyberattacks
on critical infrastructure are a type of cyberwarfare that, without
causing physical effects similar to conventional wars and solely
through non-physical impacts on a country's vital infrastructure,
are considered capable of producing consequences more severe
than those of conventional wars. Employing a descriptive-ana-
Iytical method and gathering materials through a library-based
approach, this study addresses its central question whether under
the existing framework of the Rome Statute, disruptive cyberat-
tacks on critical infrastructure could constitute war crimes partic-
ularly Article 8 on war crimes. Ultimately, it holds the view that
by adopting a dynamic interpretation of the concept of 'intensity'
under existing regulations, it can be affirmed the possibility of
cyber conflict and war crimes via severe disruptions to critical
infrastructure. However, this approach will face challenges when
dealing with critical infrastructure with dual-use.

Citethisarticle: Shamloo, B. & Hosseini, M. (2024). Cyberattacks Disrupting Criti-
ca Infrastructure as aWar Crime. Criminal Law Doctrines, 21(27), 115-152. https://
doi.org/10.30513/cld.2024.6134.2005

© TheAuthor(s). Publisher: Razavi University of Islamic Sciences.



mailto:b_shamloo%40sbu.ac.ir?subject=
mailto:h.rastaei%40aletaha.ac.ir%20?subject=
mailto:hosseini.mhdi%40gmail.com?subject=
 https://doi.org/10.30513/cld.2024.6134.2005 
 https://doi.org/10.30513/cld.2024.6134.2005 

S Lyt S Jidvo sl Saa Ul
S Sylio il Jbe

e e ¢ Sl 3 2

aabbly 0l Ol gy g oSS By 8US1s (mlidio 5 (GrAS By 03, Ltsls )

b_shamloo@sbu.ac.ir

O Sigy Ao o sils (B 8ASils ‘w‘b“‘:'fﬁﬁ SraS Bl (5,553 &&ybﬁd\; (Jimns s 5. Y

hosseini.mhdi@gmail.com :asULl, .o 0l

°
3 Jlasl (b (sl Olyze s 5 e Kbl s (sliab 3l oslizal 2,281 Blize
old B L Lac o e (Lo usgidoms Jlasl s Lilassl 28 il glays S ale
Sl » Ko Bpi Slaczagons mog o Mall e (6,25 Gp rg 53 el
Gy 4 Loy o e [ ol ar e ol L i SLa K L it
45 ol (o 53 ) okt g o SaKer b conlize Ko ollir 5 Ko
sl Gpl 48 Lla Sl 51 gl Sl (slacsnlaj 8 Jesea sla Kb
S Sl Sz M bl U 5 i sla Ko b i S8 U
(el ol ig i o sl i (Slac Ko 31 5 (LT sl (bl (28" S
(SIS iy U Cllas (6915, 8 U Ak = s iy Sleslizal U toagss o
5 el 3 3mmge Sl e opamylga )3 45 s Gl Aol i ol 40 U LS o
S Jesen (sLa KLl 5l ool U LT e Ko Sl o 53 0T Absle Lrguas
ol 5 ol Ll 5 i L 3l 39y (i i £33 OS¢ Sl slacs Ly
Ol 508 O3 o e9mgn Sl 1 bzl 53 () pygite 51 Lo (3,509) Sl L oS
Sl 3 ol (sla el sl S 51 K i 5 Sl deslinn 53
L a3 3L (gl S (slacmi b3 L agamlyn 53 3,500y ool i pa o Sl

<3 Al aolye 2l

oLy 80t s Lo iz bl () L goge s 653 isLolss soliiua!

AOY-NB YY)V 508 By (lmoygal . Sz ol lteds Sl
https://doi.org/10.30513/cld.2024.6134.2005

ulf-\.......uy@ (592 LS")L“"l f}l.c oKl }.MJL'

Al wleMb|

gy il g

X/e0/18 :blyo g, ls
WX /ANY 25,5550 g,
X' /oW 2 s U
NS PAVAVRR SRS P


mailto:b_shamloo%40sbu.ac.ir%20?subject=
mailto:b_shamloo%40sbu.ac.ir%20?subject=
mailto:hosseini.mhdi%40gmail.com?subject=
https://doi.org/10.30513/cld.2024.6134.2005 

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

Aoddo

S s § 8 sl (Ml S OUiL 5 andys LSS a Kimbly 22
b sLiad s Clusil SLH Slas,lsds by e ol sty s s Kl
VAN sl Azl ObISe1s mlie o8 5pl5 1y OT O S titgin 51 3 ol 0 oo 45
SLa Sl da STl 3,8 58 sl altin Lo Kim by pmbly 58,8 0kssl c(ve o
Sl S b s K ol byl Olsis s oslizal 350 STy 5 Lalss
LS (gl Slea dodg 5 3yls (el dum (g0l (658 a5 (Scheffer, 2022) &l £33
ol My 5 ol (658 dails O slaassS Lan L adolin 5 conla O Ol g
sl il G as gL g bl ol o (O Lo X0 (LIl i Y8 o YAA (63 LI I i)
23 S cpgn 158 55 deaseiin aS g aumge ol 5 53 Mhadlorm LS5l G5 53 b sl
Lltaay LacSim by o oo oo 31608 o Fen oy s Lt ol (5150 5 amd iy
Ly oags (Mol gyl oostal 5 o is 5 IN1 Lt 45" ol 55 (sla g5l 51 oslizuls gur
b gt S 31 0T (e 5 AL (B el bl 5 S bl 4Tl 0
Slacilais j5gh cCFAY-FAY o AV IS olio) G 380 s diledns Dlanolies s
555 5 0liz s i) ool a3l o B el By 5 NS Ol joms Jozd 451y (5,45
Sl Lolal 398 o (Ko colim a0 pomie O s 45 i B (10000 Fe¥ et il
Slyie Cmyler 53 Kbl (B (5, 80ehits 5 Lo wng i SO (sla Ko

ol g ol U (S Sl 4 by e
S Olyws Oliwsls Jodond 3550 Sl bl SG 4 by o cpadye s Yo L s
siSe g gl S 55 Dlansls YN Y Jlan 55 gS5l5 35 4SS 15 Moo
b o 4 Laseiin g dalalil 51 (slosle g 457 o 53 48 35005 Mol Lol
o3l b S DLl olie oy il jeba ol s )Ly iz o315 oliazs|
ngjtfo\}fs f}..f) =) C..'a}a Olgzea |y Jﬁ Olgd @L*_w:l:féa .(Khan, 2023) .S~
obls ole diw JJW 4l O:"}JJ;’J" .(Greenberg, 2023) 3s-a3 .L:_;U GUAJ\&::

(Preparatory Commission for the International Criminal Court, 2000, para. 18) ¢, dolwlul s 43S

sl (Gl Kozmn s (gl sl lonl 5 0b5 Ol b ipmas 8l (bl )



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

3 el o ;L}:))}.'p LS—?- Gl aS 515 o y,ae 13 dolwlul A dsle ogas s
e 3yomy ol ClSe Oliansls (5 o plomsl wiloas Lasline S5 3 Sl L
Saxon, 2016,) A8 ol 13y (S iz SIS (sl (ilobans Laslie 5390 (s1at05
Olsze s e bly o b 31 ailoabne Loolsve £335 OISl 3laml el (ol s op. 558
A8 345 aadls (S ol Olyze s Kbl S A 3 Slaas Jole o 3ege
A83La y5 53S0 allid St ladlone Clal ale 5 OF s 53 bl £33 Soppeo 3
i e K ol G 31 Oy g ) daliald

Blorks Lol sLoul 50Ky 31 (gl (S DLl 6335 O (npy sy bitens
LKl Ol OIS aass (pSTe DLz £935 Slate; e Olyiea Smlv
"o S Jxsea) LKLl (s e Ko sl S5 Sl ghyls) ISR )
B oles (laobly glaasly s SN L Laesls o 55 g L;(fﬁ.aﬁpﬂj <hi»)
285 4 ooy Bl i il o ;0 50 sLa S by Lo 48 i 0T o (il 5 o
Schmitt, 2011, p. 573;) sy b 1y (Ko coli 5 0l Jaoly ailoalns danolies S
Schmitt, 1999, p. 17; Joyner, Lotrionte, 2001, p. 850; Creekman, 2001, p. 166; Silver, 2002, p. 85; Dun-
can, 2008, p. 7; Hoisington, 2009, p. 447; Kerschischnig, 2012, p. 135; Dinniss, 2012, p. 74; Schmitt,
e 4 5 4S ol ot 4 03,505y ek o s (2013, p. 48; Radziwill, 2015, p. 131
Sloabans el Olyie e OF Sloudl o JSSs,0 5 535 B ler (sladsemilsS 55 b
Gtsler 5 gl Sonb s L ,UT Eo 51 (gmln ol ST cbilodis  olulis
2 il Olawo e I i caliwgs i ol s G bt 5 Al o cdiS
(YRO o WA (sl S 6 omsy) (M55

Iz sloul Lo 48 s LT Gty S8 frien sla S bly il oKe s
OLillsen 15 ¢yl Dok Loolien Solonsl 5 (5l 355 40 Joonsi Ol cdslad s
LlesS cislgn O U ju 3=y i «(Barkham, 2001, p. 84-85; Lin, 2010, p. 73) sl (g A
OVL:.{J:"LG le.a&.o-\f\) .(Hoisington, 2009, p. 447; Silver, 2002, p. 85; Schmitt, 1999, p. 913)
4 35 S o IMas- sloml )88 SG (Sl glacslun 55 45 wbles (5 50

2. Destructive

3. Disruptive

1A



19

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

aSTpl 5 (Lin, 2010, p. 74) Lt 5,80 505 (6laSim Ly 1 5o jloww ST sLoul
e 53 L Sl o A0l el U i sladely shls sl KL,
A ihtend s olulis u-fv ol S3loul 5 595 4 Jons? Olpiew S
i8S Wlazuils Slaldbl |y g mle o glaa S 51 S JM}?QT‘JQTC_,'@: ey oo
31 osbite (0¥ o 80 (3Tl i) ol aSlis L Laosls caasbol ol a0l olesinge
L oMbl 0L o) 45 ol Lol sl oS frsue (sla Kim bl 5 (gl oM 5800
Brown,) ((.A.;S@CE.S cu.ijﬁz Oyl b el sloul (9 |y SNl LQLAW 5 Shes
lamal o 55 Loy Laesls JLasil 5 ol sliab 4 K1 48]0l o 455 L (Tullos, 2012
Al o oS Jrsue (gL Kam Ll 31 4580 c(Kilovaty, 2016, p. 116) (Cusl 0 (555,
el sy ol G Sl e sladel

LS o oLl laptn L La bl das L 4 (Sl slacs- L) 2 as|
LA L sled o 1972 (oloz| (Sl slasShas Lo (sl [y Ladl oy S oS
33 ciylaS s ((Myjer, 2015, p. 287-290) L1s g dmalm (6l (Slos Il (g ,das- |, OF
bl (83,51 ¢ s o el did cital ¢ cages 5 (T53 Dlads (sla psu Ol
General Assembly of the United) 40,8, o 1135 53 Sl slassw Olszea |y SSL 5 b
4.;_.=3T)'| PmPES éuwﬁ;\g eS| = «JL> = L .(Nations, 2003; Tsagourias, 2012, p. 231
Roscini, 2014, p. 56; Focarelli, 2015, p.) 3|45 5525 cdans oo bSCt5 1y (Sl glacsLu o
ISl Sl slacs b s (Sl i o il 511 355 i s ncdss 21510268
23 e 9 IS o0 olalia |y Sl gla ian 51w gb acdys LS e SUsssl cdas o
s el Slelid e ) Sl lacsLup)  ise o 51

Kbl S A sl (Sl G 3,505) o ity ol 3l o6 o ol b
S 2l 45T S o gy el el (S0 LTl ( (Ko i Ol
el ads o Jrsen S Simr b 535 o 40 LD 48 dins ol 50 p
(Gl Bilols Lol 3,48y 1 Sz el £8s Ol s8OSl
L 215 395 (Sl (S SLlir 1555 Gl S14ien) 5 (apes i o iege Ol
S 3 Il (K by SO Suta 8148l O o ot ol 23 (s



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

3L s o ! S ST il (glodaSLsS Jale cdil Sl il
iz i 5555 4 Jrag Olsio s 558l Kbl (plaled oo (St pygie
5 Sl gl goslas O Lop (Ll s ptoasiy Jliw 0 fnl gl 35
Laol ol ot s latngs ¢ Sl (Slas L S foses sl Kam by 51 5L, T
e (Sl (S Sl 585 ol bys (6508 ras ¢ e 5 05 13l Lo )50
FREVSS NG L PUE NI ESY 7R HES U BV PUPIPRUENE HEN By SWCESD
A b 3l o Ll 5 355 5513y Sl (slacs L S fosn sLa KL,
Garie sollas Slial Olsie s 5655 3,5 L (gl Sl lac sl (A5 4 by s
sl ade oS frsee (slacinrbl) o Sty L (63,00 3531 1o 2n

R JUW Y PE ;L@....a.:f L;.lebﬁ ng_&.:fdl‘,.fs 35 QJL?-

Pl Gedluy; y saiS Jike glaixbl ,6T.)
5Ll o 51yt Sl slacs by sy S UT 3ol anl bt gl
Sl by Goslas sl Sl Glacs-Lugy 5,Shae 53 s Sils coale 5
% e 3338 o0 (6383 o 8 5 Ligyl GipaS ez Jlo Olsjls sliwl )3 Sl

b o o)Ll el i ol frsue (sla Kbl 51 3 LT

Sl bl daolas )

sloulh 8)Lys |y (glasliakd (Yool JLuw y3 deze o Olojlun (AgeE poes PRUN Cla_w).a
Lty ool 45 (St Sl slacsLusj 5l cblis 5 (gpmlo ool Slgs Kon s
(s s o (5531 a5 Ul ddghn 4 Lages Sl gl s L) 4S50 50 5
bl 5 2 ME sles as o ol (S S Syl o 5 (SO Slads (s 5
2548 20 48T el 03903 5 e pntom dslindad e B g ol il by ((cages
General Assembly of the United Na-) (3,5 dalss meas |y 395 Sl SVl gaesLa;
"(EPCIP) sl slaesLuy; 5l wblas gl ly 355 4l 5 Lgyl &slesl tions, 2003

sasbop)jl e blis coga 355 Gla i o (isvams Gl (smler Oles

4. European Programme for Critical Infrastructure Protection

1Po



1Pl

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

slaesLusj olw <Ol 3 5 (European Union, 2006) w! 0wy (o gu 40 Lgyl )y Sk
Slacabu) o pss 350 48 355 o0 5B 1oles byl (Sl glacsbu) s e Sl
S Bl 0T A L sl a8 S e il pae (slayssS s w3l Sl
Loyl (Sl aasbogs cand 5 (plolid Jondlsis . oils dalss siae )5iS 55 Sl
o Sl Sl I e 93 55 Yook e "0l Sl bili 350 0 5Ls L)l s
5 GE 5 i (B 31 sl 13,8 53 b i) i G a 4SS e g |y
(el (G a8 5 sls glaanll e o o oy egloslor Jaig Jom) s Ja ¢
(st o Oy oy o gd sl 4zl L (Buropean Union, 2008, Annex Iy (,3L 5 o=y 9
315 58563 bl el St sl - Las | (il 39U

Sl sbesLoy; sl cblis) jogres s l) Gladls Loyl OgneS cYoof Jlu 55
a8 3 (Sl sl L 5l (rsgd Jols 4575, sl (e L oyl
Jolo a8 ola i commygd ool bl s o sgdmee byl Sl slaesLa ;g
SOl Y g5l s 5 Slaals ) 5l Lloyle clish o Sk slesLa;
o 1 laaSs 5 bl Ol ¢ i (S s Dol [2e) LMl (555l
fedldg g cdlw jlaadle laslg 4o by e lacslu s F o Il joal ¥ (s 2ol
s A € s oV (a5 akamd ¢ g3lwe i3 i :dlie 1) ST F s dis L0
.(European Union, 2004, p. 4) eS8 ¢S las gLa¥IS [y Ja 5 (51655

Sl s le) josas o)) cilises 5lasSCsy 0Ly (b 5 s odmeze L
st Jols Sl sl ol J= 55 (Roscini, 2014, p. 56) cewl 63,57 3L
(bl ¥ ¢ gylo Olgd Y ¢ plad N tades lodg b 0 Sk B 0spLs
(3l A ol el Slads LV tples xaiw o80L L tlad 0 8 Sk Sl ¥
fssns Dl g ol Y ¢ ey CMgd I £g5)slaS g e e ¢ Sl leds.4
(s Jo (sl ailel A0 tladilorus 5 3lse ¢ glatun (slaysSTy NP coledbl (g yslis. Y

.(US White House, 2013) oMol 5 o slawlel 17

5. Directive on the Identification and Designation of European Critical Infrastructures and the Assessment of the Need to
Improve Their Protection

6. Critical Infrastructure Protection in the Fight against Terrorism



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

ey dwasaS el eSS Slulialy Sl el 5l i 63l asl s
s slacdlas ccdss olhd lacJlad) oS ) s p oS Jd
(o el D) amsls 5 ebilis LY §(Oo Lo 5 Liad ¢ SLiad slacIlas cedys
Syl 5 (s 5 srom LMl (65,50 oo laz| 5 s5Lasl (Lo _isu ¥ (10 s
«(Delerue, 2020, p. 301) (Cninz 5 Slo ¢ 33 fom ¢ Sig2SJ|

Ly g8 48" dns oo 0L e SHIVL 5 48T sl sla jisw slacawgd 5 Il am
3l St glacsbugy ol 5 G pnd Gl b (Solize las Sy 5 oy
ba Sl (Sl Sl Ls SIS i s ags ol At a A s
S Sl b3 sist omlpl 5 03 Al ILD Ll 5 bailalu 4 ol
Sl La s 5l (slassama,ss lasetia (Shackelford, 2009, p. 199) 45 du ] oS frsen
Olsiet 33,5 0 by slaolly sbabln 5 Ls 4 jols jyba o5 Sl
baos Sl Sl glacslujaes o aslis M Sl Sledbl glaesLay)
oLy L el ¢ ol cod o (gd yobas a0l 53 M-t a8 WSl glably sbaaslala
~ -(European Union, 2009) 3,148 e 315 sLuassl b wdgs 350 3, Shes U 0lutig g (s3Luasdl
OlsSen b spShe (glas L S Jsun (Lo Kby ol 53 (s L3 ¢ bl o
S L o Cislins Coenl olfoT@@y ol sl ayy 88 gl (63,8l Covanl gDyl
Sl il e 53 S bl ol 55 (Sl el (il 45 355 4l
Wyl S Lol o Sl besluy; a8 glaobl gbaSlcs s bable gpdcwal s
S lheslag 3ps 48 Glaibl shas s babile gudioal s g5l s

Sl S Lap) oS i slaSizbly BT.1-¥
Gl s Slhes 53 J5-105 48" ol 0313 Olts card B8 Las s 3 Calises (glasly,
Olist Sl Sl Sk ol o S ST sl Losas Sl
e Joezo 93 8 Ol S 5 siwl Yook 5 Yoo¥ (sladlu ;s Codpn . dsl oollis &

secteurs) SAIV) « (Sl (sla 25w 5 ((operateur d importance vitale) OIV) 4 (Sl slacs-Lups i il 55V
395 0 4ex- 5 ((d'activités d'importance vitale

8. critical information infrastructures (CII)

137



1Pw

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

Mill=) 3, e 51 LaOF (53 (lacolniy 48 bl "ads Sim il (st (L
s 3 AU Sde sl |y o)l LU bylas « gl 3y5e 55 5 (er, 2014, p. 222-224
(Conds= bl (Sslo) D ol (5SCan 4 81 Bussolati, 2015, p. 102) 3,8 7L
slol Chlaze (Ko (sLa gy L il o0 457 oy 55 L plin 55 sial 5 Oliem S
o 0lej 408 55 ez La i by 4 didizne 5 oo a5 a0 et o o 308
5 S5 .(Ophardt, 2010, p. 10) LS 3ol 0l 55 |y (5, 50005 dlse Al o g Ligdh oo
Sesloy)susa g odss Sl claeslayjaS colesls o Srlw sl i
e 33 by sl Olis g G cazesti 53 5 36 oy Ol 5 bl 4 Loso
sk S Y Dl s gl STl Izl Las (Jlte jyboas ool 0313 1,5 las-
Odl 5 L s1,SLl for S ol Sl et DSl e Sleys leds
Yoooo L gid o omie 4575,S gals o Slays lods Olejlw Ae 31 e 55 1y La g alS”
Oliyloy gty 03 5 it 21Ty 6 0 ot s ppamn (St Ly Poo b Sy 3y
Solraiol 390 ot o Sty 0 530 Doy 5 ks Gymite ol s 31 La ¥yl
SOlkas (6305 313 1855 58 Jsb 53 ¢Sk iged (sl (Hem, 2017) (535,503
S 5 st s sbac e ( Sip 5STe ade ey sU Sl (la pneS 5 (g b
oo 53 Ohlew (St resls Lasllas ool ocanl sl Ll Sl il Ol
Ladle 20 53 laditne) 5 ol p3ra b el SLMbI jLasi jf mile cosls 515 s
(ol asls adslko (O 328 5 ugrms b 550 85500 (510 oY Sl 5 Sip SIS
.(Milanovic, Schmitt, 2020, p. 1)
IS Bdaly Sl el aS el frses (ol slacbles 31,505 (sLadised
Slarwa @\fjfg 4 ados 5 YOO poolws 53 olSel 3 s o ades 5l leyle as e
U S i B onlad ol Olaslgn eyl y90 53 s S5 4SOk YoM jualius 53 i
LT oS sl 51,3 3 s (61458 [y LT 5 sl a8l 53 sl ol Aol i
a Srmge cOL SIS Lnole 5 4875t oomga 5 sl o Gl Laygill 5 ol 31 (sLaolejd

9. Distributed Denial of Service (DDoS)
10. WannaCry
11. UK’s National Health Service (NHS)



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Ol s an 1y e glalis T 6093 Vs > (Zetter, 2016) LS S s Oygoas )y
& Sl 6)}TC“-? Sk oy 53 5 (ragos, 2019) Coblobi 353 o551 613,00, 5 U8
14t Dl ade 3 nS ) S LS5 5 3950 55 1 53 .(Porup, 2019) dwsy oo s
ol 232 L Lol et 3y ol 1 S et 40 (S5 ol et Yobo Jl 53 Ol 55 2o
oS Jrsen (gL SiamLly Lials ol (gladluys b gmmgs o6 S5 Eoel yySThe oM am
sl 0355 e S lin 350 470N g 1 52 4 Ol oo 45 sl abls b8l 55 0Ll e
Slamas 5 25 Sluguls ade Viper 5 FlameDuku lasbly sla_wgyos b Sl 13,5 oL
(25 SLaalSilr 5 g Bl i o (VA o0 0 o3 5 55 WA I 53 Ol
33 ol 3Lyl 5 i p plys Slols o o VFeY 5 Yoo gladlus 5l ys 2 gLaosysls
Sl 30 il 5 A a0 ada 905 Jisen |y 35SThe Cplig dase s odlnd gy aSTVFON (a3
L) gt 4 ades 958 sliwl o Oloslu s a0 ade VA0 Jluw 5135 53 Ol
Slassame ysSTe CMax . 95 Colucg 5| By 40 adas 9 VP L 55 Olg5 (613,45
S3le s (o mgi B Shlas 31l (sl ol B oS 8 S ol (gl S
e Sl ool 4l y 5y 2SOl g paes 4 o colezal o S0bon L
Sl Og8lisy ot o 5 Sl A 5l Sl (gl L) o S oS o
Sl 3 i gn Fimie DT oy a5 iy Sl Sl Ly s el o
b0 ity (T s 5 LML (558 40 Lo )l
Gl SLasbles Gludl dojn josas 53 355 853 e oo (Ml dzaS
e slacas,s (Morgan, 2014) Wil o zol 5o b 51 ol (glias (suelas iy aS 5,5 o)Ll
Jaze oz ) a8 das o ldin 5 ol 0303 iolidl |y Sl lacsbu sy ade (gmln
Gisel, Olejnik, 2019,) (358 ol oz lg5 (gl Sldas SOl e L Ol 4 Ll oo
53l el (653l S Oles oo Gl Jlimess (sLis 53 a8 il ol oLl (. 14-15
Sliab ys olions3 (clmosls 5 Sjb il I g_"mdu@w;\ LM L;,}T@?
Lubin, 2021, p.) dsb S35 5155 (5l g i cOlde (gl L1550 45735 y55 (50
L o (st Sl il oo Sl (Sl Lang 848 Jisee (a i bly  polol ol 4

g o3l 15 Lo gl = RG> Chrial g gaded glaesls 4o &y K

IPE



(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

S e Ly S Jideo glaKi by jf (il (N2 el £999 sl byl .Y
e
2348 ol S slalbe 5 Slhyie o i Hall Godim Gy ¢ S otlir
3 Sl diw AF 33Le b 3ollas (Y1) o FF (it su35) 3,15, oo iyt dilolins Silano s
Gy 1 el sl a (Koo Sl Wil o (bl SLll dhsts oSGl DLl
G 31 (slokeld Ot 5oty OLej 53 45 (S cusd SLa gy s Lyl 2 ailondins sl
ol iz (P9 o WY o 01,503 5 Ol 3ioee) 33,5 o Jlesl celilodis ypline 50
flmg syt B 55 03,0u8 Clanil s sla g5l 5l 3L 0ASim (glaosed y5 olas
Ol sl DLtdlie 7 b g 5 (W0 W40 aSlb 20 Lol 0 (32 (Mol
S s S oz 48Tl 4 amm g L (oo FAF cosli i) ol 0t ) s 0L i
Dby f 5 OFF o OWAA ¢ 10h5) 358 oo dtadls Ml o Dliwgs i g 25 camy
(s2bioe (s gy o S i 33 (sl el Blims syt By Aol (sl ol
S ol @j,),.la'.u;l.x;ﬂ\\ef‘\\%\‘gljif;, elS) ol il ol 535 2xs
S S E YT S e UPTCIUN FP-SYYOvZRp-ow D¢ - DU R SNZ P @ijbl.bfi&jadgdﬂu
Dloeds ool £33 BloaTe plion byt Oyt Yyl sy e 53 a5 oo
G 3 Sl el dasline 1025 K58 Ll t08 ny n Kib G b 3l
(e O Lale 5 38515 (59T e S (Sl Loy S Josn (sLa KL,
5 iyl il Laslive S5 (gl oS s (sLa Kb

Syl Bilorduns dowolbiro Lkl \-¥

Sl Ypans A5 sl b 3 "l sy (sl Ml S 08515 Ty
Sy Sl wiloeks daolse) 358 o0 sl ol s e Bloeds danolsen Ciy a5
ICTY) (o dsl ails 359 aslochns 595 du Jowss ((Madl o 3)l50 53) Lacdys oo 4S 3505
s s sian ()35) Llewl dmze Jlo Ol jpte 5 o813 Mal s Olgs .(Rep, 1995, p. 70
$lgyn ki Sl lalial i 9 103 S e ly deze o ysize Y Esle F s 55
85 42 Juss Olyio s 057 i L g5 40 Junsd Lo 0155 48T sl ol blzal Ol 355 - o

12. International Criminal Tribunal for the former Yugoslavia (ICTY)

13. Tedic’



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

51 48 3505 y,e Olsw3 98 A5 80, 53 Wt ol ot aLid Lo s Loy
e |y O Lal el SUT oS i SUT sla il s Lilo s Koo gla osS
«Oliisus 31 5 (ICTRep, 1949, p.35) 3,50 Cheno g5 0T 4o dodgd U 595 4 Jouss Cas giam
O’Connell, 2013,) LS o ke il 355 51 colam (gl J¥uzal Olyzeas 1y 5,505 o
Ko oy 53 Mo CLcids GgacaS Lows (615 Uslows ool .(p. 102-105
45 o3le 555 ole3 Jold 555 40 sl Copion) 13,5 0Ly 45 e 55 Ol 8 e
Max Planck Institute for Comparative Public Law) (345 0 ¢39) oo 51,8 Sl Sleul St 5
1S 4 o Lol Oliies 51,805 (3 ¢ Jolie 53 Lia s (and International Law, 2009, p. 242
$5le F U $35ome 3 () an (I (Sla fsi) O Litane 5 2510 39 (Slailim] i
.(Ruys, 2014, p. 159-210; Hoogh, 2009) J_S_s 3, 1y ¥
5 0Ll sl 4z sl gy (Ml debic@lye oS (ol 5o iile by o (22
bl ool e e 55 oS Joll Bsi Jsol (tlo Sl 25 Olieon Ll 8
\Fo) cOlj.ifsj L) wfub;-)lfs D> ddoy 3pd o U re 3 @T;
Blew s oy o 3 S el dalys (S iy 3yt G Ol 25 (oo
ol 0 o ae ilise DS (e Sl 3 555 4 Jrags 5 ailomdns Lol 643
35 oo oS dlhns daolses 4 bw ax 53 (6ol Gladem aSTpl o ol | > o
G Lol 55 yepie (sla sy 3l SO (VYo AV ( I ¢ lisy) ol 0 dlis ol
SIPA 8Ll 5 e d3ens SN EAel .l T JB il Re A j3 el Bl gy g
Srzlw slacdbad (ol a5 s 4SS 0 0Ll 55 o JU Ol i £9° d5eis
205 ool 09l 0956 4SS s Les! 585 el S (2 ) ¥ dsle F s ol s
Osbae ool (g1, .(Schmitt, 2013, p. 47-52; Schmitt & Vihul, 2017, p. 333-337) 3,15 3929 o g2

Bgid>) gg.«?-‘)_v Bl n..\_:JSJ.:): (S yyba s sl ol 60&;&&-)4 (.Sb Gsd oy 4o I Oy e A Y
J,.«S(.LM\J..: dw)kbjbdj—bj(gflﬁwu f\gﬂmu)yﬁdﬁ)\)”@&nffrfbw\

oo anliod 53 Ml Slewss s od b sl laolbies Gyi> Olsie s a5 aillns uww)wu)
sl YAV 5 YO gladlu 53 5 asend 53 55 =J_V>J§L5J,')CJ19L}.LJIJJ G- Oliioes 5 lanasens aST]) dicw ol .ol
Lo Mol G o s e .ol ¢ fdu&¢u>yfffu,dﬁj»5u)wéﬂduzu,.x_.ﬂ
olles s S OL.ALM)lS)lJ_:@Ma 23S g aSYAV Lo s £33 Bend 33100 o0 (Spol K STy
Jdlns B 058 (Sl 5 395, o0 ailoelins Slanolies ) T 02 B s e 0 e yebar gl

sl ods Sluyigyn cl.a Oley 53 ol slacdlad o S

IPg



1%

(YY §)las WFF el 5 e ¥ 3590) /(j_’) o]

$
Gl Sldas SO LTaSTpl and 6l |y tomwdctd Sless tolajl o JB Ol he diw
gt o L 358 0 Cigmms wilonlns Laolins Sliwl 0 Joly 5 )55 40 Juss ol
(bl Sus 55 (65 e (sLaylns 5 Laslpion |y Lall Ol S tiagsy 50 45 LS 0
J=3 3yl il el 5lass sl ol (TAA=YAV o 1F0) 0,505 5 Oz (ims) Ll aas] s
S5l B (0350 Tl o) D39 ool e 0397 aions e gb Pe A
Olea 51 (el cgtin 5 s w5 line elas Teprils callas coale el 0350
bl Pl B gl Lol )5 (i Codpde (DS Slewh Hlire ¢y5STe (sLaylins
Lle o BL 457 (55lime Lgn a8 el ol 4 i 05 Hloas s Cimias L
Lol el e i 53 et s (i 5 Lona (Silver, 2002, p. 89-92) (el o
Sl ) as s b e cbadals 5 (ol Oldes sladels Ol aslie 1 iz
pihs tdsll s amg L 4SS 0 Olo b Ol e A £33 B $a0dels Gbote ol
i ol (o7 ol ol oletely sbls Jlasl ¢ ole o6 LT Las!
Slles L 0T D515 eliie 48T (Sl g (s oo (L 555 o Jossi Olpieas edlseal L
(Schmitt & Vihul, 2017, p. 330) (Al duwslis |55 cdy g0 595 4 Jos clu @ 4S5 (Gylu,.s
o o Bleal 31l U a3l s (S5d ol als  ladalo 4SS 0 o)Ll
T osSe A Dby e 55 35 o ai>Me 4SO (Schmitt & Vihul, 2017, p. 334) diS oo

ol )l o dis 98 o james 39ginll Ohlus 4 e aST (6 le Slles 4 (gloy Ll

S a5l b ol Bomys 5 315 353 el slos ol N0

ediyls b Ladaly o566 48 (bl 3l e Ol el ol Gl £335 5 (gl Slor o 0Ly s 18
Ailald drly 55 4 Josi Olgie ol Jlaz!

sl gy (ol 5 cde daly 815058 o b5l el b s 5 (gl Sllas oy sl" L3yl e ol WY
S a0l 555 40 Jowss Olse a2yl Ol

el 5 el role Slles a2 .S o Dbl Gia 35 pe8S CoaS (285 L 30 Olis )lma ol A
sl SOl 55 a0 s Ol Sldas lulis oSGl

@ Jows Olse s olalid ol sl plalid 5 o i 2B role Ollee Ol aS jur oo wlal ol 5
el ol g

1595 4z s Olyrea Ciross Szt B aiS e oslinal ollas Oldos 5 gpmln Oldas g a5l Lne ol Yo
eas ol

e iy 55 40 Jonss Olro s (b)) e dhs Bl S35 g ool o a3 Slikes 505 Koo
JHadlops g LalBl 31 (6,505 slaatos @ dilg oo (Spmls llas LTaS ol b5yl ol JLis a0 jLoms oyl YY
.,?Q:ju@fmbofdubwb&u



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

b et K55 OLalitylS sl a8 390 Dltad 55000 Oyt L5 coyLal o
iy o Blobns 555 40 Junss 35 (gl Y Dliwl 4 oS e (gl gaslles
L (Sl 255 42 Joug o33 Ol ps 1 0155 1 3L pus a0l o3 L ¢ 65005
55 i 3,00y 4 b or S s oS frtn (gl (sl Lkae 1 3Lzl
Slee SG (il 53 (S SUT o a8 s gz ;80 55 (gl sLaslas )
P4 blecd 8ol i (s 3 a8l s 0 Sl 35 4 Jms? Olpio s (gl
295 4 s Olgie & A5 o 0 fisen (G pl slaollas 45Tl Jlaz>| ol o
GUT 0350 Lt B) Jale i 55 O ol yls ol 5 e clipds b dipd g
Sl Lo 55 355 5 baygm 03,5 Jladd cLnosls 53 Il as O Jod a8 conl sl S
h ool slome ool Al on 05l ys by 45 055 0 o)L (e Jlad Olpie s ailes
das o 0lis edsls ol IS e (Il ool L (Schmittand Vihul, 2017, p. 335) AxS 6351
Sl 035 o SN ot L ST Sldas L 352l Sl obls 40 e gl 45
a5 L Ol LLa ) 3,800y ol iy 23,87 (A5 595 4 s ) OF Ols 45730 il 1
S lise Olyie s o Mol Bliss o Bpiom (ilsh 51 (6l 45 (Sl 457 bl S5 ool
S 2l 3 aeo e 4S5 midblypeal (il oo (s 5 (U Dl e A (Sa ks
Slyrie diw OLalidylS 05,8 48" Slej 55 sl a5 OLLE (ptoen s & Sz 5l
laad 3 (Mol By s, d God 5 Slanoliie Godm CoeyS 4 bs o il (I
5 el 3ps Jlasws Gl oy 3550 45 S gl U3 S o ey ) mls
S35y ok (35S (S 5 (A4S Ay a0 S Jiss (Gl SlaUles

1S ol ool o slgtn | Gy (6,5 sLaospal s 457505 gy SG
b s> ool 5 8L go (ST EIT & b Slbes Lonsi 55 olislon| Sz ST
etiie Y 3Le F Ut Jsard oo s I 5UiSBlo) (6l Olkas s 1,5 36 s
Sl KLy 0ls5 o Hline ol L 45  (Roscini, 2014, p. 55) <38 dalgs 1,5 Aoz o
gad Al 5 SThe isL—MTclu,; Sl sl 8uiS fisee

GLacolam oy 55 3550 S 18550 Oliizes Lowss VoY) Jlw 55 BN gy SO

IPA



1¥9

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

3Se3 (oTwl—u-"ﬁ .""(Akande & Hollis, 2020) d slgr s ol (slaad 5> |l o Fsd>
Sl 36 6ol slalhes Lo ¥ ésle F s i 0Kl «(g ol Slkas LUT
ialsl ys a8 ol o3 Olea sl 5 (Hollis & Benthem, 2021y 3,-8 o odusb |y ols
) 29) o= S0 o3ty o
QTua}-n.aJ'-)b ‘65\'3’ L;bag,;-L...«ﬁ) é.,\.....f‘_}:w L;Lﬂbg_i&\fb upyb).) ‘J:""Aﬁjﬁ U‘f‘
Sl GBSy SS i gl Kibly 5K, 31 (g pmle Ailorbus dowolbro . Y-¥
ot L 335 0 s Uynts Ko by S LTS s o I Bias 5,055 2 i2n
9) MJ.»'}}' S gloe C,..@.d.é).) .a\..ﬂ)LsaJ..]aa “ .AJ‘JLS;M_) "'LSLS" .>L>=3‘ ASLSS‘AJTJMLLA‘
! 6l U esgs gyl ,UT syl L)jS o3litul 3yg0 Oloedns 457 5100 399 y9 0
oPsa> 33 U Ol diw  SLalid 5 (WA o ¥4 ¢ o 4228) LSL o dd axs-Lu ol
8525 LS5 15 Il ol e i 48Tl a0 cslio b onl 2o ol diajls caesls s S|
Joole 35,503 g 315 asls Ciglame ) a0 s L2 Ls Olpie o (oldh fle o1y 395
(3l Sl ie A 0 e L Ols5 o 2 loled o Jakons (pmmn el (514554 1y )sSThe
325 3l S glacsLays é.x.;.-fJ:;'m ‘_;La&;?-\:,l) O_”,;Tob,y slbrlo Lasys L
S e i b i S 55 sl 5485 5 (DB Jloma
St el ade oS Juss sla K bly 18551 a8l o Lz ¢ puiman
el aSTpl o colie U odls ol Uosspd als (i jlms ise G2 Ul o0
358 ololid (ol 95 0 Jouss Olsretr S bly SO aSTpl o ol o Kan 55 ol
i o Pl S Lo ade o Jusue sla K bl S5 4K 30 s
i 4 sdme e DT L Sl bl SG bt ppbay iy o0 5 4 55 4
Lo 395 03 1555, Duncan Hollis s Dapo Akande _ia ¢ Jladl o s ims Olikoes Jausi 45 35008859, YT

Madlern Goim Slie Jlasl 53 505 5,5 mmeie 1l SO ool 5 ol (53550 (S5l asmlez slonl Jo codbge
c,_.»lﬁL.» 61-«.03)3




e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

SN il SO 5 Shee (61 L il (Sl Sl s L) SG ol fesve
(35b gp 4 Lh 95 a0 Jangs Olyie s 3L Jlaz| o 5sSThe S Ly sl (g5, Sl
48" Sy <(Roscini, 2016, p. 245) A o 3lam) Mims D131 Lo STl oy e
i 4S A e L3 Ol Sl by SO Lel S e sloul (SO ol
e L sh 4 o Ol Slioe (SLalid 1o (gl oSl i S (ks
Lis Kbl S e oKy 5 355 oo 4l 535 0 Jronss Jarl 8 oo Lagos el sl o O
sl 4l (gl i sype )t Sl SlaciLugs o aS LS sl (Spd e L
((Roscini, 2014, p. 58) 555 il 455 40 s ol s domly Sim Ly ool 45" ol ms
Gl Dlkes S oS cilinn (ol 0 (Sl lacs L) 1ol GBSl
L 631051 Oles 4 15 e ¢S gn Jlab e |y o Sl (sla i Luys 45 oS Jess
ROWFRCHECNNE P G TR PRSI SN PLRE IS CEEA
531 OF IVl sl byl ¢ K5 Sl 1 oI5 Ol e A 5505 ¢ wloal sl
O S ot (Gl Dol Lanslins S sloml Ay 45 (i Sl L LS
DB Sdal e SISl glacs L 48 o0dS rive sla Kby 5l azws
Sl g S Jsea |y 5088 O dasl 40 (6970 lads Lyl cdomats 53 5 dins oo
Crmoler 53 bl Soda il Lol Sl S 69 (Lipd o0 Cims anal o a3
A s e ol 53 L s |y ool y elax o 3100w glaaul ( asLi ol
SEMIL Sl lacsbop) ol i amsi b oS sy o i 4 clily ol 55 0088
Ll oo oS Jrsen S bly b 51 a0l 53 03,08 ISaslslowl 588 S
o Ls o gede 5 page LS 5 (Db a3 Ls Sl Lo Ol s Nitne
P PTIW

e KLl B sl ol il Ol el (S ST Slacde 51 S
e 5 2Lil Soleds s Al S ol Ol Sl Slacs L 34 Jrss
dey o A5 s aS ol Il 5 ol a6 UT i i (6l i jlme 59
A e LIl ol 0l 5o (S ST sl 5,80 50 sl Kbl 53 Yyl
by S8 T slod G50 O3 a5 5 355 0513 40 o Ol ;K0 55 S bly SO

1Mo



11

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

Szl Slhos QG e yybas . cails g5 4 Jogs 3 Sl o a3 La Olie s
S B il Al e 45 805 0588 )3 diaign ol 58 ST e
b Ll anails 55 4 Jss Oy o s (398 0 23S (B (G550 13 Ay
to 55 ] Eo b g5 48T (g polu Dl SO aS el 15 0T 1 55 o J ol e i
SRt (535 gos grenimen Mol e Dloelne Lanolies Lagyd 358 39ome o b ool
shoul 5 g (e Cymlgm 435 b bly 51 8 53 (& Vihul, 2017, p. 383-384
(bl o el 555 g 355 53 5lome Olsieas Ol gas |y S9dmn (S50 ,UT
G bty ;8050 Sl Kbl 51 5S0500 HUT Lol Lelill 48Tl clis L
Slowl poke Gty OlsS god 1 oS Jesen (oKL 53 €355 od 4l 555 42 s
Sl Kbl ol o Ll 3503 131 535 a5 Jouss G poks 4 oS (S ST
S admaes he | (e 4 e LI 0 555 4o s Olyio s oS i
i g e 48 ol Il 3 ol o dlal el G 4 bog e Slyde o3 Lao
e L el azlpe i 035 L (SO S UT sl pde ot SISl i
Sl Ol S Jsea by Guks 553751 s 5 13 DLl plas sl oo 3Ll
2558 (S (glac sl 5 ils S arlyn  laas U 1y Couks 5p287 (Lol plLis
o sbeul 4 asuilse L(Barkham, 2001, p. 91) US55l NI K osba ) Gua
el dzmgn ¢ S50 Ul sl pe s 1 Uy Ol g by oo 5538 55 a0l
Ll (mbssl (ST (a8 slome 395 poke Gty oS Jisne sLa i bly 03903 2yl
SLaysos Ll s )sShe SLacKinr bl oS ol amgols o 53 55 4 s i 3
e 40 L0l 0 ctdujlym 5 A 515 adds g0 by Hedlonm cotal 5 ks ¢ 3100
O Sokr 4T ol Hlos Gy o ki ommpe Lt ¢ 58 5Lomn 355 oo
pSie e I3 s e el OB G s e Hdli cotel 5 ko ppeias
S i bly S0 Lot 53 555 4 s et Sl (oylons e L 487 10T
0 Olyon A el s slaly 53 LB 3005 (Sl a0l 35 31 015 or co S s
aild sy Madl o dsbcidlys a5 ol s O ol a8 5,8 sl 35 puiyle by
S 534S Ml Goi Jso! (ctloa slsd o5 Olizman Oleellaid 5 OLalls il



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Ll b8 dinlys 15 el ) oy oo 86 gmer 3,5 31 anil s sl ol o) e
shome ol B 55 55 a0 s Ol 80 500 sla Kby ol 457 3800
Sl 255 4 Jnst 33 (Sl (6505 SLaylonn cazd § 15 sLasil 3y ¢ Ssd LT sl
el ol g

oD las o 31 (So58 Dhlud sl s ol ¢ Ml (6,25 B ol 5o
Lol Ol a5 sl 0ds Ee b pynge paed ol 5 ol Lo JStn 0 e Y3 40 (gl
30355 Lzt S 8SOLy cpioge ) posas 53 5 Slie b (S 5,8
Lacdss o3 old oyl aSTlim «aS 0T U el o glozlslowl Cmpe 5 0586
lasles 81 48 S o ¥zl 5 UlesS 3L 1y Catlsus o805 (Ol diaio il
= G L Lo |y iy el 57l s 515751001 g oS Jesn (5l
Roscini, 2014,) Losb g5 40 s (slins 40 b s 13 31 i Sl slacsLus
So 4SS o 3y ) O o auslp cdLis Olsie 4 (p. 245; Ziolkowski, 2010, p. 73-75
o5 oV 3 5 (05 4Lt 35 0 Jounsd Olyie s s (S05b D3 05 (gl Slas
el K (ol Sldes SO ¢ So5b Sl OLE 530 148 sl 03,5 Colax
Conle s Sldes Lace Al collas 0lej 53 oSl Lald e s daze slayline bl
Coale b Sllas a5 350 b (only D31 355 Olis (ol b (allsd) Slkes S
-(Ministry of the Armies, 2019, p. 7) (353 45 595 4o Jowss ¢ L3 )90 CSa

el (SLas 4573573 D155 aih 48 el 03,57 0L [ Bl (ol ks el s bowy
Letter) (355 A5 535 4 Jorgs Olpis s Lol 58 e Sk sl (3Ll by o 1,56 L
from the Minister of Foreign Affairs to the President of the House of Representatives on the International
sbeslo; thdjz ¢L;l§”_b4g .(Legal Order in Cyberspace, Appendix, 2019, p. 4
S 13 e Sl omn 53 it 5 313 sl SLiab @ (g Sl a0
le ¥ ity paler 5355 0 Jeusi s ol b Gl o 08 8 )1 ol Lanb
farta 163 G 4 il U (VY o FAF  gllloesd faal oaal) gl Ol 45 deze o gt ¥
L OT L o Atk s 48T ol lol e s L (YoF o (FAF (s sliny £ 516S) gl Jne
Lo s 13 Coa il o s IS (gl e 81 ol i€ 48 azby i

153



193

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

Slade Olyze s 313 5L S A1 L Ui dsle bl Ll plons 511 eJgs S
L o b gt s o oty S a8 358 o0 el olplo 5 05 o (AL Wilouds
-(Bijleveld, 2018) (L& azils ¢y55 4 fowss

99 M8 0ssS g b 534S Sloys Sl el 4 s date Mo ieen
slol LT a8l oy sl 5 oS frsen (slacKim by oale §L55 0)Lgs slacoms ol
O g s s s L ol (S058 CBlse dij s a0l Lass ilolus dano s
s L Ol ol 33 gy 1l e 5 (6Saen ot s 4 4T S ditne
Lol ey slacadle glacslu,j 457l (slodisS Jasen sla S bly B Lyl (08
) 148 Gl o J¥Uzal LS Cao g diloelns daoee Olgisa s o 518 Lo |y
(35 03 o 5 4 B IS8 0 L S e Joans |y S Ol G oS SLles
o Jows Olgie s Ll oo Lacdgs Loy (dS 0 s ages Cdlw (659,00 LML
> NI Lol ot L bolusl Ol ao sonits %’:‘““ij‘g;”' 5 azuls H9)
(Milanovie & Schmitt, 2020, p. 12) (oo aks ke (315 ypboay Sligons b ol 3 S
P 33 5,8 (e 4S dad oo OLES aag Olasde g Lacdgs slaasdle! ol
39305 g somr il (SLiab 55 (i iz 5 &iloels Loslina sl 5 555 & Jousd
S Josen Lo S bl 1 (256 (St 5 Iz slacylod ol iy Soylisy oS
Bpd o Sl sleslagg

Wlorkd dowrlbro Dbl 31 53 el SNS_fieo (Sl bly w03 F-Y
Sl Ly b e (LaSiambly (5 (U3 ol o (g Lol (50
Sty Sl ol b S o 5308 535 4 Joasi BT 51 Lopamen 457305 31y SLm
.(Dinniss, 2012, p. 93-95) 53,5 s (515 wlorbns (glamslins 51 Sl slase 5 asla>
L Sl slacsba ade sl fosen (sla Kim by eSS0 il 48 ol (65 a) G
B e )5 0 ebls Ay e SOl Siis Sl b O 1 (glas games 1 oslizul
5 (e S L O30 & 5 O a0 aS (Lol gy (o) A L0V o P80 )

cdasld ol 53 4SS e ¥l 4 a5 ol il o e ol aaBae i 4 990 0 S

24. pin-prick theory



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

osbas Ll et ailble deolins dsinay 395 0 plonil oms Do 457 S0l 0
Ml Ol lisd b s dillins o= o b diloes daolbes ¢ cras
4S5S4 s ol i (sl b ol el ol b L B STHISCS 85,0 3 (5,285
IC) - b L9 AL (aloebns il o .C_.‘o.u,: C,.m‘ug‘m@}.m%;f e LT
g, 9 S 859, )3 |y aline 63,55 OlsS o opetzeen (Report, 1986, p. 119-120
.dCJReport, 2003, p. 191; ICJ Report, 2005, p. 223) 3L ;-5 ”U.‘s\f}l 4_:.1.9)_<5

Olayer ool o Kon Sl (slacibuny $ueS Josen sLaKimbly dals 5 5
o 53 edlie gl iy ST 0 0T LSTL 358 plawil Cidoses Slual 4 le
Oleser jobas cwoguas 9 935l iz YooV Jlu s Jerwl ade (gl slalles
ol Lasly gy mcamd & a3 ¢ gl ade L Kby sle s s ™ 81,5 ks
33 el odd LSS (gyole Olles i S Lol Il 3 da conbly U a0
Sl a8 Sl slacsLug) ade oKl 28Tl o odhe 35 d axs§ s
o o il S tins o JSCa5 ) ailoads (laamoline 5 AS o )38 55 4 s
Lo S5 53 La 0T Jdoms 5 i €552 bt ook e g3 G g dilomls
L sl a5yt (sl st 165 o sl Sl 3pmge oy LS ol e SuSS
agutomn 3,5 4S5 Las It gy ez a5 40 OlyS o0 a0l 53 48T londye (I o
.(Roscini, 2014, p. 110)

SRS SIS0 (S oSt Loga 53 Yool Jlw 3 (gn8als Malw Olyus
& foos Glac I b bse 95 au Jwss B osuas )3 1) 355 L;l) JLUE e
) m;c))y e UMJS‘ 4S U 0 0l ‘t.é‘) L) S R ETRY W IR PON I 0o
slzal 6 5KS gl Oliman (3ges 3ldals Sl Lo 5 8 15 55 LG Olyw

25. Oil Platforms case

26. Congo v. Uganda case
iaolins G Uiger 3.8 51,3 Lo 5 405 3y ooz L sl cppns oS Syl e (6,0l wllas. YV
JYa il (Yo04) 51.3,S arx-ls Matthew Sklerov ;15 an ol o ccidlies o803 Saalin (5l s il diloens
ade Yoo Jlu 3 (gl e a8 ol 4y 5 il danolies sty Syl ade glaKir Ll 45 1S
.b.,\.\_.ﬂ) Sl Glaaslsen ch_w 2 fgeres 53 4S8 501 (gl e 51 Salan (glasganes 3 (5lasses aTeav
8 e o 39 S 5390 O Sl sl lu s ke swl o UMJ\Q_@# aS I 53 Syl e
5390 810 e 518G a5 0dldyly ol 51 i Jlews LAQ\WJ_A.:L‘J;)M 45,8 15 )5 Wl daslies
NEHEEPPHEN WS SV ERY- P - BRI, e E250 Litkas

193



1 oA}

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

ko 05 ¢ x5 (LS 80550 5Ty )3 Olw> pwizman (ICT Report, 2003, p. 146) A
Sl 33 Olsss il 03,5 s, L Laslib gy pred L3 40 e i ol g 53 sl

) (iS5 e 13g 438 oS o Ol 55 Kol (515 Sukles pis 45 oL L yySTe

50T e bls sl s ade (Sbn Ve (gl adam (T ((2bys i
Sl s ()l Oldal gl aS o34 (Sl e sla 228) o lied o a8 ol
Cdyton Ldo Ly Wl e 2387 a3 )3 L 4SS o Ol b3 S oo e o S
g AL G el ade ailoelne il Aty Lasliug) ool 487 oy o 35 4 c03ll

Lo 0lsz Ly 5 sl 210 151 31 iy Sas Uolb ol biplasil S 30 S
dm By a5 5115 o a0l ol 55 st plos dlael 3 8 185 s e S
w38 3 i (gole M Jlazsl 3,28 515 edl gladlo 53 95 ol 535,85
L:A_fg,,nfub_’da (bl ol (Moo PRV (ol 1) (23,5 Al 15 bl 3500
Al 4 b 3 CE’) 0o 655 e ps b b 3355 Olss 40T 39
e b ol 51 s bl aSTpl Jlazs| 487 ol 0T 31 ST [T hlie Lal el 03505
(3303 o131 3,0 155 4y s O e 5 3505 A wilondne (glade Oly [y S8
sl 0 3y Olgmd Loy

Opzeen (5Ll i (Gow o.,\..zcé\) Sl D ogas 534S Conl ag5 OLLS
Gipe dmo s S 51 s oladels shls aS (lads gyl 4 psnge Do
(i ol s LS a5 Dloals dano s S Olsze s Ll Clua| (gl cdiloslu
S e ol e S5l ke 457 plsle 5 s S50 3,500 40 Sal Sl (g0
a2 Jos Lltots e 58001353 o A5 Ay Dilobs anslius 5 595 4 Jooss 5.

a5y 3L gpwlw Sl S luyw; .Y
Sl b s Kambly 53 Bun sype Sl Sl s-Lunss 5| (5l 40l 0 oo L
it (631308 50 0b 5 allsS (G130 330 o 45 L3 5,5, S L (5l Sl
ot 53 i LT ol o L callss Coale s cdanons G g )3 i o w3l



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Sl 53 S0 Sl 5l S dlpreas bail g i Ko ol g pe Lgpsds
o Sl Sl ssamse i i b allae ol 350 (Sl oL a0 eliSales
(ol SBlal Ol 8 a3 51l - San 55 5653 (S8 L saSt 5 Sl
3 gote ol COIal 3l oudasd oy iy o3 ST (Schmitt & viul, 2017, p. 445) g acs-is
Cinb 35 Jlasl aie) ool 53 555 SO padlssS as s Bl [, 5107 S5Le Y sy
ool Olal Olgze s clyls allis e coale Lulil 457 (g ol Sl (gl 31 oauns
Pl ATl 5 205 oo oLzl Laol 5148 gy dawlsas a0l dan 10 clignds o azs-lids Ears
Jsl SBloudl ST Y ala 51 Y o U gl |y bl allss e S a0l (g5l 13-
i ol gL el oo s lalid 0B ollis C3ial Olsiods 395 oo mmgo
Non Ysane a5 it o s Cilisen (glonls (Sladiuy 4 ecip o Lot b sLid 55
ik (ol o S 3 o« plplis S| n s Cidases allss & slaaibalan i b
e asliles s Laolyale b o bIS das) s gim gl (S058 (Slad- L 31 ns
B ollas GBIl Ol 3,505 ol b ol 5 g o o3limal ool ploBl 550 (ST
Olyzea a0l Gllas (a5 5 Lilodd gt Jlimd jae )3 (s oo Lol il Ll
oy 33 3 ey o a3 40 LA 5 mmis Bloedl Sy C3lal L Ll ¢ ollss Clutal
st (ol lacsLup Calises (gl o oallas OBlual 3l odidass iy Loy jad CoaylS
S 5 ol 5 o Kol s o5 s salys- ok e allss ke S o
it (Gl Sl 5l gz 2B o i L0l 55 48 S s ol (gl
Bt 6148 L35 47 ol e tals (S0 0305 3l sallss SLalolil e 550 SCS 1y
Olgi oo sty ol (6Lias zale Smnses I3 0.l dinlys oslizal ollss O3loal g1,
Sl Gl L (Sl oS Al oS3 48758 o o onbad Sl (lamys 1o L
wamg Ly bl ol pocs S dalss Sl 3L 4S5 eslinul sy Lol callis Slles SO
cod b iblous coniog ahi 4 ]) 25 Sl 0 ke 45 2905 Lol DlyS or  onbal oo i
53 Jos 33 (SlodisSgonn 3,55 iz 45 ol 533 iyt o0l 3 ¢ allas, b Coming in
0 s e Al 2 S b0 Sl e sl ate i e Lol 2l 2555

e A

|4



»v

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

401593 355 5L (g yiles SRSy b Ko g g -
el g (5o 45 (s 3L S, O &3Le Y s 53 55STle (Couda jLred bl o
(s O Olgzeas O byl g ¢ oallas ol Bl (gl ol 53 2o 5l oslinul Aab
o=l s camlad g ple s )3 (Sandozandetal., 2022, p. 21 Gl 0 azsls 318
fﬁ}m oS olala SL0lB - bss s s S 3yl5 oo ye Y 83Le ¥ Uy o g
Syge bl 3l aS 50s o o8 = Cnl by o (disd wols jolians| el e Olual 4
Gabeln 0350 ollas e ol Jol a5 31§18 Ul ool U g o collss $slinasl s
i Halle G 531y (58 05 Cpmiog ol ailys gl 0 5555 kB L (g,
S SC Olyie sy sy a5 allisd (ol Ly o8 05T olplo sl s
o348 Olpze s BUels Wl o 35 o anilid _sallis & 3l 4 odbiosls_olazs| Logas
45T s aStin 3034 s L B OV 5La ¥ s oS (350 335,85 ol
el s (B Ol b SOl (ST kil Gopaas 53 etz oo 5 el Sl sl
53 Wi Lol iy .(Oeter, 2008, p. 180-181) ot 5L LG conbad 51 (glasys 4>
e o5 i) 405558 alali 5 A1 gt B (ool il (St (o3l sl
Lol (ol &9 oy o a5 40 4" ol i 31 SO ol e 8 talgsis 1,5 oslizal
Licon (il a5 S s s dlaably B L abidl s b 51 gloy3 o ecenl coglize OF s
S osba el 8 g ol L;LAV:.“:M aS ol Jods e a0 5 3yls allis 3, Shes o bls
2 Lol 5 45y 0 3l sy ol ed 5 ol LUl o S5 et il e -
gt ol Som 5 5 ks (sl Ll S Gl il Sl b
Olagen Ygons (51045653 E3liul) i (g ol G (15 53 398 03latl Olejen b folize
by ol (Sl hamin ol S gy S i B 51 dmys 44 iy a0 &
ol San T b b 51 dsys o) LS 2 L sy V aS Sy 398 o5l oalliss o g
Ologen 3,8 68l 395 b .5g oslizal _callss Clal plu g callss SLbLSH (gl Olsjan
G5 aaS ol ol ol dazsy o8 4 iy o a5 ¢ allas b 5 allss slacIlas o
Dinstein,) S oo o calles S anly ollas o fod o Mol dima o ollas S5l
Sl odsasipdy ool o8y e ol )3 (bl 2 53 45 ol ol does L2010, p. 141



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Ll gollss Il 31 55SThe i 5 66l diloalns Slansliien 3 Olaallis 5 e Bl
ly ol 53 ST ok gytin ol St S 0 (sl sl 5l o Lalul
e SSSE 5 5283 ey B OISl 2 8551 ol (sl 4 ol s 4 ST 2
i 5 ol c333 3,55 8) ooyl 53 ¢ i s 3l ecalyls |y ol callss Slusuls
SC Olgie Ll o gl yobos y5iST SG (gl Ly S ¢ allas Slaal 51 polae
Jsociio BT 0 do 457555 a5 L ciloelas (glaano s 55 Ot 2855 51 o allas ol
3 Lactys (sl Lopas st ool g dalii (S ol g3y 40 onte Cosfinn oot
sl 4 (glodnls jyba 5 b Ladl allss 2 (S5 ge slai 48 Opuls sl

ol 0SS el ataly daS ol

W93 3 gyl S SLayai b cozgh dazTge sl DG .Y-F
S a8 5 5Ll 3yee OB 55| 3 Lo oylpan allas OOl 3l ol anits Ly a5
F39doee iy =3 (Cassese, 2001, p. 993) (4.5 Jﬂu\) Lg)g-,hi&.«:« .AJ\}sda &S el asjz_.‘f)..\é;ﬁn
wliwgs, o Olla>Ma g ool glacyg i s Sl dslassloul 4 Ll o galles Slual )|
S8 ollas i stse lis Sl s U s 3 s BlAa 2 st 5 ol 9 )
Shls 855 slazl b L oallss v ge (gl (Sl sl 03,5 Lt Jomoly S S
ool Clal 35w 5l e gl ol Lol (sl Opmean ¢ ol e Ues 5,51
e ol 5SS la0glon o (G550 (Slipgar b il Il ool (slao dile ol 5,5
Vot el B g s i ls L a5 5 ol Lo 453,80y ol adl ool Sz a1
ol S0 487 ol sl gladeles s iy Ll 51 5 consies Bl STy 09 850
Ll dasl s Ay calles C3lual Olgreas Ll ol aS7 (6315 55 oz il anils Losl ol 4 ada
I Vo ‘u:"fl‘-’ .(Dinstein, 2010, p. 102) J)'LngA @..M‘) LAQTAL: 4.1.«}) o.b.{l.:i'.‘:.wﬁ 4.L«.>-2|j.>-)\
sy Ol gollas oo Camaz L g5 oo LaOT oo 55 S 3yl oy ey 053 3,y S'L Lol oF
oUs Blual ol > 4 3yl5 o yie 81850e Vol c ¥kl ol bl 0. 3050 g 3
6\«.&-:9}}“13).5 o\i? (J:" CA.HJ)K\J '“\".)’.‘.fjb'; o> JM u\fL..;j:.’ @th Q)}l?r.&).}é‘j

53Lay5 ol Il 53 48T SLost L alie 1 (gl Sl 1o Ul o 398 L 3,SC gy s

1PA



149

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

0 e 35 0e Sl o 55 L 038 5 39 Il clonls Conngh Uyl Sl S5 07
Gy 53 ol ey Ypama oot fuolom ol (SUe 145 355 0 OLoalliiel s amgi o6 o
Candly ool 315 A CSS ol Camar o e BT 2alS 4 Wil o0 38K 8y ol ol (gl
23 i (Gl yebay s (gl slac L Aol (ol 45555 0 50
Sl iz &l o 55 g L i3 ¢ Bl Syt izt ol (ol Slkes
st (Gl S35 IS5 Shas (sl ol Kan 5 ki o plonilly pallii il Uidas
bj ey oo a3 40 (Gl el coale b oS 09 (oo bl i il anils oy, 0
s 350 595”4 S IS sl ¢ ol 3l el (las L (sl 5o I
Ao o315 Bl ansls Olgm b 3 (gl (glias 3 Ses (gl ol ol S 5 3L
8300 L b3 487558 IVl i ol sl S0 4l 3505 OLoallis i o egan )T slousl g
ol ks Lo o B (il o by od i s e s (5112 4y 030 ol s 5 0
(orllas b Cmoz Olas 53 s Ll Jlazom! ol 1 LS e Blodl S, 09 850
Yooz iz o gl il sl ade D31 36 alli b 505 o
a:¥gana Lol 355 o 5 O ol 3, 5385 sy 5 35 it S sl ol
Slgld g 5055 5 e ST iile ctbom D g 53 b 83l 53 yoSTho litn el
ey o o SO L (lazad
05332575 (gmln Sl (Slami Lo 03,5 Wt sl B3 oo oy pole g 5
Loy Ml Diliasss s Gpim 53 39250 LSS ol oy o e oollis CBlltal 15 5|
e Kby A o8 o 53 bl ey b allai o 5 collis Slutal (il o
45.5},&‘5“ QT%}»&@AJ(Jensen,ZOIO,p. 1552) 315 51,8 a5 3550 |y y9Sdhe (slas-Lus
bt bl alliipd Gltal Olpteary 0655 3,57 (Sl Sl (sla s Lo Liklas Ol

.3}4.5 T s
oo (63 (slgad 335 (Pl (GBS Luy; 80 o SO Uy 49 (S . F

S

Syoms ot o 4 8 5 (Sl Do 4 Sy sl (Moo (5,48 Olss



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

SLaKimbly Aot 53 (Gl Blbs Lol Bleal 4 Uy osai 3 (D!
Colie L oS Jrsne S Kimbly o 55 oS e arlpn (s Gl L S 50
oLl 3y0 oy dalislind Loukie 3 oS ST Al (48 B ool ks 4l
(el a4 b e Sl (St (Sl SoiS o 4 0315 DLy cass 81,3
Ll oo 0 doliwlul A dsLe LT aS conl (5900 @@,wlw,ﬁ‘<wou,mcomb~_<ﬁ>¢..w\
(3 daolin zp Cpamler 53 45 5 Sl oL S0 Jrss (e KL,
i L dins )5 055 1Mo Baguoms )3 5 U g dilels ool el o )
2l Sl el 0 g s e OF 9l OLaj 55 (glalygled (slad iy i i
ol ol S SG B ol e i gL (6,8 a0 M o (68 Olgms ST yplica
SLa Kbl i ol frsen (6L Kby (slaai Lon 03,5 Lt s 4 onie il o0
il (el (628 Olios (Do Sagdmes Sl Sl glacsLuy S0 Juses
5 Lisd Kol (lse 4wt Al o (Sl bl b Je sLa KLy
SISl 4 Al r Sl lacabuy s s gyl o (Sls Slisy il
o) 4 (Kilovaty, 2016, p. 127) 358 oyl 3959 ozmgo ¢ 508 5UT a ot 55 4 Juss
TR s e e o s B o B 45" 0o Dl (Sl sl o
Sl S| i oy b Cegiage o 5B g B i (ST B SLaged 38
Olyzear a0l 31 48 308 ol 51 (godor JISCH1 0 48 S 0l a0 omin Lilys o i
g 3l (Sl GlacsLay S0 Jrse (sLa S L,

Elist Ml Dlimng o G 47U 0 Ol by o003 (ol (slodlis syl Lty
Georgia,) 35w g gstoa by (Sl (SlaiLunj 84 frsee (5l sLalles 51 ool
Medl s LS s 08 s 5 silp 5588 Las gy osas 53 0T JLis 52020, p. 214
45 ey o s ol 4 3 LS gn Sy I o e i by Cidles o8003 o i b
Ol S 5 O g 55 09 B 4503 03,5 sl e e S 03,5 a0
23,5 Ll e o Ml LaS” 4S80 DOMANN, 2004) (398 4z e S
el b ol (Sa i omte aS 3L Slbes 4 Ll Oyt LgS aem pygin i
SO ey diile) allss, i (g1aSs 03,5 LhISL O G a5 (g 0l Slbes a9 s

€0



161

(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

o ol San e35 ()UT paim 3lomal ol BlLisl 4579 o 5 Uil b ol (L1
L o pygie 3l (slodisS3gudomn dom 31 S (533 (potar (ke 3,250 518 (S o o ablone
dalss Hleds Slawline OIS 3500 55 Ml o By s iy o delgd Lo Eaca
.(International Committee of the Red Cross, 2019, p. 8) (34
g3 s Baim Olyde 5 955 (S O g9 45 i O o Ol Sl 5y i
g O 5 LaKim 53 45Ty (gmln Slles GLaaiS Laa wlg o JolS psboas 575
GOl 5 Lacdys ol atawld (ololo 5 dias J1,5 ioder 390 S o 5l 5 oslinl
by Syl Koo a0 by o Sl e ok (Slodalbne CIB 55 U dal 1 O sisys M) o
C.:LG r‘) ieL._wLw‘ Qb\.&‘)‘ 6>-J4 66")‘}")’ UQ c(\'\c\"up \Fo) C‘_;Jg-m&) ((u\..:.Sd.:.:.'J_g %’
3.Jb:.;§w§a;a3 "}"I'CS‘JJ:'““:’ Eyyeepe ‘_g.sjgy) el 50 Consl oo dBL atdls s
534S a8l Jlimes caal jogaas 3 st Il 3 0laaiS 5 Ko s aslygls cNyos
o $39dmn 53 by oS Jasen (sl i by oS (slasSa s oo gy (Mol el
f"‘”{o—’ GLLJ\J:., i.»l.‘.'..ujbj.:.; d}b JL‘:.::E:J uej., 454..5&%\} dL.:.aQ.b‘j MJ)L,_S Assle
A Ssle o Scule 5 dadin 5,y 45" owl 0513 OLES Olys olad gy dole ad SL
s |y Olgos deliwlal Cous Gres gl o2 33 53,5 35! (63198 53 OlgS o
Sl 0 STLES Sl 5 g o 45 s ol eeiad o (G 45T (Slaliwlul (US| 0
b piman NACC, 2007,p.281) dsles 3L ST 505 IS SC Olsiear el Ll
S s Jgeol o Liasdl s 530 ol iy Ml oy (6,748 Olgs a8 coils b5 o
83Ls oy OILEL o 5 S Jlael |y (iloels Slaslinn ogas- 53 Jadlo G
(el Sians it 1ty Godor L bt 457 dolad onndS (143585 | 03308 <y delimlnl VY
oo La (6)sld dawngs 4 Gl 53 5 0Ly Usbo 53 (b sobas )l ol (593 o aS™ L,
el o (a3 WIS e (ol ENax (S ,8 Ol BL sl LS

wal 43,8 513 oyl 350 ) Aol 31105V 3y 5 asdie i3 51y 53 ¢ pogmas ol 53 VA

ey GRS 3 S el a3 8 15 0L 550 g Aol M 83l s SIS 51100 Ay )3 fyasn 2] Y
Jlast b aclio 3 e Madlp &iliss s B Jlasl i 830s s BLILL 5 Ayl 1 a8 sl 53
213553 s sl 5o (Madlipn (628 0lsms 255 (adsl 5 s> el @l olis caslialah



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Gl L) S rsve (slacSimLly 51 eslizul (Li, 2013, p. 188) (A_sb azls Sde
Sylaze el 4 o Olalliid ke ), S SMem 4 2wt Wil 0 K 3 3L~
B3 Ll o (Ko i o i 18ly (6,80l 300 cne 4800l K 58
(sl Ay i 53 5 358 plawil o allind SLSl (6 2 s (S5 el 3L
(5 (LS 395 0by e (Y3 (ol 4 (Kelsey, 2008, p. 1439-1441) sl azbls (628
Sl 3,508y Ll oo Mol (68 Blso3 COFTV o Pt cosli ) oy dolewlul A dLa 5
i OISl 5 S 5y calilinl A 8L 31355 5aadS 53 1y (S8 ot <D= ,UTL
$Lias 55 iS5l Cigean 31 5,8k 5 Oleallasd  Hlms otone acke Ladods o s

25 a0l

Az
Cilsen (slaysaS 3 5 dilodd o3 gl Olgar 53,1,S5 =B SN o Sl D
ol Olze s (L Kbl 51 48" ol 4y tess Lm0 B a ol b sy sLaassS Sl oslizal s
g yS0e e 3l oksls &bl S a oslitul iyl Jlael b ioles oo ¢ ollss
(3 o (oS frsun) (Sosbnb 5 (S 50 (S )T ey Ladll i e
AL Ol slaysS Loa (Ko slaai Ko plas dsile a8 sl oyl oy by n KL,
oSl Sl wiog L S (slaaiS ol aS G SOT.nla 0l 12 Corsgidome wng 5 (5, S0ass
dilos w3ly (80 liis 3yp0 393 oo S Sl (5 Compe a0l s o8 o
2 S i 58y (sl olas o 5 Sz s oSl Slyhe Sl esliad OISl g >
295 gn 23y (6, 5alass e (e U5 13 S ok 18l a KimL

3 gn 3 8030 Sla Kby Ol b i 51 457 (Spd 5T S3lol sla KL
Sl Gl 3 3mgn (65 sl bl ¢ i (a Kl L sl ,UT sl o 1
S iUy a5l I 3l 5 el 513 S i Olsas s Sl gl (5,208
335 U1 S o80T ki gn oulilys 55 (0t Jesne (Slac K by 487 (SC o JUT oo
Sl B 350 )5S s sl 50 31l o e Al o 2Bl (Sl Sl )
Ay i 3 350 poke o8 e dslaslge (o Al L S iz Olpie e Loz

1P



(VY &lot O il 5l Y1 590 7//"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

il 3370 il Sl (AL osas- 53 Olgar el 53 1y5iS 0L
T B Y U P PYOES S PEVU PE N TP g T ST NS DR JUP REI SN
oS e (Lo Kimr by 1ol 53 85 (ol 5 039 aialy (slaibl (sla et 5 Laaslel
Oyl 53 B Sl ot (6 50a gt 1 (SASU foge ol 45 Wyl
el (K Sl 4 by o Ol e

Sy S Jasee lacKinbly 53 4l Sl SLaldsl 5 0155 o g )3
(1) by 48 5505 (A symge Sy n b (gl (K ol Doy S
95e (laiea) byt sl 4Lsls sy S pytoge Sl 53 (Sim Ll 635 sl
s (Sl Sl slas S Josee Sl bl S Lo 5 45 el O 5 ozt
ol o ol Dol Ao linn G cilondns laolien (g s Ladyn slaojpel
el ol 55 da Kbl g 55 ailolne Lovoline S 535 pela 5L 0 b
el sliad 55 U Olpde i L3 Lol O d o g ol B oy Ssl o
g ol 9 13 n (Gl Diloels danolies LS5 Cygio |y (S8 U slowl 50
Olr St (§raien ( (S i Olie s ;S0 25 S Sl bl 55 45 ol oot
Slye di 2 (gite o oy g8 5 4 48 il (55 5 LS il gy Ol a3 > Lo
sladelo glew)) 5o Ol s NEHENPY(SINE.) @.5) Q9) 4 s sl e-Ls R S ol
1S BT i€ i danslinn i 51 Ol o et _go Line i) 51 5L S islon]
gl 53 (o OIS (SLadhoms sl e ¢ Sl (slacs L) dasS Josun (sl S Ly
s o plazar | S

Jyos Bl Olsie s « ol slons 3ioes oseas- 53 Ligs 5 sy (alows 53 ¢ plnl ool o
cailols daslien (6 8TISC 5 555 0 Joust £33 sl Y Dl (gl dilonlis Ll &
3130355 s Doz L aolitin S35 Dl 5 ,UT Lol 4 3gutme Uy e S
b polze b (gl (slaailel s Ias-l sloml 4582 Oy 457 o 580 S
Jols ) G S5t T sloul 5 U (ST5 5 UT slowsl Do Bl (1580 5308 Juls
Jolo (S0 JUT dmsn (gl e 40 s sad o odle 45 s ol L 3g b o0
5 0 e (Tl S L S e 5 (St Syl

1w



e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

e 55 ol ;& DLl 539 Sl p¥ Slas) olie ot Sl bl ol
3 oMl (S Ol 355 Sy 5 S slacsLungs S frsen (sLa i b,
s 5 (Moll s Dlians s by Godom G5 53 55 35250 Dlypdn 5 e ) daliwslid ol 4
Sl 0 Jesn (sla Kimr by (6,505 (b ¥ Slanil b ( Mol (5287
3,553y 153 gr sthall s (S Ol e3,aly ol 53y 53 kit « Kt gl o itve S
OISl C3laze U S 5y caoliaslinl A 83k 3 355 s 53 1y ( S5 tww e LUTL (g0l
Codomn ade Lt (i sl a0l Sl (oL S oo (sla KL
YT P D B SYSE S TORNPYS AT PRI TACHR B

133



1 fA}

Z

(YV &yl VF¥ )l g ,lps ¥ 8y90) /, “‘t"' |
o WO Sy 5 “ 0490
) OB 9 5% V1 09 ‘() 8y

oz L agzloe 5o o J el Bsds ((2I7AY) ajaabld ( colllid foase caial G.:.aJ
NFF-WE o VYo oy (gl 050) (e

Sl Kim ;o iliwgsyty Jallops Boim aelyd Jlasl cablB (AN - ygmlod oo t0aisb ool
https://doi.org/10.22059/jplsq.2017.228162.1478.)0A-WA.(1) FA ¢ seges Gei Nalllan. (5l
Olee 3255015 (pgd ) Pl B (2T el cosh S

Ol by 5 (6 S (o 09,5 - iy S o8 Slo (§ai SuSils

E IS VAT WIGH PSR WS ENCA TR LN\ RNRICIR ISP P | o\ § PP W ES

Ol 10l (0L

Bsir 30 Getile Ly ((BIFR) Loyomme s ot dazme 15 oLlpls3 il sl  Slins
doi//:https ABF-WY (YY)« 5,88 Bei G\moygal . g pummii SLOS)S g cumlo o Mol iyn (6
2022.3988.1634.c1d/10.30513/org

https://doi.org/10.30513/cld.2022.3988.1634 .Y \Y-£aY .(Y)fA (RS Byd> Sal\as

oSl Hallos By craps Shd ol @lpe (AT o (ol iLple o
https://doi.org/10.22066/cila- .YSE-YYY (FY)YY « Maliyn Sea> 8o gpolu o>
mag.2020.111943.1823

AV 5,08 Beto G\moyed Loy lha; 859> )0 (580 ly2 (1K) i)le o 2 b (ks 1,8L glols
https://doi.org/10.30513/cld.2021.1420.1230 .FA-YQ

Ol ol AW ey a1t Bghs L ((BIWAD) . s DSyl s

oisls u‘;@.\ N CH WS VIVA E5N M\U"" By ‘g_i_\> B> .(Q‘Z:\Y'WV) .L.‘o)d.w 1;& L;:L.o
olblb adle

5545 (G yaan By ARiNS 1) e g pamlaw Sz 50 Ailiwgo i Foimy (5 Lo (5,5 me
Ol 10l - (ghels 3L

G\ J,Lo.”u.u slad QH)L?)Q 6)?.3L«.u Slowolss g (yyae S .(ui':“'ﬁ&) GLC e 4,89
AFF-N0 (DY ol puls

By (V) . oS Sg ¢ g S« JrwlS 1 g)le «yLd ¢t yod (S tedoily (LulS tg gl cacnls
59 3 10l (Ol e dazi) 5508 Ml

FoA-NAY (S ¢ Bgho \ibod e Jhe oljl

‘_,’..»L.u‘ Jj.ao‘ WLC) pj}.lj L;).ul.w u)l.o} (uu\foo) L_s"u"\'w «‘-,’_N:L»b) ‘U.LCM ‘)ﬁ‘vaaS‘)bT ‘t;}‘f
https://doi.. ¥s0-Y YV (G « Al ey g () ey | B liios Loyl )0 ailiwgd,do Boi>

AF

RN

Ad

AY


https://doi.org/10.22059/jplsq.2017.228162.1478
https://doi.org/10.30513/cld.2022.3988.1634
https://doi.org/10.30513/cld.2022.3988.1634
https://doi.org/10.30513/cld.2022.3988.1634
https://doi.org/10.30513/cld.2022.3988.1634
https://doi.org/10.30513/cld.2022.3988.1634
https://doi.org/10.22066/cilamag.2020.111943.1823
https://doi.org/10.22066/cilamag.2020.111943.1823
https://doi.org/10.30513/cld.2021.1420.1230
https://doi.org/10.30495/alr.2021.1872408.1562

e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

org/10.30495/alr.2021.1872408.1562

waidly L (Aesaze (ol (sguge il 0ol S ¢ Aedeme ( Aol Lo le (i sdxe
ST s ST L) (Al 6y Olgmd s damsgi 5 (6 yomlos Jlalliyas Bk - 2IFY)
https://doi.org/10.22059/ NOAR-VOYY ((¥)OY (RS Bgh> Slas (o VY o JB

jplsq.2022.329515.2869

e (V) e dasms cold (ggge trmalyl ool Ky t e aro ( Lo tLiopale colizy 3ioes
https://doi.org/10.30513/cld.2022.3192.1502 .YA5- Y54 YY)V (6 ;5.5 3y (S\mmoygal - Alodliyss

SrS Olas com Mo (B IFY) o - e ll 0ol S ¢ (Ao doze ( Aoyl dlole (o li> o 5ixe
Sucidgyy ol 3o Sludl slads e ;o gl Mol SLlis 4o Saw 5 Aol

https://doi.org/10.22034/iclc.2023.389750.1827 .¥YY=15¢ (Y)W ¢ —aitipyr 3 \yor (g

L) ol oz 550 53 £9rte EL8S oo (o (BIWAY) . (haadle (qonsld sy lasl
https://doi. .YY8-133 (1o ¢ Bgie lsllas .yl (glarnd ol 4 5 S lwl dlos 1 aST
0rg/10.22099/jls.2018.23191.2178

SEXCRE SRS HUEP S SN R WU S I OWPPREENPRTS

oliale) Byt b (5mplos otz § (5505 8,Ly0 (GEWAA) o e g0 Ll (chzs
AYE)E dplwyss ol S (5 mnSls mijgel

Bzl wilame (omslisioyz U o (olidipyzr - (IWA0) (e e s3LIil S
Ol 13 -V Elig e S0 Ll (225 (e i dsr i)« ooliip oz 555

AR

Yo

-

Y
Y

¥

25.

26.

27.

28.

20.

Akande, Dapo, and Hollis, Duncan. (2020). The Oxford Process on International Law Pro-
tections in Cyberspace. Oxford: Oxford Institute for Ethics, Law and Armed Conflict. https:/

www.elac.ox.ac.uk/the-oxford-process/.

Barkham, Jason. (2001). Information Warfare and International Law on the Use of Force. New
York University Journal of International Law and Politics, 34 (57).

Bijleveld, A. (2018). Keynote Address, Diplomacy and Defencein Cyber Space. cyber seminar
in Hague. 20 June 2018. https://english.defensi e.nl/downl oads/speeches/2018/06/21/keynote-
address-by-the-minister-of-defence-ms .-ank-bijleveld-marking-the-firstanniversary-of-the-tal-
linn-manual-2.0-on-the-20th-of -june-2018.

Brown G, and Tullos O. (2012). On the Spectrum of Cyberspace Operations. Small Wars Jour-
nal. 12 Nov. 2012. https://papers.ssrn.com/sol 3/papers.cfm?abstract_id=2400536.

Bussolati, N. (2015). The Rise of Non-State Actors in Cyberwarfare. in Cyberwar: Law and
Ethics for Virtual Conflicts. Edited by JD Ohlin, K Govern and C Finkelstein. Oxford. Oxford
University Press.

Cassese, Antonio. (2001). Terrorismisalso Disrupting Some Crucia Lega Categoriesof Inter-
national Law. European Journal of International Law.

184


https://doi.org/10.30495/alr.2021.1872408.1562
https://doi.org/10.22059/jplsq.2022.329515.2869
https://doi.org/10.22059/jplsq.2022.329515.2869
https://doi.org/10.30513/cld.2022.3192.1502
https://doi.org/10.22034/jclc.2023.389750.1827
https://doi.org/10.22099/jls.2018.23191.2178
https://doi.org/10.22099/jls.2018.23191.2178
https://www.elac.ox.ac.uk/the-oxford-process/
https://www.elac.ox.ac.uk/the-oxford-process/
https://english.defensie.nl/downloads/speeches/2018/06/21/keynote-address-by-the-minister-of-defence-ms.-ank-bijleveld-marking-the-firstanniversary-of-the-tallinn-manual-2.0-on-the-20th-of-june-2018
https://english.defensie.nl/downloads/speeches/2018/06/21/keynote-address-by-the-minister-of-defence-ms.-ank-bijleveld-marking-the-firstanniversary-of-the-tallinn-manual-2.0-on-the-20th-of-june-2018
https://english.defensie.nl/downloads/speeches/2018/06/21/keynote-address-by-the-minister-of-defence-ms.-ank-bijleveld-marking-the-firstanniversary-of-the-tallinn-manual-2.0-on-the-20th-of-june-2018
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2400536

1%

Z

(VY &lot O il 5l Y1 590 %"/"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

3L

32.

36.

37.

39.

41.

42.

Creekman, Daniel M. (2001). A Helpless America? An Examination of the Legal Options
Available to the United States in Response to Varying Types of Cyber-Attacks from China
American University International Law Review, Vol. 17 (3).

Delerue, F. (2020). Cyber Operations and International Law. Cambridge University Press.

Dinniss, H. Harrison. (2012). Cyber Warfare and the Laws of War. Cambridge. Cambridge
University Press.

Dingtein, Yoram. (2010). The Conduct of Hostilities under the Law of International Armed
Conflict. 2nd edn. Cambridge. Cambridge University Press.

Doérmann, K. (2004). The Applicability of the Additional Protocols to Computer Network At-
tacks: An ICRC Approach. International Expert Conference on Computer Network Attacks and
the Applicability of Internationa Humanitarian Law. Stockholm. 19 November 2004. https:/

www.icre.org/eng/assets/files/other/applicabilityofihltocna.pdf.

Dragos. (2019). Assessment of Reported Maware Infection at Nuclear Facility. Dragos. 1 No-
vember 2019. available in: https.//www.dragos.com/blog/industry-news/assessment-of-report-
ed-malware-infection-at-nuclear-facility/.

Duncan, Hallis B, and Benthem, Tsvetelinavan. (2021). What Would Happen If States Started
Looking at Cyber Operationsasa“ Threat” to Use Force?. LAWFARE. 30 March 2021. https://
www.lawfaremedia.org/arti cle/what-woul d-happen-if-states-started-looking-cyber-operations-
threat-use-force.

European Union. (2006). Communication from the Commission on a European Programme for
Critical Infrastructure Protection. COM/2006/0786 final.

European Union. (2004). Communication from the Commission to the Council and the Eu-
ropean Parliament — Critical Infrastructure Protection in the Fight against Terrorism.
COM/2004/0702 final.

European Union. (2009). Communication from the Commission to the European Parliament,
the Council, the European Economic and Social Committee and the Committee of the Re-
gions on Critica Information Infrastructure Protection — “Protecting Europe from Large
Scale Cyber-Attacks and Disruptions: Enhancing Preparedness, Security and Resilience’.
COM/2009/0149 final.

European Union. (2008). Directive on the Identification and Designation of European Critical

Infrastructures and the Assessment of the Need to Improve Their Protection. Council Directive
2008/114/EC., 2008, Annex I: ‘List of ECI sectors’.

Focardli, Carlo. (2015). Sdf-Defence in Cyberspace. in: Research Handbook on International
Law and Cyberspace. Nicholas Tsagourias and Russall Buchan (eds.). Edward Elgar Publishing.

General Assembly of the United Nations. (2023). Creation of a global culture of cybersecurity
and the protection of critical information infrastructures. UNGA Res58/199. 23 December 2003.


https://www.icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf
https://www.icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf
https://www.dragos.com/blog/industry-news/assessment-of-reported-malware-infection-at-nuclear-facility/
https://www.dragos.com/blog/industry-news/assessment-of-reported-malware-infection-at-nuclear-facility/
https://www.lawfaremedia.org/article/what-would-happen-if-states-started-looking-cyber-operations-threat-use-force
https://www.lawfaremedia.org/article/what-would-happen-if-states-started-looking-cyber-operations-threat-use-force
https://www.lawfaremedia.org/article/what-would-happen-if-states-started-looking-cyber-operations-threat-use-force

47.

49.

51.

52.

53.

55.

57.

e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Georgia, Bestty. (2021). War crimes in cyberspace: prosecuting disruptive cyber operations
under Article 8 of the Rome Statute. The Military Law and the Law of War Review, Vol. 58 (2).
https://doi.org/10.4337/mllwr.2020.02.17.

Gisd, L, and Olgnik, L. (2019). The Potential Human Cost of Cyber Operations. ICRC. 29
May 2019. https://www.icrc.org/en/document/potential -human-costcyber-operations.

Greenberg, A. (2023). The International Crimina Court Will Now Prosecute Cyberwar Crimes.
Wired. 7 September 2023. https.//www.wired.conm/story/icc-cyberwar-crimes/.

Hern, A. (2017). WannaCry, Petya, NotPetya: how ransomware hit the big time in 2017. The
Guardian. 30 December 2017. https://mwww.theguardian.com/technol ogy/2017/dec/30/wanna-
cry-petya-notpetya-ransomware.

Hoisington, Matthew. (2009). Cyberwarfare and the Use of Force Giving Rise to the Right of
Sdf-Defense. International & Comparative Law Review. Vol. 32.

Hollis, Duncan B. (2008). New Tools, New Rules: International Law and Information Opera:
tions. In THE MESSAGE OF WAR: INFORMATION, INFLUENCE AND PERCEPTION IN
ARMED CONFLICT. Edited by G. David and T. McKeldin. Temple University Lega Studies
Research Paper.

Hoogh, André. (2009). Georgia’s Short-Lived Military Excursion into South Ossetia: The Use
of Armed Force and Self-Defence. Ejiltalk. 9 December 2009. www.giltak.org/georgia's-
short-lived-military-excursion-into-southossetia-the-use-of-armed-force-and-self-defence/.

ICJReport. (2005). Armed Activities on the Territory of the Congo (Democratic Republic of the
Congo v. Uganda). (Judgment). ICIReports 168.

1CJ Report. (1986). Military and Paramilitary Activities in and Against Nicaragua (Nicar. v.
U.S.). Judgment. 1CJ Report 14. 27 June 1986.

ICJIReport. (2003). Oil Platforms (Islamic Republic of Iran v. United States of America). (Judg-
ment). |CJ Reports 161, 2003.

ICIReports. (1949). Corfu Channel (United Kingdom of Great Britain and Northern Ireland v.
Albania). |CIReports 4, 1949.

ICJIReports. (2005). The Armed Activities on the Territory of the Congo Case.

Inteernational Crimina Tribuna for the Former Yugosavia. (1995). Prosecutor v. Tadi¢. Case
No. 1T-1-94-1. Decision on the Defense Motion for Interlocutory Appeal on Jurisdiction. 2
October 1995.

International Committee of the Red Cross. (2019). International Humanitarian Law and Cy-
ber Operations during Armed Conflicts. |CRC position paper. November 28, 2019. https//
www.icrc.org/en/document/international -humanitari an-1aw-and-cyber-operations-dur-

ing-armed-conflicts.

1IEA


https://doi.org/10.4337/mllwr.2020.02.17
https://www.icrc.org/en/document/potential-human-costcyber-operations
https://www.wired.com/story/icc-cyberwar-crimes/
https://www.theguardian.com/technology/2017/dec/30/wannacry-petya-notpetya-ransomware
https://www.theguardian.com/technology/2017/dec/30/wannacry-petya-notpetya-ransomware

19

Z

(YY &Lt FF el 5 oo o¥) 3590) 7/"‘2'%
Slod OV (Ll 5o V) 690 ’w)y Yy

59.

61.

62.

66.

67.

69.

70.

Joyner, Christopher C, and Lotrionte, Catherine. (2001). Information Warfare as International
Coercion: Elements of a Legal Framework. European Journal of International Law, Vol. 12
(5). https://doi.org/10.1093/€jil/12.5.825.

Kesay, J. (2008). Hacking into Internationa Humanitarian Law: The Principles of Digtinction
and Neutrality in the Age of Cyber Warfare. Michigan Law Review. \ol. 106 (7).

Kerschischnig, Georg. (2012). Cyberthreats and International Law. Hague. Eleven Interna
tional Publishing.

Khan, Karim A.A. (2023). Technology Will Not Exceed Our Humanity. Digitalfrontlines. 20
August 2023. https:/digitalfrontlines.io/2023/08/20/technology-will-not-exceed-our-humani-
tyl.

Kilovaty, 1. (2016). Virtual Violence — Disruptive Cyberspace Operations as “ Attacks’ Under
International Humanitarian Law. Michigan Telecommunications and Technology Law Review.
Vol. 23 (2).

Letter from the Minister of Foreign Affairs to the President of the House of Representatives
on the International Legal Order in Cyberspace. (2019). Appendix, 5 July 2019. https://
www.government.nl/documents/parliamentary-documents/2019/09/26/| etter-to-theparlia-
ment-on-the-international -legal -order-in-cyberspace.

Li, S. (2013). When Does Internet Denia Trigger the Right of Armed Self-Defense?. Yale Jour-
nal International Law,Vol. 38.

Lin, Herbert S. (2010). Offensive Cyber Operations and the Use of Force. Cybersecurity Sym-
posium: Nationa Leadership, Individual Responsibility. Journal of National Security Law &
Policy, Vol. 4(1).

Lubin, A. (2021). The Rightsto Privacy and Data Protection Under International Humanitarian
Law and Human Rights Law. In: Research Handbook on Human Rights and Humanitarian

Law: Further Reflections and Perspectives. Edited by R Kolb, G Gaggioli and P Kilibarda
Edward Elgar. Cheltenham.

Max Planck Institute for Comparative Public Law and International Law. (2019). Report of
the International Fact-Finding Commission on the Conflict in Georgia. ceiig,. www.ceiig.ch/
Report.html.

Milanovic, Marko, and Schmitt, Michael N. (2020). Cyber Attacks and Cyber (Mis)informa-
tion Operations during a Pandemic. Journal of National Security Law & Policy. Vol. 11.

Miller, K. (2014). The Kampala Compromise and Cyberattacks— Can There Be an Internation-
a Crimeof Cyber-Aggression?. Southern California Interdisciplinary Law Journal,Vol. 23.

Ministry of the Armies. (2019). International Law Applied to Operations in Cyberspace (En-
glish version). Ministére des Armées. 19 March 2019. https://www.defense.gouv.fr/content/
download/567648/9770527/file/international+law+applied+to+operations+in+cyberspace.pdf.


https://digitalfrontlines.io/2023/08/20/technology-will-not-exceed-our-humanity/
https://digitalfrontlines.io/2023/08/20/technology-will-not-exceed-our-humanity/
https://www.government.nl/documents/parliamentary-documents/2019/09/26/letter-to-theparliament-on-the-international-legal-order-in-cyberspace
https://www.government.nl/documents/parliamentary-documents/2019/09/26/letter-to-theparliament-on-the-international-legal-order-in-cyberspace
https://www.government.nl/documents/parliamentary-documents/2019/09/26/letter-to-theparliament-on-the-international-legal-order-in-cyberspace
http://www.ceiig.ch/Report.html
http://www.ceiig.ch/Report.html
https://www.defense.gouv.fr/content/download/567648/9770527/file/international+law+applied+to+operations+in+cyberspace.pdf
https://www.defense.gouv.fr/content/download/567648/9770527/file/international+law+applied+to+operations+in+cyberspace.pdf

71.

72.

73.

74.

75.

76.

77.

78.

79.

8l

82.

e M g gleler 3L/ (Ko colix Slieds Gl slacsLuyy dasS S sla S by

Morgan,J. (2014). A Simple Explanation of the Internet of Thing. Forbes. 13 May 2014. https.//
www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-any-
one-can-understand/#69481bd01d09.

Myjer, Eric. (2015). Some Thoughts on Cyber Deterrence and Public International Law. in:
Research Handbook on International Law and Cyberspace. Nicholas Tsagourias and Russell
Buchan (eds.). London. Edward Elgar Publishing.

O Connell, Mary Ellen. (2013). The Prohibition of the Use of Force. In: Research Handbook
on International Conflict and Security Law: Jus ad Bellum, Jus in Bello and Jus post Bellum.
Edited by Chrigtian Henderson and Nigel White. London. Edward Elgar Publishing.

Oeter, Stefan. (2008). Methods and Means of Combat. in: The Handbook of International
Humanitarian Law. Dieter Fleck (ed.). Oxford University Press.

Ophardt, J. (2010). Cyber Warfare and the Crime of Aggression: The Need for Individua Ac-
countability on Tomorrow’s Battlefield. Duke Law & Technology Review, Vol. 9 (3).

Porup, JM. (2019). How a nuclear plant got hacked. CSO Online. 9 December 2019. https:/
www.csoonline.com/article/3488816/how-a-nucl ear-plant-got-hacked.html.

Preparatory Commission for the International Criminal Court. (2000). Report of the Prepara-
tory Commission for the International Crimina Court. Addendum. add. Part Il Findized draft
text of the Elements of Crimes, U.N. Doc. PCNIC/2000/1/Add.2.

Radziwill, Yarodav. (2015). Cyber-Attacks and the Exploitable Imperfection of International
Law. Leiden. Brill & Martinus Nijhoff Publishers.

Rome Statute of the International Crimina Court. (1998). 17 July 1998, 2187 U.N.T.S. 90.

Roscini, Marco. (2014). Cyber Operations and the Use of Force in International Law. Oxford.
Oxford University Press.

Roscini, Marco. (2016). Cyber Operations as a Use of Force. in: Research Handbook on In-
ternational Law and Cyberspace. Nicholas Tsagourias and Russell Buchan (eds.). London.
Edward Elgar Publishing.

Ruys, Tom. (2014). The Meaning of “Force’ and the Boundaries of the Jus Ad Bellum: Are
“Minimal” Uses of Force Excluded from UN Charter Article 2(4)?. American Journal of Inter-
national Law, Vol. 108 (2).

Sandoz, Yves, Swinarski, Christophe and Zimmermann, Bruno (eds.). (2022). Commentary on
the Additional Protocols of 8 June 1977 to the Geneva Conventions of 12 August 1949. Interna-
tional Committee of the Red Cross.

Saxon, Dan. (2016). Violations of International Humanitarian Law by Non-State Actors during
Cyberwarfare: Challengesfor Investigations and Prosecutions. Journal of Conflict and Security
Law.Vol. 21 (8). https://doi.org/10.1093/jcdl/krw018.

100


https://www.csoonline.com/article/3488816/how-a-nuclear-plant-got-hacked.html
https://www.csoonline.com/article/3488816/how-a-nuclear-plant-got-hacked.html
https://doi.org/10.1093/jcsl/krw018

101

Z

(YY &Lt FF el 5 oo o¥) 3590) %"/"‘ﬁ
Slod OV (Ll 5o V) 690 ‘w}y Yy

86.

87.

89.

91.

92.

93.

95.

96.

97.

Scheffer, David. (2022). Amending the Rome Statute to Cover Cyberwarfare as Aggression.
ICC Forum, 7 March 2022. https.//iccforum.com/cyberwar#Scheffer.

Schmitt, Michagl N, and Vihul, Liis. (2017). Tallinn Manual 2.0 on the International Law Ap-
plicable to Cyber Operations. 2nd edn. Cambridge. Cambridge University Press.

Schmitt, Michagl N. (1999). Computer Network Attack and the Use of Force in International
Law: Thoughts on aNormative Framework. Columbia Journal of Transnational Law, Vol. 37.

Schmitt, Michael N. (2011). Cyber Operations and the Jus Ad Bellum Revisited', Villanova
Law Review, VOI. 56.

Schmitt, Michagl N. (2013). Tallinn Manual on the International Law Applicable to Cyber
Warfare. Cambridge. Cambridge University Press.

Shackelford, Scott. (2009). From Nuclear War to Net War: Analogizing Cyber Attacksin Inter-
national Law. Berkley Journal of International Law,Vol. 27.

Silver, Daniel B. (2002). Computer Network Attack as a Use of Force under Article 2(4) of the
United Nations Charter. International Law Studies, \ol. 76.

Sklerov, Matthew J. (2009). Solving the Dilemma of State Responses to Cyberattacks: A Jus-
tification for the Use of Active Defenses against States Who Neglect Their Duty to Prevent.
Military Law Review, Vol. 201.

The Prosecutor v. Thomas Lubanga Dyilo. (2007). ICC-01/04-01/06. Decision on the Confir-
mation of Charges. PTC |, 29 Jan. 2007.

Tsagourias, Nicholas. (2012). Cyber Attacks, Self-Defence and the Problem of Attribution.
Journal of Conflict and Security Law, Vol. 17.

US White House. (2013). Presidential Policy Directive - Critical Infrastructure Security and
Resilience. Presidential Policy Directive/PPD-21, available in: https.//obamawnhitehouse.ar-
chives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-se-
curity-and-resil.

Zetter, K. (2016). Inside the Cunning, Unprecedented Hack of Ukraing's Power Grid. Wired. 3
March 2016, accessed 2 May 2024, https://mww.wired.com/2016/03/ins de-cunning-unprece-
dentedhack-ukraines-power-grid/.

Ziolkowski, K. (2010). Computer Network Operations and the Law of Armed Conflict. The
Military Law and the Law of War Review, Vol. 49.


https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.wired.com/2016/03/inside-cunning-unprecedentedhack-ukraines-power-grid/
https://www.wired.com/2016/03/inside-cunning-unprecedentedhack-ukraines-power-grid/

