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Purpose: The Internet of Things (IoT) is considered a modern concept in the production industry, 

based on which the physical and digital worlds are connected using the potential of the Internet. Since 

this technology is new, its acceptance and implementation in the oil and gas industry are associated 

with barriers. Therefore, this study aims to identify and analyze such barriers. 

Design/methodology/approach: This study has been performed with a mixed approach in two 

phases. The qualitative phase was conducted to identify the barriers to using the Internet of Things in 

the oil and gas industry, and the quantitative phase was conducted to model and analyze the scenario. 

To identify and extract the barriers to using IoT in the oil and gas industry, it is identified through a 

literature review and content analysis method. In this research, 58 articles were analyzed and 10 

industrial and academic experts analysed extracted barriers by using the Fuzzy cognitive mapping 

method. To analyze the scenarios, two categories of backward and forward scenarios have been 

designed. FCMapper software has been used for scenario design. 

Findings: The results of the content analysis showed 10 barriers, which are subcategories of four 

aspects. The barriers identified are "limited coordination and collaboration" "lack of automation in 

organizations", "insufficient leadership support", "weak staff knowledge and abilities", "limited 

scalability", "opposition to change", "lack of Certain rules and standards for the adoption of the IoT", 

"the cost of data storage and analysis", "the high cost of implementation and maintenance", "security 

and confidentiality issues". Finally, these barriers were categorized into four main subcategories: 
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"Organizational", "Integration", "Economic" and "Technical". The results of the fuzzy cognitive 

mapping method indicate that the barrier "security and confidentiality issues" with a factor of 4.34 has 

the highest level of influence, and the barrier "high implementation and maintenance cost" with a 

factor of 4.95 has the highest level of influence, and the barrier "security and confidentiality issues" 

has the highest centrality with a coefficient of 6.45.  

Research limitations: Like any other research, this research has been faced with limitations. 

Considering that the research was limited to a specific industry, its findings may be affected by the 

opinions and biases of experts involved in the process, and we cannot generalize the results to another 

industry. Another limitation of this research is the complexity and time-consuming methods used in it. 

The methods of content analysis and fuzzy cognitive map may be complex and require sufficient time 

and a high level of expertise to use them, which can limit their application in some fields. 

Research implications: Considering that the IOT is an emerging and new technology, the adoption of 

this concept in the oil and gas industry can have several operational advantages, such as reducing 

testing and calibration time, minimizing production downtime, improving performance, and 

predicting maintenance performance. One of the important barriers to the use of IoT in the oil and gas 

industry is "security and data confidentiality" issues in different parts, and this issue causes the 

unwillingness of stakeholders and decision-makers to use this technology. Conducting research in the 

field of raising and increasing the security of these systems and ways to increase the security of 

privacy will greatly help in solving this barrier. 

Practical implications: The study offers valuable insights for researchers, managers, and 

policymakers in the oil and gas industry concerning the adoption of Internet of Things (IoT) 

technologies. To facilitate the adoption of IoT in the oil and gas industry, companies should invest in 

comprehensive training programs for managers and stakeholders to improve awareness and 

understanding of IoT technologies and their benefits. 

Originality/value: Since several barriers have prevented the widespread adoption of the IOT in the 

oil and gas industry, in this research, the identification and extraction of these factors have been done 

comprehensively for the first time. Modelling and scenario analysis of these barriers with fuzzy 

cognitive mapping were also performed for the first time. 
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D3��Z� Y3��K ���  *��� � �e�X� D��6 |��?9+ � �-��9 n+ ~� F�+� ��4�� �� 	
�� x�S�� �E rT��� L�
  

	
�� V�,6+ %��  
E�����+ � ���9�-� �CE�-� �9��  L�-E	��` �
  �� C6+�D79� � M��R� ��fi�  L�-EC6+�� 

���9�-� ���  
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J�B� ��% :J�� J��   Q���� 	"���� � D���� <"  

� I��K �� _��-� dO7-� *�<m+2 ���?` �*+�-� ��B7� � �m+����: �� 	
��Q L�
 ��Q4�� �� �Q
    �QQ��� L�QQ


�-��9 �-6�� ��T73�  ������+ ��:��+��.c�:�� 3��Z� �e�?9+ M<�< �  .�6�� �E��=�E � D  

 M�<N2- �1N (�%� R/&" 0��>�� �N�( .�S'�� �� ��)  �5�T (��%C&!  
Table 2- Selected words for general search in reliable scientific databases 

R/&" 0��>��  Selected word  

���+ �6�7-�+  Internet of Things  

���+ �6�7-�+ C6+��  Internet of Things Barriers  

	��` ���+ �6�7-�+ L�
  Internet of Things Challenges  

=�< � �>6 �3-8  Oil and gas industry  

�1N :J�7 J��   R7�" 0�& U�/&�� � �N�  

	
�� C�K L�
 L��G DT-K D9 =+ ����  ��� DE I��K3  ~�O76+��6�:    

 M�<N3- D���� � VW�� �����%* (��  �7�%� .<$  
Table 3- The frequency of reviewed articles and researches 

X%$  ��+�� VW��  �N��+ VW��  Y�5K  

�#�� �e�X� M: I�+ Y�J�� �� ���  14  160  174  

rT��� *+�-� �\6=+ L�4��E�U  6  35  41  

���?` �\6=+ L�4��E�U  3  30  33  

�-7� L+�7R� �\6=+ L�4��E�U  3  40  43  

	
�� L�
  �9��E ���  2  55  57  

V�T-Z� [�%/&7� :J��H; J�� �� 0�&  �7�%� .<$  

D79� �E _�O7.� �e�X� L�-E  I��K ��� DE C6+�� d.J4 �9+.   

 M�<N4- �� ���� 	#-+ ��� � � � �!"# �� ��$� ��%&"'� (%����)  
Table 4- Summary of the challenges and Barriers of using the Internet of Things in the oil and gas industry 

VW��  ����  �C"N  

\��� � 0���45�13 )2021(8 2-*� � 0���45� )2022(8 ����C � 

0���45� )2018( 
-�+ Mc�.��7� 46���R� ��  �?�-?�  

��( � 0���45�14 )2020(8 2-*� � 0���45� )2022(8 ��_� � 

0���45� 15 )2023( 
D-��
 ���^� L�
 ��+� M��R� � L=�9 �
  L��27b+  

 �� \��7 � 0���45�16 )2016(8 ����7�� � 5�0���417)2020(  �����R� L��?�
 � �4-
��
 L�
  �6��=�9  


�����C � 7����518 )2018(8 ��_� � 0���45� )2023(  *��=�9 �� *��9����+ B7�+�6��K� �
  �6��=�9  


�� � 0���45�19 )2020(8 
� � d���20 )2017(  *+���� ����J *+�X#  �6��=�9  

��� � 0���45�21 )2019(8 N� e�� � 0���45�22 )2021(8 2-*� � 

0���45� )2022(  
*�-:��: N�3S ���6+�� � 	6+�  �6��=�9  

���'f�< � 0���45�23 )2017(8 �<5�%'0� � 0���45�24 )2017(8 

����� � 0���45�25 )2021(  

  9+ � B�3� B�6+�b B7�+�6��K� ��+�6�7

���+ �6�7-�+ %��& L+�E �J+�  
D`��a?� L=�9  
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VW��  ����  �C"N  

���%��� � 0���45�26 )2020(8 ��&7 � 0���45� )2018(  ���� Y-��
 e�E L�+�A46 � L=�9  L��27b+  


�� � 0���45� )2020(8 ������_� � 7�Q"27 )2020(  |��X� ���R� L��&  D`��a?� L=�9  

�<*28   )2020(8 
�K��S � 0���45� 29 )2020(  ����� �E �>��O�  D`��a?� L=�9  

�
�� [�%/&7� :6K"� J�� ��<) � ��   

��  D�J�� B�+D7#�� 	
�� �>�: L�
 � d�:�� � M��R� � D��,�  ��.  D�+�+ �� �
�Q:L   pQ� �� DE�5� V�QA>� �QE

DXT[ ���<  L�-E� ���� I��K ��F 5 DE  D8v^ ��[*��E �9+ ���.    

 M�<N5- ��CZ D
�; (<"� �� ���� � �� ��� � � � �!"# �� ��$� ��%&"'� (%����)  
Table 5- Classification of challenges and Barriers of using Internet of Things in oil and gas industry 

�C"N  [�%/&7� ���� .<$  ��� ��5�  VW�� �� [�<" <)  

�6��=�9 �����R� L��?�
 � �4-
��
 L�
  C1  
�J+� ��7^�9 N3S *��=�9 L�
- �
�J+� I�2�+-  ��[�T��+

�6��=�9  

�6��=�9    �+�6��K�*��=�9 �� *��9����+ B7 �
  C2  ��= N3S L���-# �^�9- *��=�9 �� I�7�,�� z-
�# N3S  

�6��=�9  *+���� ����J *+�X#  C3  
L���-# =+ *+���� @: �^�-�-  *+���� L�?# ���E B7�+�6- 

�#�:�6 YE�,�  

�6��=�9  ���6+�� � 	6+� *�-:��: N�3S L�
  C4  
��: B�J *�-:��: %=��G- D��6�E ��� L�
%=��G *-  	6+�

*�-:��: �#�:�6 

D`��a?� L=�9  |��X� ���R� L��&  C5  +�K+ �<��l� - �O9 V�6 � �+�#+ ���l� �+�#+  

D`��a?� L=�9  ����� �E �>��O�  C6  
����X� - �7-9 ��<���-�6��=�9 �9+�:��E-  p� B7�+�6��K�

�3b+� Y6��6- ���7�+ DE }�E�� Mc�.� 

D`��a?� L=�9  
 +�b B7�+�6��K� ��+�6�79+ � B�3� B�6

���+ �6�7-�+ %��& L+�E �J+�  
C7  

d9�-� ��7^�9- V+��+ ��E�2� � B�6+�b ��K� ��G-  B����

�+��X� � B�6+�b  

L��27b+  
D-��
 ���^� L�
 D��,� � L=�9 �  M��R�

��+� �
  
C8  

��+� *v:- ��+� %=+�� � �9�79� �
-  L�
�7.E ��,�+ Y-��


d9�-�  

L��27b+   Y-��
���� e�E L�+�A46 � L=�9  C9  d9�-� ��7^�9 ��,�+ Y-��
- �<��9� � L�+�A46 Y-��
  

�?�-?�  -�+ Mc�.��7� 46���R� �� C10  
���v[+ ��-�+ - D6���R�- �7�-�+ N3S- d�9G L��&- 

�8�2^ @��J- DT-K �b�XJ L�
-����7K+  

 �^�� =+ �C6+�� ��+�� B��3� L+�E D�+�+ ��CVR  .�� ���>79+-9DT-K 	,     |�Q9+�E ��Q�� pQ� N�7O� L�


D��< �� V�,6+ �>�7O� L�
 	9� �� D: ��� 9+ ��� D7#�< �\6 �� D��6 H�   ��RQ8 B�Q�O� � ���G�E L+�E B�+�E�-E

���� p�� �9�� =+ ���E �.O6  *��E*G M�+��   ��Q\-� BQ�+ L+�E .��� M8�J *�-��[+�     ���>7Q9+ �Q�+�� V�QA>� =+

�� ����� *�56 ��+�� . D��< D: �
� C�K L�
 L��G W�XR� d9�-� �=+�6+ D` �� ���  .�6+    L+�QE *�Q�=G n+�Q
+ +�7E+

��+� ��S�� *�<�T^   DE }�E�� ������� N���3� ����9�-� M�+�� ���   �Q� *�Q�E  �Q�H�   =+ �aQ9 *�Q<�T^   D7Q9+�^

�� � ����E +� �e+i9 =+ p��
 �  N�[ |�9+D9 �5OE DXT[ ��?�� --: L�-E.�  �36+��  ��6�Q� _+�O79+ *�7� =+ D:

 Mb+�J L+�+� D: �#�< �+�b L=�< � �>6 �3-8 *�<�T^ =+ �>6 ��=+�� ���7^+ ��15  �3-8 B�+ �� ��: YXE�9 I�9

�E �� D79+�^ �A6G =+ � �6��E D9 N�[ |�9+     ��Q.�6 L���QS �Q�� ��9+ ��>� D��< ��9+ L���S D��<) �5OE

C6+�� ���
+ *+��� (��+�6 �����S D��<     �^�Q� �*�Q<�T^ ��<�Q�� L��G��< =+ � .�--: �O5� +�CVR   �Q
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 =+ �75�E C6+�� ����� L+�E *G �+�X� D: �� DT9�R� C6��56/0 *�56 D: ��E  =+ �QA6G ���g� F�-
�     �Q9+ *�Q<�T^ �Q\6

)Lawshe, 1975 .(  

32  d��b �� �:10 DE C6��    �� ��Q�+ �Q6�7-�+ L��<��Q:     �� � =�Q< � �Q>6 �3-Q84     ��Q?�-?� �L��Q27b+ YQT-K

D`��a?�  � L=�9  DXT[ �6��=�9 �6��=�9 YT-K DE }�E�� �K+�O79+ C6+�� �75�E .�6�� L�-E  M��R� L+�E D�+�+ �� .�6+

_+�O79+ C6+�� 	9� ���� D��6  ���7^+ �� L+10       L+�+� DQ: �Q#�< �+�Qb �6+���Q� � *+�t�Q6 ��3-8 *�<�T^ =+ �>6

� Mb+�J �^�20   |�Q9+�E D: �� D79+�^ *�<�T^ =+ .�6��E x�S�� �E ���-�G � �3-8 B�+ �� L��: YXE�9 I�9

 =+ C6�� �
 ���
+1  ��100 M��?� ������ .�-
�E ���6 �A6G DE  I��K �� ���6�  �� ��
�5�   .��� 

 M�<N6-  ���*� 	�
�� G'%��  
Table 6- initial success matrix  

.%C+  

����  
1  2  3  4  5  6  7  8  9  10  

C1 40  70  30  70  70  50  60  50  40  60  

C2 40  40  60  70  50  70  50  60  70  80  

C3  80  80  90  100  95  100  90  90  80  80  

C4  60  70  80  75  75  80  80  80  80  65  

C5  70  50  50  50  50  70  70  70  70  80  

C6  80  75  50  60  80  80  80  90  100  80  

C7  70  80  60  60  60  70  60  70  80  60  

C8  50  50  60  70  70  70  60  60  60  80  

C9  50  50  50  70  60  80  80  80  80  80  

C10  80  100  60  75  80  40  80  70  60  80  

  I��K =+ M8�J �+��6 ��3E V�< ��6 L=�# ����X� DE ���E  I���# WE�Z� ���3  I��K �� 0��76 .�6�� M��T�7 �

.�9+ ��� ����G  

 M�<N7- (��* G'%�� � P<$�� ��� ��$� ��%&"'� (%����)  
Table 7- Fuzzy matrix of barriers to IoT Adoption  

��T^  

C6+��  
1  2  3  4  5  6  7  8  9  10  

C1 25/0  00/1  0  00/1  00/1  5/0  75/0  5/0  25/0  75/0  

C2 0  0  5/0  75/0  25/0  75/0  25/0  5/0  75/0  00/1  

C3  0  0  5/0  00/1  75/0  00/1  5/0  5/0  0  0  

C4  0  5/0  00/1  75/0  75/0  00/1  00/1  00/1  00/1  25/0  

C5  66/0  0  0  0  0  66/0  66/0  66/0  66/0  00/1  

C6  6/0  5/0  0  2/0  6/0  6/0  0/6  8/0  00/1  6/0  

C7  5/0  00/1  0  0  0  5/0  0  5/0  00/1  0  

C8  0  0  33/0  66/0  66/0  66/0  33/0  33/0  33/0  00/1  

C9  0  0  0  66/0  33/0  00/1  00/1  00/1  00/1  00/1  

C10  66/0  00/1  33/0  58/0  66/0  0  66/0  5/0  33/0  66/0  
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 I��K WT[ rE+�� ���b ������ �L�3E V�< ��8  DT9�R����9+ }�T��+ ���b �46��E ������ B�+ ..  

 M�<N8- g���� V�<_ G'%�� �� ���� ��$� ��%&"'� (%����)  
Table 8- Relationship strength matrix of barriers to IoT Adoption 

C6+��  C1  C2  C3  C4  C5  C6  C7  C8  C9  C10  

C1   764/0  792/0  736/0  750/0  806/0  750/0  815/0  750/0  875/0  

C2  537/0    778/0  884/0  690/0  602/0  690/0  588/0  695/0  496/0  

C3  421/0  884/0    00/1  648/0  648/0  658/0  584/0  579/0  380/0  

C4  422/0  884/0  00/1    648/0  560/0  658/0  584/0  579/0  380/0  

C5  579/0  690/0  648/0  648/0    676/0  769/0  750/0  792/0  649/0  

C6  667/0  602/0  648/0  560/0  676/0    681/0  810/0  741/0  792/0  

C7  412/0  690/0  658/0  676/0  769/0  681/0    833/0  763/0  621/0  

C8  477/0  588/0  584/0  584/0  750/0  810/0  833/0    690/0  731/0  

C9  537/0  695/0  579/0  579/0  792/0  741/0  763/0  690/0    690/0  

C10  625/0  496/0  380/0  380/0  649/0  792/0  621/0  731/0  690/0    

 

 L+�E�E ����A6 ������ �^�9 �\6 |�9+  �*�<�T^ =+ L�+�3��E ��[�T��+  *��� L�-3�C6+��  ��� �AK � n&J

 I��K �� 0��76 D: �� �O5� rE+��9  ��
�5� �� ���.    

 M�<N9- �� ���� ���*� �'�H� G'%���)��$� ��%&"'� (%���  
Table 9- The final success matrix of barriers to IoT Adoption 

����  C1  C2  C3  C4  C5  C6  C7  C8  C9  C10  

C1 00/1  764/0  792/0  0  750/0  0  0  0  0  0  

C2  0 00/1  0  884/0  690/0  0  0  588/0  695/0  0  

C3  0  884/0  00/1  00/1  648/0  0  658/0  0  0  380/0  

C4  0  0  0  00/1  648/0  560/0  0  584/0  579/0  380/0  

C5  0  0  0  0  00/1  676/0  769/0  0  792/0  0  

C6  0  0  0  0  0  00/1  681/0  0  741/0  0  

C7  412/0  0  0  0  0  0  00/1  833/0 763/0  621/0  

C8  0  588/0  0  0  0  810/0  0  00/1  690/0  731/0  

C9  0  695/0  579/0  0  0  0  0  0  00/1  0  

C10  625/0  496/0  380/0  0  0  792/0  621/0  731/0  690/0  00/1  

 

D5X6 �J+�[ L+�E �D�J�� B�+ �� DE C6+�� L=�# �7^�-�V�6 =+ �=�< � �>6 �3-8 �� ���+ �6�7-�+ L��<��:   �+�Q#+

FCMapper  I��K �� .�� ���>79+10��fg� ��� � ��fg� �L�+&<  DQE C6+�� x�6 � ���:�� �L��&   �Q6�7-�+ L��<��Q:

  .�9+ ��� ��+� *�56 =�< � �>6 �3-8 �� ���+ 
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 M�<N10- �� ���� ����� h'�&���$� ��%&"'� (%����)  
Table 10- The results of the analysis of barriers to IoT Adoption 

����  (��i�%�jk�  (%'i�%�jk�  �'l)%  Y��  

C1  31/2  04/1  34/3  ����3�  

C2  86/2  43/3  28/6  ����3�  

C3  57/3  75/1  32/5  ����3�  

C4  75/2  88/1  64/4  ����3�  

C5  24/2  74/2  97/4  ����3�  

C6  42/1  84/2  26/4  ����3�  

C7  63/2  73/2  36/5  ����3�  

C8  82/2  74/2  56/5  ����3�  

C9  27/1  95/4  22/6  ����3�  

C10  34/4  11/2  45/6  ����3�  

 

 I��K WT[10� *+���� ����J *+�X# ��46���R� � �7�-�+ Mc�.� C6+�� � *��=�9 �� *��9����+ B7�+�6��K� �
 

���� Y-��
 C6+�� � L�+&<��fg� B��75�E �e�E L�+�A46 � L=�9  *��=�9 �� *��9����+ B7�+�6��K�    �QE �Q>��O� � �


��46���R� � �7�-�+ Mc�.� � L��&��fg� B��75�E �����  *��=�9 �� *��9����+ B7�+�6��K� ���� Y-��
 � �
   � L=�Q9

 .�6�+� +� ���:�� B��75�E �e�E L�+�A46
k��E ���:�� �+�X� ��X` � *�56 ����E ��  �� � *G �7Q5�E ���
+ F�-
�  

 .�9+ *+���� �75�E �:��� � DK�� D,�76  

 M?�2 C6+�� L+�E +� D��X� D9 B�+ ����X�  D3��Z� ��� �� *�56 .�
�  

  
 �4$2- %�jk� V�<_%�jk� m(��i����� �'l)% � (%'i�  

Fig. 2- indegree power, out degree and centrality 

  

E �K��^ DE DK�� �E DV�6 =+ ���G �9�  �+�#+PajekD5X6 I�� �  M?� �� L=�# �7^�-�3  .�� @�9��WT[  �M?�

�9+ L�+&<�f+ *+��� �46��E �	�# L�� �+��+ � L�+&<�f+ �AK �46��E �	�# �AK.   
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 �4$3- ���� �� ���� (��* �&+�"$  � �!"# �� ��$� ��%&"'� (%����)��� � �  

Fig.3- Fuzzy cognitive mapping of the barriers to using Internet of Things in the oil and gas industry 
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Fig. 4- The first backward scenario  
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Fig 5. The second backward Scenario 
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Fig.6- Forward scenario to Lack of leadership support 
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