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Abstract

Background and aim: With the expansion of cyberspace, criminal networks have adopted
more sophisticated methods for distributing new psychoactive substances. Developing Al-
based information dominance can help identify these networks and track their financial and
communication flows. This research aims to present a paradigmatic model for the application
of artificial intelligence and its role in countering these threats while enhancing intelligence
capabilities in detecting and preventing cybercrimes related to new psychoactive substances.
Method: This study has an exploratory nature, conducted using a qualitative approach and
grounded theory method (Strauss and Corbin). Participants included experts in the fields of
cyber police, drug enforcement, Al specialists, and cyber analysts, selected through purposive
sampling, with theoretical saturation achieved by the twentieth interview. Data were collected
through library research and semi-structured interviews and analyzed using thematic analysis
in MAXQDA software. Additionally, Al algorithms were employed to enhance accuracy and
uncover hidden patterns, improving information dominance and providing a deeper
understanding of strategies to counter NPS threats in cyberspace.

Results: Causal factors included weak cyber surveillance and criminal networks' use of
modern technologies. Legal gaps and technical limitations were identified as contextual
factors, while challenges such as information-sharing barriers and the lack of integrated
databases were categorized as intervening conditions. The findings revealed that countering
threats from psychoactive substance networks requires leveraging Al in financial data
analysis, monitoring social networks, and identifying suspicious activity patterns, enabling
faster and more accurate detection of illegal activities and supporting effective decision-
making.

Conclusion: Artificial intelligence plays a crucial role in enhancing information dominance
and combating cybercrimes through advanced data analysis and predictive modeling of
criminal network behaviors. The key recommendation of this study is the establishment of an
integrated Al-based system for monitoring and analyzing crime-related data, along with the
development of an information network among security and technology-driven organizations
to enable rapid and targeted interventions.
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