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Abstract

The rapid advancement of artificial intelligence (Al) technology in the modern era has created emerging
legal issues and challenges. Among the most important of these challenges is the issue of Al deception, and
consequently, the production and dissemination of misinformation.This phenomenon is not only a side effect
of technological evolution but also indicates a fundamental shift in the dynamics of information
dissemination and trust in society. Therefore, addressing this issue is essential because intelligent deception
can pose a serious threat to national security, social stability, and civil rights. In light of this necessity, the
present study, using a descriptive-analytical approach and comparative study, examines the dimensions of
deception in Al. This research, while identifying existing legal challenges, also analyzes appropriate
solutions to address this phenomenon. In this regard, the study begins by entering the theoretical foundations
and explaining the nature of deception in Al, across four main areas.Then, the mechanism of algorithmic
misinformation is structurally analyzed. The next step addresses the legal challenges in dealing with
intelligent deception, and finally, legal solutions are presented to counter it. The results of this study reveal
that legal systems, especially those with weaker legal infrastructures, face serious challenges and
shortcomings in dealing with the emerging complexities of algorithmic deception. These shortcomings
mainly stem from the inadequate adaptability of existing laws to rapid technological developments. In such
circumstances,effectively addressing the challenges of Al deception requires intelligent utilization of
existing legal capacities and a dynamic interpretation of general laws that can be extended. Furthermore, the
need to design an innovative and flexible regulatory system, along with the creation of legal frameworks
commensurate with the dynamic nature of new technologies, is increasingly felt. This approach can, while
addressing immediate needs, provide the necessary platform for the gradual evolution of the Iranian legal
system in this area.
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2 Derivative Legal Subject

3 Civil Law Rules on Robotics

uropean Parliament resolution of 16 February 2017 with
recommendations to the Commission on Civil Law Rules on
Robotics (2015/2103(INL))

https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:520171P0051

4 Electronic Personhood

S Artificial Intelligence Act

European Parliament & Council of the European Union. (2024).
Regulation (EU) 2024/1689 of the European Parliament and of the
Council of 13 June 2024 laying down harmonised rules on artificial
intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017IP0051
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017IP0051
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15 Indirect Accountability Mechanisms

%6 phishing

17 Defamation and False Information Generation
18 Mark Davies
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(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and
(EU) 2020/1828 (Artificial Intelligence Act). Official Journal of the
European Union. Retrieved from https://eur-
lex.europa.eu/eli/reg/2024/1689/0j

! Chain of Responsibility

2 Risk-based Approach

8 Distributor

4 Importer

° Deployer

® Third-party

" provider

8 Initial Provider

® Product Manufacturer

10 Several Liability

11 Joint Liability

12 New Providers

13 Transferability

4 Liability Discharge
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! Evidence Manipulation in Legal Proceedings
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3 Defending Democracy from Deepfake Deception Act of 2024
https://legiscan.com/CA/text/AB2655/id/2987162

. . . e ¢
03 Fsae A 53 e 03 S Sl IS OB a4 s )

1355 axarl e Ji‘:&;gg‘;ﬂmc]aﬂ
https://www.ncsl.org/technology-and-communication/deceptive-
audio-or-visual-media-deepfakes-2024-legislation

5 U.S. Congress. (2020). H.R.6216 - National Artificial Intelligence
Initiative Act of 2020, 116th Congress (2019-2020). Retrieved from
https://www.congress.gov/bill/116th-congress/house-bill/6216

U.S. Congress. (2023). H.R.5628 - Algorithmic Accountability Act
of 2023, 118th Congress (2023-2024). Retrieved from
https://www.congress.gov/bill/118th-congress/house-bill/5628/text
U.S. Congress. (2023). S.3050 - Artificial Intelligence Advancement
Act of 2023, 118th Congress (2023-2024). Retrieved from
https://www.congress.gov/bill/118th-congress/senate-bill/3050

U.S. Senate. (2023). S.1865 - Transparent Automated Governance
Act. https://www.congress.gov/bill/118th-congress/senate-
bill/1865/text
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L Texas Senate Bill 751 (SB 751): Relating to the Regulation of
Deepfakes in Elections. (2019).
URL: https://legiscan.com/T X/text/SB751/id/1902830

2Ca]ifomia eegillative Inforttt ion. (2019). “AB-730 Elections:
deceptive audio or viuual ddd ia.”

URL:

https://leginfo.legislature.ca.gov/faces/bill TextClient.xhtmI?bill_id=
201920200AB730



https://legiscan.com/TX/text/SB751/id/1902830
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB730
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB730
https://legiscan.com/CA/text/AB2655/id/2987162
https://www.ncsl.org/technology-and-communication/deceptive-audio-or-visual-media-deepfakes-2024-legislation
https://www.ncsl.org/technology-and-communication/deceptive-audio-or-visual-media-deepfakes-2024-legislation
https://www.congress.gov/bill/116th-congress/house-bill/6216
https://www.congress.gov/bill/118th-congress/house-bill/5628/text
https://www.congress.gov/bill/118th-congress/senate-bill/3050
https://www.congress.gov/bill/118th-congress/senate-bill/1865/text
https://www.congress.gov/bill/118th-congress/senate-bill/1865/text
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5 (i) unacceptable risk, (ii) high risk, (iii) limited risk, and (iv) low or
minimal risk

6 Implied
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L Artificial Intelligence Act Al Act
2 Digital Services Act (DSA)

3 General Data Protection Regulation (GDPR)

4 Artificial Intelligence Act

European Parliament & Council of the European Union. (2024).
Regulation (EU) 2024/1689 of the European Parliament and of the
Council of 13 June 2024 laying down harmonised rules on artificial
intelligence and amending Regulations (EC) No 300/2008, (EU) No
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and
(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and
(EVU) 2020/1828 (Artificial Intelligence Act). Official Journal of the
European Union. Retrieved from https://eur-
lex.europa.eu/eli/reg/2024/1689/0j
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2 The Digital Services Act (DSA)

European Parliament & Council of the European Union. (2022).
Regulation (EU) 2022/2065 of the European Parliament and of the
Council of 19 October 2022 on a Single Market for Digital Services
and amending Directive 2000/31/EC (Digital Services Act) (Text
with EEA relevance)

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32022R2065
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