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Relying on the Area Under the Curve (AUC) measure, we compare the performance of
the Logit regression model and the LightGBM algorithm. Despite these methods being
common in the literature, our study emphasizes the role of statistical inference to
evaluate and compare the results comprehensively. We use the training set of the Vesta
(2023) dataset, provided by Vesta—a global fraud prevention company headquartered
in the United States specializing in payment solutions and risk management. Originally
released as part of a Kaggle competition focused on credit card fraud detection, this
dataset comprises diverse transaction records, representing a rich source for exploring
advanced fraud detection methods. Our analysis reveals that while the LightGBM
algorithm generally yields higher predictive accuracy, the differences between the
calculated AUCs of the two methods are not statistically significant. This underscores
the importance of using inferential techniques to validate model performance
differences in fraud detection.
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1 Introduction

Card fraud, a subset of identity theft, is a significant type of fraud where
individuals' financial card information is stolen and misused (Legal
Dictionary, 2023). This includes Card-Present Fraud, such as through theft or
counterfeiting, and Card-Not-Present Fraud, which occurs through online
payments using card information obtained via data breaches or phishing
(European Central Bank, 2021). According to a report by the European
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Central Bank, the total value of card transaction fraud in 2019 reached 1.03
billion euros, representing 0.032 percent of the total transaction value.
Notably, 80 percent of these frauds involved transactions without the physical
presence of the card (European Central Bank, 2021).!

Card fraud directly harms customers and indirectly harms card-issuing
companies. Preventing such fraud involves both the customer and the issuer.
On the customer side, education on caring for physical cards and identity
information is crucial. On the company side, using up-to-date technology in
card issuance (e.g., using chip-based cards instead of magnetic stripes),
enacting laws to increase the cost of accessing technologies for producing
counterfeit cards, and training or incentivizing vendors to better protect
information or identify and prevent fraud are essential measures (Barker et al.,
2006).

In recent years, the use of computer algorithms has been proposed as an
additional layer for detecting and preventing fraud.? The main advantage of
these algorithms is their access to very large sample sizes.?

In the present study, we examine the role of statistical inference in selecting
a fraud detection model. This includes comparing the fraud detection power
of logit regression model and the LightGBM algorithm using the Vesta dataset
(2023). Additionally, we discuss the feature of financial transaction data,
which is characterized by a relatively high volume of observations in the
sample. In this context, we also explore the relationship between cross-
validation and statistical inference.

The data for the present study is the training set of the Vesta dataset
(2023)*, which was published as part of a competition on Kaggle to find the
best fraud prediction model. The LightGBM algorithm plays a prominent role

! Shaparak, the backbone of Iran's electronic card payment system, reported a total transaction
value of 7000 trillion rials in 2021 (Shaparak, 2022). By applying the same fraud ratio, we
estimate an approximate figure of 2.24 trillion rials in fraud. It is important to note that this
number is an approximation, considering the type and nature of the transaction process.

2 For example, Visa has announced that there are eight layers of protection, which include: Visa
chip technology, point-to-point encryption, the three-digit code on the back of the card,
transaction alerts, device ID (containing information about the device used for the purchase),
predictive fraud analysis (where a risk factor is calculated), Verified by Visa (which allows the
cardholder to verify the transaction), and tokenization (which allows sensitive account
information to be stored as a token). (Visa, 2023)

3 For example, the number of Shaparak transactions was 33 billion in 2021 (Shaparak, 2022).
Additionally, the Vesta dataset (2023) contains 1.1 million observations, covering data from
2017 and 2018, and appears to relate to a six-month period.

4 Vesta is a fintech pioneer in fraud protection and guaranteed payment technologies, helping
online merchants optimize revenue by eliminating the fear of fraud.
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in the best fraud prediction models. However, this does not mean that the
comparison of fraud detection power between this algorithm and the Logit
regression method does not require further investigation. The method of
identifying the best model in this competition lacks the desirable
characteristics of a statistical study, as there are only two test samples (20%
in the public leaderboard and 80% in the private leaderboard), and the
significance of the differences between the scores has not been considered.
Clearly, in such an approach, sampling error is not managed.

Classifying existing approaches in detecting financial transaction fraud is
not simple (for a classification, see Qi (2020)). Some approaches are based
solely on transaction information, which is the main focus of this article,
where supervised classification algorithms play a central role. In other
approaches, historical data on customer behavior is used, and the role of
unsupervised algorithms becomes more prominent. Additionally, given the
very high volume of requests, discussions about real-time processing or
parallel processing arise. On the other hand, operational goals make the
approach to fraud detection more systematic and scalable. In any case, as
stated, the focus of the present study is on the first approach.

Empirical studies in the field of transaction-based fraud detection differ in
terms of the type of data used and feature engineering, the type of algorithm
or modeling, and the type of evaluation in the model selection process. In these
studies, the issue of fraud detection in financial transactions is usually
formulated as a binary classification model, and common machine learning
algorithms such as support vector machines, random forests, decision trees,
K-nearest neighbors (KNN), naive Bayes classifiers, XGBoost, logistic
regression, and/or neural networks are used (for an introduction, see
Chaudhary et al., 2012). Given the growth of e-commerce and online payment
methods, and possibly as a result of the increase in fraudulent transactions, the
number of articles in this field is relatively high, and therefore, only a portion
of these recent studies are mentioned here.

Some studies focus on feature engineering, such as Bahnsen et al. (2016)
and Zhang et al., (2021). Studies that are closer in subject to the current study
are those that examine and compare the predictive power of two or more
common learning algorithms as previously presented. Generally, these studies
do not lead to a definitive conclusion, and it seems that the issue of selecting
the best model depends on the characteristics of the data or the evaluation
method. Among these studies are Hossain et al., (2022) [KNN], Dai (2022)
[Random Forest], Awoyemi et al., (2017) [KNN], Varmedja et al., (2019), and
Shen et al., (2007) [Neural Network and Logistic Regression]. Although there
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may be considerations regarding the best model, the best reported model in
these studies is presented in brackets (an empty bracket means no specific
result was provided). The innovation of the present article, compared to these
studies, is the emphasis on the importance of testing the significance of the
differences in comparison criteria.

The structure of this article is as follows: Following this introduction,
Section 2 delves into the research methodology, emphasizing the approach to
comparing model performance. Section 3 introduces the data. Section 4
reports the empirical results, while Section 5 is devoted to discussing the
findings.

2 Methodology
A part of the methodology of this article involves estimating Logit regression
model and using the LightGBM algorithm. To avoid lengthy discussions, for
the first topic, see Greene (2000) and Greene and Hensher (2010), and for the
second topic, see Shi et al. (2018) and Chen and Guestrin (2016). Given the
importance of model performance evaluation for this article, this section
focuses on explaining the AUC criterion. This criterion represents the area
under the ROC curve, where the true positive (TP) rate is plotted as a function
of the false positive (FP) rate. For details on this, see Fawcett (2006a). The
following discussion will focus more on the shortcomings of this criterion and
how to address them.

The AUC criterion does not account for the different costs of classification
errors. Conceptually, false positives (FP) should have a higher cost than false
negatives (FN). If we introduce the following cost matrix:

Table 1
Cost Matrix
Prediction
N P
E N Cry = 0.02x Cep = —¢C
2 P Cpy = —X Crp=¢

Source: Research Findings

we expect Crp > Cry and Cgy > Crp. If the first condition is violated and
the second condition holds, it is optimal to predict all observations as positive.
Conversely, if the first condition holds but the second condition does not, it is
optimal to label all observations as negative (Elkan, 2001).
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Regarding card fraud, the following statements can be used as the basis for
calculating costs: Accepting a fraudulent transaction (FN) costs the value of
the transaction (x). Rejecting a valid transaction (FP) annoys the customer
and therefore has a fixed cost (c). Rejecting a fraudulent transaction (TP) has
a benefit, as it prevents further fraud. This can be considered as the negative
fixed cost of a valid transaction (c). Finally, accepting a valid transaction (T N)
has a benefit (e.g., 2% of the transaction value), as a service has been provided.

It is possible to calculate the expected cost of the model with this
information, but the advantages of the ROC curve are lost. Fawcett (2006b)
attempts to address this deficiency by introducing the ROCIV curve and the
area under it as a criterion similar to AUC. By setting the origin as 'accepting
the transaction,’ the benefit of a negative observation (TP,) is equal to
0.02x + c, and the cost of a positive observation (FN,) is equal to x + ¢
(the first column minus the second column, and Cgy is converted to cost by
negating it). In this case, in plotting the ROC and calculating the AUC, at each
threshold level, we move by the amount of TP, and the cost of FN,, and
normalization is based on the total costs and benefits.

Another shortcoming of AUC is that it includes scenarios for threshold
levels that are not practically acceptable. For example, the area where the FP
rate is greater than 0.9 means that more than 90% of negative observations are
incorrectly classified as positive. Partial AUC is calculated by limiting the
ROC curve to operational FP rates. If the area under the curve in this region
is divided by the length of the FP rates, this criterion also has a probabilistic
interpretation similar to AUC. The generalized form of this correction can be
calculated with weighted AUC (Lee and Fine, 2010).

The AUC criterion is not sensitive to the absolute size of the calculated
probability for positive and negative observations; what matters is their
relative position. For example, as long as all negative group probabilities are
above 0.9, but the classification is still correct (the negative group probability
for negative observations is greater than the negative group probability for
positive observations), this criterion equals one (i.e., maximum). Note that in
this example, there is a positive observation with a probability of being
positive less than 0.1. In other words, this criterion does not provide
information about the optimal or desirable threshold level. This is because this
criterion corresponds to the U Mann-Whitney test statistic.

The one-sided version of this non-parametric U Mann-Whitney (-
Wilcoxon) test can be used to examine whether one population has a positive
or negative shift compared to another population. This statistic is constructed
based on combining two samples, sorting them, and examining the rank of
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observations from both samples. If the sample size is large enough, the normal
approximation can be used to reject the null hypothesis. An important point in
this test is that in the sorting process, two or more observations may be equal.
This, on the one hand, causes the standard deviation in the normal
approximation to be different, and on the other hand, usually a factor of 1/2 is
considered in calculating the test statistic. In generalizing this statistic to
calculate AUC, the factor of 1/2 is the same situation introduced by Fawcett
(2006b, Figure 2) as 'expected.' Choosing a factor of zero is introduced as the
‘pessimistic’ case, and choosing a factor of one is introduced as the 'optimistic’
case.

3 Data

In order to examine the classification power of the Logit regression model and
the LightGBM machine learning algorithm in the field of fraud detection, the
training sample data from the Vesta dataset (2023) is used. As explained in
the introduction, this data was published as part of a competition to find the
best fraud prediction model. The study is limited to the training sample
because the binary target variable indicating whether the information is
fraudulent or not is reported as isFraud, and the test sample lacks this
column. This sample contains 590,540 observations.

The competition organizer has stated that the labels in the isFraud column
are based on the presence of a corrective transaction on the card (Vesta, 2023).
If this label is applied to an account, this transaction and other previous
transactions with the same email or address will also receive this label
(isFraud = 1). If no such report exists after 120 days, the transactions are
labeled as legal (isFraud =0). In the real world, some fraudulent
transactions may not be reported (e.g., due to the cardholder's unawareness or
reporting after the legal reporting period). These observations, if they exist,
are very unusual and will constitute a very small share of the observations
(Vesta, 2023).!

The raw data of the training sample includes two tables named identity and
transaction. These two tables can be merged using the unique identifier
TransactionID. The transaction table has 329 columns (excluding isFraud
and TransactionID). The columns in this table include both quantitative and

!'In this article, identification processes other than model prediction are not used. For example,
based on these explanations, a blacklist of emails or addresses from fraudulent observations is
not prepared and is not used in the prediction process. Note that the goal of this article is
‘comparison.'
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categorical features. These features are explained below (the type of data, i.e.,

guantitative or categorical, is written in parentheses next to them):

— TransactionDT: (Quantitative) Difference in transaction time from a
reference time,

— TransactionAMT: (Quantitative) Payment amount (USD),

— ProductCD: (Categorical) Product code,

— cardl — cardé6: (Categorical) Card information such as card type, card
group, issuing bank, country, etc.,

— addrl,addr?2: (Categorical) Customer address,

— dist1,dist2: (Quantitative) Distance between billing address, shipping
address, zip code, IP address, phone area, etc.,

— P_emaildomain: (Categorical) Customer email domain,

— R_emaildomain: (Categorical) Recipient email domain (may be empty
as some transactions do not have a recipient),

— (€1 — C14: (Quantitative) Counters, e.g., how many addresses are linked
to the card (the actual meaning of these is not clear),

— D1 - D15: (Quantitative) Time intervals, e.g., the interval between this
transaction and the previous transaction, etc.,

— M1 — M9: (Categorical) Matches, e.g., match between names on the card
and address, etc.,

— V1-V339: (Quantitative) Features engineered by Vesta, including
rankings, counts, etc.

The identity table includes 40 columns (excluding TransactionID):

— DeviceType: (Categorical) Type of device,

— Devicelnfo: (Categorical) Type of device information,

— id01 —id11: (Quantitative) Identification-network  connection
information,

— id12 — id38: (Categorical) Information (IP, ISP, Proxy, etc.) and digital
signature related to the transaction.

In this research, categorical variables have been converted to dummy
variables. Generally, a variable with x categories can be converted to x — 1
dummy variables. However, when x is relatively large, it is better to
emphasize a few specific categories and use the 'other' option for the rest, or
initially group the various categories and then convert them to dummy
variables. The final table, which contains only quantitative variables, includes
474 features. However, given that the identity table has fewer observations
(144,233 observations), naturally combining the two tables results in a
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relatively large amount of missing data. Overall, 46% of the numbers in the
combined table are NA.

4 Empirical Results

Although different models can be estimated due to the presence of NA and the

results of possible models can be combined based on the presence or absence

of information in the test sample, since the goal of this article is comparative,
two tables without missing observations are designed based on two strategies
for removing NA. In the first strategy, the volume of observations is
maximized provided that the number of observations removed is as large as
possible. This choice results in 590,539 observations and 37 features. In the
second strategy, the volume of observations is maximized provided that the
number of features is prioritized. This choice results in 44,540 observations
and 215 features.

The estimation and evaluation process is not particularly complex and
follows a common approach in Monte Carlo cross-validation:

[y A number N > 0 is chosen as the number of out-of-sample tests, and a
value t € (0,1) is chosen as the percentage of observations in the training
sample.

2) The training sample with a volume of [tN] is obtained randomly and
stratified. The remaining observations are called the test sample.

3) The Logit regression model is selected with a top-down approach with a
significance threshold level of p,. This includes estimating the model,
removing statistically insignificant variables, and re-estimating the model.
Additionally, the optimal parameters of the LightGBM model are selected
by designing an out-of-sample evaluation process similar to the current
process in the training sample data. The model selection criterion is AUC.
At this stage, the weight of positive observations is chosen to be equal to
the ratio of total observations to positive observations.

4) The selected models from step 3 are used to predict the test sample
observations. The AUC criterion is calculated and stored by selecting the
threshold level coefficient o as the economic significance threshold and
the ‘'expected’ and 'pessimistic' cases (according to the methodology
section).

J Steps 2 to 4 are repeated N times, and the average results are stored.

The parameters of this simulation are as follows: N = 200, t = 0.6,0.8,
po = 0.05, and a = 1e —16,1e — 4. Additionally, the parameters that
determine the decision tree design in the LightGBM algorithm are chosen as
follows:

4
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— boosting = gbdt,dart, goss,rf

— max_depth = —1,3,6,12

— num_leaves = 31,622,250

— learning_rate = 0.1,0.05,0.03,0.01
— bagging_fraction = 0.5,0.7,1.0

— feature_fraction = 0.5,0.7,1.0

It should be noted that not all options are usable in all boosting methods.
The parameters assumed to be constant are as follows:

— nrounds = 500
— early_stopping_rounds = 20
— objective = binary
— nthread = 4
— bagging_freq = 2

Regarding the dart method, since early_stopping_rounds is not usable,
the number of iterations (nsample) is 50. It is important to note that the
evaluation criterion in the LightGBM algorithm is also assumed to be AUC,
but the corrections mentioned in step 5 are not performed here due to the
different process and codes. Further explanations about some parameters are
provided, although the main source in this regard is Microsoft (2023).

The different values of the boosting parameter are as follows: the gbdt
algorithm, the traditional algorithm in this field proposed by Friedman (2001);
rf random forest; dart reduces sensitivity to trees added in the first iterations
using neural networks; the Light part in the LightGBM framework naming is
due to the goss option, where for efficiency, part of the information with large
gradients is removed, and similar items are grouped to reduce feature
dimensions.

The max_depth parameter specifies the maximum depth of the tree in
each iteration. Increasing the depth will result in better fitting for the training
observations, but overfitting needs to be managed. The num_leaves
parameter indicates the maximum number of leaves for each tree in each
iteration. More leaves result in better in-sample fitting, although overfitting
needs to be managed. The learning_rate parameter adjusts the speed of
model formation. Higher values for the nrounds parameter will increase the
model training time and the risk of overfitting. This risk is somewhat managed
by limiting early_stopping_rounds so that if the number of iterations
without progress exceeds this value, the iterations stop. The
bagging_fraction value determines what portion of the data is used
randomly in each iteration. Similarly, feature_fraction relates to random
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sampling of a portion of the features in each iteration. For more details, refer
to Mojab et al. (2022).

The results of the estimation process are reported in Tables 2 and 3
(separately for the two constructed samples)

Table 2
Descriptive statistics of the AUC criterion under different assumptions and
in the first NA removal scenario

Training ratio 60% 80%

Model Logit LightGBM Logit LightGBM

Approach  Expected 0.84 (0.02) 0.89 (0.05) 0.85(0.02) 0.88(0.03)

Pessimistic 0.80 (0.02)  0.81 (0.05) 0.81(0.02) 0.82 (0.04)

Notes: The number of observations is 590,539, and the number of features is 37. The training
ratio means the percentage of observations used for training. ‘Approach’ refers to how the AUC
is calculated. In each cell, the mean and (standard deviation) of the AUC criteria in all
repetitions are reported. Source: Research Findings

Table 3
Descriptive statistics of the AUC criterion under different assumptions and
in the second NA removal scenario
Training ratio 60% 80%
Model Logit LightGBM Logit LightGBM
Approach  Expected 0.84 (0.02) 0.89 (0.05) 0.85(0.02) 0.88(0.03)
Pessimistic ~ 0.80 (0.02)  0.81 (0.05) 0.81(0.02) 0.82 (0.04)

Notes: The number of observations is 44,540, and the number of features is 215. For more
details, see the footnote of Table 2. Source: Research Findings

The definition of significance used in interpreting the results is a rule of
thumb: Statistic X with mean and standard deviation uy and gy and statistic Y
with mean and standard deviation uy and gy have a significant difference
when |uy — py| = 20y + 20y. Almost none of the results are significant.!
With this assumption, the results show that:

— The absolute comparison of the mean values in Tables 1 and 2 shows that
a greater number of features is a more important factor in improving the

! The reason for choosing this approximation is that the reported statistics in the table only
include variations between groups. A more accurate comparison would consider the variance
of each calculated AUC criterion. Since this increases the estimation of variance, the overall
results do not change.
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average AUC criteria than a greater number of observations. However, it
should be noted that the sample size in both scenarios is relatively large
(44,000 compared to 590,000 observations, 215 features compared to 37
features). These differences are not significant.

— Comparing the 60% and 80% columns in both tables shows that, in
general, increasing the test sample size (or having a smaller test sample
size) does not create a significant difference. In some cases, the AUC
statistics in the higher test sample size (60% columns) are even higher,
although the differences are not statistically significant.

— By comparing the rows of the tables, it can be seen that, as expected, the
AUC values in the pessimistic approach are lower.

— Finally, by comparing the columns side by side, we find that, on average,
the LightGBM method performed better than the Logit regression method,
although this difference is not significant.

5 Conclusion

It seems that in the discussion of fraud detection using data and computational
algorithms, the role of statistical inference is overshadowed by operational
methods. This operational approach stems partly from the perspective of
machine learning literature. However, the large sample size available is a more
significant and justifiable factor. In such a large volume of information, there
is a heavy reliance on the out-of-sample performance of models. In other
words, the high volume of observations allows for the implementation of
cross-validation methods. In this method, the validity of the model is inferred
from the average out-of-sample prediction errors and not, for example (in a
parametric model), from the significance of the parameters. Theoretically, and
if the study is limited to linear models, results regarding the equivalence of
some types of cross-validation and model selection criteria such as AIC are
obtained (e.g., among the early studies are Stone (1976) and Shao (1993 and
1997)). For nonlinear and nonparametric models, the discussion is different,
and in general, the goal of prediction and the goal of identifying structure or
examining causality need to be separated.

In this article, an attempt was made to conduct a typical study in the field
of machine learning with an emphasis on statistical inference. From this
perspective, the significance of the superior predictive power of one method
over another was emphasized, and an absolute result was avoided (something
that was less seen in the reviewed studies). The relatively different (and
sometimes contradictory) results of various studies may be attributed to the
lack of attention to this feature.
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It should be noted that from the perspective of origin, regression analysis
pertains to a situation where the role of big data is not yet prominent. When
students are introduced to analysis of variance and regression in introductory
statistics classes, there is little discussion about the high volume of data and
the number of explanatory variables (Clarke et al., 2009). In fact, there, the
low degrees of freedom is one of the serious problems. This issue, along with
random errors, parameter uncertainty, bias, and misspecification, is
considered. However, in the real world, and especially in recent decades, a
revolution in terms of computation and data storage has occurred. In this case,
the problem of the curse of dimensionality and model uncertainty arises, and
nonparametric methods play a special role in analyses. These types of models
form the other end of the spectrum. There are no parameters, the class of
models is very large, and model uncertainty is the main concern (Clarke et al.,
2009). The study results, in terms of comparing average performance, align
with this view, although in terms of significance, this result is not confirmed.

What was overlooked in this study is the importance of feature engineering
in building a classifier model. In the Vesta competition (2023) (introduced in
the introduction), in the public leaderboard (20% of test observations), the
AUC value for the top three and thousandth models were 0.968137, 0.967722,
0.967637, and 0.952727, respectively. In the private leaderboard (80% of
observations and not visible before the end of the competition), the mentioned
value for the top three and thousandth models were 0.945884, 0.944210,
0.943769, and 0.927892, respectively. In terms of the types of models used,
the review of high-scoring account reports shows that almost all calculations
were based on machine learning algorithms, specifically LightGBM,
XGBoost, or Catboost, although neural networks were also occasionally
reported (e.g., rank 8 in the private leaderboard). Given the similarity of the
models, it seems that the importance of feature engineering in the final
performance was very significant.

Finally, it is essential to note that the goal of this study was ‘comparison’
and not 'maximizing' the AUC value. Accordingly, some information, such as
how observations were labeled by Vesta, was not used. For example, a
blacklist for rejecting emails or addresses related to fraudulent observations in
the training sample was not prepared. Or, for another example, in dealing with
missing observations, variables or observations (provided that the total
number of observations was maximized) were omitted. Or, for another
example, categorical variables were converted to dummy variables in an
operational approach, while more information could be extracted from them.
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