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Abstract

Purpose: This study explores the phenomenon of deepfakes as a consequence of rapid advancements in artificial
intelligence, machine learning, and deep learning technologies over the past decade. The primary objective is to analyze
various methods for detecting deepfakes and examine their social and legal implications.

Methodology: The research categorizes and evaluates four types of deepfake detection methods: deep learning-based,
classical machine learning-based, statistical, and blockchain-based approaches. It also assesses the performance of these
methods on different datasets.

Findings: The findings indicate that deep learning-based methods are more effective in detecting deepfakes compared
to other approaches. Furthermore, the study analyzes the impact of deepfakes from multiple perspectives, including
media and society, media production, representation, dissemination, audience, gender, law, and politics. The results reveal
that society is currently unprepared to effectively combat deepfakes, due to a combination of technological, educational,
and regulatory shortcomings.

Originality/Value: This research provides a comprehensive and comparative analysis of deepfake detection methods,

offering valuable insights for policymakers and researchers. The study highlights the urgent need for effective strategies
to address the rapidly evolving challenges posed by deepfakes in both social and legal contexts.
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Figure 1 - Blue left side: Google search engine results number of web pages containing the
keyword ""Deepfake' (number of web pages vs. month). Green right: Google search engine web
pages containing videos related to the keyword ""Deepfake™ (number of web pages per month).
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Figure 2- Classification of deepfake detection techniques.
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Figure 3 - Comparison of results between models based on deep learning and (other than) non-deep learning.
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Figure 4- Allocation of subsets of recognition models: ML: machine learning and DL: deep learning.
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Figure 5- List of deepfake detection models and algorithms.

CLLE)'\ o S1) 558 Ll 35 ysbas B35 oo JLis bl Sojgumts i shg cpl 3 Lo oy 23,50 95 45 5,5 0)Lal &S5 ol 4 ol )
Qi‘ &Lﬁlﬁ:ﬂ J..Sg;a oS alises 6\.&0@.&15)‘ OJAJJJOJ%J";&M} u@:—j.l.a: J..:':ggiﬂ\i\)\ JMMw‘j(onﬁrL@‘ﬂq@

98] ol J5loy b jlgds elanal (gliab i 53 baailony Ol 31 plulils 5 (gilulda ( uwlid hgy 15 31155 ea)ls Coenl Ladely
asalz g diluy olSs -Y- )

Saap s Ol i ,\%T,;g;.;.cM\aJ.,:wgowdudﬂu;\uwﬂucvdﬁwL;ofapwt,?yo’\,;u}xs&muL«ib&u;
“_;lsjjbm [100] Juj.Jvdo d&b oéj}é‘ .Jou)\) L;)\J‘i-’ ASJ:V:M sl ‘Si Q\}&c\; &S Llods (_}i"\": ét.?r.g') Lgurjd}’.li} LA&M'J/ @ L NLY
slaala, 56 5358 s a4 a8 55d 0 ool slg b Laded &K )3 4D &K )3 oS 4 joete 45 At G131 6Dy (ae slasila,
Erwan ogn 56 GALS y el 4 gl b SN el sSus 5l LS e sl bl LgLau_'.\JfJ (Flol glaailag s u&é;‘ﬁ;)ﬁﬁ
4SO yso ol a3 C)ka Lagley 5 s ode slaplials ;3 M3 ¢ IS L slow ¢ olait o803 3l 0% s camal= S 5l 31 S35

(G 3ome e oyl 38 5 4 53550 dodom (6 Jate 5> b Lag)l et 5 elanal bl S50 5 SO 55T glasil 5 bl ol
DL ol awfﬁﬂéuﬁﬂff)ﬁmsﬁ LAQT‘JC«L«.:;I ladnl b 534S 305 395 ole Sla) 58 )3 b ud Sl eslinad JL3 s

123 2500 5 amdls sl Jobss 0ol 45 ol 50 (S e 3015 05581 Lo 4 sl S50 p3Y 55 60 e 5108 o 13 Jar

1 Game



Yvf

(\f"') “‘ OJLQ.:I‘O 092

YOA-YAV:amiv Sbkos byl g 65)9793 - o

S5l 53 €GO (55 53 claplyion) gl g 0l 5 Lo o ol WLl ade |y (Glodaes Slags3l (osmae isn Sla g
Olssas 3 5S5 anal (6353 4 45 ds o OLid ol 50 (5ol Ghuaihs (Jlagyl sioas) Lol il bl s Sl > Sles (StarCraft Il
3 mgn Flarl G S a5 Slair| Kin b aS ol )38 o B oadls 6lis 5 pedb ap dd o A 0ai] 31 (53l pd L 5 plials

Dyl 36 5

LeS,d 55 (5l 5 (goladl Gl b & ol sdaliin [ Lol Jl= 3 50 ple ssba o gnan Jupn SLSG sl (gslatl day )
G555 b [y Sy 5 (5091w LSl o0 LES 5 3 cans o 4oyl |y (6 548 1y ¥ gammes 5 Al 0 3 gm0 9hnme ism G b )
Ll 5 zman 8 Jdowisa 3205 5 (sl e 1 Joms oMbl 51 (60L) ol 05 oo coste dlioms slaaile 55 [103] a8 &y e
wleds Bamsal plo y slort (el slap ity 51 (5ol Jleplsisn 35 (3l il S8 6l o 5 S35 Ol |y
S LS o paseiie )8 L 5 Sl b sl Gy sl 5 DLl cazsny )6 alad 15 0ol Lsdds oLoBL e eeS
el Slapky O ol rzmed (ol dny 3 ABL s eshae s Jlo B el Ol 3l laply (i #l)0
Aol o 358 00 Sl o Shgn 4l L;ur;win bug oS slal gbaalu, s olhs,es ple GbelSls 3l olyldezuwla

2

Sp 03,5 oSS L3 g oo Ll aS ol 5 31 5 sl b ‘LAQLU'LAA{‘_QL«:&I&>j$aj§ﬁ)sJ€Q66\q‘YO¢5jl)>&:§gﬁar?&MJ;“
oS pds Jds 4 Kb s bss o Glaamdgn 51 (6l 0g 0l 4l 4 a5 oy s el I ol 5 sl Jaie 31 o5z
Sl 5 231 B 53l 30 1) Lo L5 o 8 gme gm i S el )l B e 53550 IS e3lulil 4y olazorl odigey (sladin Sy ik 5 JSCs 5
Q1> )3 (6 S ot ey (S g0 (51 5 (oS (Sl L L A8y oS S5 g 0 ) Lagl 20l oS S5 g ) (455

[104] b

S 2 54 48 (Suador SLas sl wlge 5l (S slams 3 1S 0 S e (Spmmplonms S5 53 Sz dmslm 5 (Ssiems (hsa G Jolad 5
Iyl sroay (dilanil s 3 o 5 oS day = b odiylo3l il g 5 canlin 55U (Slao g sl I 1y 5 cilas S 513 osliial & gow 35 50 cLilodls
(e <l s lodil o8 Sl ol e Ve LISl (olan] Gladily 3 pizan 5 e gdas 53 jopeas 4 [105] Sl ol

S o 25 0Ll 53 1y 5l 5 AS (o0 J5S ) Gmaas (e5ian pr oS ol AS or 3 U Gt JHB 8 5 OISU

Wl 3 dgs olSusn -Y-Y

Oz 5 A b ib 93 daly oS ol el wli) DI Jlioms Sladile; 3 esiae a0 Lo (SIS Glaey e 5l (S
Wbl 5 Olbbe S5 53 e &8 lauil b 5ok 5 Sl 00l WS (Shr ax 2,8 0 s oS 4 S SIS Ul o 203 3525
b 5o psbas 5 At JIS355 AT i i Sladiloy o 53 Wl cnll 358 o ke (bl LT ke b llas gl e
Gl s 5 5 A8 oo Jebowi s 1o 1) aosls 31 oacdie o (53 a8 geme o Slae 55ST) el Sl i ples 88 i s

[106] a8 po ol el LT ol 5 Wil 3dhe 0l lS 3550 53 1) (S

S n Ly 5B iy b (68 ol ST el s o (§ a5 bl A5 (a0l By ol Al w425
3500 S 5 Salam s W5 e (ol leilpions il SOl 53 S (ol Gl Shs sl o b JS Gl S OS5 o0 1y Isoms 1
6o apledlan ol ol 55 BB 2ol 5 ol o slezel B 1 0T 1S 48 sl ol om0k G ol o 35 A5 il
G, 55 5 oen (osian s 653k s obls L aS Gl 5 S oo 4SS olain] (Slasilons 4 555 (5 S peanad slaui] b 61
4SS g s 1) e 4 olied Cilies 03 5 45 Sre iy i g s 5 elatl 45 iph Al SIS e it slil isa

[107] 52 dealy 5550 4>




e G 3 S i Sy g Be [oiSen 5 5,56 | TV

[108] 5,5 S)s asls) b b (63LaBl= sl s3laBl ( Son 3 Lals s 55 s ey AL 05 oo by 0T A5 05000 5 ool Sgmaimes SO 5
w3238 o ol (sladiluy 3 455l 3 il Ll ol (oo 0T JolS )3 5 ol 0y Sl (50400355 5 sy Jilize 36
O sl 5 130 5 S Ll S oo Jos 15 JL) olazn] (Sladilons s s 534S 0350 508 (Sl om0 OB Ls 55 5 oty
A gladle s el (slaaSis pla 5 'Sy md 5 (SN ' 5 e laailns 5> Jam SL3T 48 jsbilen ol 0l S)5 g 554

J109] was oo lis 1y gyese i odoee YL Y 0V F Sblsesl b adaly s

2 P55 S e dloul QIS 5355 0 Ca B LA esiae han Lo 4 Sl (glluy SIS 53 S a3 S0 (SO
G 5 Sy e dile olazal slaale 51wl Sl (Jleolsiear 50 1) 5,8 s 3k dlioms Slap sl )3 5550 wlis 5l 42T ulel
Oezen 5 [110] g0 03,8 4D Sl ahox 5 (NLP) (b 0b5 (2005 55 mgs BB S50 5 oo (5,504 L S o s pl Sy
3,5 3ol b 3 0l 5 0 456 0 (poen 30 b 3148 [111] (61al O HLiS & 503 S5 Die) 35 50 g (S god bl s Walo 330
0355 (oS B 5 ol o i B s 40 Sy SN S (g s 53 o Fenlay [112] A5l oS w61, ST gl 8 odaw 5o

Sl pdo Sl (6518 Ly e 51 S35 L slowl (ol

3 3 S 6503 S Wdlaplgea (IS b 4 a5 L OIS e 058 ) el by SIS e S8 DUSE izl 25
Sl zmte Ll (nl Geizmes 35 3l (£5me (ph Jausi odzy Slime plaral Sladl ) K G 5 Sl Sl ppes
Sy g) ololray o gmme Jsm b O 4l 4y S e obon| (- ([114] o 3 G 53 [113] 555 53 o3 Sk 5 SO
oo 4 L s Hlr B (S5 iy M 0 b 0T e (gl 03 (S aS Il il e Cond 3y dials ol (K5 L
S e B gmme osn Jaugs 550 Cowd ol 31 (bl 5 (31 Ollame (g S aSCyl dile ola s e 5l (il dal g

[115] ))‘.U 3¢9 LAQTL.wj; ol 3| LSLAM} 69)-\-»2.0 u:-'j—a LSLA&)){S‘)\ szkz.md BEl J.AL’G)‘ J;‘:j) A.g)i‘))a.h ‘Ji) I M‘)}

2ROl Gl Lo Ll (S (i Sz 5 (O fils S50 S (o0 Ty RIS G (e s A5 Ol 5 )
Slp ez B JB Jad 5 550 (L0l (o ez e Sladaly (bl ((o5ias ign 2 (S2) by K5
Salge (515 45 3 3525 Lo 1S 4 5 s o 5 ol ) Ko oo [116] ol Lo bl 3 5AS5si355 5 5 slalosl
Jsoes (E5imme (s 1 gan S 5 4 (i B ) 50,8 58355 b ailbs e 0l ST L) ([117] iy e siiy slasilen; a5
23 Fgan G S, b 6)lSer 55 5 Sy cdlaglien cdiS i LL L Alls (65,0 Sl (Sen pla s (i 4 5 5

AL e A 5

ol 0 o8 o (Slasilny 53 G558 2 (e Sl 3550 5 55 Ol e Lo 4 DS 5 Ja 5 g5 5 3501 LS
S Jollds sl (8o 45) )8 Jansd 0l L5 (Slgmoms dalls (Glodilid jsbas S ) sbas cas o S5 ) ppiose S el 5o 55
G sladaly Gl (s s S ) i S S145 S 5 saleslw olaza! GBS L i 3 515 55 0T 2030 5 et (ABL
Sk 3ln 55 ST ok slomsl 015 56 Janns5 45 (S0 oy b ok J5) il b oo b i 5 0 cliapl oy ABL a2l 31,
sLas 53 losl glad = GISI L L 5 sl 5 350 B olain] 5 ol 51 Soglie g, SO 55 1020 oy Sy gty S (6 0>
g O O8I 3l IS s 2ms sl s T 5 31 el 1y 03,38 oo Latilany s g5 0 30 S0 b e ity [118]

.Jj,fvda oslanul

 Twitter (X) 2 Face Book



Yvs

(\f"') “‘ OJLQ.:I‘O 092

YOA-YAV:amiv Sbkos byl g 4.5)379” - o

leasle, olesl olBuse -¥-Y

S 5 (55055 GLacd phy i 45550 45 Ao L83 4l s 4 Jlioess saailesy 3 o SLaC bl 5 o ginme Jisn JS 2ol
Sl bl LSL‘”WLIL"QLUJQ‘}L“‘&’ e u&m}f@ﬁd&j@ Sosn [119] Sl oK 4> 5340 A}.L&J.S.ua(uqu
Sy g atld s 4l Gl LB 5 dslepladl slate (gl)ls 45w oy

6uw L b=l o5 S sl anssdS slaans 551y O Kb Colgs 45(..::5& odalive LA(..L}j 2sbas daplials js 1y el ol
5203357 s ek 0y035) (S ST 53 o pan ran 3« ke ool G Dlgisas 1805 T (G 58 e 050 (B gan i
© P30 s 5D Exean sh Syd hiadigh SLGAD 55 Sge Gllies b Jals (Jlepl ey (s Gadels B e sbay o>

T120] 552 o S e

(ol ple S oo a1y ol (gdianns G 5 b 55 0313 3 5 ASb e b Dby 2 5 L 5501 ol 5l Lo (a3 sl el S
3350 35 ol med 5 ool nlazels 5 alio e el dims oo GLES 1) o 5mme 5 om 43S Ladbluny 05 el STl 5 o)L Lo OBl 5 ol Ui

S g Bt 5 S
AL LG WJiaplsisn 255 o oS 3 505 4 [121] (o 5 (oo S 31 (5 Dyt bilon 53 IS asas (5ime Jhs0
L3l o (U IS e (ttS sloml OIS 31 G ol e it (85 9lS S35 i) poble S o S 5
(S5 el il (9,8 513 i 36 o U il e (53 0 S faose 5 g eS8 5 (o5 5 B 5B aile oS S5
CHls  ols cpl s 55 Lt slamdl Ly (9L LSGaS Y AYF LY oYY Jlo 55 oS 5 platns HUT 98Uy 5 Sty Sliazel

S ol Lo e slags sl 5 aSE Cus o)l 3 Lol ol (S 5 LS 36 o gian Sien 5L

3 ol ol oS lamel 51 Lise 5o 1y BB el 4 e a5 S Gl (S = ek ol8s &S 55 (Sl iy
[122] 5 S lesl anal> g8 Sl 0503 b gsose S LALS ) dn S ke slaglials

Ol 392 5 4 g A3l 5 oo (Lids 45 Lol) 5l L) 5y 4 (650 5 Coalils a5 ol Y gammes 4 ds oo 0l ([123] ) oole b 0y5 4o b
[124] was palS sl s, &)ij.ﬁj Ll oo ki oode Glaglinls a8 5505 545 (laslis (Il WK gl o 2 5 e Oluli]
g boSuds egan e sleslinad b ol 1 S0 bl 35 Sus SV s (51 0T dalss ol (Sos 0l 13 48 (S5
Lo (gl W5 (6l 45 3 S s e olacile L Dy 0 L bSTies 5 (siame Jhgn Ol5 oo dbans (b ail anuys Sbs, Kb e
i3 B At (S Lsmme (51 ook (58580 3 ool 0 s el il oitid iadign SIS 1] & aplusl
MaSis Sty 53 (65l 53 1 o A ey S o Jos iliadisn 5 Jws ) sbay Lol diSobre) e 5 VL Sk ST sl 5 1o

Ll e S35 6,5k 4k hlee o
AJL..J) uLJoLou obﬁ.\g’é -v-¥

ORIBI L ST 5 Llesls it |y (53lome (sLiab 5 alny b [KUSH b Joles 4 o sha 53 3131 Jolad 0o Liadas Jltoms slasila,
55588 13 e 3 Bl amelo (2 S daalys 13 50 S s B sbao)lss als) e 45 s e S 4 (e gtan hga

* Uncanny valley




e g 3 S i SB gy g Be /ohiSen 5 5,56 | TYY

ol ol olanm] (el 5 Jlimms laail; Go b 5l O plal HLaS] 5t (slgime sloml 45 SCus slac bl (88 s 55 b
sEsman oan b Joles o sl 31 laplioas 35 dalys aslomdior 5 g sibiz 0T (6580 535 al s (550 ok 1o G ST 45 ol
(I3 er e bl o el il Ll sslie G Glpea (oias Shsr 45 Sl ol odaliv ppizen 5 L)l sl byl
CIs ol oo gmn (hom 5955 50L 5 (5,510 35 5L ol ol 6 )15 L3l (555 U Jomily o (o5inmn Jhsn sy slez] sadila,

J125] 555 oo o2 el Gla i Lol o elairl gl S 5o ol

O A gy gelos 9 e (g3l sl 3 sl ply 8115 cdily SIS0 a5 ol o pmmty 5 00 3,3 G (5,503 0ley 2 3l ey o ol
S 331 15 it (51831 (6 il (i (SISl pom Slesiogs Loty a0 aS3us 5,108 s 36 bl oS Lo )
Ol 33 (el SLaply (lapl oy LBl 310 LT Como () 2 0 6508 e gaiope (2550 b Slo) Sl @ 45 L o
Sl Sas (ol08 bo Al 4y JWis ) bl 5 it 8 (o 2815 5 058 Jizte J 8 L s ) sbay Ll e bide 1 (550
0L b 3l o p151 (Son (slalary (2Ll 5 ot las sl iy ol Som o35 8l 3,5 o )13 50 Cood oS ABL (6 K03
Al Ol b e Sl b Gl JHSLIE Jele w3l5 e 058l sbay i diles S ool plbbis Caaws 55
S o [ bl b Sty Ll e ol A5 S Glyme 5 Aims 3 0 Lo e | el 45 00 1 fonily ol S0

S S bl o alee Col S S5 il Aas e 0L oS (5

iz 08350 -Y-0

s b g aal o e ) Baa b o lay Gl S 0l b erired 35 ()2 Ol 0 3 e 4 ST L OB s seb
31y (ied 3hate 5 eonlie 51 sl sl (addd 3525 (oS g0 oSS raminnd £ 9090 5 sy SLSG 4 olezrl ysbay By .23 S
Olgeas ! polns uind S ool LS LIS o0 4 (rmied 5 Kb 03 515 45 o]l 58 a0 45 g iy o0 Ll
el (SpcuiS (sl olerrl glaaslil 53 ool e 50 ‘@;&mw\ LSS @ 45 S jgun ol 4 g oo il o Sala (mined
w0 ([125] adl o Bl elazl (slasiluy slap ity o ,b 5l Laamie (218 5 T Sojsa0 4 allws ol 03 5 0 Shlazel a8 5
Pt (o Slaedd B ul Al S adsl oSG8 s lan 4558 sl bl Sl S ar (Slgoes S L dats S0
Bos 5 ol 0l 3ol g0 S (5130 45 Al g0 lae Loyl Ly 3 el e STabaly ol 55 BS540 15 01 (2 ks
4 GNISSE psbas 5 58 o 5B 3,0 psat s 53 (S5 By me Gl 53 LagT Lol cdas oo 3 Sl 550 1y 350 plbls
Gl gl (gl )y il (Gl 5 Sl 90 d plgimes iz S 53 555 00 03) andal 53| IS oSl 5 2y o

A QTS L Lgd s plomil 3 s Sl i CEl sl oS S e plaBl O

I s Jleplsea 5,8 hme giloes (sliad 5o lbbies o by 4 53 S sbowl sdate slalio b a3l Lall slapy 5 Ol5 o0 5]

ij%MbjﬂbJ‘j)@)Uﬁﬂﬂ\S&ﬁ ‘[126] CA...«\aJ.&JLEb‘g%wduy.&jdbﬁﬁ&@&ﬁfT@jWﬁ)\yb

Al SRl o135 s S0 4 gt )3 48 Jsgw izean

IS W niad St ol sbay S oo Spdes |y WaCminad (SUl50 45 ool 0kl sdalion alse Al jony 1 45 e yimpe Slool >
6lr ol ol gl owe 315 o ol Jlims LaaSil 3 S oo a0 2 | Sl 5 sl 40 oun j2end 31 S w0 3l Gk
Az 53wl 1) ool jans gl ol 0 A8l 5 e L) il |y (glaCus sidos 5 pliseds] e (i 2131 Joily SCdus 8L L
el 5 o e ade |y plin LIl o185 oo adl S 01350 5 0U3 3,5 513 Cus (Slins 4 i Slaac> &S Sl JSngj\J Ty
w530 Flarl sl S plsea Ll S ( AS)sbay Sl o3y ol Sla i 55 5 0 adde 5816 55050 o ST -l ol

2SSl a5y i Dlalllas 5 fatiad 4,0 Sy oy 50 Wl S G b dig 53 (i Slaair 5 0,5 13

! Trend



YYA

(\f"') “‘ OJLQ.:I‘O 092

YOA-YAV:amiv Sbkos byl g 4.5)379” - o

Ol yio g oye0l8 sBusn -Y-#

23 s o P & Sl 056 ooVl 55 (Jleplsieay 23,8 o 513 sl 5 am 53550 el 3 plas 5o b 3l 50 (S
058 S Gl esdle S o s 1) s oo 5 4 (Bl &S e (Slsee 8 Lol 4 e i SRS o SO YA DL
b o st S b St it slas o 3 b 31 ool Ao L1 silon 5ol T0V8 Jl oy Sl

BT jm Lol gad b g8 g sl 023 Syd 4 5 QTQSLMAL%; FErrn gn 5o Ol o 5o 9 b g (Jl- il
2 01 Sale) L 56 (gl 48 s LBy 550 ol o 81 cdiS slom) ol (2l gl 1y p3Y (S1030 b S Sy e |y 8 55
ol é’“".‘b’s{“f’

el (18,30 s 51 aly b DLall o8 axlls (55 550 SlaplS by 5 ds s SalS ) S5 Cod b oo Dl ks DLl 5
OB Litedas 4 ol (6 3 s Jae i 0w Lus (sl (695 2 moly (SIS iz 2 5 ' S)lo 5l 313513 40 55 Jle gl 0
SIS 5B sy g 1l 35dme O ey 31 e Sty S el Cand O 5l ey (B8 dolie a5 ool o sy Sdys
A dalg arlpe Ul LS o o | il oS apliad o8 om 5 AS o [l L 050 oS @ e 08 oa (acSTIG ) il
BS1 50 (Slosad a o s 1,5 Vol aS 515 355 o ol 5 ol 0dls Sy g 54 LaSCaas JolS ainey 5 o0 odaline oS 5 5blen
O 45 el ke (B gl a5 sl 025 S5 g 53 gyl sladely a5 SLIBI 3 e LB il oo &y g 4y Jaih aSLy LS

Dgd e Odely elasl Sl S Col
P WAL AV )

‘Jb‘wu‘fwgf:}'ﬁduuﬂgﬂfbe}&M[128] J)\KUAJ;Uw@jgﬁ_&&i}.\)}»\bjjﬁjéuﬂoﬁﬁd‘)}u
b Sl I sdSuelan g,g.ab kguu:.a ‘QJ\A:: Lsuu“’)j Q\}Sdﬁ 4§L, cJJS Jl}hr.g“ Q\j}'@ (DeepfaKES) J» Lguﬁu\ijj Lawgﬁ
L1107 55 ol 5 b sloul alased 3 5 SKpsM Spgem a0 o

&Lﬁuu)flﬁn} ol J..:'.L;QKA‘ Syw.ejk.): Lole j[&:}‘ L;uml...«) J’,’.J‘L )‘ ﬁl} dl}- BEl gjwl?w duéjﬁdé;utﬁwﬁj 6)‘V\§J:§U
LAQTULL)bwLAMLw)d‘ CJ)J:B M)JJBBLLJ)‘)JVJALM)Q‘} Ls))JMLALijmeLPQwW jr‘f{h “;)‘u’“j‘) Lole
OT;’v:. B s;.w))t: CJL&)UP‘ [129] g:«.»t‘ ol 0313 QL:\.J Wﬁdb-‘).) L;La)).:‘f )l Lf,.f B g;’J’c )L.é_i Ju\JLﬁ J.‘.’" L;C‘LQ:}‘ LSLQU:““" B
Dbl 4 oslazel g bl family ([130] ol slowsl am cuwlbow Sla sty 5 ol 5 5505 (6ol Coenl Ll Slojy laan s 55 olaaila,
ol gladely b e o HLasl sl ool ey lpiea Lolusely oo 5 ol glaaila; oa o)ls ]y elazx] gladla 5

g g 4d S 53 Ll 51

}Lﬂd})@céfa AW\ckAcch«:}‘ J""‘)TWJJ‘;;’J’“ C)‘;\ JJ‘;SUA 45.,\,&350 US&LSDJJ.KQTJLNJC)UQl W)Lguw

* Watermark, Logo




e g 3 S i SB gy g Be /oisen 5 5,56 | TYR

dﬂ}&.or.h.."\sxﬁ(;i‘v\ﬁgu‘ﬂ‘@\iMﬁbw%‘jww‘#}‘w‘o&ﬂLA.&?LSLﬁ)Lé‘yJ&A)JO:j;)Lj)\mJ‘):‘?‘
o> [132] ol e 53 5 polsl Bsi b plie 5355 0 Sl las SIS Camial 4 peie SLlS) i s 13 S0 S ) 508
S sl e see slaslg 4 slezel 2alS 3wl 2B aS 505 1) cpl fonily |y S o 3wl |y (gid iy SO

ooy 13 0581 58 g0 piiie elazml Gaailuy G,k o iy (Sl o b alislo 8 GSlobes (glgims 0 53 68 Sus uas
““JS)\J‘”})”‘J'&{J()‘JJW‘M@“’,”T“& cué;)}bwdu\ibwb@gb&uw&)b)‘ASJKAJLSLMLSLAJJ&})}QJ
WLl e 0l LS Al 4 Cos ol 5l (Glae g ayls 5

10 Ol aw LSE 03 Lol 3L s T 40 Ol ot 58 W6 aasss 5 A6 L L s a3 5801 il e b 5 oSe L
(o) 2 ¢ 23 (oS = T osba aluy Wdg slaais (s opla 5 Llesls olis |, 43\.3‘;8\) s sl g sl
Al o GBI iy oS ol imy ctd 513 (pases e 03 L 0T il 508 s oy b e agarsn (5l il 0 S pate 550 e A5
g0 Ol O 0345 o2 xS o 0 531y (platrl (S 0350oms ¢ 0 0 Ol Lo oS edaliis |y T 31 05 B oS s 2 )
Sl (5l (5 s Olgioa Ladilons ey ool 0 Al o 55 ol S50 G sl (Solmin Slie ST [182] 235 a1, o po ses IS
A ol a5 Cole pde b Cola o ok 51 aoy S5 531 15 s Jad o analor 5 sl Spod b 5 o 485 0 05 s b

S e 0l b ol

)‘ Caw-" ug.u LAOT BEl 45) dﬁw‘ ‘_SLQMJLA)) WL>' Lole &LAW ‘Jﬂ) cg:,.«\ L;L? ‘_QJLAJA‘)SJAJ) 6)‘)\;44& B LA‘UL\N) g;'.é.v
S dzes ol olazl glaail) slap il 2S00 anal IS sbay 56100 G asle (S (laey g (555 eslinal Ko us

'J"ﬁ“:'do Ji“"“; ('..A LAGT °J‘:.‘3‘ﬁ, g;'.li)i )‘ ﬂ.\:b@\.’}- ;5‘:"?“ @ LAQT cv&}w‘b} -bj:«dd G))S Giese LA&“J%)

O3l o Jolas [82] wijls Sy sladaly cdiiS oo pwdiga |y 055 (olaim olaza] LgLnrfi:J.; S Sl 3l S ws «od Sople
o Lol s ot 5 Wil 3 Jrr nae ol 53 [133] )03 355 5 Jirs eze 3 (S iadign gl S 5 slazal aaSis
sl 5 Latilany Jolos 5 S oo 3ol ) gdr G 2l s plonil ool 40 ) 0T 15 oo by (8 (S lgn b (93,5 2 45 ol

s o JSES 1y Ja (glsme sl (ol 4l oy 5l (655l diad )08 o G WaSTaus )l e 30

0305 axwss (55l 5 e dude (LIl [134] 55 eslinal Waey o ol 53§51 leaaseie 31 015 oo b w8 0355 A3l oLl )
S oS S ololid 4 48 0553

)\é)l:m.a cﬁb@‘}d}&&w L;L&ml.w)j.\.&b L»fjjﬂ;i::ébé)jbbu%}du)ﬂ)\&uw‘u&ﬁ‘\SJB)) ‘O.i‘jojw
S Ol i lalesl d 31 iy Sds 4 eges Jilad s 4 e JLET 4 gas asadle 3l S5 i 4S5 S jesiie [135]

ool et Sl o LS pLalid 53 oli ) [136] 355 g0 0> ASysbay Jam LT pluliss s IS S Gl isw ‘JAKTH;
L)l3 3925 b ol L)l o 2 Sl 5 Jao s 31 03555 S (6l (658 il (liS o gy 2 1) 355 mlie 45 (9313 5
s P (Sl 3 T L1 o 4 slazel 5 1 1y sd3iil 3 oSl 315 o o3 3 5 S 33l 1S o )y 1y i 5
S 3 3133151 i LS s Conle s &y ot 0 el 5 o 5 5500 30 e oS8 s b el lly i
Ol & Sl s ¢ az Sl a4 s S slgn 5 ol l glasili slpan ezl als (g3l Al Il pl s b oS 550

S Ol 4350 W5 e 5 Sl S A Glizmes LS 055 i S )3 S oS oy | 1Sl o)



YA,

(\f"') “‘ OJLQ.:I‘O 092

YOA-YAV:amiv Sbkos byl g 65)9793 - o

L;La)a.?mpg:.,.wsct;:.ﬂl IVl 5358 0 a S 155 55 wlul Ojlee G lsieas ol s el (5L Slgas 5 (6,5 Slgus ol eze 1
Jlazs slgwr [137] 598 0313 (23507 b el (23l a4 Jlegslyroas 4 398 00 43S JJai )3 (golis) O )lge G plgrer olo| slasila,
Wi dlor 3l oo DleMbI LS o))l (6l Jals plysas 5 4S8 S8 slaza Sladila; 55 6 500l 3,5 55 36551 4 Ll 5 oo
> el b G5l (S558 0l 5l s gawlur slsm B 31y Cuanl (555 5000500 Gldlor b S Jolss ccplpl €4S Jos
LBl 5 oipal oS 513 30 o ol s i oo a0 S0 3 3150 b (B gelat] (gladilans 5 (558 ey 53 slpmsly 51 31
el (R ol cpl 5 A8 Cole s |y (2 ST s lilid b sl 5 L5855 ccnl 05Dl s S50 pulb g5 Olis 1 o )lgs

i L 55 el ol A L5 (s ot il (81 56 alBl 33 b

(25 O e o8 45 ol 532 50 5ok SLll ol opdle il (60le 5 005 (5 0l W e ) 2 5 niilan; BT L) sl

..u,-sub'.,:wboTc;,a}mw)j,&umbguwp\wguuﬁﬁubgbti;r;

s S 55 Gob ol ddleplpeas (S atils 3 s Sledbl Lo ot (Gl Madign iamad 5 ) goeagglod] o g 525 51 oS5 Al
Sy esliial LS g plalids (6l Ll A Jae 5o 5 (Slalamd O samy Lil52 45 [96] Lesae Jisn

e BLS g el 3 olainl gaaSil 53 gy 4 SledIbl S (sloys 53 0% sy ks (1SS0 5 oSl ladaly S3s
> Neeo s BB LS )l |y Jamily ol Conlows 0 g (Jlagplgioas cdions B0 JLADN 10 (arslis ey olazar) SaaSl 5l e
sl jsbate 4y ol il o Oy a5 olo b1y Jam nSe 534S 5y M ST e |y elaz] sladil 3 bl il b
295 L (633 IS (S Sl 5 jolre Jla) S 3l (gt S5 ol 5 oo K3 s S jttte ol amalor 5 Cute b ke 5 S

S axel= s

53 (ol G plials J S B A8 o o G035 el s g 3 (63 Sbailany g Say o ool (65 (Sl 3
Ll 50 L gl ISl ool gl [17] ins 1S 55 oo b gl 2131 Jans 5 4T o)l 5 Mndin  sbay 41 B iy 4l o
WJlaglyea Ak S o Color b 3131 0o 3l aediane 1o b s ) gy o8 Shldalgan Lo 5 0l U 5 SEC s (Slgmma pls 13
e kil Gol b aslp SO b enline a8 (g 2y SO L S8 o Sk s S S5 slan | el 5 a i iy 5o
Condly 4 S0 S S sl (Ul (5L 5Lasl o 6l OB e lasi 5 i O ¢t Dol o SLe S 55 Bl alss- 36
b S al i 2 355 Bl 4 6 S ealital S o sloml Jax (Js Cge rndly 0 0 3 0lo3 B 358000 ) 0luis g o oS

Ll Aal 0dd 5 e T IS5 Ol iy 5 S e il SO ¥ seol 48 2L anils iy

I elezl sl b 5 SMales 4 slazel Lall La i 5 ¢ slaas L 3l slazel Bl «and Sy ey G il 4 slazel 5040
SBULT 3 g ansl> 1 KI5 o o Canw 3l eI L ol pls 3,108 e 5L G 3yl90 53 g dmaan ;3 K& Gl Mes 935 00
S5 Bl _sed ;503 amel 13 S o 3wl [y (gd sla 51,55 oS [16] slazel Jls) b Conl oslias Cid> Jlsy [130] 5,105 56 of

S Jas o ulaal s 53,080 S il a1y Comdly 5l sy

B 6 o 5 s a3 50 o ) dlimms e g 53 (65l (Sla a3 @08 5 ol T3 5 B (6558 6585 4 fsiose ol (o 2
O-(AQOJ;&T‘).} cM)&)debudu‘WQj\ d}f&i‘)} Lﬁ&:é%:ctsujb-)su&:é%:judbj ol 6)},(& ‘>J:§‘_5A

SBSI03 3bul 4 e Sl (S o5 Slas a5 (Jlaplyisn; o osnae Jiab & g S350 (S5 Sla et 4545 SIS
ol b Tl i (S o b ohs g (595055 48 53,5 5L s e 3 a1 Lagylusl r':‘;:'""‘zré‘)}l’“z’} L paile a8 555

ot JB st G Coos 0 ) 0 5 30380 36 55055 0dd (b 58, Ll e 1505 35050 5 O (Sla ) gaton 40 S0  sloss




v OVEP 90 SuBid il SN g g BN /o) 5 (5,56

YM

(ol 3L 3590 Waazey cpl 53 (6 2oy o o0 Olidss .JdLuﬁWTQLAIQJ}bSL;AASMAQB}M@)O%|)"L§>)\}»\._;@L@§U}AJ3J1A

A lnty ol 515 asl Bl e cnlis (6155 Slac s )b 4 rimen oS

S 3t Sl adrod O3 558 AT 5,8 S5 4 5350 (23581 5 S (65518 3l (oS5 Go b ) b Kb o 51 AL Slasag
PN 5 amel b 5 6l QLS oS el (535150 51 (S5 analr (ABT Lalul csd am s go OBl e olozl 5 ol
LSl p 45 ALS oty el ) s s e S Jomel) [32] ([12] i Dl i 513 a0 50 b el 5 (sl ol s

ol 0l o3zl Lagyl slowl (gl S 1Pl 250 31 (Soloam 3 o 31 S plulids | Ko

S o ps bles S slgitey me b slazel LB slaslg 4 agids 5 05ls disy shate 40 1y [B7] 'y SO dile JooSS (slas 5l o180
e S 555 S S S [96] ([BT] c[72] ol ool Ul 3 Ul 4555 ) i e bl (51 5 (sl ol
g g5 6 0l ol 25 sl 5 Kb s IS o o Yy 4 (5 040l3s, 41 el e «al pladis 5 Ladal 3 4 slazel sl
L35 g0 5 At bS5l (glos S il (gols S8 s 53 03linal 350 osinme hgn Gl s8I0 515 ol o ) 35 ) olaes 4l
D35 5 Gl 53 (Sde IS Ll o 55 Kb o3 et G315 (2 ¢l oMo S 5ol oy (658 BT (i s s ¢y
Al s bl 55 bl ade o b ST 5 15 556 ) 5o olas )8 (rizmen AL @lls A)lhe D50 4 Jimn

S Jos e s e S Sl

&S Azt =0

Gl el G Lo das o ) 1 andlae WY 548 b Cud olulids (sl Caliies (sla 55 (SLR) 5los) Solacas gy 2 0
! J'.’.) CJ:“U axlUae A.J’i‘ 6154..&)’\7— ("-PJSL?")J" bg.,zl:»u‘ &L.«L‘.i’ &Lﬁd.)w &bls)lsu.i\ BER) o3l

s o 5 S ol sy o 5 55 5 s oo o3litnl T8 a3 (alalidh 53 03,208 5 5boay Gras (6,500 e gla ) )
.CM.alo;\l&‘é&lr,ig-jb)ydjjﬂ&:é%;uaédﬁdb{ufﬁbj}&béd% Y
s e S8 adue plad 3l g JB Ao (CNN buss) Gaos (5,550 sad s Y

el Accuracy b s Sdus plulis gl Jlas o 55558 ¥

s ( ISy sbay &S CiS Ol oo el oMo diiad F0 b Cud plulid 53 5oae (6,50 I SKaST aS das oo oLES QLQD)T@bJ

S ol 3 55l sl Sal,

58 0 AL S 2l T IS sladaly 535108 o 36 ol a8 sladil 3 piean 5 0 ske Jlios slaailuy 53 Sdus e S5
O Bkas 03p 50l 45) 598 iy o eslin bl WL ISl plosil (sly ol 5,8 513 ) 2 )50 (53 Sl 31 b ccnl ol
Ol g Sl w;,ts‘ﬂwpck.uéuw;\d;ﬂw)tsw\ il B el 53 L5 Jolge ann Cod 6y b sl 5 (G
axal S 2)l> 05y 13 et pl 3,8 U o] Comlos Ol ol i ey elrad & 550555l JS00 sk B Gl 23N (6 5508 Sl
5Ll da)Kaaliys; 5 Ll 3 it 4 slezel Conl (o oS s Gasels o ssbar |y a5 (A3ls slaass @Bsen Ll S0
colliss (sl (B 6l oy S Il 53 355 LI ol (e (ol Ja Sraend Jlad 5 das 2l |y olazl 5 oy sbaaSs
sl sz izman 5 56 U DLl Jald sl Sl (g (5 lS S el 55 2550 ola J i B 5 b

3L 0L e 5 (G595 Sl SRl ()

1 Blockchain



YAY

(\f"') “‘ OJLQ.:I‘O 092

YOA-YAV:amiv Sbkos byl g 4.5)379” - o

&l olidzs -0-)

33 b s 30 pgaly s i 5 (6HLaslSKaT Jlis 4 (s Lol oypm 53 Sladllas aglis 5 s oo dllis ol
.>}LL5J3§.,;QLMJ~A

3505 352 5wl i Slacs sl plad 3y 50 534S jsboslen 5 dns o QLAS (5as (hen j5gb s jae 3 1) Ll sB (555l S SUiws
GlodiS s 2 5 eler slajlein pl 5 San b (BN (ol gl 4 05 o (e 0T SLAChB L g o 51 eslina)
s b Ll (sl ol o)Lal Ll 4 IS ol 534S 3 Sl 53 1) (adaie Slaaim o155 s ¢ 3T Dl slaoly Ol sy ¢l ol €51
L cpl ool O SSE rtoean 5 anale 5 S05 Cud oy 4 65050 (635055 Jolo plaass i (S Lol 4 (6 SGees
A on i Sl s b ey 5 o8 3235 wblite 5,80 5, G ol posdle il ooy b 53 LT 58 putzean 5 T Soled 0w Jals

D635 6 Slas sl 53 g Cambge Lol es (o 2 it caina) ol 03 5 Sl 501l el 5 Kin b il b Jules
L oslgring o5 slaarey 5 das oo g o3linul 35050 55 506 5 A0 3l eslinal b 1y usede (6 5 e sl 45 o 20 Sliios
5580 Sl 5 (e o iy 5 gl roa (5l e a3l alalid (gl La S5 Ao (rimead S0l (S35 40 AS o35 L A
s pll b oslial . g ol el Ol sy dsle laind Jawss Bl o a5 558 et oyl 4 Sl (Kes LI )
‘upmig;;u@xb:@ Q@J}le@})}ﬁ}:’:Mb&u.x\g)éj&\ﬁu)@tﬂ s oo Gl dliows 4 slazel oS olas S g5

gdesls Golansl sile o 5oB 1, ol aS dly slos slalpl 5 Sleds

analr 3L > Coel 5 real b Jas s (5lao s 55 5 OT (IS am gony 0 S o (I ke (S0 S e g i L G 3 45 ool
o8 A5le (G la0u S 15 48 (6313 pimman 5 Iy ed cJleplpisas 35 g Shsel Sraie a4 Ll Slidss (Colgys Sl <
asl> 5ol 36 s s a3 3)50 55 (Fsman (s 5 Jlians glawla, clau: Syl polas] s |35 auliad 5 4 e alide
Wl 31 2,8 Sl a0 S gsbas LS oo sl 45 g Ml 55,8 JI3 s 53 (s 4 S5l () B Sl (609,50 05

ol Sl - LT @ 155 a8 3 s amalo 533y (gadate DI LEL (S 5 Jlams Lkl SV S 355 o jasie

LIS T

38 edge p L dlie ol gla i GO Cdsee 5 Sl sdge L SR IS AL 5 ilaekl 56 e
sl 53 Sl Lo pdaes .y i Laosls o 55 5 anlls (6 lSan magsy Slusl s 50 5 mobie szﬂTC"’,' 23 iy Dbl
b alis ol asend o8 5 aan 3503 Sl dlie Sl Sln s 55 e 5 S Sl s o 5 B Sl s

53,8 0l 5 andlan

Sl ol
il o3 g0 eslinul [ra g3 @jxgegu@u@;l OB 5
&l b b5

aMLiﬂbaJ&dL»)‘&L@Jw cd@.\.ﬁ.ﬁyw cJ‘)U.'v)fjww‘)m‘J))ﬂ))&bﬂ))&)@@kéﬁ)b@&A}jﬁ@\bg&e}ﬁ

Mb‘;u)u&\glaéﬂb- db))} oS ;’Jb’- JL:B ©3gs L@.:T‘SLJ‘ ;\ ‘J:‘“})":‘_'. wlﬂswwdgwy cWJuLAQJSJﬁU)




(1]
(2]
(3]
(4]
(5]
(6]
[7]
(8]
(9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
(18]
[19]
[20]

[21]

[22]

[23]

[24]
[25]

[26]

[27]

(28]

e g 3 S i SB gy g Be /oiSen 5 5,56 | TAT

&slio

Chesney, R., & Citron, D. (2019). Deepfakes and the new disinformation war: the coming age of post-truth geopolitics.
Foreign aff., 98, 147. https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/fora98&section=18
Westerlund, M. (2019). The emergence of deepfake technology: a review. Technology innovation management review,
9(11). https://timreview.ca/article/1282

Kietzmann, J., Lee, L. W., McCarthy, I. P., & Kietzmann, T. C. (2020). Deepfakes: trick or treat? Business horizons, 63(2),
135-146. https://doi.org/10.1016/j.bushor.2019.11.006

Fletcher, J. (2018). Deepfakes, artificial intelligence, and some kind of dystopia. Theatre journal, 70(4), 455-471.
https://doi.org/10.1353/tj.2018.0097

Peele, J. (2018). You won 't believe what obama says in this video. https://www.buzzfeed.com/watch/video/52602

Goodfellow, I., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, D., Ozair, S., ... & Bengio, Y. (2014). Generative
adversarial nets [Presentation]. Advances in neural information processing systems (p. 27).
https://proceedings.neurips.cc/paper_files/paper/2014/hash/5ca3e9b122f61f8f06494c97blafccf3-Abstract.html
YouTube. (2019). Taxi driver starring Al Pacino [DeepFake]. https://www.youtube.com/watch?v=9NkKj0aNBO0s

GitHub. (2020). Avatarify: avatars for zoom, Skype and other video-conferencing apps. https://github.com/alievk/
avatarify

Topsakal, O., Dobratz, E. J., Akbas, M. I., Dougherty, W. M., Akinci, T. C., & Celikoyar, M. M. (2023). Utilization of
machine learning for the objective assessment of rhinoplasty outcomes. IEEE Access, 11, 42135-42145.

Karras, T., Laine, S., & Aila, T. (2019). A style-based generator architecture for generative adversarial networks.
Proceedings of the IEEE/CVF conference on computer vision and pattern recognition (pp. 4401-4410). IEEE.

Patrini, G., Cavalli, F., & Ajder, H. (2018). The state of deepfakes: reality under attack.
https://regmedia.co.uk/2019/10/08/deepfake_report.pdf

Rossler, A., Cozzolino, D., Verdoliva, L., Riess, C., Thies, J., & Nief3ner, M. (2018). Faceforensics: a large-scale video
dataset for forgery detection in human faces. https://doi.org/10.48550/arXiv.1803.09179

Kim, H., Garrido, P., Tewari, A., Xu, W., Thies, J., Niessner, M., ... & Theobalt, C. (2018). Deep video portraits. ACM
transactions on graphics (tog), 37(4), 1-14. https://doi.org/10.1145/3197517.3201283

Chan, C., Ginosar, S., Zhou, T., & Efros, A. A. (2019). Everybody dance now. Proceedings of the IEEE/CVF international
conference on computer vision (pp. 5933-5942). IEEE.

Smidi, A., & Shahin, S. (2017). Social media and social mobilisation in the middle east: a survey of research on the arab
spring. India quarterly, 73(2), 196—209. https://doi.org/10.1177/0974928417700798

Chesney, B., & Citron, D. (2019). Deep fakes: a looming challenge for privacy, democracy, and national security.
California law review, 107, 1753. https://doi.org/10.15779/Z38RV0D15]

Matern, F., Riess, C., & Stamminger, M. (2019). Exploiting visual artifacts to expose deepfakes and face manipulations.
2019 IEEE winter applications of computer vision workshops (WACVW) (pp. 83-92). IEEE.

Ciftci, U. A., Demir, |, & Yin, L. (2020). Fakecatcher: detection of synthetic portrait videos using biological signals. IEEE
transactions on pattern analysis and machine intelligence (pp. 1-17). IEEE.

Bonomi, M., Pasquini, C., & Boato, G. (2021). Dynamic texture analysis for detecting fake faces in video sequences.
Journal of visual communication and image representation, 79, 103239. https://doi.org/10.1016/j.jvcir.2021.103239
Guarnera, L., Giudice, O., & Battiato, S. (2020). Fighting deepfake by exposing the convolutional traces on images. IEEE
access, 8, 165085-165098. https://ieeexplore.ieee.org/abstract/document/9189772/

Li, X, Lang, Y., Chen, Y., Mao, X., He, Y., Wang, S., ... & Lu, Q. (2020). Sharp multiple instance learning for deepfake
video detection. Proceedings of the 28th ACM international conference on multimedia (pp. 1864-1872). Association for
Computing Machinery.

Yang, X., Li, Y., & Lyu, S. (2019). Exposing deep fakes using inconsistent head poses. ICASSP 2019-2019 IEEE
international conference on acoustics, speech and signal processing (ICASSP) (pp. 8261-8265). IEEE.

Sahla Habeeba, M. A., Lijiya, A., & Chacko, A. M. (2021). Detection of deepfakes using visual artifacts and neural
network classifier. Innovations in electrical and electronic engineering: proceedings of ICEEE 2020 (pp. 411-422).
Springer.

Zhang, X., Karaman, S., & Chang, S.-F. (2019). Detecting and simulating artifacts in gan fake images. 2019 IEEE
international workshop on information forensics and security (WIFS) (pp. 1-6). IEEE.

Zhou, P., Han, X., Morariu, V. l., & Davis, L. S. (2018). Learning rich features for image manipulation detection.
Proceedings of the IEEE conference on computer vision and pattern recognition (pp. 1053-1061). IEEE.

Chugh, K., Gupta, P., Dhall, A., & Subramanian, R. (2020). Not made for each other-audio-visual dissonance-based
deepfake detection and localization. Proceedings of the 28th ACM international conference on multimedia (pp. 439-447).
Association for Computing Machinery.

Hernandez-Ortega, J., Tolosana, R., Fierrez, J., & Morales, A. (2020). Deepfakeson-phys: deepfakes detection based on
heart rate estimation. https://doi.org/10.48550/arXiv.2010.00400

Fernandes, S., Raj, S., Ortiz, E., Vintila, 1., Salter, M., Urosevic, G., & Jha, S. (2019). Predicting heart rate variations of
deepfake videos using neural ode. Proceedings of the ieee/cvf international conference on computer vision workshops (p.
0). IEEE.



YAY

(\f'"’) ““ OJLQ.:“O 092

YOA-YAV:amio Sbkos byl g 55)9733 - o

[29]

(30]

[31]
(32]

(33]
[34]
[35]
(36]
(37]

(38]

(39]

[40]
[41]
[42]
[43]
[44]
[45]
[46]

[47]

(48]

[49]

[50]
[51]

[52]

(53]

[54]

Qi, H., Guo, Q., Juefei-Xu, F., Xie, X., Ma, L., Feng, W., ... & Zhao, J. (2020). Deeprhythm: exposing deepfakes with
attentional visual heartbeat rhythms. Proceedings of the 28th ACM international conference on multimedia (pp. 4318-
4327). Association for Computing Machinery.

Afchar, D., Nozick, V., Yamagishi, J., & Echizen, I. (2018). Mesonet: a compact facial video forgery detection network.
2018 IEEE international workshop on information forensics and security (WIFS) (pp. 1-7). IEEE.

Kawa, P., & Syga, P. (2020). A note on deepfake detection with low-resources. https://doi.org/10.48550/arXiv.2006.05183

Rossler, A., Cozzolino, D., Verdoliva, L., Riess, C., Thies, J., & Niefdner, M. (2019). Faceforensics++: learning to detect
manipulated facial images. Proceedings of the IEEE/CVF international conference on computer vision (pp. 1-11). IEEE.

Khodabakhsh, A., & Busch, C. (2020). A generalizable deepfake detector based on neural conditional distribution
modelling. 2020 international conference of the biometrics special interest group (biosig) (pp. 1-5). IEEE.

Chollet, F. (2017). Xception: deep learning with depthwise separable convolutions. Proceedings of the ieee conference on
computer vision and pattern recognition (pp. 1251-1258). IEEE.

Huang, G., Liu, Z., Van Der Maaten, L., & Weinberger, K. Q. (2017). Densely connected convolutional networks.
Proceedings of the IEEE conference on computer vision and pattern recognition (pp. 4700—4708). IEEE.

Li, Y., Chang, M.-C., & Lyu, S. (2018). In ictu oculi: exposing ai created fake videos by detecting eye blinking. 2018
IEEE international workshop on information forensics and security (WIFS) (pp. 1-7). IEEE.

Li, Y., & Lyu, S. (2018). Exposing deepfake videos by detecting face warping artifacts.
https://doi.org/10.48550/arXiv.1811.00656

Haliassos, A., Vougioukas, K., Petridis, S., & Pantic, M. (2021). Lips don’t lie: a generalisable and robust approach to
face forgery detection. Proceedings of the IEEE/CVF conference on computer vision and pattern recognition (pp. 5039—
5049). IEEE.

Kukanov, I., Karttunen, J., Sillanpai, H., & Hautamaki, V. (2020). Cost sensitive optimization of deepfake detector. 2020
asia-pacific signal and information processing association annual summit and conference (APSIPA ASC) (pp. 1300—
1303). IEEE.

Singh, A., Saimbhi, A. S., Singh, N., & Mittal, M. (2020). DeepFake video detection: a time-distributed approach. SN
computer science, 1(4), 212. https://doi.org/10.1007/s42979-020-00225-9

Ganiyusufoglu, 1., Ngd, L. M., Savov, N., Karaoglu, S., & Gevers, T. (2020). Spatio-temporal features for generalized
detection of deepfake videos. https://doi.org/10.48550/arXiv.2010.11844

Wang, X., Yao, T., Ding, S., & Ma, L. (2020). Face manipulation detection via auxiliary supervision. Neural information
processing: 27th international conference, ICONIP 2020, part | 27 (pp. 313-324). Springer International Publishing.

Zhu, X., Wang, H., Fei, H., Lei, Z., & Li, S. Z. (2021). Face forgery detection by 3d decomposition. Proceedings of the
IEEE/CVF conference on computer vision and pattern recognition (pp. 2929-2939). |IEEE.

Zhao, T., Xu, X., Xu, M., Ding, H., Xiong, Y., & Xia, W. (2021). Learning self-consistency for deepfake detection.
Proceedings of the IEEE/CVF international conference on computer vision (pp. 15023-15033). IEEE.

Dong, X., Bao, J., Chen, D., Zhang, W., Yu, N., Chen, D., ... Guo, B. (2020). Identity-driven deepfake detection.
https://doi.org/10.48550/arXiv.2012.03930

Jafar, M. T., Ababneh, M., Al-Zoube, M., & Elhassan, A. (2020). Forensics and analysis of deepfake videos. 2020 11th
international conference on information and communication systems (ICICS) (pp. 53-58). IEEE.

Bondi, L., Cannas, E. D., Bestagini, P., & Tubaro, S. (2020). Training strategies and data augmentations in cnn-based
deepfake video detection. 2020 IEEE international workshop on information forensics and security (WIFS) (pp. 1-6).
IEEE.

Hongmeng, Z., Zhigiang, Z., Lei, S., Xiuging, M., & Yuehan, W. (2020). A detection method for deepfake hard
compressed videos based on super-resolution reconstruction using CNN. Proceedings of the 2020 4th high performance
computing and cluster technologies conference & 2020 3rd international conference on big data and artificial intelligence
(pp. 98-103). Association for Computing Machinery.

Han, J., & Gevers, T. (2020). Mmd based discriminative learning for face forgery detection [presentation]. Proceedings
of the Asian conference on computer vision (pp. 1-17).

http://openaccess.thecvf.com/content/ ACCV2020/html/Han_MMD_based_Discriminative_Learning_for_Face_Forgery_
Detection_ACCV_2020_paper.html

Dang, H., Liu, F., Stehouwer, J., Liu, X., & Jain, A. K. (2020). On the detection of digital face manipulation [presentation].
Proceedings of the IEEE/CVF conference on computer vision and pattern recognition (pp. 5781-5790). IEEE.

Nguyen, H. H., Yamagishi, J., & Echizen, I. (2019). Use of a capsule network to detect fake images and videos.
https://doi.org/10.48550/arXiv.1910.12467

Nguyen, H. H., Yamagishi, J., & Echizen, I. (2019). Capsule-forensics: using capsule networks to detect forged images
and videos. ICASSP 2019-2019 IEEE international conference on acoustics, speech and signal processing (ICASSP) (pp.
2307-2311). IEEE.

Rana, M. S., & Sung, A. H. (2020). Deepfakestack: a deep ensemble-based learning technique for deepfake detection.
2020 7th IEEE international conference on cyber security and cloud computing (cscloud) (pp. 70-75). IEEE.

Bonettini, N., Cannas, E. D., Mandelli, S., Bondi, L., Bestagini, P., & Tubaro, S. (2021). Video face manipulation detection
through ensemble of CNNs. 2020 25th international conference on pattern recognition (ICPR) (pp. 5012-5019). IEEE.




v OVEP 90 SuBid il SN g g BN /o) 5 (5,56 YAS

[55] Chintha, A., Thai, B., Sohrawardi, S. J., Bhatt, K., Hickerson, A., Wright, M., & Ptucha, R. (2020). Recurrent
convolutional structures for audio spoof and video deepfake detection. IEEE journal of selected topics in signal processing,
14(5), 1024-1037.

[56] Masi, 1., Killekar, A., Mascarenhas, R. M., Gurudatt, S. P., & AbdAlmageed, W. (2020). Two-branch recurrent network
for isolating deepfakes in videos. Computer vision—eccv 2020: 16th european conference, glasgow, uk, 2020, proceedings,
part vii 16 (pp. 667-684). Springer.

[57] Tariq, S., Lee, S., & Woo, S. S. (2020). A convolutional Istm based residual network for deepfake video detection.
https://doi.org/10.48550/arXiv.2009.07480

[58] Sabir, E., Cheng, J., Jaiswal, A., AbdAlmageed, W., Masi, I., & Natarajan, P. (2019). Recurrent convolutional strategies
for face manipulation detection in videos. Interfaces (GUI), 3(1), 80-87.

[59] Sohrawardi, S. J., Chintha, A., Thai, B., Seng, S., Hickerson, A., Ptucha, R., & Wright, M. (2019). Poster: towards robust
open-world detection of deepfakes. Proceedings of the 2019 ACM sigsac conference on computer and communications
security (pp. 2613-2615). Association for Computing Machinery.

[60] Guera, D., & Delp, E. J. (2018). Deepfake video detection using recurrent neural networks. 2018 15th IEEE international
conference on advanced video and signal based surveillance (AVSS) (pp. 1-6). IEEE.

[61] Amerini, I., Galteri, L., Caldelli, R., & Del Bimbo, A. (2019). Deepfake video detection through optical flow based CNN.
Proceedings of the IEEE/CVF international conference on computer vision workshops (p. 10). IEEE.

[62] Trinh, L., Tsang, M., Rambhatla, S., & Liu, Y. (2021). Interpretable and trustworthy deepfake detection via dynamic
prototypes. Proceedings of the IEEE/CVF winter conference on applications of computer vision (pp. 1973-1983). IEEE.

[63] Du, M., Pentyala, S., Li, Y., & Hu, X. (2020). Towards generalizable deepfake detection with locality-aware autoencoder.
Proceedings of the 29th ACM international conference on information & knowledge management (pp. 325-334).
Association for Computing Machinery.

[64] Nguyen, H. H., Fang, F., Yamagishi, J., & Echizen, I. (2019). Multi-task learning for detecting and segmenting
manipulated facial images and videos. 2019 IEEE 10th international conference on biometrics theory, applications and
systems (BTAS) (pp. 1-8). IEEE.

[65] Cozzolino, D., Thies, J., Rossler, A., Riess, C., Niener, M., & Verdoliva, L. (2018). Forensictransfer: weakly-supervised
domain adaptation for forgery detection. https://doi.org/10.48550/arXiv.1812.02510

[66] Fernando, T., Fookes, C., Denman, S., & Sridharan, S. (2019). Exploiting human social cognition for the detection of fake
and fraudulent faces via memory networks. https://doi.org/10.48550/arXiv.1911.07844

[67] Zhu, K., Wu, B., & Wang, B. (2020). Deepfake detection with clustering-based embedding regularization. 2020 IEEE fifth
international conference on data science in cyberspace (DSC) (pp. 257-264). IEEE.

[68] Lynch, S. S., Thigpen, C. A., Mihalik, J. P., Prentice, W. E., & Padua, D. (2010). The effects of an exercise intervention
on forward head and rounded shoulder postures in elite swimmers. British journal of sports medicine, 44(5), 376-381.
https://doi.org/10.1136/bjsm.2009.066837

[69] Chiu, T. T. W., Ku, W. Y., Lee, M. H., Sum, W. K., Wan, M. P., Wong, C. Y., & Yuen, C. K. (2002). A study on the
prevalence of and risk factors for neck pain among university academic staff in hong kong. Journal of occupational
rehabilitation, 12(2), 77-91. https://doi.org/10.1023/A:1015008513575

[70] Du, C. X. T., Trung, H. T., Tam, P. M., Hung, N. Q. V., & Jo, J. (2020). Efficient-frequency: a hybrid visual forensic
framework for facial forgery detection. 2020 IEEE symposium series on computational intelligence (SSCI) (pp. 707-712).
IEEE.

[71] Cozzolino, D., Roéssler, A., Thies, J., NieRner, M., & Verdoliva, L. (2021). Id-reveal: Identity-aware deepfake video
detection. Proceedings of the IEEE/CVF international conference on computer vision (pp. 15108-15117). IEEE.

[72] Zhang, W., Zhao, C., & Li, Y. (2020). A novel counterfeit feature extraction technique for exposing face-swap images
based on deep learning and error level analysis. Entropy, 22(2), 249. https://doi.org/10.3390/22020249

[73] Mittal, T., Bhattacharya, U., Chandra, R., Bera, A., & Manocha, D. (2020). Emotions don’t lie: an audio-visual deepfake
detection method using affective cues. Proceedings of the 28th ACM international conference on multimedia (pp. 2823—
2832). Association for Computing Machinery.

[74] Nirkin, Y., Wolf, L., Keller, Y., & Hassner, T. (2020). Deepfake detection based on the discrepancy between the face and
its context. https://doi.org/10.48550/arXiv.2008.12262

[75] Yu, C. M, Chang, C. T., & Ti, Y. W. (2019). Detecting deepfake-forged contents with separable convolutional neural
network and image segmentation. https://doi.org/10.48550/arXiv.1912.12184

[76] Parkin, D. M., Bray, F., Ferlay, J., & Pisani, P. (2001). Estimating the world cancer burden: globocan 2000. International
journal of cancer, 94(2), 153-156. DOI: 10.1002/ijc.1440

[77] Chai, L., Bau, D., Lim, S.-N., & Isola, P. (2020). What makes fake images detectable? understanding properties that
generalize. Computer vision—eccv 2020: 16th European conference, glasgow, uk, august 23-28, 2020, proceedings, part
xxvi 16 (pp. 103-120). Springer.

[78] Ciftci, U. A., Demir, I., & Yin, L. (2020). How do the hearts of deep fakes beat? deep fake source detection via interpreting
residuals with biological signals. 2020 ieee international joint conference on biometrics (1JCB) (pp. 1-10). IEEE.

[79] Chang, X., Wu, J., Yang, T., & Feng, G. (2020). Deepfake face image detection based on improved VGG convolutional
neural network. 2020 39th Chinese control conference (CCC) (pp. 7252-7256). IEEE.

[80] Nguyen, H. M., & Derakhshani, R. (2020). Eyebrow recognition for identifying deepfake videos. 2020 international
conference of the biometrics special interest group (BIOSIG) (pp. 1-5). IEEE.



YAS

(\f'"’) ““ OJLQ.:“O 092

YOA-YAV:amio Sbkos byl g 55)9733 - o

(81]

(82]
(83]
[84]
[85]
(86]
(87]
(88]

(89]

[90]
[91]
[92]

(93]

[94]
[95]
[96]
[97]
[98]
[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

Koopman, M., Rodriguez, A. M., & Geradts, Z. (2018). Detection of deepfake video manipulation [presentation]. The 20th
irish machine vision and image processing conference (IMVIP) (pp. 133-136). https://www.researchgate.net/profile/Zeno-
Geradts/publication/329814168_Detection_of_Deepfake_Video_Manipulation/links/5c1bdf7da6fdccfc705da03e/Detecti
on-of-Deepfake-Video-Manipulation.pdf

Baar, T., van Houten, W., & Geradts, Z. (2012). Camera identification by grouping images from database, based on shared
noise patterns. https://doi.org/10.48550/arXiv.1207.2641

Welch, B. L. (1947). The generalization of ‘student’s’problem when several different population varlances are involved.
Biometrika, 34(1-2), 28-35.

Guarnera, L., Giudice, O., & Battiato, S. (2020). Deepfake detection by analyzing convolutional traces. Proceedings of
the IEEE/CVF conference on computer vision and pattern recognition workshops (pp. 666—667). IEEE.

Agarwal, S., & Varshney, L. R. (2019). Limits of deepfake detection: a robust estimation viewpoint.
https://doi.org/10.48550/arXiv.1905.03493

Maurer, U. M. (2000). Authentication theory and hypothesis testing. IEEE transactions on information theory, 46(4),
1350-1356. https://ieeexplore.ieee.org/abstract/document/850674/

Hasan, H. R., & Salah, K. (2019). Combating deepfake videos using blockchain and smart contracts. IEEE access, 7,
41596-41606. https://ieeexplore.ieee.org/abstract/document/8668407/

Hasan, H. R., Salah, K., Yaqoob, I., Jayaraman, R., Pesic, S., & Omar, M. (2022). Trustworthy 10T data streaming using
blockchain and IPFS. IEEE access, 10, 17707-17721. https://doi.org/10.1109/ACCESS.2022.3149312

Chan, C. C. K., Kumar, V., Delaney, S., & Gochoo, M. (2020). Combating deepfakes: multi-Istm and blockchain as proof
of authenticity for digital media. 2020 IEEE/ITU international conference on artificial intelligence for good (Al4G) (pp.
55-62). IEEE.

Verdoliva, L. (2020). Media forensics and deepfakes: an overview. IEEE journal of selected topics in signal processing,
14(5), 910-932. https://doi.org/10.1109/JSTSP.2020.3002101

Dang, L. M., Hassan, S. 1., Im, S., & Moon, H. (2019). Face image manipulation detection based on a convolutional neural
network. Expert systems with applications, 129, 156-168. https://doi.org/10.1016/j.eswa.2019.04.005

Liu, Z., Qi, X., Jia, J., & Torr, P. H. S. (2019). Real or fake: an empirical study and improved model for fake face detection
[presentation]. ICLR 2020 conference withdrawn submission (pp. 1-12). https://openreview.net/forum?id=HyxcZT4KwB
Agarwal, S., Farid, H., Gu, Y., He, M., Nagano, K., & Li, H. (2019). Protecting world leaders against deep fakes.
http://openaccess.thecvf.com/content_CVPRW_2019/papers/Media%20Forensics/Agarwal_Protecting_World_Leaders_
Against_Deep_Fakes CVPRW_2019 paper.pdf?source=post_page
Battah, A. A., Madine, M. M., Alzaabi, H., Yaqoob, |., Salah, K., & Jayaraman, R. (2020). Blockchain-based multi-party
authorization for accessing IPFS encrypted data. IEEE access, 8, 196813-196825..

Given, L. M. (2008). The Sage encyclopedia of qualitative research methods. Sage Publications.

Maras, M. H., & Alexandrou, A. (2019). Determining authenticity of video evidence in the age of artificial intelligence
and in the wake of deepfake videos. The international journal of evidence & proof, 23(3), 255-262.
https://doi.org/10.1177/1365712718807226

Pitt, J. (2019). Deepfake videos and ddos attacks (deliberate denial of satire). IEEE technology and society magazine,
38(4), 5-8. https://doi.org/10.1109/MTS.2019.2948416

Couldry, N., & Hepp, A. (2013). Conceptualizing mediatization: Contexts, traditions, arguments. Communication
theory, 23(3), 191-202. https://doi.org/10.1111/comt.12019

Hepp, A, Hjarvard, S., & Lundby, K. (2015). Mediatization: theorizing the interplay between media, culture and society.
Media, culture & society, 37(2), 314-324. https://doi.org/10.1177/0163443715573835

Fotopoulou, A. (2016). Digital and networked by default? women’s organisations and the social imaginary of networked
feminism. New media & society, 18(6), 989-1005. https://doi.org/10.1177/1461444814552264

Potter, W. J. (2011). Conceptualizing mass media effect. Journal of communication, 61(5), 896-915.
https://doi.org/10.1111/j.1460-2466.2011.01586.x

Rumpala, Y. (2012). Artificial intelligences and political organization: an exploration based on the science fiction work
of iain m. banks. Technology in society, 34(1), 23-32. https://doi.org/10.1016/j.techsoc.2011.12.005

Dirican, C. (2015). The impacts of robotics, artificial intelligence on business and economics. Procedia-social and
behavioral sciences, 195, 564-573. https://doi.org/10.1016/j.sbspro.2015.06.134

Olsher, D. J. (2015). New artificial intelligence tools for deep conflict resolution and humanitarian response. Procedia
engineering, 107, 282-292. https://doi.org/10.1016/j.proeng.2015.06.083

Holder, C., Khurana, V., Harrison, F., & Jacobs, L. (2016). Robotics and law: key legal and regulatory implications of the
robotics age (part i of ii). Computer law & security review, 32(3), 383-402. https://doi.org/10.1016/j.clsr.2016.03.001
Alharthi, R., Guthier, B., & El Saddik, A. (2018). Recognizing human needs during critical events using machine learning
powered psychology-based framework. IEEE access, 6, 58737-58753.

Degerstedt, L., & Snickars, P. (2017). More media, more people—on social & multimodal media intelligence. Human it,
13(3), 54-84.

Schudson, M. (1989). The sociology of news production. Media, culture & society, 11(3), 263-282.
https://doi.org/10.1177/016344389011003002

Kushin, M. J., Yamamoto, M., & Dalisay, F. (2019). Societal majority, facebook, and the spiral of silence in the 2016 us
presidential election. Social media+ society, 5(2), 2056305119855139. https://doi.org/10.1177/2056305119855139




[110]

[111]

[112]

[113]

[114]
[115]
[116]
[117]
[118]

[119]
[120]

[121]
[122]

[123]

[124]
[125]
[126]
[127]
[128]
[129]

[130]

[131]
[132]
[133]
[134]

[135]

[136]

[137]

e g 3 S i Sy g Be [oiSen 5 5,56 | TAY

Janaszkiewicz, P., Krysinska, J., Prys, M., Kieruzel, M., Lipczynski, T., & Rozewski, P. (2018). Text summarization for
storytelling: formal document case. Procedia computer science, 126, 1154-1161.
https://doi.org/10.1016/j.procs.2018.08.053

Jia, Y., Zhang, Y., Weiss, R., Wang, Q., Shen, J., Ren, F., ... & Wu, Y. (2018). Transfer learning from speaker
verification to multispeaker text-to-speech synthesis. Advances in neural information processing systems, 31.
https://proceedings.neurips.cc/paper/2018/hash/6832a7b24bc06775d02b7406880b93fc-Abstract.html

Solaiman, I., Brundage, M., Clark, J., Askell, A., Herbert-Voss, A., Wu, J., ... & Kreps, S. (2019). Release strategies and
the social impacts of language models. https://doi.org/10.48550/arXiv.1908.09203

Thies, J., Elgharib, M., Tewari, A., Theobalt, C., & NieRner, M. (2020). Neural voice puppetry: audio-driven facial
reenactment. Computer vision—eccv 2020: 16th European conference, glasgow, uk, august 23-28, 2020, proceedings, part
xvi 16 (pp. 716-731). Springer.

Kim, D., & Kim, S. (2018). Newspaper journalists’ attitudes towards robot journalism. Telematics and informatics, 35(2),
340-357. https://doi.org/10.1016/j.tele.2017.12.009

Karnouskos, S. (2018). Self-driving car acceptance and the role of ethics. IEEE transactions on engineering management,
67(2), 252-265. https://ieeexplore.ieee.org/abstract/document/8542947/

Montal, T., & Reich, Z. (2017). I, robot. you, journalist. who is the author? authorship, bylines and full disclosure in
automated journalism. Digital journalism, 5(7), 829-849. https://doi.org/10.1080/21670811.2016.1209083

Hopp, T., & Gangadharbatla, H. (2016). Examination of the factors that influence the technological adoption intentions
of tomorrow’s new media producers: a longitudinal exploration. Computers in human behavior, 55, 1117-1124.
https://doi.org/10.1080/21670811.2016.1209083

Freidson, E. (2001). Professionalism, the third logic: On the practice of knowledge. University of Chicago Press.

Hall, S. (1997). Representation: cultural representations and signifying practices. SAGE Publications.

Bartneck, C. (2013). Robots in the theatre and the media.
https://ir.canterbury.ac.nz/bitstream/10092/16697/2/bartneckDesForm2013.pdf

Epstein, S. L. (2015). Wanted: collaborative intelligence. Artificial intelligence, 221, 36-45.
https://doi.org/10.1016/j.artint.2014.12.006

Young, K. L., & Carpenter, C. (2018). Does science fiction affect political fact? yes and no: a survey experiment on “killer
robots.” International studies quarterly, 62(3), 562-576. https://doi.org/10.1093/isq/sqy028

MacDorman, K. F., & Ishiguro, H. (2006). The uncanny advantage of using androids in cognitive and social science
research. Interaction studies. social behaviour and communication in biological and artificial systems, 7(3), 297-337.
https://doi.org/10.1075/is.7.3.03mac

Mara, M., & Appel, M. (2015). Science fiction reduces the eeriness of android robots: a field experiment. Computers in
human behavior, 48, 156-162. https://doi.org/10.1016/j.chb.2015.01.007

Clark, R. (2016). “Hope in a hashtag™: the discursive activism of# whyistayed. Feminist media studies, 16(5), 788-804.
https://doi.org/10.1080/14680777.2016.1138235

Lenhart, A., Ybarra, M., & Price-Feeney, M. (2016). Nonconsensual image sharing: one in 25 Americans has been a
victim of" revenge porn™. https://apo.org.au/node/266206

Karnouskos, S. (2020). Artificial intelligence in digital media: the era of deepfakes. IEEE transactions on technology and
society, 1(3), 138-147.

Coeckelbergh, M. (2018). Technology and the good society: a polemical essay on social ontology, political principles, and
responsibility for technology. Technology in society, 52, 4-9. https://doi.org/10.1016/j.techsoc.2016.12.002

Ancelovici, M., Dufour, P., & Nez, H. (2016). Street politics in the age of austerity. Amsterdam University Press.

Vaccari, C., & Chadwick, A. (2020). Deepfakes and disinformation: exploring the impact of synthetic political video on
deception, uncertainty, and trust in news. Social media+ society, 6(1), 2056305120903408.
https://doi.org/10.1177/2056305120903408

Tufekci, Z. (2017). Twitter and tear gas: The power and fragility of networked protest. Yale University Press.
Habermas, J. (2020). The public sphere: an encyclopedia article. In Critical theory and society (pp. 136-142). Routledge.
Couldry, N., & Hepp, A. (2018). The mediated construction of reality. John Wiley & Sons.

Gates, M. (2018). Is seeing still believing: factors that allow humans and machines to discriminate between real and
generated images. SMPTE motion imaging journal, 127(9), 70-78.

Pennycook, G., & Rand, D. G. (2020). Who falls for fake news? the roles of bullshit receptivity, overclaiming, familiarity,
and analytic thinking. Journal of personality, 88(2), 185-200. https://doi.org/10.1111/jopy.12476

Sharma, K., Qian, F., Jiang, H., Ruchansky, N., Zhang, M., & Liu, Y. (2019). Combating fake news: a survey on
identification and mitigation techniques. ACM transactions on intelligent systems and technology (TIST), 10(3), 1-42.
https://dl.acm.org/doi/abs/10.1145/3305260

McGrew, S., Ortega, T., Breakstone, J., & Wineburg, S. (2017). The challenge that’s bigger than fake news: civic reasoning
in a social media environment. American educator, 41(3), 4. https://eric.ed.gov/?id=EJ1156387



