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Abstract

The Internet is like a huge iceberg and the greatness of its visible
part (the surface web) has enchanted mankind so much that no legal
system can claim to be able to completely control or adequately and
respond to. Still, the invisible part of the Internet- which is known as
the "dark web" - is also crucially important and the attention paid to
this subject by national and international law is very limited. This
paper focuses on dark web and tries to explain the importance and
necessity of paying attention to it. By studying international and
regional instruments, national legislation and legal scholarship the
we aim to examine the anonymity of the dark web from the
perspective of international human rights. The main research
question is the following: is it possible to invoke the right of
anonymity in the dark web in international human rights? It is
claimed that there is not sufficient evidence to validate the existence
of an independent right to anonymity in international human rights
law, which fully covers all dimensions of anonymity in dark web. On
the other hand, the principles of international human rights law also
reject the approach of banning anonymity.
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