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Abstract

Given the position and importance of cyberspace and its role in the cultural, social and
economic spheres of the country and the need to manage cyberspace to prevent the infiltration
and exploitation of the enemy and counter attacks; It seems necessary to use the concepts of
cyber defense and provide a model to upgrade and strengthen it in order to face the harms and
threats of cyberspace. In the meantime, the concepts, principles and methods of cyber defense
have been repeatedly emphasized in detail by the Supreme Leader. Therefore, in order to
implement the concepts and principles of cyber defense from His Holiness’s point of view, in
order to deal with the widespread attacks of the enemies in the virtual environment, it is first
necessary to identify and prioritize its dimensions and components. Therefore, in this research,
an attempt has been made to explain the dimensions and components of cyber defense in
the areas of soft warfare by analyzing the content of the remarks of the Supreme Leader.
Qualitative phenomenological research method has been used. The statistical population of the
study includes cyberspace and cyber warfare experts, 13 of whom were purposefully selected
for in-depth interviews. The validity of the findings was verified by members by matching
method. The result shows that 52 initial conceptual propositions with 9 sub-categories and 5
categorical propositions affecting cyber defense from the perspective of Ayatollah Khamenei
in the form of causal factors, contextual and environmental conditions are identified.
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