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Abstract

Free elections and democracy in Europe
and globally can be

affected by malicious

detrimentally
use of new
technologies, in artificial
intelligence (Al). Al can be used as a tool
to produce and spread disinformation or

particular

facilitate psychographic micro-targeting
of voters in the run-up to elections. At the
same time, Al can effectively counter
such uses of technology. This article
discusses the ways in which freedom of
elections and democracy can be impacted
through the deployment of AL
Keywords:  Artificial  Intelligence,
Democracy, Misinformation, Social Bots,
Micro Targeting.
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4- For EU efforts to counter disinformation, see for example Communication from the
Commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions: Tackling online disinformation: a European
approach, COM (2018) 236 final, Joint Communication to the European Parliament, the
European Council, the Council, the European Economic and Social Committee and the
Committee of the Regions: Action Plan against Disinformation, JOIN (2018) 36 final;
Commission Recommendation of 12. 9. 2018 on election cooperation networks, online
transparency, protection against cybersecurity incidents and fighting disinformation
campaigns in the context of elections to the European Parliament, C (2018) 5949 final.

5- European Parliament resolution of 25 October 2018 on the use of Facebook users’ data
by Cambridge Analytica and the impact on data protection (2018/2855 (RSP)) , points 7-8.
6- Kai-Cheng Yang et al, ‘Arming the public with artificial intelligence to counter social
bots’ (2019) Human Behavior and Emerging Technologies 48. ; Naja Bentzen,
‘Computational propaganda techniques’ (2018) European Parliamentary Research
Service<http: /IWWW. europarl. europa. eu/thinktank/en/document. html?
reference=EPRS ATA (2018) 628284> accessed 5 April 2019 ;Philip N Howard, Samuel
Woolley and Ryan Calo, Algorithms, Bots, and Political Communication in the US 2016
Election: The Challenge of Automated Political Communication for Election Law and
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Administration’ (2018) 15 Journal of Information Technology & Politics 2, 81-93.

7- See in this sense Kai-Cheng Yang et al (n 3) 48.

8- Ibid.

9- See for example Robert Gorwa, Douglas Guilbeault, ‘Unpacking the Social Media Bot:
A Typology to Guide Research and Policy’ (2018) Policy & Internet 8; Philip N Howard,
Samuel Woolley and Ryan Calo (n 3) 85-87; Alessandro Bessi, Emilio Ferrara, ‘Social
Bots Distort the 2016 US Presidential Election Online Discussion’ (2016) 21 First Monday
11, 1-14.

10- Christian Grimme, Mike Preuss, Lena Adam, Heike Trautmann, ‘Social Bots: Human-Like
by Means of Human Control?” (2017) <https: //arxiv. org/abs/1706. 07624> accessed 9 April
2019.

11- Ibid.

12- Astroturf campaigns.
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13- Philip N Howard, Samuel Woolley, Ryan Calo (n 3) 86.

14- More on this notion from the perspective of international legal processes, see Melissa J
Durkee, ‘Astroturf Activism’ (2017) 69 Stanford Law Review, 201-268.

15- Samuel C Woolley, Douglas R. Guilbeault, ‘Computational Propaganda in the United
States of America: Manufacturing Consensus Online’ (2017) Samuel Woolley, Philip N
Howard (eds) , Computational Propaganda Research Project: Working Paper No 2017. 5, 1-28.
16- Germany mulls crackdown on social media bots’, DW, 16 December 2018 <https:
/lp. dw. com/p/3ADar> accessed 5 April 2019.

17- Brachten et al estimate that the impact of social bots on German elections was minimal; see
Florian Brachten et al, ‘Strategies and Influence of Social Bots in a 2017 German State Election
— A Case Study on Twitter’ (Australasian Conference on Information Systems, Hobart, 2017)
<https: //arxiv. org/abs/1710. 07562> accessed 5 April 2019.

18- For an analysis, see Johan Fernquist, Lisa Kaati, Nazar Akrami, Katie Cohen, Ralph
Schroeder, ‘Bots and the Swedish Election: A Study of Automated Accounts on Twitter’
FOI Memo 6466, FSS Marknadsarbete Digitala ldgesbilder valet 2018, September 2018
<https: //www. foi. se/rapportsammanfattning?reportNo=FOI = %20MEMO%206466>
accessed 5 April 2019.

19- Marco T Bastos, Dan Mercea, ‘The Brexit Botnet and User Generated Hyperpartisan
News’ (2017) 37 Social Science Com puter Review 1, 38-54.

20- BBC ‘EU Referendum Petition Hijacked by Bots’ (BBC, 27 June 2016) <https:
/I'www. bbc. com/news/technology-36640459> accessed 5 April 2019.

21- Mark Scott, Diego Torres, ‘Catalan referendum stokes fears of Russian influence’
Politico (29 September 2017) <https: //www. politico. eu/article/russia-catalonia-
referendum-fake-news -misinformation> accessed 5 April 2019.

22- David Alandete and Daniel Verdd, ‘How Russian Networks Worked to Boost the Far
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Right in Italy’ EL PAIS in English (1 March 2018).

23- Emmi Bevensee, Alexander Reid Ross and Sabrina Nardin, ‘We built an Algorithm
to Track Bots During the European Elections —~What We Found Should Scare You’
Independent (22 May 2019).

24- Robert Gorwa, Douglas Guilbeault, ‘Unpacking the Social Media Bot: A Typology to
Guide Research and Policy’ (2018) Policy & Internet, 7.

25- Application Programming Interface
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26- See, with reference to other literature cited therein, Tobias R Keller, Ulrike Klinger,

‘Social Bots in Election Campaigns: Theo retical, Empirical, and Methodological

Implications’ (2018) 36 Political Communication 1, 176.

27- Jack Nicas, ‘Does Facebook Really Know How Many Fake Accounts It Has?’New

York Times (30 January 2019).

28- Khari Johnson, ‘Facebook Messenger passes 300,000 Bots’ Venture Beat (I May

2018) <https: //venturebeat. com/2018/05/01/ facebook-messenger-passes-300000-bots/>

accessed 9 April 2019.

29- Somiibo
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30- Rubinstein calls this ‘political direct marketing’; see Ira S Rubin stein, “Voter Privacy

in the Age of Big Data’ (2014) Wis L Rev 861, 882.

31- Profile
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32- Psychographic profiling

33- For an analysis of the use of micro-targeting of voters during the 2016 US presidential
elections, see for example Karl Manheim and Lyric Kaplan, ‘Artificial Intelligence: Risks
to Privacy and Democracy’ 21 Yale J L & Tech 106, 137-145. However, micro targeting
of voters based on data collection was used in US already well before these elections; see
Chris Evans, ‘It's the Autonomy, Stupid: Political Data-Mining and Voter Privacy in the
information Age’ (2012) 13 Minn J L Sci & Tech 867, 884, 886.

34- Karl Manheim and Lyric Kaplan, ‘Artificial Intelligence: Risks to Privacy and
Democracy’ 21 Yale J L & Tech 106, 139.

35- Ibid 139-140.

36- Ibid 140.

37- See for example Jamie Stanley, ‘Meet Cambridge Analytica: The Big Data
Communications Company Responsible for Trump & Brexit® (NOTA UK, 2 February
2017)  <https:  /mota-uk.  org/2017/  02/02/meet-cambridge-analytica-the-big-data-
communications -company-responsible-for-trump-brexit/> accessed 31 May 2019; for a
proposal of Cambridge Analytica in this regard, see Cam bridge Analytica and SCL Group,
‘Leave. EU: Psychographic Targeting for Britain’ (2015) <https: //www. parliament. uk/
documents/commons-committees/culture-media-and-sport/BK -Background-paper-CA-
proposals-to-LeaveEU. pdf> accessed 31 May 2019.
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38- It is currently disputed who should bear the accountability for automated journalism;
see for example Matteo Monti, ‘Automated Journalism and Freedom of Information:
Ethical and Juridical Problems Related to Al in the Press Field’ (2018) Opinio Juris in
Comparatione 1, 8-9.

39- Compare Matteo Monti, ‘Automated Journalism and Freedom of Information: Ethical
and Juridical Problems Related to Al in the Press Field” (2018) Opinio Juris in
Comparatione 1, 13.

40- For an in-depth analysis of deep fakes see for example Robert Chesney and Danielle
Keats Citron, ‘Deep Fakes: A Looming Challenge for Privacy, Democracy, and National
Security’ (2018) 107 California Law Review (2019, Forthcoming) ; U of Texas Law,
Public Law Research Paper No. 692; U of Maryland Legal Studies Research Paper No.
2018-21, <https: //ssrn. com/abstract=3213954 > accessed 22 May 2019, 1-58.
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41- See in this sense for example Rachel Metz, 'The fight to stay ahead of deep fake videos
before the 2020 US election' (CNN Business, 26 April 2019) https: //www. cnn.
com/2019/04/26/tech/ ai-deepfake-detection-2020/index. html.

42- False alarm

43- Russell Brandom, 'Deepfake Propaganda is Not a Real Problem' (The Verge, 5 March
2019)  <https:  //'www.  theverge.  com/2019/3/5/18251736/deepfake-propaganda-
misinformation-troll-video-hoax> accessed 21 May 2019, 7.

44- For examples, see Holly Kathleen Hall, ‘Deepfake Videos: When Seeing Isn’t Believing’
(2018) 27 Cath. U. J. L. & Tech. 51, 52; Robert Chesney and Danielle Keats Citron, ‘Deep
Fakes: A Looming Challenge for Privacy, Democracy, and National Security’ (2018) 107
California Law Review (2019, Forthcoming) ; U of Texas Law, Public Law Research Paper
No 692; U of Maryland Legal Studies Research Paper No 2018-21, <https: //ssrn.
com/abstract=3213954 > accessed 22 May 2019, 20-21; Kelly Trues dale, ‘Can You Believe
Your Eyes? Deepfakes and the Rise of Al Generated Media’ (2018) Georgetown Law
Technology Review<https: //georgetownlawtechreview. org/can-you-believe-your-eyes-
deepfakes-and-the-rise-of-ai-generated-media/GLTR-03-2018/ >accessed 22 May 2019.

45- CBS News ‘Doctored Nancy Pelosi video highlights threat of deepfake" tech’ (CBS
News 25, May 2019; updated 26 May 2019) <https: //www. cbsnews. com/news/doctored-
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