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In an era of rapid information growth in cyberspace, the challenges of criminalizing and controlling
the dissemination of misleading information have become prominent issues in ethics and criminal
law. Opinions on criminalizing misleading information are divided into two groups: those supporting
criminal intervention and those opposing it. This study examines the feasibility and justificatory
frameworks for criminalizing misleading information in cyberspace. The main research question is
how to justify the criminalization of misleading information dissemination from the perspective of
criminal law philosophy. The article employs an inductive-deductive method, analyzing the criteria
for justifying criminalization and applying them to the behavior of disseminating of misleading
information to determine its feasibility and limits. Focusing on four key criteria of criminal law
philosophy—Filtering, Balance of Reasons, Social Acceptance, and Harm Prevention—this research
demonstrates how these criteria can provide a justified framework for criminally addressing the
dangers of misleading information in cyberspace.

Criminalization Criteria, Misleading Information, Cyberspace, Justification of
Criminalization.


https://doi.org/10.22124/jol.2024.26338.2436
https://orcid.org/0000-0003-1274-4798
https://orcid.org/0000-0002-5704-2573
https://orcid.org/0000-0002925355330
https://orcid.org/0000-0000-0000-0000

Criminal Law Research (vol. 15, No. 1, Serial 29, Spring&Summer 2024) 1133

1. Introduction

In our current era, characterized by rapid digital transformations and an exponential increase in the
volume of information and data exchanged online, complex challenges arise concerning the regulation
and monitoring of the spread of misleading information. This phenomenon, which entails serious
implications that could affect national security, public health, and public trust in both public and
private institutions, requires a considered legislative response that balances the protection of public
freedoms and the right to free expression with the necessity of combating the harmful effects of such
information. This study delves deeply into the legal and ethical dimensions of criminalizing the
dissemination of misleading information in cyberspace by reviewing and analyzing four fundamental
criteria for criminalization and discussing the impact of each standard on the formulation of a
philosophical and legal framework that justifies criminalizing these behaviors. Filtering Criterion
(Jonathan Schonschick): This criterion emphasizes the importance of criminal laws being based on
solid ethical and practical foundations, demanding a precise evaluation of the actual harms resulting
from potential crimes, thereby contributing to determining the legitimacy of criminalization. Balance
of Reasons Criterion: This criterion explores the theoretical and practical challenges related to
balancing individual rights with the need to protect public interest, emphasizing the necessity of
assessing the impacts of criminalization on society. Social Acceptance Criterion: This criterion
reflects the public desire to maintain honesty and integrity in digital communication and underscores
the importance of popular support for criminal laws to ensure their effectiveness and legitimacy.
Harm Prevention Criterion: This criterion provides a framework for justifying the criminalization of
behaviors that spread misleading information, focusing on the necessity of legal-criminal intervention
in cases involving clear damages to public health or social security.

This research aims to provide a comprehensive analysis of the phenomenon of the dissemination of
misleading information in the digital space in light of the aforementioned criminalization standards,
showcasing the ongoing debate between the need for legal protection and the preservation of
fundamental freedoms in a free and open society

2. Methodology

This study employs an analytical methodology that combines deductive and inductive approaches to
analyze various criteria for justifying the criminalization of behaviors, specifically the dissemination
of misleading information. By applying these criteria, the study assesses the feasibility and limitations
of criminalizing such behaviors in this context.

3. Results and Discussion

The findings reveal that the criminalization of disseminating misleading information is based on four
key criteria in criminal law philosophy: harm prevention, balance of reasons, social acceptance, and
Jonathan Schonschick's filtering criterion. The filtering criterion enhances transparency and
accountability and ensures the ethical and practical foundation of criminal laws. These criteria
collectively provide a robust framework for addressing the risks associated with misleading
information in cyberspace, indicating the necessity for effective and proportionate criminal strategies
to mitigate the negative effects of misleading information. The study also emphasizes the need for a
balanced approach between individual rights and public safety, ensuring the protection of individual
rights while supporting the public good in a balanced manner. Additionally, the results suggest that
these criteria offer strong justifications for supporting criminal interventions against the spread of
misleading information in cyberspace, especially when such disinformation threatens public safety or
public order.

4. Conclusions

The findings of this research suggest that the criminalization of disseminating of misleading
information in cyberspace can be effectively justified when it causes significant harm to public health,
safety, or democratic processes, and when specific standards are applied that ensure the protection of
fundamental rights such as freedom of expression. This delicate balance between protecting the public
and preserving individual freedoms requires legal measures that consider the ethical and practical
necessities of criminalization. Therefore, these criminal laws must be applied carefully, supported by
clear legal definitions and strong public policies, to ensure that fundamental freedoms are not violated
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and to enhance legal security and transparency in the face of the challenges posed by the phenomenon
of spreading misleading information in cyberspace.
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