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The use of data and computer systems as the subject and means of committing a crime is one of the
manifestations of the negative link between these technologies and criminal law. The purpose of this
research is to identify the challenges of the Iranian police in the search and seizure of data and the
system in the prevention and detection of crime. The current research is applied in terms of its
purpose, and descriptive-analytical in terms of its type and in the category of qualitative research. By
using library resources and interviews with university experts, data has been collected and analyzed
by qualitative content analysis method. The findings indicate that the police faces challenges in the
search and seizure of data and the system with two types of challenges including: The The challenges
are in the field of protecting the privacy of individuals and in the field of legislative limitations and
loopholes. Therefore, the elimination of legislative gaps in the field of privacy and police powers and
their access to databases for the prevention and detection of crime are effective in solving the
challenges of the police in inspecting and confiscating data and systems in Iran.
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1. Introduction

Today, due to the advances made in the field of information and communication technology, new
challenges have arisen in some areas such as their inspection and stopping. These challenges are often
aimed at the police, who, in the capacity of law enforcement, are the main body for the
implementation of search and seizure operations and the system. If the judicial officers pursue and
continue to search and seize the crime without the permission of the judicial authority, not only the
reasons they have obtained are invalid, but the violation is subject to criminal prosecution. Therefore,
the police should be able to create a balance between the rights of individuals and the implementation
of legal duties in the search and seizure of data and the system. In this regard, by identifying the many
challenges facing the police and providing legal and interactive solutions, it is possible to overcome
most of these challenges. On the other hand, considering the lack of research in this field and the
weakness of the literature on this issue, the necessity of conducting research in this regard is felt.
Therefore, this study seeks to answer the question:What are the challenges of the police in
investigating and confiscating data and systems in Iran with the approach of crime prevention and
detection?

2. Methodology

The current research is applied in terms of purpose, and descriptive-analytical in terms of research
type and it is qualitative in terms of data collection method. Based on this, to identify the challenges
of the police in inspecting and confiscating data and systems in Iran with a prevention Approach and
crime detection using the statistical population Including: Library sources, documents and interviews
with academic experts and legal Experts. The data was collected And, using the content analysis
method as a research technique, concepts, categories and main and secondary factors were identified
and analyzed.

3. Results and Discussion

The challenges of the Iranian police in the investigation and seizure of data and the system in the
prevention and detection of crime in the field of violation of the privacy of individuals and in the legal
field were identified, which challenges related to the violation of privacy include; 1) lack of
transparency and comprehensiveness of the rights of data subjects, 2) inadequacy of regulations in
protecting the confidentiality of data,3) lack of provision of differential regulations for the inspection
of evidence of witnesses and victims and 4) weak protection of the privacy of third parties and victims
be Also, the legal challenges to the collection and processing of data by the police include things such
as; 1) Limitations due to judicial nature of search and seizure, 2) Gap of detailed regulations in
explaining the principles and methods of data collection by the police, 3) Lack of provision of
technical advice authority and differential regulations for encrypted data 4) Lack of regulations It
becomes clear about preventive inspection and data discovery and, 5) not determining police powers
in relation to access and hosting service providers .

4. Conclusions

This research was conducted with the aim of identifying the challenges of the Iranian police in the
search and seizure of data and the system in the prevention and detection of crime. The police, in the
position of law enforcement and police command of the country, as a security force that is
responsible for establishing social order and security, on the one hand, assumes the duty of
guaranteeing an important part of citizen's rights, such as the protection of life and property, and the
rights and security of citizens. On the other hand, while performing his duties, due to his direct
relationship with the citizens, he may take actions that, rightly or wrongly, are considered as a
violation of citizen's rights. The results of this research indicate that one of the challenges of police
officers, the ambiguities and interference of their duties in the search and seizure of evidence for the
prevention and detection of crime, is "challenges surrounding the privacy of individuals". Therefore,
in general, it can be said that in adapting this situation to the restrictions placed on the powers of the
Iranian police in terms of obeying the judicial authorities, or measures limited to the urgency and
necessity for the inspection or seizure of data and systems, practically due to the lack of The
transparency and comprehensiveness of the rights of data subjects are challenged. Because it is not
possible to create a discourse and a common understanding of expressions such as strong suspicion,
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verification of urgency and necessity between the officers and the judicial authority. Also, on the
other hand, due to the lack of provision of differential regulations for the inspection of the evidence of
witnesses and victims and the weakness of the necessary regulations to protect the privacy of third
parties and victims in the process of collecting electronic evidence, civil and criminal challenges are
created for the officers. Sometimes a new criminal or civil case is opened against the officers. Also,
the absence of a technical consulting authority and differential regulations for encrypted data and
clear regulations regarding preventive inspection and data discovery in the context of laws doubles the
problems of the police.
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