Encyclopedia of Economic Law Journal

Homepage: https://lawecon.um.ac.ir

Research Article
Vol. 30, No. 24, Fall-Winter 2023, p. 169-185

Efficiency and Effectiveness of Content Refinement:
An Economic Analysis of Law

E. Salimi Ghalehei '*©, A. Jahanshahi?®, H. Mirzaei ®

1- Assistant Professor, Department of Human Sciences, University of Maragheh, Maragheh, Iran
(*- Corresponding Author Email: e.salimi@maragheh.ac.ir)

2 - PhD student in Private Law, Department of Law and Political Sciences, University of Shiraz, Shiraz, Iran

3- Ph.D student in Health Economics, Department of Management & Economics, University of Tarbiat
Modares,  Tehran, Iran.

Received: 18 November 2023 How to cite this article:

Revised: 31 December 2023 Salimi Ghalehei, E.; Jahanshahi, A., & Mirzaei, H. (2023). Efficiency and

Accepted: 28 February 2024 Effectiveness of Content Refinement: An Economic Analysis of Law. Encyclopedia

Available Online: 28 February of Economic Law Journal, 30(24): 169-185.

2024 (In Persian with English abstract).
https://doi.org/10.22067/economlaw.2024.83973.1301

1- INTRODUCTION

The economic analysis of law is a new measure for evaluating laws, programs and legal institutions that have
been developed since the second half of the 20th century. The origin of this scientific movement in the distant
past is Bentham's school of utilitarianism, and in the nearer time, i.e. the beginning of the 20th century, the school
of social engineering or social control of Pond and the theory of legal realism. This approach specifically tries to
expose legal rules and institutions to economic evaluations to measure their efficiency and effectiveness. Over
time, this approach has also entered criminal law and the economic analysis of criminal law and criminology has
become one of the important disciplines in the economic analysis of law. Among criminal law institutions, it is
possible to use crime prevention from economic analysis to evaluate the nature of prevention programs and the
possibility of replacing existing programs with efficient and cost-effective programs. In economics, productivity
is studied as one of the criteria for evaluating programs, taking into account data, results and the desired goal,
specifically from two elements "efficiency” and "effectiveness”. This means that to obtain the productivity rate,
on the one hand, the efficiency of the activity (efficiency) and on the other hand, its useful and effective role in
achieving the drawing goal (effectiveness) are measured. efficiency by balancing costs and benefits is used as a
scale, and effectiveness by showing the direction of the existing situation and deviation from the desired situation
is used as a compass to measure productivity. In this regard, this article is trying to evaluate the efficiency of
content filtering or filtering in Iran.

2- PURPOSE

The article examines whether content refinement is effective in the Iranian legal system. It evaluates the
benefits and costs of the program and measures its success in achieving desired objectives. This analysis
determines whether content refinement provides clear advantages within the context of the Iranian legal system.

3- METHODOLOGY

This study is primarily focused on theoretical aspects and follows a descriptive-analytical research approach.
The information was collected through library research, using various documents, books, and articles as the
primary sources.

4- FINDINGS

Legal analysis regarding the nature of content refinement in Iran's legal system is somewhat difficult; Refining
may be considered a reactive measure with a punitive nature. However, it should be said that depending on its
type, punishment in its nature has the two characteristics of suffering and scandalous to a certain degree, while
filtering is neither painful nor scandalous in itself, but more than these two, it is restrictive. Also, the application
of the previous punishment to the arrest or summons of the accused for the crime is to establish the conditions of

the crime and the possibility of the accused's defense. In this way, it seems difficult to consider the unilateral
refinement by the government and determined in a non-arbitration process as an example of punishment. In Iran,
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the widespread use of filtering is on the agenda, and regardless of indecent and directly criminal content, such as
websites that spread violence, hatred, and the sale of drugs, and some such cases, where the filtering of cyberspace

is subject to the relative agreement of the society, some social networks Popular websites such as Facebook,
Telegram, Instagram, and public viewing tools such as YouTube are blocked in Iran and cannot be accessed
without the use of filtering tools. There is no doubt or dispute about the necessity of filtering the Internet, what
needs to be examined and reflected on is the way of implementing the filtering, whether any kind of intervention
in the rights and freedoms of the citizens by the government should be based on necessity and based on a basis or
wisdom. It should be justified to make this intervention or restriction necessary or at least permissible.In Iran's
legal system, due to the scope of filtering and the multitude of its examples, it seems that several different bases
are of interest to the operators of content filtering.

Filtering is commonly done by internet service providers, but determining policies and level of filtering is the
responsibility of governments. The legal document for refining cyberspace in Iran is articles (749), (750) and
(751) of the Islamic Penal Code, section on computer crimes. The Criminal Content Determination Committee
identifies two categories: content caused by computer crimes and content used for computer crimes. Article (749)
and Acrticle (751) aforesaid code, introduce access service providers and hosting service providers as the executive
operators of filtering applications who are obliged to refine the list prepared by the working group for determining
instances of criminal content.

In certain situations, refining content can bring about clear advantages. When the educational or motivational
content for the production of industrial drugs or weapons causes the ability or incitement of users to commit
criminal behavior, basically there is no other way but to refine the content and refine such content for the benefit
of society and the victim from crime prevention. Its potential vision is evaluated as having direct benefit. In general
and acknowledging the possibility of usefulness of content refinement, the degree of usefulness is largely
dependent on the possibility of mass transfer. If, as a result of preventive measures, crime is only transferred to
another place or time or directed at other people, crime prevention will be like a useless game, which will not
have any results for society except the waste of resources. Despite the decision of the Criminal Content
Determination Committee on the filtering of gambling and betting sites and the filtering of many of these sites,
there are still many more of these sites that continue their criminal activities without any restrictions. Undoubtedly,
this situation leads to the transfer of crime to these spaces. The fact that the cost of moving crime in cyberspace
is much lower than the cost of crime in the real world

The usefulness of content refinement, in addition to being related to the basics and subjects of content
refinement, depends on paying attention to equality in the refinement of similar contents. Otherwise, content
refinement, assuming success in denying users access to filtered content, will result in the transfer of crime and
will not have any practical results.

One of the effective factors in the effectiveness of a prevention policy is to have clear tools, including the
selection of rules, techniques and appropriate compliance mechanisms for law enforcement. mechanics is reflected
in the text and provisions of each law, and according to Fuller, inappropriate or vague or unclear selection of tools
leads to disorder and chaos in the legal system. Regarding the content refinement, while Article 749 delegating
the authority to determine the examples of criminal titles to the relevant working group, the criteria for filtering
the content resulting from computer crimes and the content used to commit computer crimes have been
determined. Although the list of examples of criminal content published by the working group has clarified the
issue to a certain extent, in practice, arbitrariness in determining the criminal conduct, and the lack of regulation
of the amount of intervention, incorrect and extreme actions of this method in most cases lead to the violation of
people's human rights. Failure to determine the exact index based on the extent and limits of government
intervention is one of the shortcomings of the law governing filtering.

Compliance of the subjects of the law with the intention of the legislator is one of the main factors of the
success and effectiveness of a law; Adaptation of people is a socially constructed concept whose processes are
complex, dynamic, interactive and rely on variables such as incentives, threats and costs. The compliance of the
subjects of the law is not a certain thing in all cases, and therefore the subjects of a law may not show any
compliance behavior or even fight against it. The published statistics of Beta Research Center show that after
extensive Instagram filtering, the number of visits to posts and messages of the Telegram social network has
increased from 1.2 billion visits in mid-September to 2.8 billion visits in mid-October; The two-fold growth of
visiting a social network when another popular social network is filtered is a sign of the failure of filtering policies
in Iran, which results in the imposition of exorbitant economic costs on the people.Although the new methods of
content filtering in Iran have taken on a wide dimension, in such a way that it has been aimed to limit the
connection to free and premium filter breakers, however, the widespread application of filtering in the
international Internet has caused users and network creators to find new ways to Invent filtering bypasses.

Not having enough understanding of the controversial issue when choosing legislative strategies, choosing

inappropriate and ambiguous rules, and mixing various issues in one law are among the defects of the legal articles
governing internet content filtering.
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5- CONCLUSION

Regarding the consequences of content refinement, it should be noted that in economic and social matters, not
paying attention to the mid-term and long-term effects of decisions brings unwanted and unforeseen
consequences, as far as the implementation of a program may lead to the violation of the primary goals and in a
reverse direction. produced an unfavorable result. In the literature of social and economic sciences, this situation
is referred to as "Kobra Effect”. The effectiveness of filtering and achieving the expected goals from its
implementation is an important issue that has received less attention from cyber space operators. The filtering of
communication and social networks in cyberspace has not only caused the migration of users from filtered social
networks, but also most of the users using VPN, they have made filtering ineffective. As a result, there is almost
no space in the cyber environment that is inaccessible to Iranian users.

Contrary to the original goal of the legislator, the subjects of the law, despite the existence of the guarantee of
executions, not only refuse to comply with the legislator's order, but also use new methods to deal with extreme
refining. One of the adverse effects of extreme and unprincipled filtering of internet content is the generalization
of using methods to bypass content filtering as a tool to disobey law enforcement.

Refining content in Iran's cyber space has been widely used by crime prevention officers. Undoubtedly, the
widespread application of filtering has its own social and economic consequences. And it can be evaluated from
the point of view of economic analysis of rights. The present study by examining the efficiency of filtering from
the perspective of economic analysis of rights has reached the conclusion that filtering in the existing way is at
the lowest level of efficiency. In fact, filtering lacks necessary efficiency and desired effectiveness.The
effectiveness of filtering is questionable because, on the one hand, the costs arising, including the direct costs of
implementing blocking programs for websites, social networks, or applications, and the side costs that result from
the implementation of filtering, are very high. We can even say the exact amount of many filtering costs, such as
reducing internet speed, reducing bank transactions, disrupting public services and start-up businesses, disrupting
free competition and market transparency, etc cannot be calculated and estimated.

On the other hand, the benefits of filtering are very low, if notcompletely excluded, and since it is possible to
achieve these small benefits with less costly methods of crime prevention, therefore, in terms of the economic
analysis of rights, filtering is not an efficient option for crime prevention. is not. Doubts about the effectiveness
of filtering is also due to the fact that the filtering policy has never achieved the desired goals of its operators; The
explanation is that despite extensive filtering by the government, due to the extensive and uncontrollable structure
of the cyber space and the available tools like VPN, significant percentage of the Iranian society has neutralized
existing filtering and access blockages by using these tools, and over time the greater availability of these tools,
the effectiveness of filtering is rapidly decreasing. This means that the widespread use of filtering also violates
the current few achievements. According to what has been said, it is inevitable to revise the existing filtering
policies and design an alternative model according to the nature and metavariables of the cyber space. A strategy
that follows the prevention of crime through the participation of citizens and encouraging them to play an active
role in this field

Keywords: efficiency, effectiveness, mechanics of legislation, economic analysis of law, crime prevention
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