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Abstract

The main purpose of this research was to examine the key metrics of the Russian
digital economy and influencing factors affecting the digital economy
development in Russia during the period of 2010-2020. One-way ANOV A was
conducted to compare the three indicators of e-government. Results from LSD
datistics indicated that there was a significant difference between the
telecommunications indexes and human capital. The correlation matrix of
economic influencing factors in Russiain terms of ICT application revealed that
there has been a balance between the various economic sectors. Results of the
Kruskal-Wallis test demonstrated that there was a significant difference between
Russian financia ingitutions in terms of cyber-attacks. Based on the refinery
methods of factor analysis, Pearson's correlation coefficient, and multiple
regression modd, five variables GDP, GDP per capita, R&D expenditure, cyber
security, and consumer price index were removed from the anaysis, and the
results showed that the human capital has a significant positive impact on the
development of the digital economy in Russia. Despite the significant
explanatory role of the human capital index, this study strongly recommended
considering the other variables, both predictive and control variables, to explain
the variance in the development of digital economy in Russia.
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1. Introduction

Cyber-attacks have become increasingly common around the world
in recent years. In particular, the ongoing unfortunate events
between Russia and Ukraine have been aided with the use of
technology (Ehiorobo et al., 2023). The number of cyberattacks
carried out against Russian information systems in 2023 increased
by 65% compared to the same period last year. This was stated by
Russian Deputy Prime Minister Dmitry Chernyshenko on March 3
during a meeting with young scientists, inventors and technology
entrepreneurs at the Eurasian Science and Education Center in Ufa.
According to the Deputy Prime Minister, the collective West is
now making serious efforts and concentrating its cyber skills to
cary out cyber-attacks on domestic information systems and
various Russian information products. Dmitry Chernyshenko also
noted that there is a high probability that such cyber-attacks on
Russian information systems will continue in the future
(CISOCLUB, 2023). In 2021, the seventh SOC Forum' on
Cybersecurity in Russia was held, organized by FSTEC?, the FSB®
and other departments. During the event, problems in the field of
information security of public bodies were raised, which include:
the lack of a reliable level of protection in public sites, poor staff
training on safety issues, lack of cybersecurity specialists, and poor
qualifications of IT administrators. In 2022, external thresats to the
country's cybersecurity emerged. Therefore, in May, Vladimir
Putin signed the Decree No. 250 on additional information security
measures. According to this cybersecurity document, from January
1, 2025, in Russia, state-owned companies and government

1. The practice of countering computer attacks and building information security
monitoring centers

2. Official website of the Federal Service for Technical and Export Control

3. Federal Security Service of the Russian Federation
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agencies are prohibited from using information protection tools
made in unfriendly countries. In addition, every institution should
set up an IT security office (Rostbk, 2023). The Russian
government’ s approach to cybersecurity and information security is
founded on a firm commitment to national interests. Although
cybersecurity has become a buzzword for many policymakers, the
term has not yet been officially adopted in Russia. There are
numerous definitions of information and communication
technology (ICT), but Russia prefers to focus on information
security rather than cyber derivatives, owing to conceptual
differences in security approaches rather than merely linguistic
features (Stadnik, 2021). The modern lifestyle is heavily influenced
by the concept and function of “digital”, and the COVID-19
pandemic has accelerated this change while revealing the effects of
digital assets and basic and advanced digital skills on socio-
economic sustainability. As a result, the “digital economy” is
expected to become a major driver of the future economy as an
important part of a lifestyle. Russia has the sixth largest online
population in the world and as of January 2022 there were 129.8
million internet users in Russia. (Statista; DataReportal, 2022; Tian
& Liu, 2021; The European Commission, 2020a). According to
Melkadze (2023), the share of monthly active Internet users in
Russia is expected to reach 88.48% of the total population by 2027.
This would mark an increase of 5.06 percentage points from
83.42% in 2022. In addition, against the background of negative
dynamics in the overall economy, the share of the ICT industry in
the total volume of construction work and services sold increased
from 3.8% in the second quarter of 2022 to 4.1% in the third
quarter. Russia's ICT exports are expected to reach $7.36 billion by
2026, and this annual increase was 2.8% from $6.22 billion in 2021
(ReportLinker, n.d.; TADVISER, 2023). It should be noted,
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however, that the Russian ICT industry provides a wide range of
highly sophisticated digital tools and well-organized software
solutions (Gritsenko et al., 2021). A review of international indices,
such as the E-Government Development Index (EGDI), the ICT
Development Index, and the Digital Economy Index, reveals that
the Russian Federation has improved in this regard. According to
Taylor (in Statista, 2022c), as of 2022, Denmark was the most
digitally competitive country in the world, and the United States
ranked second. The Aggregated Business Digitalization Index in
Russia showed that among the indicators that constructed the index,
the highest score was recorded for the use of data storage and
transmission channels, and the lowest for human capital, which
reflects the lack of the attention of the Employers towards the
digital education of employees (Statista, 2021).

Introducing ICT as the core of the “digital technology”, Bukht
and Heeks (2017) argue that the digital economy is an economic
product solely or primarily driven by digital technologies and a
business model based on digital services and goods. They also
discuss the way in which the digital economy’s concepts and
metrics are limited and divergent. Based on the definition proposed
by the United Nations Conference on Trade and Development
(UNCTAD, 2019, p. 2), the evolving digital economy is enhanced
by data and closely linked to a significant number of the leading
technologies, such as blockchain, data analysis, artificial
intelligence (Al), 3D Printing, Internet of Things (10T), automation
and robotics, and cloud computing. Additionally, digital changes
can profoundly affect economic and social processes, primarily
economic growth, labor market, and service quality (The World
Bank, 2018, p. 3). It should also be noted that the world is still at
the early stage of a data-driven economy, despite a dramatic



Russian Digital Economy and Cybersecurity:
An Overview of Recent Developments

increase in the global Internet traffic as an indicator or
representative for data flow. As defined by the Organization for
Economic Cooperation and Development (OECD, 2021a), digital
security is essential to trugt-building in the digital age. Digital
security aims to encourage the development of trust-building
policies without impeding ICT capabilities in order to support
innovation, growth, and competitiveness. Nowadays, governments,
businesses, and consumers are greatly dependent on smart
products. In 2019, 60% of member states to OECD, including
Russia, were employing cloud computing services and 68% of
people of these countries were registered as e-banking users. The
market size of public cloud services in Russia is projected to reach
amost 231 hillion Russian rubles in 2025, increasing more than 2.5
times compared to 2020 (Statista, 2022a; OECD, 2021b, p. 5). This
type of services and the Internet in general, are changing
businesses, lifestyles, and public IT institutions and involve a
variety of tools and applications such as data storage, servers,
databases, networking, and software (Watanabe et al., 2018;
Akamai, 2021; Investopedia, 2021). As mentioned earlier, the
COVID-19 pandemic has accelerated digital development and
increased human dependence on smart products because of the
need to comply with the health protocols such as physical
distancing (OECD, 2021b, 5; De et al., 2020). Therefore, Moscow
has recently proposed a strong legal framework and set of rules to
outline the future digital sovereignty. These rules involve data
localization and import substitutions for IT products used by
governmental organizations and critical institutions (Epifanova,
2020). This framework outlines the Russian State Duma's bill (The
State Duma) on “Internet sovereignty”, approved on April 4, 2019,
according to which a national Internet traffic routing system will be
developed to ensure the reliable operation of the Russian Internet in
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the event of large-scale breakdowns or external influences. It is
hence necessary to propose security measures that ensure the stable
and long-term operation of the Internet in Russia. It is noteworthy
that the 2013 revelations of Snowden, a former CIA employee
(Davies, 2019), the 2014 Western sanctions against Russia over the
annexation of Crimea, and the 2016 NATO description of
cyberspace for the US military action and national cyber strategy
adopted in September 2018 to punish those who carry out cyber-
attacks against them were among the most important reasons for
Moscow's decision to become independent of foreign IT and focus
on centralized government management in ICT. Accordingly,
security is of particular importance as a cornerstone of digital
transformation (Epifanova, 2020; Shahim, 2021). Russia's conflicts
with the West, the independent strategies and programs of the
hegemonic powers, the US and China, in the field of digital
economy, the intense concentration of the digital economy in these
two countries (UNCTAD, 2019, p. 2), and Russias technological
dependence on foreign technologies in this field further highlight
the importance of the Russian Federation’'s national program
approach. In his December 2016 speech to the Federal Assembly,
Putin announced the development of a digital economy program
(Lowry, 2021, p. 53). In his speech at the St. Petersburg Economic
Forum in June 2017, he called on everyone to face the challenges
of digital transformation in Russia. In the presidential decree of
May 2018, he also emphasized the importance of digital operating
systems as a key driver of cross-sectoral digital transformation in
the Russian economy (The World Bank, 2018, p. 85). Moreover,
Dmitry Nikolaevich Chernyshenko, the Russian Deputy Prime
Minister, stressed the need to develop project-oriented digital
transformation strategies in the economic and social spheres at a
summit of digital transformation leaders on May 28, 2021. The
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final version of these strategies should take into account both
regional projects and local characteristics and be understandable
not only to the authorities, but also to industry owners, traders, and
citizens. In addition, these strategies have been decided to be
implemented until 2024 (Russian Government, 2021c). However,
in addition to supporting a model of economic digital
transformation, it is necessary to edtablish a balance between
protecting national security and consumer interests and supporting
the growth of digital operating systems to achieve digital gains in
all economic activities (Rossotto et al., 2018, p. 36). The Russian
government hence seeks to design cyber polygons in various
industries to protect government information systems or systems
serving the current economic sectors. Mog effortsin thisregard are
currently focused on energy, credit and finance, and infrastructure
of government agencies (Russian Government, 2021b).
Considering the opportunities and challenges of economic
digitalization in Russia in terms of economic development and
cybersecurity, this study aims to find answers to the following
guestions:

- What are the main features of the Russian digital economy?

- What are the functions and measures of the Russian digital
economy regarding cybersecurity?

- What are the factors influencing the digital economy
development of the Russian Federation?

Referring to the studies of the European Commission (2022)
framework, Zhang et al., (2022), Li and Liu, (2021), Pang et al.,
(2022), APEC Economic Policy Report (2019), and considering the
availability of data, digital economy was measured. In addition, a
data-driven analysis of key trends in e-government development
was conducted based on the assessment of e-government
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development and e-participation indices introduced by the United
Nations E-Government Development Index (EGDI) methodology.

2. Literature Review

In this part, the results of previous research and factors affecting
the development of digital economy in Russia will be reviewed.
Russian Federation approved its digital economy program in July
2017. With an annual budget of $ 1.8 hillion, this program is
decided to be implemented by 2025 in order to overcome the
weaknesses that prevent Russia from joining the top ranks of global
digital economy leaders. The main axes of this program are digital
skills, education, research and development (R&D), investment in
digital infrastructure, and cybersecurity. The Russian president
approved the 2020-2030 national strategy for artificial intelligence
development in 2019 (The World Bank, 2018, p. 2; World Bank
Group, 2021, p. 9), and the Russian government submitted a draft
law titled “Experimental Legal Regimes of Digital Innovation in
the Russian Federation”, consisting of four chapters and twenty
articles, to the Russian State Duma on March 16, 2020. This law
required the Russian Federation to develop and test digital
innovations in eight areas, including medicine, transportation,
learning, financial markets, telecommunication, architecture and
construction, state and municipal services, and industry
(Legislative Activity Support System, 2021). After the approval of
this law on July 31, 2020, the Ministry of Economic Development
of the Russian Federation was appointed to implement the national
digital economy program of the Russian Federation (Ministry of
Economic Development of the Russian Federation, 2021).
Accordingly, certain projects such as “normative regulation of
digital environment” and “unknown data management” are now
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underway by this ministry. The digital economy is nowadays
considered not only an objective, but also a tool to provide a new
quality of economic system growth and a source of social (human
development: actualizing human capacities and implementing
important social projects), ecological (sustainable development),
and economic (innovative development) benefits (Yamaev et al.,
2020).

Several researchers have mentioned the initial conditions of the
development of the digital economy in Russia and in different
sectors of the economy. Shulus et al., (2019) found that the
transition of modern Russia to the digital economy would take
place by 2024 in three successive stages, including the
development of an informational society, the formation of
technology reserves, and the implementation of innovative digital
technologies. Belokurova et al. (2020) also argue that the
establishment of an e-government system, an informational society,
and the digital economy is a prerequisite to the digital economy
ingtitutionalization in Russia. As discussed by Kargina and
Rozanov (2023), the prerequisites for the development of
digitization in Russia were reducing the cost of technologies and
computing power, while increasing the availability of high-speed
data transmission. However, regional inequalities in the
implementation of digital technologies slow down the overall
process and therefore need to be eliminated.

Malkhasyan and Savelyeva (2023), investigated the
digitalization of the industrial complex of Russia. They concluded
that the current state of domestic industry is far from digital
production, and most companies use the labor force of hired
workers, despite the use of high-tech equipment. Such a system
puts a significant importance on the human factor, which increases

447

Journal of WORLD SOCIOPOLITICAL STUDIES | Vol. 6 | No. 3 | Summer 2022



448

Journal of WORLD SOCIOPOLITICAL STUDIES | Vol. 6 | No. 3 | Summer 2022

Khodayar Barari Reykandeh, Shahab Alddin Shokri

the cost risk. They argued that the new digital production paradigm
optimizes the process of controlling and accounting for production
processes, thereby increasing labor productivity and manageability
of the company; in addition, thanks to operational control, this
paradigm allows to react in time to emerging changes.

Yurak et al. (2023), in their study on the degree of digitization
of the oil and gas industry of Russia, found that in addition to
positive trends towards digitization in this sector, there are ill
unsolved problems that hinder its transformation and the
congtruction of digital platforms. The training of qualified
personnel is one of the main issues highlighted in this study. The
other important problem is observed in the industry's dependence
on foreign technologies, equipment, software and investments,
which is exacerbated by sanctions and other restrictions. Lowry
(2021) examined Russia’ s digital economy program and concluded
that the transition to the digital economy in Russia without the
development of the domestic electronics industry can only be
considered in the context of buying electronic equipment abroad,
which is likely to lead to a reduction in the size of the digital
economy in Russia, rather than its growth. However, it should be
noted that Russia is a unique country in terms of contracting
governmental interests, which are formed based on legal norms and
social interests and are reflected in the process of economic
digitalization. This contradiction not only serves as an obstacle to
the establishment of the digital economy in Russia, but also reduces
its competitiveness worldwide.

The findings of Popkova and Gulzat (2020) on digital economy
contradictions in Russia indicated that since there is a relationship
between the social consequence of the digital economy and its
effects on cybersecurity, both technical components (causes of
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threats arising from the characteristics of digital technologies) and
social components threatening different population groups should
be taken into account when dealing with cyber threats. Zemtsov et
al. (2019) studied the reduced risks posed by the mechanization of
the economy and artificial intelligence after liberating the majority
of the labor force in Russia and stated that adaptation to digital
transformation is an important component of risk reduction and that
less adapted high-risk areas are often located in less developed
areas in southern Russia. Another study by Chazhaeva et al. (2020)
about sustainable development of the digital economy and
management of its subsequent threats revealed that the digital
economy growth can be consistent with one of the following
scenarios. 1- sustainable development (no fluctuations in GDP
growth rates at constant prices. for example, in Indonesia and
China); 2- unsustainable development and crisis (considerable
fluctuations in GDP growth rates at constant prices: for example, in
Venezuela and Russia): and 3- sustainable growth (the most
favorable scenario to increase GDP growth at constant prices. for
example, in Singapore and the US). Popkova and Sergi (2020)
employed a new conceptual model and an algorithm to study the
Russian digital economy in relation to the development of transport
and logistics policies. They stated that since the digital economy is
vital to Russia, block chain, big data, 10T, and Al should be
enhanced by dedicating governmental, technological, and financial
supports and emphasizing customer preferences. Watanabe et al.
(2018) investigated a new paradox in the digital economy and
found that the limitations of GDP statistics in measuring the digital
economy achievements have turned into amajor issue.

In another study about the concept of the digital economy in Asia,
Li et al. (2020) argued that correction of traditional business trends,
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widespread technology innovation, governmental support policies
for economic growth, and enhancement of digital entrepreneurship
capacity are prerequisites for the realization of the digital economy
in Asia. Addressing the positive effects of the digital economy on
market performance and market friction, Chen (2020) analyzed the
new challenges of the digital economy as well as the policies on
competition, regulatory, IP protection, and consumer privacy
designed to improve performance in this field. Shahim (2021)
studied the reduced business risks associated with the application,
ownership, and exploitation of digital technologies and stated that
digital security risks have turned into a business challenge that
needs to be managed in a balanced and continuous manner for the
long-term and sustainable achievements. The findings of Bencic¢ et
al. (2020) about the establishment of the digital economy in
developing and developed countries indicated that a favorable
short-term scenario (from 2019 to 2024) is the integration of
developed and developing countries to pave the way for their close
interaction and cooperation in establishing digital infrastructure and
incorporating digital technologies in the structure of businesses
based on cluster mechanisms. This can lead to a 29% reduction in
the digital competition gap between countries by 2024.

The factors affecting the development of the digital economy in
Russia are presented in Table 1.
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Table 1. Factors Influencing the Development of the Digital Economy

Variable Resource

Cybersecurity

Workforce training and

education

Human capital (qualified

personnel)

GDP and per capita GDP

Sanction

R and D expenditure

Inflation (consumer price

index)

Yurak et al, 2023

Weiyu et al., 2022

Zhang et al., 2022

Anismovaet al., 2022

Pang et al., 2022

Aleksandrova et al., 2022

Pratt, 2022

Shahim, 2021

Chen, 2021

Platunina & Ermolenko, 2021

Puspaningtyas & Mukhlis, 2021

Abd Razak et al., 2021

Gaufman, 2021

Lohetal., 2021

Russian Government, 2021a

Plakhotnikova et al., 2020

Yueetal., 2020

Novikova & Strogonova, 2020

Pradhan et al., 2019

World Bank, 2018

Davies, 2019

Morakanyane et al., 2017

Oxford Economics, 2011

Mohan, 2007
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3. Research Methodology

In this study, the main indicators of the development of the digital
economy in Russia were extracted based on the data book of
Indicators of the digital economy (2021). Referring to the studies of
the European Commission's Digital Economy and Society Index
(2022), Zhang et al., (2022), Li and Liu, (2021), Pang et al., (2022),
APEC Economic Policy Report (2019) and considering data
availability, this paper presents the main indicators in four
dimensions. innovation and growth, openness, infrastructure and
integration. The weights and total scores of the dimensions of the
digital economy development from 2013 to 2020 were then
computed using a factor analysis using the principal component
method. This research is descriptive from a statistical point of view
and uses the one-way dstatistic ANOVA and Levene's test for
homogeneity of variance to compare the three indicators of e-
government in Russia The Pearson correlation coefficient was
used to determine the relationship between the four measures of e-
government development index, e-participation index, losses
suffered by customers, and recovery costs of the banking system,
after checking and confirming the normal distribution of the
variables with the Shapiro-Wilk test. In addition, the correlation
matrix between the different economic sectors of Russia in relation
to the use of ICT in 13 activities was calculated using the Pearson
coefficient. The main advantage of statistical correlation analysisis
that it evaluates the intensity of the relationship between variables
based on the available real data. In other words, it calculates the
degree of the sensitivity of one variable to another based on the
trend of recent years. In the analysis of Russian financial
ingtitutions in terms of the number of cyberattacks, the Kruskal-
Walls test by ranks was used. The investigation of factors affecting



Russian Digital Economy and Cybersecurity:
An Overview of Recent Developments

the development of the digital economy in Russia was carried out
in two stages. In the first step, a linear correlation between the
identified variables was tested. In the second step, the correlated
variables were inserted into the regression equation model. The
validity of the regression model was examined by performing and
testing assumptions related to multicollinearity and residual
distribution. The data were analyzed using the Excel program and
SPSS datistical software version 26.

4. Research Findings
4. 1. Digital Economy in Russia

The Russian National Digital Economy Project, which began on
October 1, 2018, and ended on December 31, 2024, pursued the
following three fundamental objectives (Russian Government,
20214):

1. Increasing the domestic expenditures for the digital economy
development from all sources (in terms of GDP share) at least by
three times, compared to 2017.

2. Providing infrastructure for the fast transfer, processing, and
storage of large amounts of data in a way that they would be
available to all organizations and families.

3. Encouraging government agencies and organizations and
local governments to mainly use governmental software
applications.

Various projects, financially supported by the Federal budgets
and other resources, have been planned on regulatory, digital
environment, digital government, human resources, information
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security, technologies, and infrastructure in order to achieve the
above-mentioned objectives. There are more than 30 key criteria
and methodologies for monitoring and evaluating the size and
influence of the digital economy; these criteria and methodologies
fall into four categories depending on the measurement goal:
infrastructure, empowering society, innovation and technology
adoption, and jobs and growth.

Based on the European Commission's Digital Economy and
Society Index (2020b), the digital economy is, in fact, a structure
consisting of five dimensions, each of which has its own indicators
and measures. These dimensions are connectivity, human capital,
use of internet services, integration of digital technology, and
digital public services. Table 2 indicates the status quo of the
digital economy in Russia based on the dimensions of DESI. The
scores on these indicators were normalized on a scale of 0 to 100,
with higher scores indicating better satus and position of a country.
For example, Japan (74.5), the US (65.7), Iceland (75.4),
Switzerland (86.1), and South Korea (85.3) are the top other
countries of the world in terms of connectivity, human capital, use
of internet services, integration of digital technology, and digital
public services, respectively.

Table 2. Indicators of the Digital Economy in Russia

Use of Integration Digita
Human ) o )
Total index  Connectivity ) internet of digita public
capital . .
services  technology services
38.7 45.8 37.2 47.8 27.8 60.5

Source: The European Commission's Digital Economy and Society Index, 2020b

The E-Government Development Index (EGDI) is a measure of
e-government that consists of the weighted mean of normalized
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scores of three important dimensions of government, i.e. the
Telecommunication Infrastructure Index (TIl), the Human Capital
Index (HCI), and the Online Service Index (OSl). The EGDI is
employed to rank the UN member states in terms of e-government
development. The first one, i.e. TIl, consists of four indicators. the
estimated number of Internet users per 100 people, the number of
mobile phone subscribers per 100 people, the number of active
subscribers of mobile-broadband internet services, and the number
of users of fixed-broadband internet services per 100 people. The
indicators of the HCI are the adult literacy rate, the gross ratio of
primary, secondary, and tertiary enrollment, expected years of
schooling, and mean years of schooling. Finally, the OSl is
measured by the national portal, the e-services porta, the e
participation portal, and the websites of various ministries (United
Nations E-government Survey, 2022; United Nations E-
government Survey, 2020).

As a complement to the EGDI, the E-Participation Index (EPI)
is another index in this regard, which emphasizes the governments
use of online services to provide conditions for “electronic
information sharing”, *“electronic consulting”, and “electronic
decision making”. The EPI score ranges between O (worst status)
and 1 (best status) (World Bank, 2021; United Nations E-
government Survey, 2022). Figure 1 illustrates the status of e-
government development in Russia over the past decade based on
its indicators. The three indicators of e-government development
were compared over this period using one-way ANOVA. To this
end, the homogeneity of variance was checked and confirmed by
Levene's test (Table 3). The results of one-way ANOVA showed
that there was a significant difference between the indicators over
the studied period. The difference between the indicators was then
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examined using the Least Significant Difference statistics (LSD).

Figure 1. E-governmnt development in Russia

1
0.8
0.6
0.4
0.2 I
0
2010 2012 2014 2016 2018 2020
H Online Service Index
B Human Capital Index
m Telecommunication Infrastructure Index
Source: Authors' Compilation from the UN Raw Data, 2021
Table 3. Levene’s Test for the Homogeneity of Variance
Levene Statistic dfl df2 Sig.
Based on Mean 1.451 2 15 .265
Based on Median 1.044 2 15 .376
Based on Median and with
adjusted df 1.044 2 10.214 .387
Based on trimmed mean 1.263 2 15 311

Source: Authors' Compilation from SPSS 26

As illustrated in Table 3, as the homogeneity of variance was
confirmed at the 0.05 level of significance, one-way ANOV A was
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used to compare the three indicators (human capital Index, online
services Index, and telecommunication Infrastructure Index).
According to Table 4, the F-value (0.022) was dsatistically
significant (p<0.05), that is to say, there was a significant
difference between at least two of the studied indicators. The
results of LSD used for this purpose are presented below.

Table 4. One-way ANOVA

Var Sum of Squares  df Mean Square F Sig.
Between Groups 231 2 116 4970 .022
Within Groups .349 15 .023

Total .580 17

Source: Authors' Compilation from SPSS 26

According to the findings of Table 5, there was a significant
difference between the telecommunications infrastructure indexes
(T1) and human capital Index (HCI), so the average human capital
index is better than that of telecommunications. In addition there
was no significant difference between the indicators of online
services index and human capital index, as well as online services
and telecommunications indices.

Table 5. Multiple Comparisons between Indicators

Mean Difference 95% Confidence Interval
(HhVar (J Va (1-J) Std. Error  Sig.  Lower Bound Upper Bound

Osl HCI -17620333 .08802849 .064  -.3638316  .0114250
T 09760667 .08802849 .285  -.0900216  .2852350

HCI Osl 17620333  .08802849 .064  -.0114250  .3638316
T .27381000° .08802849 .007  .0861817  .4614383

T Osl -.09760667 .08802849 .285  -.2852350  .0900216
HCI -.27381000° .08802849 .007  -.4614383  -.0861817

*The mean difference is significant at the 0.05 level.
Source: Authors' Compilation from SPSS 26
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The Pearson correlation coefficient was employed to find the
correlation between EGDI and EPI, after checking and confirming
the normal distribution of variables by the Shapiro-Wilk test. Table
6 indicates a significant positive correlation between two indicators
in the studied period, with a significant level of 1% and high
intensity of dependence (0.981).

Table 6. Correlation between EGDI and EPI

E-Government

Index E-Participation Index
E-Government Index  Pearson Correlation 1 081"
Sig. (2-tailed) .001
N 6
E-Participation Index  Pearson Correlation 981" 1
Sig. (2-tailed) .001
N 6 6

** Correlation is significant at the 0.01 level (2-tailed)
Source: Authors' Compilation from SPSS 21

It can be generally stated that Russia ranks among the top
countries in terms of EGDI in 2022 (ranked 42™ among the UN
196 member states), with a score of 0.816 (OSI+HCI+TII/3)
(0.75>). Figures 2-4 compare the components of e-government
development in Russia with the mean status in post-Soviet
countries (except for Moldavia due to lack of access to data),
upper-middle income countries (55 countries, including Russia)
(The World Bank, 2023)), and high-income countries with a very
high EDDI score (44 countries) in 2020. As shown in the following
figures, the e-government development score of the Russian
Federation is above the mean score of post-soviet countries and
significantly more than the mean of upper-middle income
countries. However, according to Figure 4, Russia's score is
significantly lower than the third group countries’, except in terms
of HCI. This difference is more statistically significant in TIl.
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Figure 2. Comparison of Components of E-government in Russian & Post-
Soviet Countries

online services
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Figure 3. Comparison of Components of E-government in Russian & Upper-
middle Income Countries
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Figure 4. Comparison of Components of E-government in Russian & High
Income Countries
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Source: Authors' Compilation from Excel

Figure 5 also illustrates the status quo of using ICT (0-100%) in
Russian organizations in the period 2010-2019. The data indicate
that the use of personal computers, the Internet, and global
information networks has always had coverage of about 90%. The
use of servers and websites also shows a significant growth
compared to 2019, but there is still a gap between the status quo
and the desirable status. However, the use of local area networks by
organizations has declined by about 5%, which can be attributed to
the development of other infrastructure.
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Figure 5: Statis quo of ICT use in Russian organizations in
the period 2010-2019
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e Organizations using personal computers (PCs)

e Organizations using servers

e OTganizations using local networks
Organizations using global information networks

— Organizations using the Internet

e Olganizations with an official website

Resource: Authors' Compilation from Excel (Data Accessed from the Federd State
Statistics Service of the Russian Federation, 2021)

Table 7 provides a matrix of correlation between Russia's
various economic activities regarding the use of ICT. Because of
the ratio scale of the variables, the Shapiro-Wilk test was
employed to examine the distribution of variables before Pearson’'s
correlation test. Results indicated that all variables followed a
normal distribution pattern, except for Variable Xg (real estate,
rental, and services). This variable was also normalized to be used
for analysis. The results of the Pearson's correlation test
demonstrated that there was a significant positive correlation (p <
0.05) between economic activities and all variables, except for the
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colored ones (16 items), regarding the use of ICT in the studied
period. However, there was no significant correlation between the
real estate, rental, and service sector, and other sectors. Since there
was a high correlation between different economic activities in this
regard, it can be stated that there has been a balance and
coordination between the various economic sectors in Russia
considering the use of ICT over the studied period.

Table 7: Correlation Matrix

X; Xz X3 X4 Xs Xe X7 Xs Xo X0 Xu X1z Xas

X, 9527 1

X; .8987 9647 1

X, 9327 818" 753" 1

Xs .866° 8517 892" 7767 1

Xe 9637 9547 9507 8757 936 1

X, 8797 9517 9777 744 867 904" 1

Xs 395 349 374 451 434 323 517 1

Xo 9477 9547 9617 862" .8827 9467 970" 509 1

Xy 622 7847 748 459 430 613 7617 .067 .691° 1

Xy 9327 9527 9827 8237 938" 976" 960" 417 9797 649 1

X, 8877 9437 9917 725 9187 947" 9647 398 947" 672 980" 1
X1z 9407 9417 9647 8397 8947 956  .955%* 444 9927 663 986 .9597 1

*The 0.05 level of significance

**The 0.01 level of significance

Source: Authors' Compilation from SPSS 26 (Data Accessed from Federal State Statistics
Service of the Russian Federation, 2021)

X1: Mine X8: Redl edtate, rental, and services

X2: Factory industries X9: Genera management and military
operations, socia insurance

X3: Production and digtribution of X10: Higher professional education and

electricity, water, and gas training of specialized personnel

X4: Construction X11: Health care and socid services

X5: Wholesale and retail, repair of motor  X12: Recreationa, entertainment, cultural,
vehicles and motorcycles, household and sports activities
goods, and personal items

X6: Hotels and restaurants X13: Other activities

X7: Financial and insurance activities
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4. 2. Cybersecurity

According to the Presidential Decree No. 646 (Security Council of
the Russian Federation, 2016) of December 5, 2016, the
Information Security Doctrine of the Russian Federation was
adopted in order to ensure Russia's national security in the area of
intelligence. Article 10 of this doctrine indicates that 1T can cause
new information threats although it plays a major role in the
economic development and better functioning of government and
social institutions (The Ministry of Foreign Affair of the Russian
Federation, 2021). Information security is an issue with national
and transnational dimensions; at the international level, it involves
issues such as the observance of the norms, rules, and principles of
governments in the ICT environment, international cooperation to
prevent the use of ICT for hostile military-political purposes, and
improvement of public-private partnerships to ensure the protection
of critical information infrastructure (Russian International Affairs
Council, 2020).

In addition to triggering economic development and improved
functioning of governments and public institutions, the
development of IT applications in various fields can also pose
information threats (Li, 2019). The term “cyber warfare” refers to
the use of cyber weapons and other tools and systems in cyberspace
as a strategy of defense and attack aiming at causing harm, death,
and destruction or affecting international actors. Cyber warfare is
another mode of conflict in the long history of military technology,
forcing new operational and tactical concepts that alow one
country, with the help of computer engineers or hackers, to attack
other countries and launch attacks. Accordingly, the main features
ensuring information security in Russia are the defense of
sovereignty over the information space, the use of intelligence in
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confrontation with military objectives, further control over
informational content, expansion of international cooperation in
information security, and development of a military definition that
guarantees information security and analyzes the provision of this
security under Russian laws (Bokil, 2023; Gorka, 2022; Tabachnik
& Topor, 2020; Li, 2019).

However, beyond information warfare, the Russian military
definition of “cyber warfare” also involves computer network
operations, electronic warfare, and intelligence and psychological
operations (Tabachnik & Topor, 2020). Similar to economic and
business digitalization that increases the costs of information
security, cybersecurity is also effective in developing the digital
economy and securing rapid digital changes. The information
security cost is influenced by many factors, the most important of
which is cyber threats (Platunina & Ermolenko, 2021; Mahalina &
Mahalin, 2020; Konopleva et al., 2019); such threats aim to
penetrate a country’s information system in order to stea data and
money or obtain confidential information to engage in espionage
processes, information warfare, or other purposes that have
potentially negative consequences for government, society,
business, and people (Lobach & Smirnova, 2019; Voskanyan,
2018). According to a report of the Russian RG.RU Gazette
(Linnik, 2021), the Deputy Chairman of the Board of Sberbank of
Russia has estimated that Russia’s economy is likely to lose about
6 trillion rubles by early 2022 due to cybercrimes. He has also
warned about the economic and human losses of cyber-attacks.
Studies indicate that the growth of cybercrime is one of the main
threats to the sustainable operation of national payment and
liquidation infrastructures as well as financial and credit systems in
Russia and the member states to the Eurasian Economic Union
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(Pishchik & Alekseev, 2021). In addition, the economic loss caused
by cybercrime in Russia (in dollars) shows an 80% increase from
2018 to 2020, from $ 28 billion to $ 50.4 hillion, and it is predicted
to undergo a 150% increase to $ 126 billion by 2022 (Rusakova &
Golovan, 2021).

The raw data contained in an article by Shkodinskij et al. (2021)
were employed to investigate the relationship between the number
of cyber-attacks on Russian financial institutions and the type of
financial institutions during the period 2016-2020. Since the data
normal distribution and homogeneity of variance were not
established, the Kruskal-Wallis test by ranks was used for
statistical analysis (Table 8). Results indicate that there was a
significant difference between Russian financial institutions in the
number of cyber-attacks, as banks, and financial institutions other
than banks, ranked higher in this regard (Table 9). The Central
Bank of the Russian Federation was also the target of the fewest
cyber-attacks during the same period.

Table 8. Kruskal-Wallis Test*”

Number of cyber-attacks

Kruskal-WallisH 14.698
Df 3
Asymp. Sig. .002

a Kruska Wallis Test
b. Grouping Variable: Type of financial ingtitutions
Resource: Authors' compilation from SPSS 26
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Table 9. Ranking (Number of Cyber-attacks)

Type of financia institution N Mean Rank
-Central Bank of Russian Federation 3 2.00
-Systemically important banks 5 6.00
-Other banks 5 15.20
-Financid institutions other than banks 5 11.80

-Total 18
Source: Authors' Compilation from SPSS 26

The Pearson’s correlation test also showed that there was a
significant positive correlation between the losses incurred by
customers of banking and non-banking financial institutions
(million rubles), and the banking systems recovery and operation
cost after a cyber-attack during the period 2016-2020, at a
significant level of 1% (Table 10). In other words, the increasing
cyber-attacks significantly increased the system recovery costs. The
findings of Mingaleva (2019) showed that the retrieval cost of
websites in the Russian credit and financial sector is on the rise
following the cyber-attacks.

Table 10. Pearson’s Correlation Test

Lossesto Banking system
customers recovery cost
Pearson Correlation 1 999
L osses to customers Sig. (2-tailed) .000
N 5 5
Banking system Pear§0n Correl aion 999 1
Sig. (2-tailed) .000
recovery cost
N 5 5

Source: Authors' Compilation from SPSS 26

The global market for cybersecurity services has been constantly
growing, asit is projected to experience a 68% growth and reach $
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231.94 billion by 2022, while it was $ 137.85 billion in 2017
(Voskanyan, 2018). Figure 6 illustrates the major goals for which
Russia has planned and in which Russia has invested from 2018 to
2020. The data indicate that more than half (55.6%) of the 30,400
million rubles spent on the following eight axes is dedicated to
ensuring the stability and functional security of information

systems and technologies.

Figure 6. The most expensive tasks in the “Information Security” section
during the period of 2018-2020 (million rubles)

Source: Authors' Compilation from SPSS 26 (Data Accessed from Konopleva et d, 2019)

The tasks X1 through X8 in the figure above mean that:

X1: Ensuring the stability and security of the
functioning of information systems and
technologies

X2: Ensuring the protection of the rights and
legitimate interests of business in the
digital economy

X3: Creation of technica tools to ensure safe
information interaction of citizens in the
digital economy

X4: Ensuring controllability and reliability of
the Russian segment of the Internet

X5: Providing organizational and legal
protection of state interests in the digital
economy

X6: Ensuring the stability and safety of
the functioning of the unified
telecommunication network of the
Russian Federation

X7 Ensuring technol ogical
independence and security of the
functioning of hardware and data
processing infrastructure

X8: Ensuring the legd regime of
machine-to-machine
communication for cyber-physical
systems
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It is important to investigate the relationship of the digital
economy and cybersecurity with gross domestic production (GDP).
Based on the Russian cybersecurity budget (in rubles) in the period
2018-2020 (Konopleva et al, 2019) and the World Bank data on
Russia's current GDP (World Bank data sheet, 2021), the
cybersecurity share of GDP was 0.007 in 2018, 0.01 in 2019, and
0.01% in 2020. In terms of the digital economy, as stated by the
Russian government (Russian Government, 2021a), although GDP
is one of the determinants of digital economy development, it
seems that the effects of the digital economy on economic growth
will appear with a considerable time lag. Certain macroeconomic
and digital economy indicators of Russia over the past decade
based on the latest available data are presented in tables 11 and 13.
The results indicate that military and digital economy expenses still
account for a major share of GDP, although the Russian economy
has shrunk in recent years. The Pearson’s correlation test also
revealed that there was a significant negative and strong correlation
(-0.670) between the Russias GDP growth rate and military
expenditure during the period 2010-2021 (Table 12). In other
words, as GDP has fallen, military spending has increased.
Nitsevich et al. (2019) criticize this situation, arguing that the
Russian Government, facing a low GDP, ill has to spend a
thousand billion rubles on defense and security, while failing to
meet its citizens needs in food, clothing, and medicines. Moreover,
the status quo of the Russian economy is not satisfactory due to
non-competitive production, a drop in the price of oil and other
export raw materials, and Western anti-Russian sanctions.
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Table 11. Macroeconomic Indicators of the Russian Economy

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

GDPgrowthrate 45 43 402 175 073 -197 019 182 28 22 -266 474
GDP per capita
growth rate
Military
expenses (share 358 343 368 385 411 487 542 424 369 383 426 408
of GDP)

445 421 384 153 -1.04 -218 001 170 281 224 -246 51

Source: World Bank Data Sheet, 2023

Table 12. Pearson’s Correlation Test

Journal of WORLD SOCIOPOLITICAL STUDIES | Vol. 6 | No. 3 | Summer 2022

GDP Military expenses
growth rate (% of GDP)

Pearson Correlation 1 -.670°

Sig. (2-tailed) .017
GDP growth rate N 12 12
Pearson Correlation -.670° 1

Military expenses Sig. (2-tailed) .017

(% of GDP) N 12 12

Source: Authors’ Compilation from SPSS 26

Table 13. Digital Economy Spending to GDP in Russia 2017-2021

2017 2018 2019 2020 2021

Gross domestic expenditure on digital 3.6 3.6 37 38 37
economy devel opment

Household expenditures on digita 13 13 15 17 15
technologies use

Internal costs of organizations on 19 19 2.2 21 2.2
digital technologies

Source: Statista Research Department (2022b)

4.2. 1. Digital Economy Development

To examine the explanatory role of the influencing variables on the
digital economy development, this paper needs to measure the
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digital economy development of the Russian Federation. First, the
main indicators were extracted based on the data book of Digital
Economy Indicators in the Russian Federation (2021) (Table 14).
Second, referring to the studies of the European Commission's
Digital Economy and Society Index (2022), Zhang et al., (2022), Li
and Liu, (2021), Pang et a., (2022), APEC Economic Policy
Report (2019), and considering the availability of data, this paper
contains the main indicators (Table 15) in four dimensions:
innovation and growth, openness, infrastructure, and integration.
Some measures of central tendency and dispersion of indications

Journal of WORLD SOCIOPOLITICAL STUDIES | Vol. 6 | No. 3 | Summer 2022

are presented in Table 15.

Table 14. Main Indicators of Russia’s Digital Economy Development

(2013-2020)

Dimension Indicator Source of data
FSross do_mestlc expenditure on R&D_ i\ ndicators of the
Information  and  telecommunication I
e digital economy,
systems' priority S& T area as a percentage 2021
of the gross domestic expenditure on R& D
ICT-related publications by Russian authors .
indexed in Scopus: as a percentage of the (Ij?OII't(;?I g;r?cf,r;he
world totd number of ICT-related | A9 SO
publications
ICT-related patent applications filed by | Indicators of the
Russian residents: as a percentage of the | digital economy,
Innovation and world total ICT-related patent applications 2021
growth

Innovative goods and services as a
percentage of total salesinthe ICT sector

Indicators of the
digital economy,
2021

ICT sector's gross value added as a
percentage of GDP

Indicators of the
digital economy,
2021

Content and media sector's gross value
added as a percentage of GDP

Indicators of the
digital economy,
2021
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Dimension Indicator Source of data
. - . Indicators of the
E;(rr():c;rr:t-to; mport ratio: ICT  services, digital economy,
percentag 2021
. . Indicators of the
— E;(rr();c;rr:t-to; mport  ratio:  ICT  goods, digital economy,
P percentag 2021
Indicators of the
High-technology exports (% of | digital economy,
manufactured exports) 2021; World Bank
(2023)
Indicators of the
Fixed broadband subscriptions per 100 | digital economy,
inhabitants 2021; World
Bank, 2023
Indicators of the
Mobile broadband subscriptions per 100 | digital ~ economy,
inhabitants 2021; World Bank,
2023
Infrastructure Households with Internet access as a (Ij?dlltz?t (ca)(r;rc])cf)r;he
percentage of al households g 2021 Y
Individuals who have ever used the Internet (Ij?dllt(ﬁt ggr?:)r;he
as a percentage of individua s aged 15-74 9 2021 Y,
Individuals who have used the Internet | Indicators of the
daily or almost every day as a percentage of | digital economy,
individuals aged 15-74 2021
Enterprises in business enterprise sector (as | Indicators of the
a percentage of total number thereof) that | digital economy,
use broadband access 2021
Enterprises in business enterprise sector (as | Indicators of the
a percentage of total number thereof) that | digital economy,
use cloud computing services 2021
Enterprises in financial sector (as a| Indicators of the
percentage of total number thereof) that use | digital economy,
Integration broadband access 2021

Enterprises in financial sector (as a
percentage of total number thereof) that use
cloud computing services

Indicators of the
digital economy,
2021

Ingtitutions in social sphere (as a percentage
of the total number thereof) that use
broadband access

Indicators of the
digital economy,
2021

Ingtitutions in social sphere (as a percentage
of the tota number thereof) that use cloud
computing services

Indicators of the
digital economy,
2021

471

Journal of WORLD SOCIOPOLITICAL STUDIES | Vol. 6 | No. 3 | Summer 2022



472

Journal of WORLD SOCIOPOLITICAL STUDIES | Vol. 6 | No. 3 | Summer 2022

Khodayar Barari Reykandeh, Shahab Alddin Shokri

Table 15. Descriptive Statistics of Digital Economy Development Indicators
(2013 - 2020)

Indicator Scale | Mean | Std.D | Max Min
Enterprises in financial sector (as a
percentage of total number thereof) that use | Ratio 91.44 1.76 93.80 | 89.30
broadband access
Content and media sector's gross value added .
as a percentage of GDP Ratio 0.35 0.01 0.39 0.33
Enterprises in business enterprise sector (as a
percentage of total number thereof) that use | Ratio 82.17 2.75 86 78.90
broadband access
ICT sector's gross value added as a .
percentage of GDP Ratio 2.84 0.11 3.10 2.74
Gross domestic expenditure on R&D in
‘Information and telecommunication systems’ .
priority S& T area as a percentage of the gross Ratio 8 032 85 4
domestic expenditure on R&D
Institutions in social sphere (as a percentage
of the total number thereof) that use | Ratio 80.32 3.81 85.30 | 74.60
broadband access
Households with Internet access as a .
percentage of all households Ratio 74.22 4.19 80 67.20
Individuals who have ever used the Internet .
as a percentage of individuals aged 15-74 Ratio 81.60 6.91 896 n
ICT-related patent applications filed by
Russian residents: as a percentage of the | Ratio 0.35 0.04 0.41 0.30
world total ICT-related patent applications
_leed_ broadband subscriptions per 100 interval | 1978 249 23 165
inhabitants
Gross domestic expenditure on digital
economy development from all sources as a | Ratio 2.04 0.31 25 17
percentage of GDP
Individuals who have used the Internet daily
or amost every day as a percentage of Ratio 61.38 | 10.30 76.7 48
individuals aged 15-74
Export-to-import ratio: ICT services, percentage Ratio 83.13 15.70 | 104.70 | 65.70

i = 0,

High-technology exports (% of manufactured Ratio 1250 | 236 1505 | 913
exports)
Mobile broadband - subscriptions per 100 | o | 785 | 1484 | 99.80 | 59.80
inhabitants
Innovative goods and services as a percentage .
of total sales in the ICT sector Retio | 641 | 122 ) 8 | 510
Institutions in social sphere (as a percentage
of the total number thereof) that use cloud | Ratio 20.01 | 5.81 27 11.30
computing services
Export-to-import ratio: ICT goods, percentage | Ratio 11.65 3.60 17.70 75
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Indicator Scale Mean | Std.D | Max Min

Enterprises in business enterprise sector (as a
percentage of total number thereof) that use | Ratio 20.35 6.59 29.10 11
cloud computing services

ICT-related publications by Russian authors
indexed in Scopus. as a percentage of the
world total number of ICT-related
publications

Ratio 2.3 0.80 348 1.07

Enterprises in financial sector (as a
percentage of total number thereof) that use | Ratio 2378 | 10.34 | 3850 | 11.80

cloud computing services

Source: Authors Calculation from Digital Economy Indicatorsin the Russian
Federation, 2021

4. 2. 1. 1. Factor Analysis

Factor analysis using the principal components method was used to
calculate the weights and total scores of the dimensions of the
digital economy development from 2013 to 2020. We build a
comprehensive assessment index system based on the concept and
characteristics of the digital economy from four dimensions:
innovation and growth, openness, infrastructure, and integration.
Dimension scores were calculated using related indicators, and
through the technique of factor analysis, the data of the above four
dimensions were standardized and then processed to lessen the
dimension to attain the comprehensive development index of
digital economy development. As explained by Shrestha (2021),
factor analysis is particularly suitable to extract few factors from
the large number of related variables to a more manageable
number, prior to using them in other analysis such as multiple
regression or multivariate analysis of variance. In this line, this
study uses factor analysis to determine the correlations and weights
of four constructs and applies SPSS26.0 software to perform a
Pearson correlation test, KMO and Bartletts sphericity test on the
four constructs to determine whether the data selected in this study
are suitable for factor analysis. According to the results of the
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Pearson correlation test, the four selected dimensions are
significantly correlated and meet the requirements of factor
analysis. In addition, the KMO gatistic is 0.636. The Bartletts
sphericity test indicates that the hypothesis of independence of each
variable is not true (P-value=0.00001), indicating that the factor
analysis method can be used to weight the dimensions. According
to the results indicated in Table 16 and Table 17, four dimensions
were loaded on one factor as latent variable (Eigenvalue >1 and
communalities extraction > 0.5). This factor as a latent variable was
called digital economy development, which explained 91% of the
variance of the dimensions as explicit variables.

Table 16. Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings
Component Total % of Variance Cumulative% Total % of Variance Cumulative %
1 3.659 91.472 91.472 3.659 91.472 91.472
2 .258 6.449 97.921
3 .073 1.830 99.751
4 .010 .249 100.000

Extraction Method: Principa Component Analysis.
KMO=0.636, p-value=0.00001
Source: Authors' Compilation from SPSS 26

Table 17. Component Matrix*

Component 1 Communalities extraction
Integration 971 943
Infrastructure .928 .861
Openness .967 .935
Innovation and Growth .959 .920

Extraction Method: Principa Component Analysis.
a. 1 components extracted.
Source: Authors' Compilation from SPSS 26
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4. 2. 1. 2. Correlation between Digital Economy Development (IV) and
Explaining Variables

In this section, the six variables GDP, GDP per capita, R&D
expenditure, cyber security, human capital index and consumer
price index (as a measure of inflation) were selected as influencing
factors affecting the digital economy development based on the
literature review summarized in Table 1. Before conducting the
Regression analysis, the relationships among dependent and
independent variables were examined. The distribution of the
variables was investigated before the analysis through the Shapiro—
Wilk normal distribution test (it has low sensitivity to sample size
and is suitable for samples with small size).

Pearson’s correlation test showed a positive correlation between
digital economy development and human capital index and
consumer price index, and a negative correlation between digital
economy development and cybersecurity during the period 2013-
2020. There was no significant correlation between the digital
economy development and the three variables GDP, GDP per
capita and expenditure on research and development (Table 18).

Table 18. Correlations

> © (]
5 E E‘ fa) S z —_ £ 'é
83 2 %2 8§ § 2y
T g— O & g_ & 2 EE
28 & 5 £ 8 £°7
3 SN I le) S8
. Pearson o i .
ED|gtai Corrdiafion 1 -487 -471 -189 994" -900" .920
Devcggg%t Sig. (2-tailed) 221 239 655 .000 002 .001
N 8 8 8 8 7 8 8

**_Correlation issignificant at the 0.01 level (2-tailed).
Source: Authors' Compilation from SPSS 26
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In the next step, the above correlated variables, including human
capital, cybersecurity, and consumer price index were inserted into
the regression equation model.

4.2.1. 3. Multiple Regression Analysis

When running a multiple regression, several assumptions must be
checked to ensure that the data agree in order for the analysis to be
reliable and valid. The primary result showed that there was
multicollinearity (VIF scores were above 10) in the data and the
value of the residuals is not independent (Durbin-Watson = 2.53).
Therefore, the two variables consumer price index and
cybersecurity were excluded from the analysis and a bivariate
regression was conducted using human capital index as an
explanatory variable.

The regression results of OLS are illustrated in Table 19 and
Table 20. The findings indicate that the analysis of variance
statistic is statistically significant and therefore the human capital
of the Russian Federation can effectively promote the digital
economy development at a significant level of 1%. In other words,
82% of the variation in the dependent variable could be explained
by the human capital index.

Table 19. ANOVA?

Mean . Adjusted
Model Sum of Squares  Df Square F Sig R Square R Square
Regression 5.934 1 5.934  33.417 .001° .848 .822
1 Residua 1.066 6 178

Total 7.000 7
a. Dependent Variable: Digital Economy Devel opment
b. Predictors: (Constant), Human Capita
Source: Authors’ Compilation from SPSS 26
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Table 20. Coefficients?
Unstandardized Standardized

Coefficients Coefficients
Model B Std. Error Beta T Sig.
(Constant) -.188 152 1232 264
1 :
Human Capita g1 140 o1 5781  .001

Dependent variable: Digital Economy Devel opment
Source: Authors Compilation from SPSS 26

5. Conclusion

According to drategic documents of the Russian Federation,
opportunities resulting from the digital economy are considered a
key factor that ensures economic growth and national sovereignty
and stimulates production in all areas of social and economic
activities. However, digital security is an essential part of trust-
building in the digital age, since uncontrolled digitization of the
economy can greatly increase its vulnerability to cyber threats
(Shermet, 2019; OECD, 2021b, p. 5). Therefore, the active
participation of the government, research and educational
organizations, and enterprises is necessary for the development of
the digital economy and the minimization of its possible risks in
Russia (Gurlev, 2020). Effective solutions to combat cybercrime
and increase cybersecurity in Russia include the development of
cyber insurance, improvement of digital literacy of employees and
activists of businesses as well as the general public, improvement
of professional training, and adaptation to digital transformation
(Chazhaeva et al., 2020; Prihod'ko & Bel'kova, 2021; Mamedov,
2021 Shepelin, 2017). The study findings regarding e-government
development in Russia, as an important component of the digital
economy, revealed that there was a significant difference between
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the telecommunications infrastructure index (TIl) and human
capital index (HCI); as a result, the average human capital index is
better than that of telecommunications. The e-government
development score of the Russian Federation was above the mean
score of post-soviet countries and significantly more than the mean
of upper-middle income countries. However, Russia’'s score is
significantly lower than that of high-income countries with a very
high EGDI score, except in terms of HCI. This difference is more
statistically significant in TI1. In other words, Russiais far ahead of
high-income countries in terms of telecommunications
infrastructure. As noted by the Russian government (2021a,b), and
the World Bank (2018, 2), investments in digita infrastructure
have been identified as one of the main axes of Russia's national
digital economy project, which began on October 1, 2018.
Regarding the human capital index of EGDI, the result of this
research is not in line with Taylor (in Statista, 2022c). He found
that Russia had the highest score for the use of data storage and
transmission channels and the lowest for human capital, reflecting
the lack of attention paid by employers to digital training of
workers. Regarding the above result, it should also be noted that
Taylor used the Aggregated Business Digitalization Index.

The Pearson’s correlation test demonstrated that there was a
significant positive correlation between EGDI and EPI in the
studied period ((p<0.05), with a high intensity of dependence. In
other words, any increase or decrease in the process of e
government development can increase or decrease e-participation
and vice versa. The matrix of correlation between various
economic activities in Russia in terms of ICT application also
suggested the high intensity of dependence between different
economic sectors. In fact, it can be stated that there has been a
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balance and coordination between the various economic sectors in
Russia considering the use of ICT over the studied period.

The results of the Kruskal-Wallis test by ranks demonstrated
that there was a significant difference between Russian financial
ingtitutions in the number of cyber-attacks, as banks and non-bank
financial institutions ranked higher in this regard. The Central Bank
of the Russian Federation was also the target of the fewest cyber-
attacks in the same period. The Pearson’s correlation test indicated
that the increasing cyber-attacks substantially increased the system
recovery costs, as more than half (55.6%) of the 30,400 million
rubles spent on the eight axes of information security is dedicated
to ensuring the stability and functional security of information
systems and technologies. The findings also indicated that military
and digital economy expenses, still account for a major share of
GDP, dthough the Russian economy has shrunk in recent years.
However, it is necessary to take into account the short-, medium,
and long-term effects of digital economy development on economic
growth. The Russian government states that although GDP is one
of the determinant factors of digital economy development, it
seems that the effects of the digital economy on economic growth
will appear with a considerable time lag (Russian Government,
2021a8). Finally, it can be stated that Russias plans for the
development of digital approaches to the economy, along with
hefty expenses to ensure cybersecurity, can turn it into a top
country in the world in this regard.

In sum, based on the refinery methods of factor analysis,
Pearson's correlation coefficient and multiple regression analysis,
five variables GDP, GDP per capita, R&D expenditure, cyber
security and consumer price index (as a measure of inflation) were
removed from the analysis and finally the connection between the
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digital economy development as a dependent variable and the
human capital index was examined using a bivariate regression
statistic. Several researchers have studied the relationship between
the development of human capital and the digital economy
development in Russia, which can be mentioned as follows:
Ruzakova et al. (2023) (Human capital and digitalization in the
Arctic); Malkhasyan and Savelyeva (2023) (labor productivity);
Yurak et al. (2023) (training of qualified personnel); Zavyalova et
al. (2022) (the key components of digitization of human resources
management in the Russian market); Y ashina et al. (2022) (Finance
Digital with a focus on Human Capital in Russia); Zemtsov (2022)
(Digital Transformation and Skills through Entrepreneurship in 83
Russian regions to learn); Treadwell (as cited in World Bank,
2018) (boosting digital skills and requires a highly-trained
workforce).

Findings indicate that human capital has a significant positive
impact on the development of the digital economy in Russia and, as
noted by Gulyaeva et al. (2023), becomes the leading and intensive
factor in the development of the digital economy. Human capital in
the digital industry sector of Russia can be stimulated by promoting
structural improvement, higher education and training of highly
qualified personnel, since every technological breakthrough
requires a highly-trained workforce (Anisimova et al., 2022;
Orzkhanova et al., 2021; Abd Razak et al., 2021; Loh €t al., 2021;
Yue et al., 2020; World bank, 2018). However, despite the
significant explanatory role of the human capital index, this study
strongly recommended considering the other variables, both
predictive and control, to explain the variance in the development
of the digital economy. Therefore, the results in this section must
be interpreted cautiously and conservatively.
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