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E-voting is considered to mean the further enhancement and strengthening of
democratic processes in the information of modern societies. Electronic voting
must first comply with the existing legal and regulatory framework. In addition,
e-voting should be technically implemented in a way that specifies the
requirements and regulations to reach the maximum number of users. As a result,
the purpose of this article is twofold. In the first place (first), to identify the set of
general requirements of the Constitution that must be considered when
designing an electronic voting system for general elections. This set of
requirements will lead to the acceptable design of the specific principles of a law
for the electronic voting system. In the second stage (second), by identifying the
process of logical integration, the requirements of the electronic voting system
are determined. These requirements are the result of design principles that have
already been identified. This research seeks to find the answer to the question
whether the electronic voting scheme can meet the legal requirements as
established in modern information societies. In addition, what differences can be
made between different types of electronic voting system requirements? The
results using the descriptive-analytical method and collecting library documents
show that at present the possibility of electronic voting should be considered only
as a complementary tool for traditional electoral processes. The main reason for
this phenomenon is the digital divide, the inherent distrust of electronic voting,
as well as the inadequacy of existing technology tools to meet certain
requirements.
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Extended abstract

1. Introduction

Despite the various approaches and ideas
about how to institutionalize democracy
and stabilize it in the national governance
system, there is a consensus issue that the
procedure and tools of the election should
be defined and prepared in such a way as
to  maximize  "transparency  "and

"impartiality”, which are included. It
should not be such that these procedures
and tools influence people's choices and
give them direction, and in practice
provide the ground for improper uses and
contrary to the general goals and
principles of democratic systems. One of
the tools that has attracted the attention
of governmental and social policy makers
in the development and improvement of
all aspects of affairs in the last decade is
"information and communication
technology". The so-called "neutral’,
flexible and empowering nature of this
technology and its tremendous effect in
increasing efficiency and effectiveness
have made those involved in the micro and
macro spheres of society not to hesitate in
electronicizing their affairs, and this
practice among the countries of the world.
An achieved position that has become a
criterion for development. One of the
topics that has seriously attracted the
opinion of policymakers is the way and
extent of wusing this technology in
governance. In this regard, there are no
exceptions and we try to use all its
capacities. In this regard, we can mention
topics such as electronic parliament and
electronic legislation, which have passed
their initial discussions and are
approaching their evolution."Electronic
voting" has attracted much attention over
the past years due to factors such as the
increasing desire of societies to create
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electronic government, electronic
democracy and electronic governance. In
general, electronic voting takes place in
various parts of the government, such as
the executive branch, parliament, various
sectors of industry and universities.

2. Methods

The purpose of this article is to discuss
whether the e-voting scheme can meet
the legal requirements as it is set in
modern information societies. This article
discusses how to design and implement
the electronic voting process in order to
comply with the principles and democratic
rights of elections as well as other types of
human rights that form the cornerstone of
international legal civilization. In this
regard, the requirements of an electronic
voting system are considered as designed
principles that are necessary to comply
with the legal framework governing
general elections. Although technology
moves at a faster pace than the legal
system, its evolution should be pursued as
a means to improve human life and not as
an end in itself. In this regard,
technological developments and
especially those that affect fundamental
principles should be carefully examined to
ensure their contribution to improving the
quality of life of citizens.

The second purpose of this article is to
discuss trust in technology. Developers of
information systems with electronic
voting systems are faced with the prospect
of ensuring an adequate level of security.
Recent literature has often distinguished
between different types of electronic
voting system requirements. In the
literature (CyberVote, 1999), requirements
are usually identified by headings such as
legal, technical, and user-oriented—the
latter in the form of conditions that the
system must meet (e.g., "the system allows
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online voting from home"). Other authors
choose to derive requirements for
electronic voting systems only based on a
specific electoral method (such as a paper
absentee voting process (United States,
2000).

3. Findings

The findings indicated electronic voting
systems should currently be considered
only as a supplement and not a
replacement for the existing paper-based
voting systems. We base our offer mainly
on the following:

The digital divide, which means the lack
of equal access to the Internet and ICT
infrastructure tools. Providing new tools
and opportunities for participation, based
on information and communication
technology, in such a case can lead to the
opposite result, that is, the removal of
"illiterate information and communication
technology" voters from the political
process. An electoral system itself may
organize an individual's unequal access to
the electoral process. It is a matter of
democracy and equality to ensure that
different voting technologies are equal in
terms of ease and opportunity of access.

4. Conclusion

Technology can help overcome the crisis
of trust that representative democracy is
experiencing today. The right to vote is a
part of the democratic process that is
deeply embedded in modern
constitutions. In addition, it is considered
one of the basic foundations of democracy.

In this paper, we have identified the
general design principles of an Internet-
based electronic voting system that
derives from the relevant constitutional

requirements. In addition, we have
produced a set of performance
requirements for electronic voting
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systems that integrate the requirements
imposed by existing (traditional) general
election systems. To do this, a software
engineering method (i.e. logical integrated
process) was used, which is based on
facilitating use cases. As a result, an
electronic voting system is conceptualized
in its own institution, in such a way that it
limits the number of possible subsequent
plans but does not dictate a specific plan.

Thus, it seems that it is really difficult to
meet some of the requirements set forth
by the law (for example, non-coercion)
with the existing technology. In the
current socio-technical conditions, the
final result of our work is that - at present,
electronic voting systems should be
considered as a complementary means to
traditional general election systems,
provided that all necessary legal and
technical requirements are adequately
met. Therefore, it is expected that the
traditional voting system will remain the
main means of conducting the general
election process, while the additional
electronic voting capacity will be
introduced only gradually.
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