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Abstract: According to the complexity and differences between Iranian
banks and other developed countries the appropriate actions to implement
effective security management of information technology have not been
taken. The aim of this study was to create a powerful model by selecting the
appropriate security controls to protect information assets in the bank. In this
model, at first the principle set for in 1SO standard 27001, was extracted and
then by further studies derived from best practices carried out in the world on
the related subject from 2008 to 2016 using a qualitative descriptive method),
points comply with information security management in the banking industry
were added to it. With the study of Iranian banks in dealing with IT security
management system and with help of action research tools, provisions which
prevent the actual implementation of this standard was removed and finally a
conceptual model with operating instructions and considering all the
principles of information security management standard, as well as banking
institutions focusing on the characteristics of Iran was proposed.
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1. Interagency Guidelines Establishing Standards for Safeguarding Customer Information
2. Information Security Plan

3. National Institute of Standard and Technology (NIST)

4. Control Objective for Information and related Technology (CObIT)

5. International Standard Organization (ISO)



VAT sl oY Byl A B 95 bl 1102 YAY

($39555 385l o i
NIST SP 800-53
NIST SP 800-100
NIST SP 800-55

csllodloye olojlo
o3 e
1SO 27001
1SO 27002

CObIT 5.0

L] Cagiol Bjg 45 35390 SBLIga b 5 3 lailins! oyl Ll ) JSW

(YY) ssegecds 9 e suie

&S )1y 355 4 pogasie 3,Skos g lacis o5 o Joal 3 5 la lilil ul 5l Sy 50
siloodly |y SleMol Coial oyt s dal G208 OIS 1 wlaiadign (saton e b L
mplas 5l pldl b JolS Jao G &) il Alde g5 5l Gua e )3 (V)5 o) 5
Lot o5 4y plS gjlooly psbaiads o iyl Sl ksl oll yy oMbl Cotel o psto
sl (Yo ¥ cguind) (rae plomil loj b Jolye

il gl 48" (obtio G RSsS Sl plgicee Jhe o iy sl canl S5 (LS
VoV s 0938l (bl pal o 0y 0500 il o lo iz SYle 50 Cudial oy e pllas
g s Ll olgie aSYNE B YA Jlo jl odelcamddy (sl suios g laazsy ol ;I dllio
Wi Gl ccuilh GleMbl el Co pde dgio b (6 b Slgsen

g3 SO 990 g Sl
ol et «SSU glads]yd g b gy ) ldl wlwl p GleMbl cuwnl o pis Jio sl
5 g leMbl corn wleMbl (p3gadsloyme (ols pyaho duw Gl o ol Gk 5l &
cblyd oaaad ol 00,8 endi | (WWAY )y g 48 2U) CleMbl dgr o yiwd
Colw) Jbo sbduwwse 9 LUl (g3ga50 dlus lawgs leMbl cuiel Cy pie 4ol 2l



YAY Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

O35 2l g e 2SS & de g g eoles Sy (WS (g8 pe UL
ol 04 plodl 158 b oS it (63190 il cfad50 (pl b s o (sla Joallygiwd jasus
5 M SO svae) gy aiile YVo o) g5l 3 lnskinl s (5 s ol 5
Cstel L hasye glacSiun) JolSS cge lojl o ) &y pde g (53198 o makid (o e
eplde Aol Lol (e i (2] F50 (lwodly (sl (rizmen 298 o0 ML
S9)L8 o e Clodd D25 o g jl 4B Sty o SleMbl ()9l Lo j Bluls
2 098 f«u"é‘B sl P YV o5l gilwoslo? lpe cog VeV Jlo Olﬁzs olabss
ool 0 Jogmad ol a5 4l ale S pl cdb 4 Sl lojlw £ee s
£ 2855 Jole i g 33 S 55 g1 IS gl ) 65 4 ] et
Z £ . F X A - .- Fy < v -
oS )jm byl el plsS <855 Jole pse” (B9 gCSIRT €838 Jotuno pde )99
Canmdy bl i 5300 g Mkl () (gluosly b agalye 3 sy Al
A yb Candg opl ) ol Copie cpl (ilwodly 51 iU Olyoss il > Cwglis g lojlu
B LS cilhe o)lliwl ulal p Copte g9 ol ilwosly (5lg8 5 oS
5ylemdd  ysd e g5 gl bl 413 Ban clalojle 53 Senge e 5 by ksl
By oleMbl coinl cupis slad Sogy del aSol 4 colie b puiomed 05 Anlgs
9 09 (iolad 5l (69ym 395000 oS )y silwodly slp ]y SLII (2 sl 1S
38 ol 2929 b dsd 00 lojls 53 Capte ol e (iluodly cage o] ol gl
sl oloils oA.o]C;w:Jd.g sl g g b ylisle dacay o 5l o jlasliol ol oS l?u] 5l
5 ol oz Sl aliaygls (slays iS5 Ladl L ()5l sl S pledl 15501 5 ()|
Jy e ‘O—l syt sy o SOL sl B lojle G pled g a3 ol cillas
(Yoo v edlS) gLA @by b 5 Caolie 3959 b aigles opl Jdods a0 Hla5 & Hlauid
A5 3 Ladl (el oo ol (silondly el sals 89, ol od (2B 5 GBI sl

. Www.cbi.ir

. Arhnel Klyde S.Terroza

. Clarien

. Implementing I1SO 27001 in the real world
. Peregrine Newton

Bunker

. Hon Van Thoor

. Michel Brophy

. Change Managment



VAT sl oY Byl A B 95 bl 1102 YA

Ol B 5 (65l At oD 5 sy o0 55 4y (6900 o Jde So bl g 285
Geois m ogMe ol o 5 oy LS LS g ool (Jao (Byme g (Sl olatons imgy
Coiel Co e g gola 5 JoolS (siloosly )3 «din ol (spuwds <S> > ol
]yl ol miimnn el ( Jlois] ladli s 484 5l (6 Sy slinly o CleMb
(WAY o135 _asls 5 (a5 (600) oSl los ol g Lot ylisabol B aloss
5§ LSOl iy dlllas g odel Josds liniog olul 1 ol g sl sl ol
el e slodal_alsS 2 giS B gt 55 gyt L1515 Lo fune 5 SOl D
SOl S e g ol 8l ()l Sladunsie Bo)b 5l (IUSIL Big> i )3 Gl

Caol 03,8 cdlyy B @jgods 1) aol aleS oyl

Yol oty 1 HBIS SSSL ool Y Jous

Jlo | /8 ) cél, U [SSL ad -
st | © BB s e v B ‘ 3
cdbyy | (&) Al 2155 SSL Fbo dwmio
$)lbes slas il
i o J PR B P \
s 39290 (SleMb Sl 5 )3 paass
&bl sbrduusho /
bje> ;) aby
yyay wa 69 DNV D)?C\S)Jb . o
: > LIS sk .
o) o | )'
(e el
. N
Waa | avay L ACS b)?\:;)m . 5 ' el BN
() ol < <) d Rew
(Seig s
; 5j9> ;) aby
wan |y | b e U R
Lal goymly | (wleMbl g)5ls

Les adlio cpl (5)5 loj b Tl Sy g olpl CleMbl g)5ld lojls pMel yolwl

Sloa s 41 dej o wleMbl Cuiel Copie o pllas (3 culled &ilgy o S5 S 0l 43
&S S Glasds L Sl widz lae 3)lae 4y dgi bl 00,57 cdlyn 1y (¢ juen
Caby sbyisn b dgrge scald JUS )3 g L) 1) 395 584 paxie la)ld e

eSSL o )3 by oy 5l Joto )3 2yt ol 5 sl odal Cawsds WWW.CDILIT lis 4 (655 50 SOb ol 1 Sl sluw )
ol 00 gl Sl duho o
(http://nama.ito.gov.ir) cusl e e plss Y



YAo Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

;5! cd)l_aoi drol> (glys CJ] ol i wd Cuiel 8> ) odes slacuglas glyls o Mol
95050 slesdds (gl (nl (Sl g5 Al
Siloodly )3 5L 3590 (ol glaojoe (ol p Ve ddlllas L gy ol slapad L
930 ylaliwl was dowid Juad jw VA 1 pldl b g leMb] el Cu pto i S gusus
2 .))]ya & w‘ d)l).g).g aS )S\QA U"] u»Lw‘ » 03 .)lg. Lglhc)'y Lol ol ul?w‘ YVeed
Wlods (gddiwd Wyl 5L
w58 g Copde )
‘leu...w] 9 LD:JJA.e(v W Y
g E89 4 (siwiel SIS (qwyn Y
Fpm ©lods polas g bgtusw bl g (2bjb pogad )3 Ggte slagsb &) ¥
‘el sl g8
B 45 A ola isu ;85,8 1) da sy ol 51 G e A cal S5 LLs

Llods )

Sl sl bl 09,5 gy ;L winss sl 1220 Jlo ,3 'BS YWAR 3,lulil
0dd dids Ll cgd )lod 5 Canio Ao gasne Lawgs 45 5kl (pl el 39354 (BSI)
Coial Copde Glady o0 cp pae Jold o' s (ptass Casl 0SS5 (50 (i
3kl Gl sl S5 Job5 9 Eoxy 1 ey 5 sl VAR Jlo 3 el Sl
o 1) p3Y Gllasl YWVAR o3l laie b gl ol lawgs Yev v Jlo po dlailiwl cpl e yle 5o
532) 35 oS |y €M ool e (25 35 = SleMbl 555l5iS» lgis g 3,5
PYVeY o0l las LYoV o jo g ad Gajb Verd Jlo 085 50 3 libiwl cpl (VY
8,5 B YV gl sl ubil gy

L €Y s = BS VWA 55 L V284 Jlo 3 )b s <1 BS WAR pgs s
o €3 LS lasaly plouail 4 lasuin - OleMbl cuwnl o pie sl pim? g
(VoY ey p)

1. British Standard
2. British Standards Institution (BSI Group)



VAT sl oY Byl A B 95 bl 1102 YA

Sylatiwl cpl oyl 58 50 CleMbl sl Co pie piwws (sjlwodly bg5 , BS YVad -y
855 BS WAL - 5 )bl Yoo ¥ D5 i i Yo o) g3yl 3kl s o sy
g9y &8 3)5 (Byme |y PDCA L Sied &3 j2) «silwodly oy 2l es oyl
(YWY gageed 5 g y00) 092 005 Ly Ao e v g3l o oS (gl il

Yool giol s gadaio YWe o) 050l U gl ol lawgy o lsbuol pl Yo vl yoolgs jo
Sylabil ol ol o gy 1y Slas oo Cu e aST Wb yuiiie Voo Jlu 50 30 Y o
(Voo% e (0)5) 48 Beaie YV oV gl b a3

S |y Mol g oadarlis 3kl ol dS el Base YL Bl e
$952) 952 3l955 Jlomr O 3l g9 9 kil il S5 105 (Y4 o8 0 25) wi28)S B,
s LIV o) gl Ll el ey b alainly s cped 4 (Y- o5 i g
ol LSSl 5 (Ve o8 csidails) ol ol 355 ol cdgead’ b bad il 5l 51 2T
o) el S gS STl Sy o Yoot Sl B edly )3 lond 55l 528 Lo sl
s seils all B &l 3,50l cpl de STV + R o gtnd) 3,55 pb e 5,k
cagitaliy |y 093 (M (clalidle i oSSl el Jle (gl 98 )5l SOl b pdine
Il 138 o Ll o o 855 5 03,8 Dol |y Lo 3ol 5 3,58 ol i o
ol 00 lglys ST 1T 6)1055 gy 5 558lp 5 dawgs p copl (slad il y3 a8
Sy pis g )bl (slis 1 12l g ks o ole IS (b pasule g oS a3
8l 3 ll 5l s g0 515 4y 45" sl ] 25 00 o b £5090 93 il (b)) o
o gjluserly dsto )3 Ladl ) (saton sy 4 ) g o 03l () 5 (toeie
1y 55lwodly lalll 5 ool g5 (gloasli g 3 By 5 oo il oyl sl (glodsge
& ol slesbe S baulyd b Ll 3l 5 Lo o pige b o el b o oo 8 ol
8l Cwd pogad cpl L g oog (e

sladol Ll ¢ Slblb aoMe oKl (o slailbuls” Glallas 3 )b 5l ingdy Aol 4o
2 oiRgi lpie b alide Olegidge wal &5 Kb (o) p Sl Co o B9 4 by
G & E8 > (6l (63 5 pia>cio g (pume (Do) ol S e o & (13 o) e
2 e Jde ol i a5l Gy s a1 3160, &l SOl )0 i (pl oleg Bun
DyS o B ey sl



YAY Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo
bbb aoMe slEu1 Cusol Cuy pide E9890 3 (ino (SBALALL (55913,5 .Y Jgus

e Bl ol 3
Il s G bl Glge 3,

1 lejlow (Solel lime iomus gl (Je &)
sy s s (WWAS) (s Sl glejbw (oLl e lomis sl (oo &, \
SleMb| ol o pte it (6 5lwedly

o (SiS Al Cuiel Co pio dold oo
Lyl guolids 18 (W) 0551 (08 | gl i mimu DIkl dy o o yio Y
&5 5,5, 5l ealatwl b cleMb|

> SleMbl el Coplo b, Slojle K s dlal
s lit)S | (YRY) o3l gpptle | TR e e
olrl e SSL

leMbl (gy0ls caluy; &lsols gjlwosly ids
Lyl guolids )18 (WYAY) b a5 jae | Slod s polis ) GleMbl cuial Cy e i g ¥
SleMbl (¢)5lé

2 oleMbl cuiel Co e 3 Slas Cundg ol
Syl ol ) (WAR) (oMU Sho | )3 jisne Tgd (slaolRishy (555 0 sladilsuls I
YV o¥ g5l Malipo slaibiol olol 1 e b

1 ool e plbss JLat ol glyy a8 alie a3 5] g5 oo o plSocil (4l
Olojlo 5l oasad 3 5 (el oyl (slod bl 3,8 05kl sl 015 by ysine Yo
LS e b yme LM Cotal (gl e 3kl [ YV o) g5l Mol (olas el
35Ul ol o 4By g 2ol 93] Lawgs 5 03,8 &1 Ll 3 ksl Ao 1y f oS
45 ol SleMbl ool 3 )ikl S YY) gil cgdly 3 (Fred XYoo Sled] cuial
>hb Bolejle )3 )8 & Jeate s81 5 1555 (b yuie SleMbl i (gl (239, Slpiea
0ds ALl Caowy 4 (ol SleMbl el (ol ]S 5l lasgomme & )yguods g 0l

VoY 5 p) sl

1. Information Security Standard



VAT sl oY Byl A B 95 bl 1102 YAA

S |y (Ml g sasaslis o)kl ol dSG ol suseie WL 31 oSy
Vo5 G $oy) sl o sl ol 5l gopm

Plhlys Bl gilwedly 4ly \(FIPS) I8 SleMbl o3l 3 bl ilsd b
D9 Cole)y Cotel b b je dan WV L ol Mbl ol

slsol )9_Ia.~od._) LZbOLa)'l_w 4SS Lgl)g (Edx0 L;lbé,{),zij O?j‘f b s am;n
(VY g o) sl 03,8 &) e Ml el

2 Cowol Copie pllas lydinl (gl a8 polie gl oM 5l o5 o Jdo plSouinl (gl
ol 3l S g OleMbl cuiel 3 CuseS Gyl dile il 0ads by juine Y lRs
Laglojlaw )3 (58" Jolss 5l Jols (glacSuny (2bj) (V<10 YU 5 5,8ll ¢ylg) (5 pnls

. fe &

SN S}
5 b Legl oloie aS YA YA Jlo 5l soslecwdan clidss § bawsg e 5
A (o d pals OA 5 dlde VY il OleMbl cuiel Co e dgao b gy (Slgred
= «OleMb] cal 5> ClbManh lgcd oy 58,5 a5 5 ogde Colgs jo &S
Enlo Ve v g5l (g wilo (aital (glod libinl (sla Jabyus b baggoge bl ol
2 A8 NS il ol it miy 4 oMbl il clbo Mol iy 4 425 (9
Copdn g (oo ¥ il PRENRVRVE A GPEJ003 LI POSIR IV BV X EE W g PRCS
Olodd polui g bl i 0 g GleMbl Coiel cy pie 5 J,uS ¥ S

Coial Copie g IS olgie LY Giso 0 amd e L Jodo ol 5l odelemsa gols
o Js Agio & IS S yg0n (555 daie cloaclipbl 31 485 ) dlis 53 by AN
JS 1o ¥ g o0 ppl dids Yl | duo)d A gaemme 50 a5 Cuwl aidly y GleMbl col
Jio 5 gy colab ol 0 piomed (ol 03l olaid] 548 a ) (6)5,0 &Y LAs
Fom el o glo bplejls bulpd olul » (gilwodly 955 (ogad )3 (6354 pasie
Ca o (g3lawodly de yd (alal g (63)90 Glalllas 4y Cliuiod plas clalllas oyl plocl
2 a8 cuib ledl ol e Colgg jd b Balare 2K § ole S1e j0 CleMbl coal
5l il 3 boglasb (ST oo iomios slyr oo D)) b | Slogidge 1S

1. Federal Information Processing Standard (FIPS)



YA

Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

Dyl il d Cous Landuwhe Cusol Cu pide dlold oo «leMb] Coiol o e pu

ilwerly i «leMbl el Copte b Slojle Sinyd dlaly el o e s

69k Slosd pglis > SleMbl el Co pie i 5 SleMbl (g)5ls cilw y; Lol

2 03 plosl (slainggy 53 w5 SNl coiel Cy e 3 Slas Cumdy (b)) oM
2 Al s el (Sin s 8je> 53 dlins cpl (683 Al 93 Laid daolisls
Col e 2aLST g o iiSlal oo P lgis LY e8 Jlo 0 oein (sl 3T olSiily

o (b 4w ) «OleMbl Coiel inyd (65550 ddllas :leMb] cusl o pao»

'M)b )L., ‘Olﬁl L;)L\Sjl.g Cowo » oleML d)ﬁt‘-é w] wﬁ.\.o d}boblg Lﬁ‘)’.

Y lia iz Y Jgun
Epogp blijlaopy | £9d90 blijlae,s | alas . .
Sl gyom 54 | libgssya | VG el s
SleMb| cul SlaMasl N
WA ¥ Syial )
YYIY A Gyl cael Y
WA ) s, Y
4 L5 ol oy WA ¥ Ll N
oo b STyzal s YIA ) conl ND
JB iz WA ) Sy NE
o) dloee Y Y EolyadS Y
ols i P A
AY Y @ NA
Y/A \ b iy N
Ve 72 o
AN RESA
/0 5 ¥ Mdgd g dlas, Y
V/o Y. ) lacawl Lol VY
Cel gl sy > 35 | Yy
Vo £ ) = s :)t‘ lel
vis Voo )




VPR it ¥ Bl 4 5,93 AN (G0 2 a.
¥ Jgaa aoldl
Epogpe sl aoyd | gpoge blijlaw,d | dlas . 3
Olib ggoge S5 | Olib ggsgea | oVl Herdy s
il 5 oy Y
/0 W/ ¥ e st
Vo A4 ) alos (o by, XY
Vo \TA4 ) obiss Y
/0 W/ ¥ PPl bablie ¥
¥/ AV ¥ T P R ISV C R )
Vo Al \ NS | £y Sty s L XS
/00 W/ ¥ Cugh Sy NV
\Wis Y4/ A ol slad el lasigs WA
YE/A Ve vy o>
SleMbl ool o o 9 JuS ¥
A/ V¥ 5 oges b yms
51\ \$ ¥ Shojle sl s XY
Y/ A Y &5 asly o s ¥
\el5 YA \ SesSa uiles  X¥
¥/ A 1 Sl 3 libl  ¥.0
Y/ A Y SleMbl el gl Jse  ¥F
Y/ A \ NS | allis ilsd XY
VA Ve S o>
Slasd pglis 5 olyou L adblie z)b 0
Vo v ) oges SlSS g oly A0
Vo Y- ) e eplal DY
¥/o £ ¥ 590l sbasly g 653 DY
vis Voo ) o>
ol § Sy Capde £
/0 ¥V/o ¥ SN gt oyil £
/s Y10 0 Shy Copde FY
WA Ve A o>
Voo Voo (1 SISz




49 Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

g3 Gl
(52939 A geome dboml gliwly 3 g leMbl cutel 85> )5 Sl STl kyl i 4y x5 L
ol 33 65,5 a5 5 15 2 41 A e S b (sl izl L
2 Sl j CleMbl cuwnl o pie gilwodly jslaiods Hasuie Jio S 2939 )
)13 (5)blne g pritione Cute e e (ol Gilwodly e (2]
oSSy wleMbl cuinl copis (gilwodly (gl pasuin jbgy 38,5 ,hai > Y
Dyl (gyholize g s o 31 ol )3 Co e ol el )
> «LeMb gtal g o b basyo (slalS plosl poiiods 1l (s Sy bl ¥
D0 (g )blize g Cuto cuuiians 31 Sl jd o e (pl (g5lwosly
o=l e 3 LSSl SleMbl cuiel copio gilwodly o HUSHE 5,8 sy ¥

D)5 paiiins 31 ¢ glwodly

P98k Juo
9V a3 eadply ©Wlie (lul p (Lol ddb g )3 golae Clas 38> (o) 5l
3ylaliwl cpl )0 zyaie byd 033l TV ) g5l GleMbl el Cu e 3kl JolS” dxlllas
JUisl e sl el (sLagios 3 Cledbl gyks il Bl Al je iy b
5 oMbl ()5lid Big> 5> cutel Co e (gilwosly Jdoa) Closs polie S99 Sliles
PS5 s I ey g 808 3l fere cnl Gl Gl qone Wl s sl 4 5l
slagpisn (2,548l g ()l S5 g (STl s)lge gilulie el Blo oo 9 (Lol Jolye
5 b ol g0 i 0 5l IS oy 90ty a4 _inlea 1 eSSl b asiyo pnaass
Olyeds (2oRpll (og) (bl (oo WY (ole )b o g 0 g5l p5Y (sl o
o )l jslaiods Juo )3 392 90 malie b gglaw cpl &5V JS) 48 ()b ol A
IRV L W

Gygmo i (PoRplSl gy olel 2 ol) A8 plgisds (ogrde gib 2l daw 1
9 dIlojlw (il b by sla jisy &aliwe (asuiod s o ) cd )5 IS
oo 13 o b glytl wleMbl (g5 il g5 BlEGS g 3,10kl pynlio 1 (5 IS n
B8 BT

1. Information Technology Infrastructure Libraray (ITIL)



VAT il oY Byl A 5 y93 aolbl £3002ra

(ool Canwlonw B392) ¥ gehanw

SleMbl cuiel (635 sl diw g1y

NS

(Cusw! daibojlw 3)‘5;) Y o

SleMbl cuel Cy yto Blolw (gjlo 00l gy0l8 und i gl

NI

(ool Canslons 3395) ¥ dans

OleMbl coiel i a4y SSb Al Co e plaial g agas pMel

NS

(ol (Boilojlus j9n) £ anw

M ol Sinlod Jadlystos (clys] | el il 8195 9> Cagions (s

N\

(WLl Clles €y o 5j95)0

ol b loglesbo ol plo bl | oVl LB iy | Sl b slasslily s

N\

(L5 S pe b395)1

SleMbl g1ipdids Jadlygid (glyol | Sl gl i3 (6353 90 Cas g St

NS

(K328 5 (romo Coial 5 ot s J 55 5l0095) ¥ s

Ml b ()i iy | o 51 o 4ty 3l g5y | o e b gnaate yps

S

(B 5m o9la5 5 3y, Cuyrte (gl 595) A o

Seppbdiiogenns | Syl | syt | e eswprie

N\

(! 2alio Camiol 395) A gebanns

pisannylS Bl 5 | Iaolayl,5 > sisiel (sl ylons cule | il SIS aley 5 s

NS

(BUS! g o (51055 9 dnwgs Soj92)) + ghaww

BB iree pll g SleMbl el (¢l sl tiw (5,555

N2

(B! ) VY e

G398 sk sl Joall)gsd (gloygd danlye 9 (5 0

oly Al ylgeds ogrde Jio (glya] suuraw Y S

Yay



yay Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

9 i sla iy Lpldh ds o )3 .c8)8 )18 F maw ) o Siales Josllygiwd sl
A gshaw ) stel Colio b lasijo (aiSS g oS (o) € o)) Al yo 5> 235
Sioe 9 535 el 3l Mol 5 (6 pSobd A jo 53 woled ) 9 8)5 )18
L ol )5l g0l 51,8 s se imgly )3 1) Uog) ol Olgies Jolre ool 51 (28T L
D)5 Gilwand |y Jde (giloosly Jolye
aS als yo oyl g o Sl wanl (IS Cnlin B39 b oo 45 Y pdaw b oy A
plw g 00 (pgdT (gl 59 SOl Blaal (8,5 a5 o b lojle (IS cunliw
SleMbl cgial oo paslojlu b9 13 4 Y waw 3,5 0 IS5 o] Lolel o b i
Copds i Cowl jl4 8 a8 08 o asuiio |y ola ol)d Bgame g (lojlu gyeld el
3 g Bl > cgyald s S g 29 gilosly T (g9 () e s ] ) el
O gt plo pl3ll 559 (G pte sl jl Coles jglatody F aw )3 Glojle Al e
Sl 395 (LU 980 Jao ()l g plgd cage 45 35 00 )5 e cnl 4 sl &
ol HIS 1y asuine (slaog)S 4 Cusel B9 50 Cdgtune F paw ) .l ol by ol
g Olidas Copiodjgs 0 aS D maw dpiy Oyao )8l pl cow jl asuin 1l 8
3008 o gl e b)) wiled s 5 Sl slidl aie (sloaslidilys 5L 1 31,3l
o 9 390 (SR R g gl Sl o)l bl cedsl oy (b ) e V9 7 e
OL&T 5l odds ad iy Bolatul Bgzu (10,8 yasuie 4 Cawsd ¢ yiwd Bjg> ) LQJT dab o jl
Pl (oS gy Bk jl b Ol b pldate s g el Jpo! olol 2
So B ) g 4oMS g0 3 g0 Vb SleMbl (5yglaaz 5l o o9y ol > 0 aalgs
g 3Mag) Copdon 8jo> )3 45 A o )3 095 0 slall (ol 2 (g9, (aTuie e
9 Lol Sy (i (owip Gl 5l i CEUS 055 00 )13 g pols

1. NDA



VAT sl oY Byl A B 95 bl 1102 yag

Jrmd 5 i st xS e el 5 i) a0iie dadl b e sla
b BB ol D9S e geine Jhe ol Sl (ke Sl Sy pRalS L sl
S ogid ) oSee loj JBlie )3 cuslie Ologenad 3561 g 398 (il podene 904,
a8 Lol s aaled gise closd pglas ygo opl 53 305 41,5 0 pnd )Y ghune
webkain! dsio pl 4 e Cyaods A maw )b cage 8 b ludl (leMbl el Jae
5 Sl s 5 Sl 5 i (LIS b ol 8350 o () 3 ol ot ol
Al i ol Sl et B S imen D9 oe (b Sl ;53 L el 8
@ Yoo gl 5kl Sl yogas )3 sxdploul lolidl o 45 a8 conl (6 p iy, S
o 3 295 0 0 Hladl 4 oy lojle 3 o s B p IV &S canlgd plons]
3L 390 Ml Jloel 5l gy Cales )3 5 00 (ayil 9 (il YL gshaw slasl)d -
s9ie Sl @l e ) v 3 liliul b (A5 (Jja sy Sinlaal &)
e 3 ol ol 2T J s (sl sl 55 bl g on (ol i golyS
halan glejen L)@ b (sile ©jgots cblaz )5 )13 edaw G )3 &S], (o Joall gt
Y

ostie i bl o Y gl 53 005 uSaie Lol slaojgs ogad ol
el dbge  Sygmo y oddlgie pdaw VY (gjlwodly (unl odd 0dpiS pouas 4 ¥ Jods
3ol g ool 5l bl azils lssan cleMbl (g glis pumass (sl lislo L 48 5 alss
S o lyn ool 1 il B3 Jao 1) 3 ] 5390 sl e Joo <52
= e 453 eyl Jolpe 5 50 5lee 53 CangS g CleMbl (65l calu
el 005 e by s V) ldes slaojgs bl

L pslobaw g (g32y40b s dlo o ] 0 00l pgad &4 ¥ Jodo 0 &S (g ksl )
cais Lol 5l oyes o ool ol ss oald (BN «leMbl cuial 559 p3 canlw s
S 0 sl IS oy o] sl 3 o e i e Aoy S o 3,5,
3 oell pl 9 E (ol ad)) Glpde (ggm I 9o Canlow plgisds ggdge nl
Aot lgeds pho cpl Aol )d g 0wl ! i 5l i colojle M)l Cu e Coles &
FIT ()] coadle L i) o Calen sl 00 2ybas (55 3 el b
e il e i s (ol el g o o o (5 ISl
Col 5jg> 3 pauass (55 a0l p &S ol 48,5 IS5 s cpl 4 0y95 0 ol Dyl IV
ol Joee 5 oS Ay usns Gl ogas cpl 3 0 il o pae (auilejle 4 cleMb]



¥4o Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

by 1) (ame Al 503 Slo 4 b Al Foasuie drely ] & 0jlul a0 505 0 il
ol 0 (5 il

LSSl > ledbl Cuial € o (g5lwodly Gl (Jao 13805 ogpde Jio £ Jgsa

i ol Jol o
5 E il 3 g as >
£ S I A
3|y i y | 3 3 a3
5 3 i ) ) ;
T a ? \ 3 N R 3 3
SRIEAE IR AR IR AR R
F |9 2l a3 3|3
3; = y b &) % 35 5 } § Cuiol Bdguazxo
5 * 3%
x [ [ [ [ [ [ [ I | Fi2 | FID bl 5 g5 yaeb s
x | FI3 | FI3 | | [ [ | I | FI3 | x x ol 5 LS
x I I | I I | I x x Sletdy 9 Sy coss
Fla | 1 [ [ [ [ | [ [ | [ i) s ollai

W pae glimods it o YV o) g5 oy 3)libil Jolpo b sllas %

Jolre m date (i slagigin) Jae 5503 lagisn b bojlaw (S5 dealye 29)
sl aas jlis a1 By b 56 0590 (pl S o soye o) jl 348D ysbdy g 035 3 laskiuel
S5l sapm gl canl )55 LLS Ll oids (asuie ¥ Jads )0 cul o)kl Y IS
Silw g Sl (69022 Jlows Ban & (s sl f ol Uolye I eslial ol
W e e 018 (IS WLE g > FI3 (o bass] candle b &8 3,0kl Jorlye
9 3h9) Copde da oy Copie lagtsn b gilwedly 5 CluisT dls o plgie b pos Hlaw
5319y mlb) eadilats (slacy pie Sl Sy Bly 5 canl ) genS ol e
oty 35,55 o 18 M (g y5lib bl 3 DBl gluosly sy (et pgls
il SISl gy s 1503 ol silosmgr oo (B 53 s Sbml LS
P9 oo oo ol Jol (h)adas I 6y g

Csiel Co e wimaw s FiNANcial Information Security Management System  slsa; FISMS Giises
Sl cledul



VAT sl oY Byl A B 95 bl 1102 A

Sliom 0y b5l s ol il 00 00ls (B 3ldasl 92 b (b)) 5 )l s
P Siee e b OLedlbl (6)5ld calin ) A0S )3 b))l § 0yl 990 oS
3 ping 4oy Wl Cndy @l 3135 gy 1 8l 5 3,15 Jlisen JolS ysboay o sl
LS oo Ll SaS (sjuee 1)) il den
b Ceadle o)l sgeg gt g bajlaw (oo (S gl ) o' (Jolye ol S
ol 00 yasuiie
slaSha b F Jote 53 endodls Giules (cagpde Jho g (oo V) ol 4id5 Jloseen
il 48)3 dogh oilS )0 38 jabdy &S Cunl ope OIS dlon 5l ¢yl ] (4SSl o
05 (YA Gsmss rd 9 (o)) SSL S L b pe ol o) gy Tl o7 (lasgSay
OS5 2 4 by (slo bl upes 10 gl sl ol g Sl b Glnl 025 5k 5
Tr5 @ (WA O )i 5 (=) 29800 (2B 9 Sl SOl gl o oS
LD Gl
LSSl 5 co i) bebd oy wog 350d 4 BOSL wpiod (liwn s (8 )
5yl bglad 8l gligg w9250 ()l leSws 5 )13l 3 LIS
i leMb] 555k LISl 51 puses Bolisl Kimyd 5 yinS et Kinyp Y
9 L b abgype (Yghus (Ll (i (s g Gleisd Go 3l Cunglie
SleMbl (555l Cusal 59 3 Slos
S (i cOlySmromal g Glpde il 5 2lale e Gopte ¥
S9SN ISl st Sl (gkoo 00 )3 (e
A Olie 0l plsee (gl i )0 (g )liTwlopw sladiy i oo liee IfL;lLa ¥
«(slasbly 5 Glojlsale (LaaSed dawgs sladujo Gl g 4 Jlail soasy jo
e Jloyioptr sladizsa i (e
S S o (leh ¢ Seig 5 (5SSl e £ o - Sl
5 s g ol g S Canlons 859> dus 3 YU el sl aSiy) Lulul ol 5
b (2l 009y (b Jae ol 448 gslaw )5

1. Technological

2. Cultural-Social

3. Managerial

4. Economical- financial
5. Legal-Judicial



yay Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

93 wliihg )
59U8 el e B)lyd (2285 9 08 J S ciBlpllss cw)p oy gy cnl 4ol
aiyb g el 3k jle] 3 Slejle g o)ldle Jlusl lalg) & il oSSl leMb!
Dl HE aiae 1) e g adS oy S 0B dw g o D9 0 Colin

9l Bjg> (Jeb Cupmdg oy 4 Il 9o gupdS gk sl 2l oo ash] )
ilodlsy (sl et Jice S0y syl 5 oyl ¢ymam 505 42313, eSSl cleM
Ains Cambgo p o] 35 0)lgd Jde (sl ) g Cales 3 oy ©)90 Cutel Cope
2 ol Gaa il sais Lo (VAAYVST3)) SlaasT olEus p Gidgs cpl 0,5 Chogs
3393 ole a3l d9mg p3Y (ola BT T 8,55 &S ol unsg calis ( Bliss 5,5,
9340 |y (3285 g0 Wl e gl SaSa &8 sl Sledbl 4 ol JUiday Bime
el yols Aiue S5 5l 6359010 (pglcundas o Cun i yai ol b oplplo ity
(V) Jlegi)

ooy bas ol ond Il (mghiplidl (59 » (e 5 (&S Cpgods (gl (ol
D) iy 5 Soped |y Jao plgiee YV (BT g (lmal) mogplidl S

gie cponl j) GUS) (BT ¢ Jre (g3loosly 5 J5 paee Ll 53 (8,5 )5 (i
oy s 0188 (9IS (] 50 €8 le g padge S 4y SIS (SBMe o el
(S i 5> SleMbl Coiol Co pie 3,84 pasio sla Josdlygiws 3905 «leMb] coel
PB4 P8 ©jgot ol SOL (e oly 4B 290

T oy eSSl (b bl ol £ ae iy (SSe8s sl siaebn (@
dsime 5355 Lo dadl)d (el dayisn (gandib daisly panasS g (eges by
Skl b o skl g i o 5 Slas (olal 2 Catel Sy e Jolhe il it o
o Joallygiod (095 5 e pe slap 8 dgd YV- 4 ) 93]

@leMbl el o o punlie clis lwly jd asly 4 Sle, 25T ¢ Js <l (z
slopyd g o Jaddlysos Bl asly 1o )3 1018 Colo S 58,5 a5 5 L laasly S8
g auld e Jolie dlpl 5 4 500l ¢ eSS (gl lnanly 4y SleMbl el g s
(s cdlys o asly 4\l se Glaal 5 gaolo; Aol &)l ¢S,

i3l (g )l SLIIL gl Llail IS plosl Jolye (il (3o (2L5)1 (3
el 3asb jl e dallyl Jas ulel p GleMbl cul co pie Gan by o eyl
{1 s xee plol gl yo3- 5L



VAT sl oY Byl A B 95 bl 1102 YA

oaas]yl olaylis L oMol (33505 Jnlpe (oot e sl Josdl g2 oMo (o

Siee J>lye il g e oy ol 2l slp iapaebn 5 s b > ol pasels
Mol plool 5|y Slell b sllal jslaiea,

ol 003 43S zles 4 ¥ USE QB > dlie ol 53 el s, 5l LIS (sloss

SleMb| 6)913;

Jolpe saze (lyn

i3 cnl S de Jae 50 (Roj pladl A8 o Y JSu
(V+15) " oigel (S5l 38 yo e

1. Center for Education Innovation



¥a4 Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

¥ IS 28 (pohpldl & o olul 1 Jio ol sy 23 9 bl dasdg)

Cawl

" Ro3t 1 Jolye el 1 001 Jo 53 (2955 5 B3I 53959 o £ UKD

I TR
sbapyd pgas g deddlygns plo (gjlwodly Jio (93,8 pasidie Sl cimgl cnl 2
A5 obsl Jae ol jolaiods O Jgda caw 485 YV 5l Sise ¢ )lol dnols pY

bl i (@390 S8y IS 10 g (eesrde Jdo ol A2 Joged olye bl (295 5 UBid g «g9ys LiSe o USE )
sl 005 0158y iy ooy ph] oo



VAT sl oY Byl A B 95 bl 1102 a8

o953 (5 bl drelx .0 Jgur

Clowsyi Epoge | 3,
595 YV lol dmols yolie slass )
(Aoy ¥ g pae V) o g dio)lS &twd 93 4 drol> (gdidiwd ANEARYON Y
(ool )5 YV 5 0] ol S Vo) 0l Lol )5 5 ol S anly Mo | ¥
BIYF 5 b ¥ Sl S 5 ¥
2 olid) a2l e (b yrde Byl e GBSy |8
3L s b cawgio (oS (oS Hluns delidinyy 5> Gl olide 5

5 Ui byl soaieds Jao (gilwosly g (g)lol dnals oS 5 g g9 A a5 Ly Luges
A 9 dslidin gl Sl (B9 i Hlai €3b ) 3

by Sl
&S OleMbl cusnl Co o Blolw (gilwodly loadl & aww) (lp adls ol 5l (S
LJL) s d).)..\_)w)lf &ULJ Wl 005 D)Lf)‘ Lj 4 &ow JJ.A uu?:.: » a Cja.w »
b0 5 (el (gla ], i8S 51 K o 0,8 a5 Gl cons g9 @0 Niw il cpl B o
S8 e ot bl 0l S g e niem w3 e e |y el 3 ol sjluesly
2l e ennlS il or U gl 3 wL5b oot o J g 5t e 55 g 45
ailo ol g oo 5L SleMbl el 5l cblis g g))8 0 Ao > e slacdles kel ly
Siee Slp (2lie (izren 9 398 48,5 YU gaw (elad st S plgisas Sy oo
a8l SOl ), olag b ,a5 (slaisly b '(SLA) class: o (loaolissly |y sl
o=l a8 cdh dag b bl iy ilugel el 4 plgiee 5o asle cpl e
258 (e |y gilwosly Jae (2L g polis ol oo >

sbagbsy silwosly lp @l claag) o bJedllygiws Ll sl (ol (oo 5l o
Jwy] S3b slmasly 4 E) (sl g o3bel ol slacaglgl pobul  ondobsasl s
a g b el ity g gaardg bl g mpliar Glgice |y )8 cnl 2sd
i) 3 oselcussds gl wlul p ol (Koo 45 34 dng5 3l plosl UL slacgdgiame

1. Service Level Agreement



£+ Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

VA (6908 ple (JS Sy (B lpl Sk sl Sl Bb L S
S ol g Bl polaid] (s pbicun)l§ Al 10 z)die gl by Cuoyrd | 5 oaui ol
S g p5Y (laang 1l «SSb polad] (g phcun)lS Al S cogal bl o)ly il
Yool o3 )1y 5 liaee JLisl o 1y ol gjuos plSin g il il )yl Gogas 1
pas ©ygmo )3 g 39 oo ploml (polaidl (6 a8 Al polol p (Siree slacyIld
Sas (Sl ela ol il j cblis ¢l oxsolsasl sl slo sl gt 2]

Dgd (6065 3kl Aol 2165 joo I Cansl

Lolginn g 5 54
5 Ol > Copiel Cupase 5555 (sbad bl dg2g amd o (LS Simo3y (nl @l
sl i Sl (bl g0 w2y ol sl a4 B el 5 g lesls (0 Sp Lo
2 me Jame B > 10k o )3 zydie laeddlygnd (Al (05 2l2l 5 (giluesly
i ol ygiwd g ol At Sl 48 Alia ol 15 osedly) Jie 2,8 3 laslojles LS
g VWerd gl oyluslinl Jolie gilucog chalyd (385 (o) Gyl jl el yasuiie
Caio jd baolyd gl sl gl ooy b leMbl el 5o 0 L 350 IS s cisllas
Jsol 58,8 a5 13 b oo V) & S epolisl ) pr sl sl sy ¢l (5 S0
ey olpl (b st sl Shy » 35505 b 5 g SleMbl cutel 2o pe 3 Il
eS8 e Jue (gilwosly Ay sl Ml ()9l Big> iaggy cnl > A
oyt Jio il olye b S 5 oMbl (655l il 5 Bl lbl jl > (yren
Ikl 3 dgmge Slal I L ] Slgseenl isls 1,5 Jao asls yogas cpl p3 b o3y
S Ayl ojlugd L5 ae o) b (St g5 olul 51 9 998 00 (bled s ey
s ol S LIS Jlsmanl 6557 Jae ol 3 45 358 il

Ly ASbulS (ol Jolie (o0 Yok pigd cnl )3 39290 sl 5l (S
S oead ol 3 390 318kl e b o )15 g3 (s labd g el ol
dlye L5 8925 5l (cogae abolite Joio (655 JS ¢ o ol 5l odlitl wae gulis j1 50
el sl 380 013 e it Ll b g oMb (g glts il 3 Bl

1. Major
2. Minor



VAT sl oY Byl A B 95 bl 1102 £y

LS bl (M 3929 (g «Olaljll g CB Loy yi5o 93 yb 45 39 0 s Jod>
WNigd Lg)'Lpobl{,g ‘(Y~\~ )92y g o.)Lo]) )i).\Sv L J>])A Bl b coleo 09

&bw

3y Sl ol i) b 2 Sl s pL6T(VWRE) oo (BT 5 o ol

oyl LS s 85 sy 5 3o claioy (VFVE) 3935 4oz 5 £ ST

s (& 5loodly @lge (sdiad, (IVAY) .o llake Loy 9.0 (llalw Lo Lp cliane (g3905x0 fb . (821
cleMbl ¢)9lis gl dpiti BLES| o pio (Solal line (wyy 9 SleMbl cutel o pte

D0Y 055 (¥)F

Aoy oiliiS pazess S pd SleMbl Cuiel (jlwodly (WAY) & (>l 5.8 (osis p (S
ke VAT (s . albloy) g oleMbl g)olis o pdo

] male Slte 5 M) Sy Seig 2SI dleo M) el (b pinges St ppito (WWAF) . e L
XY (¥)F

U‘J?) )l odléwl l: @LO)L» SleMb u...uol L;Lm&.;) @L‘»L.w (\\”"\\‘) J QRS> 9.y ‘)9.:) u.m.uy ‘u (S9wge
MY Y (VY ccle b (g)9lis o poto s puiis o 5 )AL Crino o (556 Al

lads slalSaly codbye ;o iS5t Lo pasls (uyp (WAY) s I Lowld g .8 csudyss 50
XAV =0¥ (¥) & ccleMb/ 4yolis oyt dpuiii il SSb 856 5 e 000 5l (pgi (6T

(e—as &A_AAJ )I odliwl l_: u.i;l_: L;leva » uln) dlwl.w) (\Y"\Y‘) £ cL;))J‘ 9.&p ‘.))é ‘_59.0.4 f.fa séy5
Abbasi, P., Rajkamal, I., Jose luis, P. & Francese, R. (2016). Securities trading by

banks and credit supply: micro evidence from the crisis. Journal of Financial
Economics Elsevier, 121(3), 569-594.

Ahanchian, M. & Aghaee, M. (2013). Action research from design to assessment.
Tehran: Roshd. (in Persian)

Amadeh, H. & Jafar Pour, M. (2010). Barriers and strategies for the development of
electronic banking. Journal of Executive Mangement.

Brain, F. (2007). Banks claim share of credit card security cost is unfair. Computer
world, 41 (26), 14-19.

Brenner, J. (2007). 1SO 27001: Risk management and compliance. Risk
Management, 54 (1), 24-30.



£y Caxiwo yd OleMb! 5,5L8 Covol Cu e (g5lwodly Jo

Bruno Britz, M. (2006). Corillian maps to 1SO security standard companys
certification to ISO 27001 standard to provide greater assurance to clients.
Bank system & technology, 43 (8), 19-21.

Coa, J. & Song, W. (2016). Risk assessment of co creating value with costumers: a
rough group analytic network process approach. Expert system with
applications, 55 (15), 145-156.

Colin, W. (2000). Security is an essential ingredient. The banker, 150 (896), 132.

Green Meier, L. (2006). Follow the ISO path to security. Information week , 30(5),
69-70.

Hinson, G. (2007). The state of IT auditing in 2007. Taylor & Francis,10(2), 13-31.

Isac, E. (1997). Research and investigation guide. Trans by Delavari, Tehran:
Arasbaran. (in Persian)

Jarahi, M., Azimi, A. & Jarahi, A. R. (2000). Implementing information security in
banks. Fifth International Conference on Information and Communication
Technology Management, Tehran,17-18 Feb. (in Persian)

Karyda, M., Tsohou, A. & Kokolakis, S. (2015). Analyzing the role of cognitive and
cultutal biases in the internalization of information security policies:
recommendations for information security awareness programs. Computers
& security, 52(3), 128-141.

Miller, S. (2016). Enterprise risk management, a common framework for the entire
organization. procedia economics and finance Elsevier, 5(6), 141-149.

Modiri, N., Sheikhpour, R. (2012). A best practice approach for integration of ITIL
and ISO/IEC 27001 services for information security management. Indian
journal of science and technology, 5(2), 70.

Moosavi, P., Zonooz, R. Y. & Hasanpour, A. (2015). ldentify organizational
information security risks in the banking industry using fuzzy Delphi. IT
Management ,7 (1) 163-184. (in Persian)

Naderi khoorshidi, A. R. & Ghasemi Nezhad, Y. (2014). Check indicators affecting
the success of an online banking solutions from the perspective of managers
and elite Ansar Bank. IT Management, 6(3), 487-504. (in Persian)

Ostrowska, M. & Mazur, S. (2015). Risk in crisis situation. procedia economics and
finance Elsevier, 23(10), 615-621.

Shali, A. A. (2005). Information security management systems. Electronic Journal
of Information and Documentation Center of Iran, 4(4), 2-3. (in Persian)

Streff, K., & Rajagopalan, A. (2006). Adaptive bank transaction camouflaging
system. ABC, 15(7), 10-12.



VAT sl oY Byl A B 95 bl 1102 €1

Tajfar, A. H., Meymand, M. M., Reza Soltani, F. & Reza Soltani, P. (2015).
Ranking barriers to implementing information security management system
and assess preparedness of exploration management. IT Management, 6(4),
551-566. (in Persian)

Tomal, D. (2010). Action research for educators. Rowman & little field education, 2
(20), 200-202.
Violino, B. (2006). Sorting The Standards. Computerworld, 5(3), 40-46.

Vosugh, M., Taghavi Fard, M. T. & Alborzi, M. (2014). Bank card fraud detection
using artificial neural network. I'T Mangement, 6(4), 721-746. (in Persian)

Wolden, M., Valverde, R. & Talla, M. (2015). The effectiveness of CObIT5 in
information security framework for reducing cyber attacks on supply chain
management system. IFAC papers online, 48(3), 3-48.



	11- Vanaki
	11- Mona Vanaki

