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1. Cyber War
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3. World Economic Forum (WEF)

4. Cyber Attack

5. Databases

6. Anonymity

7. Solar Sunrise
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2. Cyberwarfare
3. Cyberweapon
4. Stuxnet Malware (Stuxnet Worm)
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(Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule.10, Commentary 9)
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1. Sharoon Virus
2. Aramco
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1. jus ad bellum
2. The Council of Europe
3. The 2001 Budapest Convention on Cybercrime, Entered into Force on 1 July
2004
OIS, b 5l oolitnl b a5l ye il § Al polis Sloladl (6,5l 1 pg 3 Logas j0 SS9y ol ¥
bl e ol o
(Additional Protocol Concerning the Criminalization of Acts of a Racist and Xe-
nophobic Nature Committed through Computer System (2003), Entered into Force
on 1 March 2006)
5. The North Atlantic Treaty Organization (NATO)
el sllo sl ,5iS g wingy 156 10T samte VLI 51 a5 a5 yloli IS o (6,85 A g Con oS 5 518
a5 axil asgerme (nl 3 sloanled ez g o)lpl cding; aiile (6 pulo SHles Sb 3 slo,5iS L 6 ulw
«(Liivoja and McCormack, 2013: 4-12) couSily |, sovas Slolisl el oyl
7. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 48, Commentary 9
Al el ead 2Bl gl js a5 el b o U sl 563 S e Jeddlgws
ol oy (5,356
8. G.A. Res. 45/121, para. 3 (Dec. 14, 1990)
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1. G.A. Res. 55/63, para. 1 (Jan. 22, 2001)
bt Lol g nilsiS Lol wl 1 saalae S a5 ol ools sloi iy dag, < Jgo ¥
iz 39,5 wlats ;olw glas ey —as o The Chemical Weapons Convention (CWC)
woie Jlo oylojles cial (sly95 50 dmg; (soansles o5l (Vladislav P. Sherstyuk) 5.5 oy BT
T Smbe Do i ogas 531 g, g (ol slaslering FoNY o)le paoams Sl 5o
(O’Connell, 2012: 9) 505
3. Dispute Regarding Navigational and Related Rights (Costa Rica v Nicaragua),
ICJ Reports 2009, para. 66
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1. The prohibition of the use of force

2. U.N. Charter, art. 2, para. 4

aelgd 51 So Glgre a1y 9y & g pas ol (VAAF) 551185 andd )3 6 5Sols (Mellom Ol

Nicaragua v. United States of America, 1.C.J.) culooyos oLl B3ye ol Goi>
(Reports 1986. paras. 188-190

3. Armed Attack

4. Doc. 784, 1/1/27, 6 U.N.C.1.0 Docs. 331, 334, 609 (1945)

5. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael

Schmitt ed., Cambridge University Press 2013), Rule. 13, Commentary 3
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1. Ibid., Commentary 4
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3. The Instrument-Based Approach

4. The Target-Based Approach

5. The Effects-Based Approach

6. Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion (1996)
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1.C.J. Reports, para. 39

1. SIRES/1368 (2001) of 12 September 2001 and S/RES/1373 (2001) OF 28 Sep-
tember 2001

2. ‘Scale and Effects’” Test

3. Armed Attack

4. Mere Frontier Incident

5. Nicaragua v. United States of America, 1.C.J. Reports 1986. para. 195

6. Nicaragua v. United States of America, I.C.J. Reports 1986. para. 195

7. Oil Platforms Case, 1.C.J. Reports 2003, paras. 51,64

8. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 11
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1. Cyber Operation

2. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 10

3. Ibid., Commentary 10

4. The Principle of Non-Intervention

5. Nicaragua v. United States of America, I.C.J. Reports 1986. paras. 108,202
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1. IP. Address (Internet Protocol Address)
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2,5 eSS

What is a Botnet | Preventing Botnet Attacks | Kaspersky Lab US (at URL:https://

usa.kaspersky.com/internet-security-center/threats/botnet-attacks (last accessed 12

-Mar-2017)

3. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael

Schmitt ed., Cambridge University Press 2013), Rules. 7,8
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1. ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts
2001, art. 4

2.ibid., art. 5

3. Cyber Security Operation Center

4. Russian Business Network (RBN)

5. Denial of Service (DoS) Attack

6. Hacker

7. ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts
2001, art. 11
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1. ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts

2001, art. 8

2. Under the Direction or Control

3. Effective Control

4. Overall Control

5. The Tadi¢ case (IT-94-1-A, Judgment, 15 July 1999)
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ports, 2000, p. 126, para. 36; Case Concerning Territorial and Maritime Dispute
between Nicaragua and Honduras in the Caribbean Sea (Nicaragua v. Honduras),
1.C.J, 2007)

1. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 22, Commentary 2

2. Application of the Convention on the Prevention and Punishment of the Crime
of Genocide (Bosnhia and Herzegovina v. Serbia and Montenegro), 1.C.J. Reports
2007, paras. 403-405

3. Necessary and Reasonable Measures
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1. Due Diligence Principle

2. Corfu Channel Case, ICJ Reports 1949: 4, para. 22

3. Certain Activities carried out by Nicaragua in the Border Area (Costa Rica v.
Nicaragua), I.C.J Reports 2015, para. 104

4. See: Pulp Mills on the River Uruguay (Argentina v. Uruguay), ICJ Reports 2010,
paras. 186-187; ILC Draft Articles on the Law of the Non-Navigational Uses of
International Watercourse sand Commentaries thereto and Resolution on Trans-
boundary Confined Groundwater’, Commentary of Art. 7, Report of the Interna-
tional Law Commission on the Work of its Forty-sixth Session, 1994

5. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 5

6. Corfu Channel Case, ICJ Reports 1949: 4, para. 22

7. Pulp Mills on the River Uruguay (Argentina v. Uruguay), 1CJ Reports 2010,
para. 197
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1. Corfu Channel Case, ICJ Reports 1949: 244, 250

2. The Trusteeship Agreement for the Territory of Nauru (New York, 1 November
1947), Article 2, Entry into Force: 01 November 1947
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2. Preemptive Self-Defence or Anticipatory Self-Defence

3. The Specific Intention of Harming

4. Qil Platforms (Islamic Republic of Iran v. USA), ICJ Reports 2003, para. 64
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1. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 13, Commentary 12

2. Imminence

3. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 15

4. jus cogens

5. ILC Draft Articles on Responsibility of States for Internationally Wrongful Acts
2001, art. 50

6. Tallinn Manual on the International Law Applicable to Cyber Warfare, (Michael
Schmitt ed., Cambridge University Press 2013), Rule. 3, Commentary. 8
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