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�< *��D4�' &1�a@�  S�+@8< �<�^ ,6"�<� �� =�ES�T�  ��!" 4��/��W �7+'<  "<�<��  .��<�
 D< $�%2011  �W�A���< O��� =�<D�  �� 6�%��C'<�  �C��% 4�B� �� =�7�+� ��b �W k6' �/

 I77E
 k<6'< 4��C'<����S�< (7" � O��� =�<D� 4�C��% =��<6^< 4<�/  E^<� � *6) 46�/
�����l�  ��'  �� 6��/ �W5  � ��5"< *6��; $�%6) <� ��W �`@��, �/ �C��% 4�B� *D�8 #<���

 �A���< O��� =�<D�  ��!" =�7�+� &5��– ���W �� *D�8�B� � ���� ,<�' ,I7�D �"�H��.m 4�' - 
6���H  ��E� ):4Mudrinich,2012(.  $�% �� ,f�%< I�< �/2012 ��5�< �/ O��) O��� =�<D� ,

 4��7"�����l� 4�C��%1 K7� � ��W�/ ��7" I�< �W  "��D �W 6���H  �7/  
�7�+� _��W ��R
 ,��)6200  �]"#��W��W  , ��!" ��!"�7n .�)<� 6'<�b 4�<��<�^ �  4��7"�����l�  4�C��%

  "��W��W _��) �%< �� �W133  #<��� �/ ,&7
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1 Cyber Mission Force 
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�+� �/=�7 �%4�C� ��; K
�<�A� mt�Y7 "�/ #<���$<G%   �1< I�< K'�L��!" ��  *6r) �@��H
�%<.  
  

������ ��,'  

�rB�4 �r%��C4 r�u  �r��<� �r7H<��r?� ��7X 
�r�PR<  �ACr) D< _Ar`@� �r'4  �r/ �@rY/<�
D��b�%� �'4 �����4 *�<� � =��PR<�'4 &7rM� �rW �r%<  *6r"�7H�/��<�,�r"�@� �ACr)�r'  �

�"���% 4�'
<�/�a� , �"���%�'4 �"��<� 4<*6"D<��� ��'  �$�@�W *6��W 4�' 4D�%�N *6r) �r%< .
 e�Y� 4�'��7"�+�7�B� =�4 �%��C4  <� U�@`� � _M@Y� =�7�+� VS�^ ��r� ��r5"< '�r�6.  

(JP1-02,2010:86)  

  
) .�/1�� (�
2 �� �3�*��� �� ���� �3�* ��" (��4  

  

 u� ,�C��% 4�B� �m�H ���<� �g�� ���W �� _M@Y����<� �' �r/ <�  rA�(7� 4�'��+�^ ��< o�%<
 � 6"�7� &'�C��% 4�B� �A��< I+[ I�<�/��/ .6'�4 �/  ��.�
 �/ #<�r�� _M@rY� �r1�� ur�

 v�N�@����� *6) �%<, =�7�+� �7M����1�� �� �' � 46r�+"<�
 �(�@rY� (r7"  rA�(7� 4�r'
  H���;�+' �C"�N �C��% 4�B� ��4 �7�/�^ ,�C��% 4�B� �� ��"�� 4�<D; .�%< #�'6r"���� 4�'

�<D; 4<�/ <�*D�8 ��  '6"���� $�+�w< � _+� 4�<(�< ,�g�� 4�' � K6'�. )�ra/ q�r�  "�rM'� � ,

1389:35(  
  

 (���!��5��� ��67� ������ ��,' 
� ������ 

 ��20 �C��@x% 2018 #<��� �/ <� ��b 4�C��% ��C'<� �aY" I��b; 67]% y�W , ��C'<�
 �� 4�C��%1  ��`@"< D< z� �@]' u� .��W �`@��6�% I�< , �C��@x% ��2018 ,���@Y��W 

�7�@�2, v�'�+' *6��W  �^� ���<�%��C4 �N��b ���< =�<D� �A���< ,�@7@Y"< ��  @)<���� �� 

                                                           
1 National Cyber Strategy (NCS) 
2 Christopher Painter 
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�%�7%  �)�" ,�7S<�@%< 4��C'<� 4�' �W"g�'�+'   =��<6^< ��<�< ��@)�H,� ...7��   &A?�
 �/  �C� ��<6
 ��A��� 4�<6��� �=>��< *6?@� <�/ <�4 �W�) � ��+�4 ��;��A  � 6@%��." 

���_A "<�7_1, v�'�+' *6��W  �^���<7� �%��C4 ]% y�W76  (7"�
 ��7��@  {�CT"< �W �]H
 I�<�����A�' � #�`"  �W 6'� 4�B��%��C, �u n ��hY�7� /(8  �%<. 

 4�C��% 6�6N ��C'<� ��  �� �C��r% 4�B� �/  �@C� =<6�6.
 ,�A���< �S���r/ #<���  ur�
 �7��  +|<� � 4��N 6�6.
=>��< *6?@�  �A���< ���r!"  *6r) �r@��H<�r/ .�r%<4 �?�� D< �r!

")7*� H6"D   ��A���;" ,��<7� �%��C4 �/ 4���� #<���87
�   *6r)  r��E� ��C'<� I�< ��
.�%<(www.cfr.org)  

 I�< 6�% _��)4 IW�  �W �%<  %�%<=��C� 6"< :D<  
  � I7�D�r% ,�rA���< ���� D< �!��?�r)7*� H6r"D   ��rA���;  Qr��R D< �r7��< 4�<�r^�/

�AC) � =��PR<�'4 $<�6� ,�b�%��D 4D�% I�< , 
�78 4�' �r/ *D��C�&|<�rN  � 4�C��r%
�'�<6b�  '� ��<(H 4�M
�<. 

 4�M
�<  *��� ��A���; Q��R D< �M
�� �u � ���@^<�57$�@  ��V�N ��N�  ��`H�/)�<6���-

 ,(����?� � 6)� ,�A���< }�C" *�^ � =��.� D< �!���
 �7��< ��W 4��7" �E%.�
�/ 4�C��% 

  e�1 ~]8 �"<�6@M� Q��R D<4�C��r% =�rCF K�<(r�< , 4�r'��@�� �r/ �r�/�M� � #�<� �CrY"
_/�^�7n $�C^ 4�C��% 4�B� ��. 

 7���C`  �A���< :�]" Qr��R D<��r
�c <��r"�@� Ir�< � Ihr+T� ,_r/�M@� ,��6r?��"  � ��r5�<
�7���I7/ 4�C��% 4�' ��+S<. (National Cyber Strategy, 2018:15-26) 

�/ *��@YH 4�7H��W4�����_A
��� ��+ND<) 4�C��% 4�'�b�%��D , R�C
�< 4�' 4�'
�AC) ��" ,4<�a% � �'�<(�< (�'�<(�< ��I7�l
  k<6'<*6)�W: *D�8 �/ �A���<  g@Y/<� VN�� ,

 �/ , g@Y/<� I�< .�%< *6) �C��%�!" �� V7%; I@��H4���� d�D�
 �  H��@YH � �'#; �'  ��
*D�8  ��+
 ,4���@^< , ��!" ,4�<�< , @b�%��D ��E/<  ��+
 , ��!"�7n �  ��!" 4�'

 I�< �� I+)�  +N�.
 #<�
 �m�H< I�<�/��/ .�%< *�<� �<�^ V7%; ��E� �� <� ... �  ��+@N<
 �g�� �/ V%��
 �� ��`W I�<  ��%��) �  ���� #<�
 ,��<� �<�^  �>�/ 68 �� � �@��� �M
�< *D�8

 ,�'��`W_7S� �/  .�%< I7��� ,4�C��% 4�B� D< *��]@%< ��@YH) , �7Y?S<�/<1392 :82(  
  

                                                           
1 Michael Daniel  
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������ ��,' 
� ������ &�'( ���3! (���!�  

 ��17  _���;2015 6�% ,�A���< O��� =�<D� ,��C'<�  $�% 4�C��%2015  .��rW �r`@�� <� ��b
46�% �W �/ �@]H #�@)< �
��W ��D� O��� ,�A���; k6r' #; ��<6r' 6r��;�� �Er%�
 4�r'��7" 

4�C��% =�<D� O��� � ���M
 �7E[� O��� 4�C��% �  H6"�<�D�/ 4�C��% �r%< � =�<D� O�r�� 
6��/ �� $�R c�� ,$�% #; �' <� QM?� 6�W. c��  ,6�r% Ir�< ��r`@"< D< K7r� $�r% O�r�� =�<D�

 �� �A���<,��b  ��!" �S�%��.m ��<(H1 f�%< �/ ��C'<�  $�r%  �� �7��<2010  �rW �rA���<
�/ <� �C��% 4�B� =<6�6.
KS�m D<  A� #<��� 4���@^< �  ��+� �7��< , �� �7��< &.� 4�'

�C��% 4�B� ,��/ *��W  ��E�4 �/ ,�B� � ���� ,<�' ,I7�D ���W ��*D�8 D<  A� #<��� ��rC" 4�'
�%< *6)  ��E� (Theohary, 2015:1) ._A) �/ 6�% I�< �� 4��7" u� 4�7H�����l�  4�C��%

 6�6N*��)< *6)  .��/ D< $�%2012 ��5�< �/ O��) O��� =�<D� , I�< 4��7"�����l� 4�C��%  ��
��W ��b _b<� */ .�� 4��7"�����l� 4�C��% #�`" *6�'� �����% u� O��� =�<D� *6+� 4�<�H

 D<  �1< k6' � �%< �A���< �S�� �#;0a`� � p�b k<6'< I77E
 ,  4<�/ � ��<6r' �Er%�

 4��7"�����l� 4�C��%  �rA���< d���� D< O��� � �!��?� �� O��� =�<D� �g�� 4��W 4�'��7" �

.��/ *6) #�7/  ��7" I�< ��@b�% �� VS�^133 &7
 _��)  �!��4 �����8� 9:'�6� ,  �!�8�4

9����;� ��� ������  � �!��4��3� 9����;� ������ #��D�%  '� .6���H 

 $�% ��2013�/ ,*D�8 �� 4��A+' �/  /�7@%� ��!��  H���; D< #��7+R< � �g�� 4�'
  �D� 4��7"�����l� 4�C��%  �  ��!" 4��W 4�'��7" �65� 4D�% ��@b�% (7" � ��7" ��

 ��!"�7n �b�%��D � 4<�N< 4<�/ �'�����l� 4�'  d7+5
 �/ O��) ,=�<D� ,O��� =�<D� 4��7"
�����l� 4�C��% �7" u� �� 6�m 4� @����l�   ��!"��(/ �
  I�< 4<�N< $�R �� .��W

��C'<� ��5�< �/ O��� =�<D� , 4��7"�����l� 4�C��%  � $�@�W �  '6"���� 6��<�� _7+A
 �
 ��5�<#��D�%  '� D�7"���� =�7�+� 4<�/ 4�'�FG��<� ��<�< , (DoD, 2015:6) . D< 6E/ $�% �%

 6�% ��`@"<��C'<�  4�C��%2015�A���< O��� =�<D� , 4�C��% 6�6N ��A��� , ��b <� #<��� �/
"��C'<�  4�C��%2018 �A���< O��� =�<D�"  I��6
��W.  O��� =�<D� 4�C��% k<6'< �A���< �/

f�%<  6�% I�<=��C� 6"< :D<  

1- < #��7+R< k<6'< �/  /�7@%� �� ,U�@`� 4�'��7"  ��"<�
 Db ��  @/�r^� X7r?� u� �� ��
 4�C��% 4�B� 

                                                           
1 Quadrennial Defense Review 
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2-  U�@`� 4�'��7" ���M
Q��R D<  _7.rY
 <� �A���<  ��!" 4�
�/ �W 4�C��% =�7�+� ��5"<
 �.6��+" 

3- �b�%��D D< O����/ �W ��a� 4�C��% =��<6^< D< �A���<  
�78 4�' ���r% ���W �� ��  ��.�

 � ,��a� =��<6^<�% ��<�8 D��/ �/ �5�� 6�"<�
.6"�) &.� 4�C� 

4- &@Y7% #��W I�< O��� =�<D� =��PR< � �'�/<�/ ��  =�r�PR< �rW) 4�C��% ��a� =��<6^<
&@Y7% �� O��� =�<D� � �/�� (7" <� �Y7" O��� =�<D� �/ Q�E@� �W  ��'��7H.( 

5- 4��A+' �E%�
I7r/ #<��rA+' � d���1 , "��D�% I7/ #<��A+' �/ O��� =�<D� 4�C��% 4�'-

 ��+S<. (DoD, 2018:2) 

���� �/ I�< ��1�� �/ � 6�% 4�C��%  '6"���� ,U6"< 4<=>��< *6?@� �A���<1 -�/ #<���
�A���< O��� =�<D� 4�C��% =�7�+�  �1<  S�@� - .��W �`@�� <� ��b ��C'<� 6�6N 6�%  ��

 �W  �7�?
��W��' ������ ��Y����2  6�% I�< ��`@"< D< 6E/  +W ,��W �`@�� �W �%< *6�;
 4�C��%  '6"����< �/�I  ��M@�<�B� �W �%<4 �%��C4, ���� #��D �/ �CY" I�< 4�<�H
 $�% ��  '6"����2009.�%< *6)  %�%< =<�77�
 ��m� ,  � I�<�/��/f�%< �/ /�5
7=� 

 ��1�8R  '6"���� ,�@)�H $�% �`'   �A���< 4�C��%�u �����A 6N�64  <� �/ �W
E^<�7� �'4  4��C'<� �W �  '6"���� I�< �/ �Y��/�!" ��  I@��H#; �' ,M��� �/7�  �7S�E�

 ,6�W� �|<�<  6'�.  I�< 6�%#�`" *6�'� �7���` _/�^ �!8P� 4< �+� ��7=�  4�C��% �A]
 �
 4��C'<�@1�� �W ,�%<  <�/4  #���; �%� �/ 4�M
�< ���<7� =�CF �, ?� ��7X ��57$�@ 

"�.N  �/ &' �@%�7� <�%.(www.lawfareblog.com) 

 $�%  ���� ��C'<� 6�% �/ *��)< �/2018 =>��< *6?@� �A���<,  *6��<(�  ��"<�
 �/  �C�
 �� #��+)�4�<�H�7Fl
 ) �A���<  ��!" =�6^ � ���@^< ,�E��N �� $Pb< ��N�
 �/  6)� �/

 4�A
< �  g@Y/<�=>��< *6?@�  ,(4�C��% 4�B� �/ �A���<&.� I��
  %�%< ��@A" I��
 �W 4<
 6�% I�< �� #; �/*��)< *6)  :�W �%< I�< ,�%<" �� 4�
�/*D�8 <�' ,���� ,I7�D)  A�(7� 4�'

Ka/ �� (�B� ��/ �/ 4���D 4�'.�%< �@Y/<� 4�C��% 4�B� �� 4�
" 6�% ��  ��C'<� I�<
 4�C��%  '6"���� D< , '6"�����/ #<��� 4�C��% #�H6��D�  �W �%< *6) *��/ ��"�/ =��1

�"�C)D��4  =�7�+� ��5"< �/ $��`��B� ��4  4�C��% #��+)� �/<�/ �� 6�@Y' �,#��W< 
�@b��;< 6" �W K7� :�]" D< #��+)� �/ *��6?��% O�����C4  � ��b�� / D<7I " #��/7�'��4 

                                                           
1 United State Cyber Command (USCYBERCOM) 
2 Richard J. Harknett 
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��!"   ,�A���<�/�6 �W i^�@� <� =P+86�o �R D<�Q �+�7=�  � ��<6��,�m��xA  <� I+)� ��@��
�7Fl
 �?
 '� �<�^ o6�6�)�/ u/�mo ��A+'4�'�#�` �+�7
�  �+� �7
�#�`  �+@Y�.6)�/  =�<D�
�/ �/ O���   �b<� ��  N��b #��+)� ��+
 _/�M� �� �A���; �E��N D< , ��!" 4�'��7" 4�7H��W
 ���+8 � O��� � �����l� ���% ���W �� O��� =�<D� .6�W  U<�@)< �/  @7E^��  '�H; ,�'
�@)<�H *6)  <�*��7� =�7�+� � *��W 4�<6.g" � 4D�% � ��<6' <�  ��!" �AC) D< O��� .6�W 

(www.us-cert.gov)  
  

 

  

  
  
  
  
  
  
  

  

  

  

  

  

  

) .�/2 (�
4�� �=�� �,'� ������ > !�? >�@A�!�7�B��C  �(�D 6��E �
�����  

  

������ ����
� 

 ,�A���< O��� =�<D� i��E
 QCR�+�7=� �B�4 �%�,�C �/ D< =��C�  4�7H��W�B�4 �%��C4  �/
�1< k6'    /�7@%�k<6'< �/, �B� ��4  4�C��%�� �R D<�Q  .�%< #;�����l� 4�'  �/ j�/��

�B�4 �%��C4 �+� _��)7=�  =�7�+� �  E�<6
 4�C��% =�7�+� , +N�.
 4�C��% �AC)

BDE:          �7�D �7
                                                 NEC: �AC) =P7A`
 (W��4<  
BN:  �7�D #<��H                                                        PTT:  �]�
 =�+S�A� 
CCMD: v�N  '6"���� �M�                                          RHN: MT�� =�R�C
�<  �1< (W��4< �  
DIV:   �7�D �A`S                                                       UAS: &@Y7%I7`"�% #�6/  �<�' 4�'  
DOD: �A���< O��� =�<D�                              HSMCF: =�7�+�  '6"����  �1< �M� 
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O��� =�<D�  
��PR< �%< (DoD, 2017:GL-8) .� 4�C��% =�7�+� �7'�� � O�"  D< �W  C^<��
�@� =�7�+� O�" I�<�/ ,�%< ���"�H{�`� �W �%< 4<4�7H�� #�<� ���S�< 4<�/  ��' 4�'

4�7H�� �/ �CY" 4�C��% ��5�<  ��!" 4�'�/ o�%< *��W�"�H �W ��) �/�F �H< *D���< �W 4<
 &' ,#��D�% �� ��`W u� �/ ��+8 D< �!"6� k<6'<Q��R D<  Q��R D< &' �  ��!" =P+8

 ,�%< QM?
 _/�^ 4�C��% =�7�+�_�>� �/ a� � i�@ 4�C��% 4�'��A'<� �W ��W �/�F #<�

.6) 6'<�b ��a@"< ) �Y?S<�/<, 1392 :98(  

 I��b; �� �r/ 4�C��r% =�r7�+� ,�rA���< O��� =�<D� 4�C��% =�7�+� U�@`� ���`" �aY"
�AC) =�7�+� �  E�<6
 4�C��% =�7�+� , +N�.
 4�C��% =�7�+� *D�8 �% O�r�� =�<D� 4�r'

&7YM
 46�/ .�%< *6)  VrS�^ �� 4�C��r% 4�rB� ��  ��r!" =�7�+������l� 4�r'  D<  r�<�N<
�/ *L�� =��<6^< D<  C7W�
 Q��Rk6' �/ _7" ��!�� 4�'I77E
 *6)  r� ��r5"< .��r)��." � �r'

Ka/�r7S�E� , ��  
��PR< =��<6^< ,O��� =�<D� ��  ]�@a� 4�' ���r% � ��rb 4��r5
 4�r'
�7S�E� � ��5"< <� 4�C��% 4�' �7S�E� I�< �W 6�'� ,�'�%�7% �?
 =�r7�+� �r/ XC
�r� 4�'

 � ��<6' O��� =�<D� 4�C��%.6"��H �7S�E� V�n<O��� =�<D� 4�C��% 4�' ,�/ #<��� " =��<6^<
XC
�� 4�C��%"�r7S�E� ���% 4<�N< #�A�< #��W &'<�� 4<�/ 4�C��% 4�B� D< , 4�C��r% 4�r'

 � *��]@%<6��W  �W46�+"<�
  4�C��% 4�B� 4�' <� 4<�/ _7+A
�����l� �' ��W �/ �r7H �r�< o�
�/ #<���  �% D<  `a/ 4�C��% =�7�+� O�"  E�<6r
 4�C��% =�7�+� , +N�.
 4�C��% =�7�+�)

 =�7�+� �O��� =�<D�  
��PR< �AC) (�MCR 46�/  +"6"�).  I�< �'��/��W�r7S�E� _��)  ��r'
< _��N u� 4<� �"���%"����6 4<�r/  rA7"��@AS< ��r7� ur� $�r%�< , "�C7@r`� �r� $�@�W �  '

  
��PR< k6' u� D<  "�C7@`� r�  )D��; *��� u� _7+A
 4<�/ �"�@��< D< *��]@%< ��.��r) 
V7%; �W �%<  ��'��/��W I7�m Q��R D< V�n<4���� �7�� �':�]" �� �' =�<D�  
��PR< �AC)

O���  � ��5�<.��) (DoD, 2018:II-1) 

�7S�E� ��+
 4�C��% 4�B� �� �W  ��'��5"< *6)  �<�r^ 4�C��r% XC
�r� =��<6^< *��D �� �
 +"�/ ,6"�7H , +N�r.
 4�C��r% =�r7�+�) 4�C��r% =�r7�+� O�r" �% D<  A� D<  `a/ #<���

 =�7�+� �  E�<6
  +N�.
 4�C��% =�7�+�O��� =�<D�  
��PR< �AC) � <�N< ( �% I�< .6"�)
�/ ,=�7�+� O�" ��R  ��+
 _��W�7S�E� 4�C��% 4�'��7" 4�' � K)�� <� .6�'������l� �'  �

�7S�E� 4�C��% 4�B� 4�'&' �/ �r7S�E� .6�@rY' XC
�� � �@Y/<� � #�C7@r`� ,4�C��r% 4�r'
���+8 *6��W �����l� 4�' �7S�E� .6�@Y' 4�C��%  
�r�PR< �ACr) =�r7�+� D< 4�C��r% 4�'

 D<  rC7W�
 �r' �r�  E�<6r
 4�C��r% =�r7�+� �  +N�r.
 4�C��r% =�7�+� ,O��� =�<D�#; �r' 
 �  "�C7@`��7S�E� 4<�N< .6��W*�� �' �� 4�C��% 4�' 4�r'D�5� �  ��"<�
 , g�'�+' �/ ,4<
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�7S�E� I�< .�%< �@Y/<� �R�/����/ XC
�� � �@Y/<� &' �/ �' ur� Qr��� ��r5"< � *�r����l� ,
.6)�/ 4�C��% �7S�E� I�6�m 4<�N< 6��D�7" �%< IA+�(U.S.ARMY, 2017:I-6 ) 

  

�+'��� ������ ����
�  

�7S�E�  ��+
 ��<6' ,O��� D<  �1< k6' �"���% D< ���b �/ I+)� 4�'  4�' 4��b .�%<
 �<6'< ��+ND<   ��"<�
4���� 4D�%D�/1, �<6'< (7" ��+@�< ~]8  ��"<�
 � ��5Y"< ��  M7M8  

 � ��+) �/ ��7�D I�<6��;. �P
 ���+5� 4�'#��D�% �@���  ���<6' *6)  D< 4�7H��N 4<�/
%; ��"<�
 �/ #�+N�.� #6"�%� V74����� �1�� ��  ��!" 4�' =�7�+� VS�^ �� ,4�C��% 4�'

�MCR  E�<6
 4�C��% � 46�/u7@W�
 .6"�) 4�'*��]@%<����  �/ ,*D�8 I�< �� e�Y� 4�'��7"
��� 4�'*��]@%<���� #��D�% ���% X%�
 ��� 4<�/ �'��." � �'�g" I@)<�  ��7Y/ I�D��5@�

 .�%< �7C)�W<�m  4�'�<(/<*��]@%<����  .6�@Y' U�@`� ��<�� D< 4��7Y/ �� ,*D�8 I�< ��
�/ #<��� $����"���% #�+' D< ,W K
; *�<��� 4�'X7?� �� � � *��]@%<  ��!" 4�' �� ,��)

X7?� 4�' ��!"�7n #��D�% ���% � � *��]@%< (7" �'��." � �'���H. ) ,4�1�"1387 :33(  
 �� I��b; $�% �� 4�C��% =�7�+� U�@`� ���`" �aY"2018  E�<6r
 4�C��r% =�7�+� ,

�/ #<��������l�  ��'  D< O��� 4<�/ �W =�<D�  
��PR< �AC)O��� - 4�C��r% 4�r'��7" ���% ��
� �W O��� =�<D� D< O��� ��@%#; �' *6)���1 6)�/-  4�C��r% 4�rB� �� $�E� =<6�6.
 �/<�/ ��

 � ��5"< .�%< *6) i��E
 ,��)�����l� 4�' �/ , E�<6
 4�C��% =�7�+� ~r]8 �r/ p�b ��R

*�<� D< �!��?� � 4��b 4�'��7" 46�+"<��ACr) ,�' =<(r7.5
 ,�r' ���r% � 4�C��r% XC
�r�

46�+"<�
 � =<(7.5
 p�r�@b< ,6�@rY' 4�C��r% =<6r�6.
 �r/ �r.N<�� ��rE� �� �rW  ��'
*�<� *6)#��D 4<�/ d^<��� =��<6^< I�< .6"< ��� �r� I@rYA) �r/ Q��� ,4��N =<6�6.
 �W  ��'

 =��<6^< #�D  �+�< �  @7��<*6)<�N< VS�^ ��  =�7�+�O�r�� =�<D�  
��PR< �AC) r) �r� � *6
 #�D ��� �� �YA) $�+@8<#; �'  � <�N< �  8<�R ,��<� ��N� =<6�6.
 X%�
 =�7�+� .6"��H

 E�<6
 4�C��%, �/ � *��/ ��?� 6�6.
 �  "�C7@`�  
�7�+� k<6'< D< ����@� ��R.6��W  k6'
 , E�<6
 4�C��% =�7�+�  �1</� 4��N 6�6.
 d�� �Tb ��E� �� �AC) u� #6"<��HD�/ �� �r/

.�%< 4��� ��W��W �  @7��< X�<�)  
  E�<6
 4�C��% =�7�+� 4<(N<=��C� 6"< :D<  

  E�<6
 4�C��% =�7�+�  �b<�  ���� =��<6^<2  
                                                           

1 Recoverability 
2 DCO Internal Defensive Measures (DCO-IDM) 
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 �7S�E� 4�'`�W<� E�<6
 4�C��% =�7�+�  1  
 O��� =�<D� �7n 4�C��% 4�B� D< O���2

 (DoD, 2018:II-4)  

  

�
��	� ������ ����
�  

 , +N�.
 4�C��% =�7�+��"�H �W 6�@Y' 4�C��% =�7�+� D< 4<f�%< �/  �� =�6^ D< *��]@%<
 �� ,�C��% 4�B�Q��R D< q�R #; *6) 4(��*D�8 ��  +N�.
 =�7�+� 6�"�+' .6"< , A�(7� 4�'

 , +N�.
 4�C��% =�7�+�f�%< �/  4�'D�5� � ��@%�*6)���1 � ��5"< , =�7�+� .��)
 �/ Q7CT
 �/ D�7" , +N�.
 4�C��%�%�7%�N 4�' .��<� qP��: =���M� D< D�5� VYW � 4�

 O�" D< ,=�7�+� I�<�����l�  ��' �/ �W �%< 4�C��% 4�B� �� =�6^ $�+�< � K��+" ��!��
)  N��b4��b�7n�/ �� ( Q��R D< ,#; �T%<��7S�E� 4�' ��5"< *6)  #�'6"���� D<  "�C7@`� ��

 � ��5"<  �� k<6'< ��  �D�.6"�) =�7�+�  �  +N�.
 4�C��% 6"<�
�<��?�� �7S�E� �7�� 4�'
k6' #��+)� 4�C��%�/ ,4�C��% 4�B� �� <�  �<6@/< ��F; �� 6"�) 4�7H ��!�� O��)=<�7Fl
 

 Q7^�  S<�@�$�@�W *6) *D�8 �� k6' �/ , A�(7� 4�'4�<�H�7Fl
 �"���% �/ , g�N 4�'
6
 � 4���; j�M" ,$�@�W �  '6"���� 4�'6��<��K
; ,=�W�< I+)� ... � >�/ �D�< 4<�<� 4�'

.6��+" ��5�<  
�7S�E� 6�"�+'  b�/ , E�<6
 4�C��% =�7�+�  `�W<� 4�'�����l� 4�'  4�C��r% =�r7�+�

 �  +N�.
�/ �/ �5�� �W 6)�/  
��<6^< _��) 6"<�
  rA�(7� �<6r."< �� V��a
 �/ ��7" 4�7H��W
�"���% .��) I+)� 4�'�����l� 4�'   ��!" ��@%� �/ D�7"  +N�.
 4�C��% =�7�+� vr�'�+'

 q�T% Q7^� =�!8P� � V%��� *6)�����l�KM" , i���� � �'�W�) #�H6��W  k<6r'< (7" �
_/�^ *D<6"< 4�7H .��<� (DoD, 2018:II-5)   

�r'�A' Qr��R D< � �ACr) D< ���rb D< �r%< IrA+� 4�C��% =P+8,  � �ACr) #��� D< �r�
�/ ��7%� *D�% .6"�7H =��1 ��a� 4<(N< � �'�7S�E� I�<�r/ �rW �'Kr
; ���r% �r/ �r^� 4�r'

q�R 4(�� *6) &' � v�'�+'  A�(7� *D�8 �� #��D6�@Y'�7S�E� _��) ,4�r' ( r]") ��rA"<  �
�%� 4��W )i��?
( �%< :#�+') .II-6(  

                                                           
1 DCO Response Actions (DCO-RA) 
2 Defense of Non-DOD Cyberspace 
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 ����
�&�'( ���3! �����>� 
��/  

�����l�  =�7�+� =�<D�  
��PR< �AC)O���1 ,�7S�E� _��) 4<�/ �W �%<  
�7�+� 4�' I�<
4D�% (7" � �A���< O��� =�<D� 4�C��% 4�B� 4�<6��� � 4�<6.g" ,�E%�
 ,=�7�+� ,46�/�A7� ,

�C�N ~]8 � ��5�< , gm��xA�)  @7��< 4�'f�@%� 4����  (4������+@�< �  
��PR< �AC)
O��� =�<D�,  � ��5"< 4�C��% 4�B� ��I�< .��) 7S�E�� 4�C��%  @7��< =��<6^< _��) �'

V7%; �W �%<4���� 4�'O��� =�<D�  
��PR< �AC) Ka/ �� � 0a`� <� #; D<  ��' .6�W
�AC)  ����/ ,#; �/ *�P��/  A7@W�
 4�'�AC) �E%�
 ��!�� 4�'��7" X%�
 ��N�� 4�'

��@YH �@��� =��<6^< ���% � 4�<6.g" =��<6^< , @7��<�7n D> 4�<6.g" 4<�/ �  
��PR< �AC)
O��� =�<D� &7
 =�7�+� (7" � (��^ 4�'�(N , /��D�< � #��D; $�A)< ���% �  ���%�����l� 4�' 

 =�7�+�O��� =�<D�  
��PR< �AC) .�%<  
 =�7�+�O�r�� =�<D�  
��PR< �AC) 4�r'��7" .�r%< ��r?� 6r�6.
 � �ACr) �r/ (rW�+@� ,

 p��@b< ��W 4�'��7" � 4�C��%*�<� *6)  Ir�< �r/�r����l�  r� �Pr
 D< 6r��W4�<�rH�7Fl
 
�AC) �/ =<6�6.
 � �'�"���% D< �r!��?� �W  1�b 4�'#; �r'  <�*6r.� �r/  6r"�<� 4�7H�r�N ,

 .6���+"#; �' p��a/ 6�6.
 �' *��/�� ��N�� =��PR<  ��+
 D<,   r@7��< �7E[� 4�M
�< 4<�/
 � *�./ �AC) .6"�7H�W�5";D< 46�+"<�
  ��+
 ��5"< f�%< � ����z���% 4�'��W��W � �' 4�'

 O��� =�<D�  �D��AC)  ,�r%< O��� =�<D�  
��PR<�+�r7=�  <� O�r�� =�<D�  
�r�PR< �ACr)
 �>�+@8< � #<�
&.� I��
  �*67�7� I��
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��49�B�FG� ! �"�" ������ &�'( ���3! ������ ����
� �( 

 ������ �"�4���'�5��� ��67�2    

 ��23  I|��2009 , ��@%� �/  '6"���� ���+5���D �� �A���< �^� O��� ��D� 4��C'<� 4<�/
 ��!" 4�C��% =�7�+� �/ (W�+
, Ka/ D< 68<� I�6�m ��n�< �/ O��� =�<D� �AC) �7��< 4�'

 _7A`
 � D<31  �C@W<2010�/ ,.6���H �7S�E� �/ $��`�  +%� ��R  ��18  =�<2017 ,
z7|� ��.+N  D< 4�C��%  '6"���� O<(@"< �/  �C� O��� ��D� �71�
 ,��<�
 6S�"�� ,�A���;

 4��C'<�  '6"����=>��< *6?@�  �z7%l
  =�7�+� $�hY� �m��xA�/_M@Y�  �D�  '6"����
                                                           

1 DODIN Operations 
2 US Cyber Command  ( USCYBERCOM) 
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4�C��% 4�'1  D< � ������ <�4   �2018  4�C��%  '6"���� ,=>��< *6?@�  ,�A���<�/  I7+'�
�m��xA�/_M@Y�  �D�  '6"����2 .6) _�6C
"#�%�W�" $��� $<�"�"  D<4   �2018�/ , #<���

 I�(g��N �  ��E� �A���< 4�C��%  '6"���� *6"����"D�N<� _A��� �>�%����"  $�% D< �W 6)
2014 �)<� *6.� �/ <� �7S�hY� I�< (https://www.cybercom.mil) .q�R  '6"���� I�<-

�7S�E� ��<6' � d7+5
 , g�'�+' ,4(���/ �' ��!���.N '��AC) D< O��� � =�7�+�    4�'
*���; oO��� =�<D�  1��@b<  
��PR< 4�C��% =�7�+� 4<�N< � ��<6' (��@%� �/ ��/) � 4D�%

  ��!"�+' �C"�N �/*D�8 �+' �� �7S�E� 46�+"<�
 ��5�< ��!���'o  �A���< _+� 4�<D; I7+B

 <� �C^� � #��+)� �/�`� �<6^< D< 4�7H��N � o�C��% 4�B� �� K"<6?@� �*6.� �/ ��<�. 

"�/ ,�C��% 4�B� �� {�]
 ~]8 �  /�7@%�� ��!�4�<�H�7Fl
  4��<(� �|<�< ,I+)� ��@�� �/
 �� d���� ���`7� � O��� � oU�@`� 4�'��7" �/  
�7�+� � 4��C'<�" �/&`m #<��� D<6"<

 �A���< 4�C��%  '6"����I77E
 *6)  .�%<  
  

H!( ���� /�@��3 �!��4 ������ �"�4���'3
 

 $�% �C@W< $�< ��2010, �7�D 4��7" 4�C��%  '6"���� , �/ 4��7"  
�7�+� *�� u� #<���
 �7S�hY� , '6"���� I�< .6���H _7A`
 , �7�D 4��7" ��@% &7M@Y� =��!" �?
 , �7�D

�����l� &7M@Y� �7S�E� � =��<6^< ,�' <�  �7�D 4��7" �� �C��% 4�B� �/ XC
�� 4�'*6.� �/ 
��<��+' 4�C��% =�7�+� , �7�D 4��7" 4�C��%  '6"���� . <� �C"�N�/ D< #��7+R< ��!��

 <�N< ,I+)� �/�`� �<6^< D< �E"�� � �C��% 4�B� �� _+� 4�<D; �6��+".  '6"���� I�< ,
) 4�C��% =�7�+� �  
��PR< =�7�+� ,�m��xA� u7"��@AS< v�N ��5"< � ��<6' �]7�� ��

=��1   
��PR< X7?� �� �C��% 4�B� �� _+� 4�<D; I7+B
 4<�/ <� (��@%� �/ ��/ � V���


 <� #; D< I+)� �/�`� *��]@%< D< 4�7H��N � #; D< *��]@%< �/ �� �*6.� �/ ��<�. 

(www.arcyber.army.mil)
   

  

 J"( ��K!�4 / �����( �!��4 ������ �"�4���'4
 

 
�7�+� 4��7" ,�A���< &'� #�H��"  D< <�  
�7�+� ��<6' ,#�H��" I�< .�%< 4�C��%  '6"����
 � ��5"< 6����� �� d^<�  ����� =�7�+� (W�� .6'������l�  ,&'� #�H��" 4�C��%  '6"����

                                                           
1 Unified Combatant Command responsible for cyberspace operations 
2 Unified Combatant Command (CCMD) 
3 Army Cyber Command/Second Army (USARCYBER) 
4
 Fleet Cyber Command/Tenth Fleet (Navy) 
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�AC) 4<�/ =�7�+� (W�� KM" 4�]�< =�7�+� , S��g7% =��PR< � 4��g"(�� =�7�+� ,�'
� u7"��@AS< v�N ,4�C��% =�7�+� , 
��PR<  �� ,�'��7" D<  "�C7@`� 4<�/  ��B� =�7�+�

 � D��5
 �/<�/ �� O��� � ��/�M� 4<�/  ����� 4��7"  "�.N 4�C��% =�7�+� ��<6' o_8�% � ����
 o#; D< *��]@%< �/ �� �C��% 4�B� #��� ��  ��!" k<6'< �/  /�7@%� �� _+� 4�<D; D< #��7+R<

#��D�%  '� 4��g"(�� =�7�+� ��<6' � "�.N �  8<�R �  
��PR< =�7�+� D<  "�C7@`� �  
�����l� 4<�N< o(��@%� �/ ��/)  ��B� =�7�+�  ,�7S�E� ,��<6' o(��@%� �/ ��/) 4�C��% 4�'

 D< O��� � 4D�% I�< ,4�<6.g"Ka/ �'  ����� 4��7" �/ XC
�� 4�AC) �' =�<D�  
��PR< 4
O������S�< � (7.5
 ,4��A+' ,�E%�
 o  46�/"7��D�64 �' ,4�C��% , 
��PR< =�7�+� 4

d+N /4��g"(��.�%<  ����� 4��7"  S��g7% =��PR< 4��;  (https://www.public.navy.mil)  
  

����" �!��4 ������ �"�4���'1
 

 4��7"16 D< #��7+R< $��8 4<�/ �W �%<  �<�' 4��7"  �D�  
�7�+� ��@b�% ,�A���<  �<�'
,4��b 4�'��7"  �D� 4�
�/ ~]8 �+' 4�C��% =�7�+� � <�N< <� �C"�N .6�W�����l�  I�<

�AC) D< O��� � �E%�
 ,=�7�+� ,��7"% D< O��� , �<�' 4��7" =��PR< 4�'���"� 467�W 4�'
 @����l� 46�+"<�
 �|<�< ��7�/�^ � �' �+' 4�C��% 4�' �� ,U�@`�  �D� 4�'��7" 4<�/ ,�C"�N

#; D< *��]@%< �/ �� �C��% 4�B� .�%<  D< K7/5400  �  �<�' 4��7" #��W��W �]"11000 �]"
 �  "�C7@`� <� #�.N eT% �� �A���< 4�C��% =�7�+� ,��D� #��W��W.6���+" 

(https://www.16af.af.mil)   
 

�"�4���' ������ �����M@N� �����(2  

  ����� #<�<6g�]
 D< 4��/��W 4��7" u� , ����� #<�<6g�]
 4�C��%  '6"���� �!��?� 4<�/
�b�%��D D<  
�78 4�'_/�M� ��  #<�<6g�]
 Ka/ , '6"���� I�< .�%< 4�C��% =P+8

 I�< .�%< *6) d^<� 6����� 67� =��� �� #; �M� �W �%< �A���< 4�C��%  '6"����  �����
 '6"����, &' #��D  �� , �<�' 4��7" 4�C��%  '6"���� �  ����� 4��7" 4�C��%  '6"���� �/

@W< �C2009 �%< *6) ��5�<  (https://www.candp.marines.mil) .�����l�  4�C��%  '6"����
 � d7+5
 , g�'�+' , 8<�R , ����� #<�<6g�]
�m��xA� 4D�%  �m��xA� =�7�+� ��<6' �

 I�< .�%< #<�<6g�]
 4�C��%�����l� 4�C��% =�7�+� Ka/ �% �' , � �/�� <�.��7H 
(http://www.candp.marines.mil)   

                                                           
1 AIR FORCE CYBER COMMAND /24th AIR FORCE 

2 U.S. Marine Corps Cyberspace Command 
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�< U1 4��7" ,�����l�  4�C��% <�
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.6"��W  4��7" D< ,�A���< 4�C��%  '6"���� *6"���������l� �/ 4�C��%���+5���D #<��� D< 4<
*�./ 4�C��% =�7�+� ��5"< 4<�/ ,O��� =�<D� 4�'��7" � 4�<��/ i�@a� 4�'68<� .6�W
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������ 9:'�6� �!��42  �b<� �!��?� 4<�/ 4�C��% =�7�+� ,4�C��% �!��?� 4��7" .
 D<O��� =�<D�  
��PR< �AC)  �<�<� ���% �� � ��5"< ��@%� QCR <� 4�C��% 4�' I�< .6'�

 D< ,��7"68   "�C7@`� �� 4��A+' �� �C��% 4�B� �� O��� 4<�/ �W 4�C��% �!��?� &7
 D<
Ka/ #�C8�1 ,�'�|<�< #�H6�'�  ,#<�/��W � 4�C��% �7��< =��6b#��D�%  '� �D��; ,*6)-

�/ � �@��H <�� <� �D> 4�'*6) (7.5
 _��W ��R .�%< *6) _7A`
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4�!�� �
���� ��� ������ 3.  4��7" =�7�+� �/ ��/�M� 4<�/ 4�C��% =�7�+� ,4�C��%  ��
 �C��% 4�B� =<6�6.
_/�^ �N�
  �7��O��� =�<D�  
��PR< �AC)  d���� �7�� (��@%� �/ ��/) �

�7S�E� � 4�C��% =P+8 #��W i^�@� �  �� � ��5"< <� 4�C��% ��a� 4�' D< ��7" I�< .6'�
 i�@a� &7
 I�6�m�����l� &7
 , ��  ��  "�C7@`� 4�'p��@b< �@��� &7
 �  "�C7@`� 4�'

?� 4<�/  �� eT% 4�C��% �7n �C��% 4�B� D< �!���AC) �' *6) _7A`
 O��� =�<D� 4
 4��7" .�%<�����l�  _��) ,4�C��%  ��13  &7
�����l�  X%�
 �W �%<  ��8  &7

 ��  "�C7@`�  �  "�C7@`� ��`W D< O��� 4<�/ � 6"�)�/<�/ ��  d���� �7�� 4�C��% =P+8

*6)  8<�R �A���< .6"< 

 ��3� �!��4 ����
�������4.   �D� 4��7" =�7�+� �� <� 4�C��% =�7�+� ,4�C��%
�����l� D<  "�C7@`� q�R ,�'���S�< � �' � ��5"<  ��7�<��N �  �D� #�'6"���� 4�' I�< .6'�

 ��7"6�m D<�I  i�@a� &7
�����l� &7
 � 4�C��%  �D� p��@b<  �D�  "�C7@`� 4�'
*�<� *6)  4��7" .�%< *6) _7A`
�����l�  _��) ,4�C��%  �D�27  &7
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1 Chairman of the Joint Chiefs of Staff (CJCS) 
2 Cyber Protection Force (CPF) 
3 Cyber National Mission Force (CNMF) 
4 Cyber Combat Mission Force (CCMF) 
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