VISV TAR liaali ¥ 5 )lods B+ 598  sogoe o> Slalllao Aolibad
DOI: 10.22059/jplsq.2019.230048.1499

W\Mfiﬁy‘ﬂjéﬁugw

MGGJ"\’?G R s‘gﬁlgw 03 femon) giw

o.\.S.g

Oty Sl 00 (6l SVax L lacdgs (5538159, Aazlse e (5,5l Cdyiny
S ibwps o b o 6 mlw Do g4 5l cilaxlge ol L lacdgs a5 (6 0l OMlas>
Oy ds 33,05 S g et e BT OMes 555 ol el 5 i) Badan 95 g e
Yy ano 5 85 gai 5 lrbs Soa 5 195 4 s Capyins B 5 Ll bl s
e Gl 3 sy | 2 Slyme 5 0 Ll a8 S & 2255 e lncdis
o5 5 el S S0 55 5 s 26155 4Kl b S o 5SSl
el LA 5 o8 Sad b i (Bl i e 4 )l 3575 il & i
an &5 sy o0 4 Cnl 4 Jhellirn ol (xd D) e (o) 0 b eDex (pl (Sode
D5 55 5 95050 ol 4 alslae Cuegian Jol b g oo | 0Pt OMex WSl
arlye o |y Lacdss ol Colsis s 4 Mlax o] wluil 5 oplsle 51,
aS 0gb ooy HLii b cwl ol 5 o yols s 10 (0 Oleds 05 #ilae Mol

syl Jlollinn B> D) phe (ASL s (5 pule SMes By

O\fjb-\?lf

g g el Sodstos (6 mble Shlom wgaSle @ltlae Cocsios Lol

Email: Parastou.esmailzadeh@yah00.com .| | «oblcazms o oMol ol o8tiils coblcazs ol ¢ 398> 04,5 .)

auped ol g saSiils HLils ool wbliam (oMl of5T olKiils wblcizs axly «3si> 05,5 .Y

Email: Abdollahi75@hotmail.com (Jgime 53 9) )l oyl 8 o singe
VB VN - iy 25 OTFAONTITA il s g b



VAR Lewali oF 5 Lol B¢ 590 ( ogoe Fgio> Wlallao dollad VY

As o

Se il gl Sl piay ojg el enl oo wllae pho sl Sl 898 58 )3 (55l iy
7 Sy il gead piioy Glalel g eyl ay (p s 5 pde 50l 0 g s )b
ud_w 4_‘>‘5.n s)...tl_w 6[..45 UJ.A—‘ Sg>gdy éud.u ] ailo o‘)o.bd.u ).u @Jm uLv_..b 9 )LT
ST L 059yl asl 5l 5 sas (aaagd (lgieds aiSles oo (6 pmle e a5 el (glaisT 4y
Sg 5l dmaz 859> (il 5o (oo da 4 5l g9b9e (nl 9)cnlil igd (Sb3)) (eezlge
Do 35 ol 5 (n el Hhollomm QUlaSsi> aiS oo ST iy 5l Gl |y el
5 ez ez 4S5 ()BT 4 az g L Vaans o5 wilools 18 (g ey Jeloxigny 525 9,00
g oo 23] 9 gy albrhie DDez b 95 4 Jwgh ozl 50 (IS 0 Ly 095
Sl o wags plgiedr YL Ll oz L aS pieS Sad b (g pmle Ole> a1 L
Mo Sy9—0 4O ‘;u.o.”w J)_C- l_> oddlro ).»al.> Jl.> BEEY e t5]5 ! C).‘a.a LQ;.,JB»)
Ol de ©ozsla 5o 8 b OMez S cnl 2Ll g ool 18 )l sy 6l
Lol L Lacdgs oS (o5Da o im0 ey o0 Sl (65978 Jholl i 358> (Sled
alox 5l aS Oles 45 pl 5,05 ol j Gas g BT a5 sitws (6 yole OMes wilazlge
L oo By 5 Wl e e Tonlim jo8 (g pe Sl oS pg e Do Ll (2 e
9595 4wy D9zl 10 W08 e Loas 095 5l o5 BT aS!l Jdoas YU ok
s_:)_7u>).».c L;)..QL.A e & 5"5‘>)~) O "'\L;.»l_i)’)‘jo_w)).g J_>l5 Blodis OHo>
st o8l > a4 asao b lgel o 50 ailen (S8 Ol s digS ms 4 a5 Wl e
St o e Sl A g S e axlge PTG ol e ol slasis 4 1,
s hopas L aelgs o] Ll s Ml i 53 85730 26155 gy b 5 o
Sbiss 45 99b o0 ol aml (nl e P (e SMex (g Es8oa Ll
Alae Csgion Jol 0500 plas 4y Jlollipn Boi> $935 Curdg jo 1) S aisS oyl
3 1dgs (53,5 slaeld ot sln (297)la Oyt Wl o S slacdgs jgal jo Sdge
bl e g Halligs o> jo aldlas pac Jol cam slacand 10 5 0310 o0 OMax>

D9dse 235 9 sy et Gl Doz 0 Jol (nl Jlesl!

1. Distributed Denial of Service Attacks (DDoS)
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1. US National Military Strategy for Cyberspace Operations

2. Disrupt

3. Deny

4. Degrade

5. Destroy

6. Tallinn Manual on the International Law Applicable to Cyber Warfare
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1. Information Systems
2. Infrastructure Control Systems
3. Supervisory Control and Acquisition
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3. Unauthorized Remote Intrusions

4. Denial of Service

5. Distributed Denial of Service

6. Computer Emergency Readiness Team (CERT)
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3. Server

4. Targeted cyber-attacks, The dangers faced by your corporate network, GFI White Paper, Microsoft
Gold Certificate Paper, p. 8, Available at: http://www.gfi.com/whitepapers/cyber-attacks.pdf, Visited
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1. Montevideo Convention on the Rights and Duties of States, 1933, Awvailable at:
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1. General Principle of Non-Intervention

2. Press Release, SG/SM/6613, Secretary-General Reflects on “Intervention” in Thirty-Fifth Annual
Ditchley Foundation Lecture, 26 June 1998, Available at:
http://www.un.org/press/en/1998/19980626.sgsm6613.html , Visited on August 2016

3. Vienna Convention on the law of treaties

4. Vienna Convention on the Law of Treaties between States and International Organizations or between
International Organizations
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1. Declaration on Principles of International Law Concerning Friendly Relations among States in
accordance with Charter of the United Nations, A/RES/25/2625, 24 October 1970

2. Declaration on the Inadmissibility of Intervention and Interference in the Internal Affairs of States

3. AJRES/36/103, 9 December 1981

4. Charter of Economic Rights and Duties of States, A/RES/29/3281, 12 December 1974
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3. Separate Opinion of Judge Sette-Camara, pp. 199, 200, Military and Paramilitary Activities in and
against Nicaragua (Nicaragua v. United States of America)
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1. A/RES/36/103, 9 December 1981, Section 1, Para C
2. A/RES/36/103, 9 December 1981, Section 2, Para J

Elois g yiS gL al 055 oo ,),3 o 5,50 Phishing Hlsic b scass jsboay claz Sloxis ¥
ol ol b flojle ;0 M3 Sledlbl aS' 550 ,0 S 8 )ls saze 1) 055 pazed Sledbl g8 o Lol

4. What we know about Russia's interference in the US election, Available at:
https://www.theguardian.com/us-news/2016/dec/16/ga-russian-hackers-vladimir-putin-donald-trump-
us-presidential-election , Visited on 5 January 2017

5. Democratic National Committee (DNC)

R U PR u*w’b Yeof Jlo o a8 el cdeaiz slaile, olejle G (WikiLeaks) (.St Sog &
e g Judod gay 30 Sl g oliwl lojlu ol Glaiaie daF 4y a5 el sll 31 I slalbuls


https://www.theguardian.com/us-news/2016/dec/16/qa-russian-hackers-vladimir-putin-donald-trump-us-presidential-election
https://www.theguardian.com/us-news/2016/dec/16/qa-russian-hackers-vladimir-putin-donald-trump-us-presidential-election

VYV alslow poe Jol (a5 g (6w OHlos

St S gy I €555 0 55 g, ] A58 285 LSS () 55 e,
sy pladl dasg, Ban IS0 ol laasiis &8 F il gla ol b aillas Y5,8 i |
g S 10 G595 @l gl 4 (il )k gim el (SL! sl el 51 (S
Ll 50 455,550 (g 4 DLl 1 8 ole iz dig psbody Loy 8550 sl Sy
L olod gl "o B (il a3 5 Loligl LBlae Ty o bl olimil 5 Ba 0,50 (g2 lS
Sledbl slaylojln 0,5 55565 |, (5 mle SN Cool 50,5 oolaiw! (15 )50 jeaso¥y
500, 5 oo 155 0] (6 00z Canslyy LB o sl 5 4y dangy o5 SLS (e (5 5]
b5 Sledl iy b Libgl AallSe (glgioms 31 sl 0355 Edlor 50T JyiS paisy s
5 0lys el Cuibge cladlKo | Al ol 6y iS5 Lobigl g e S o
om0 e CiBgi pae S yge 40 45 ools Jlais dwg) 4y 55 0e Luled (b a5 8,5 0T
Bl wblys o 5o o wdlye olldl
L Gillas o5 iy 005 595 4 Jrogs a2 a5 (5l SDa> (U (slosal ) ) ¢ Bucls
Gl ilam S 4 35 s b 555 e sloaly .l sas Sl Ll Malliyes 35
yg—de 45 0,18 oo ledl Sl b b slosaly 0gl jonie Ao Cucgion (AR 4 Wil go
2859 Jol (Hg wmd i 13 4z g 090 | alSlae Cuegion Jol g po jsbas wocte JLo
s ol 035 03551 lacdgs 6l ol B 1o amie Lo jpitiin ¥ B0l V iy 5o Lrysls
A0S e 0 Ll (6 xaSols Mol less 5ygie sl 5 Slaaleo dadodlel 4y 5o5 0 (slosal,
sl oaelyo Bie Jledlopn Boi 5l sewd Glgicds ol fpl aS o le o Lo aslsl yo g

What is WikiLeaks, Available at: https://wikileaks.org/What-is-Wikileaks.html , Visited on 5 January
2017

1.  WikiLeaks’ Assange Denies Russia  Behind  Podesta  Hack.  Available at:
http://www.politico.com/story/2016/11/julian-assange-russia-john-podesta-wikileaks-230676, Visited
on 12 January 2017

2. Moscow Denies Russian Involvement in us dnc Hacking, Available at:
http://www.reuters.com/article/us-usa-election-hack-russia-idUSKCNOZ02EK, Visited on 15 January
2017

3. CIA concludes Russia interfered to help Trump win election, say reports, Available at:
https://www.theguardian.com/us-news/2016/dec/10/cia-concludes-russia-interfered-to-help-trump-
win-election-report., Visited on 5 January 2017
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5. What Obama Said to Putin on the Red Phone about the Election Hack, Available at:
http://www.nbcnews.com/news/us-news/what-obama-said-putin-red-phone-about-election-hack-
n697116 , Visited on 15 January 2017
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