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1. Indiscriminate Attacks.
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1. Dual-use Targets.
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1. The Principle of Proportionality.
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DO ailiwssd pis Mellom i Joo! 9 6yl oo

GBgb> 5 d9>g0 slacucgios (IDID) S jolo )b o sl Ko s3gamme ,o bcigis
Bo—a> (YEY IV () LS) oS o a1y 500 (90 e )0 S dlo Jlosl oS
Lol 09 8l (6l Do 5l i plxil jo oxibe wilgs oo (Bl o Jeol @ bogsso
00d S ol 5o rbe Jeol cule, a8 ol sais (ob slagay eyl ailiwlie
slo i a5 cwlbaSy jl slacgomme Jold a8 Co il a5 sl s Sl
=k e g baln sollas 655l S glaasSi i Ll wyls il odgo g cogas
ol slag s wigd Jaie o i) 4 b o ,00 p0 00 s g W5 ls o i) seges
b0 gl aude A jiedy o il (bl )l piew 5l dilxlics (6,05 30 £435 K Ul
(Kodar, 2012: 113-114) auS o ooliiwl 395 (5 5 gmmals 4l L5 Lo
s s sl Mz Canle 5 0 53 (i by o S5 & 4255 b Sl 0
Sl 508 Byb 5lasans )8 o9 il cou ) Byb o slacdss a5 wigd plil 8L
O S plinlbaSii s 3o b sl anulgsl aS o jls 0g2g Shas )l 50 B o sl cdgs

Gl s Kir y3 ol Syy o fol
0 el oo 0l jlome | Slos plasl )0 5lisjge 55 5l eoliil pollai &)9,5 fol
Jeol als ad e cnl 00,5 aa |y o] S s> a5 Jloel @y &jole Jl> pue
slocosgise jobinoen g Sz God> Jool ;03 boljen (b (oollss &0
Ao Sl oand o Sz Goi 4 by Mol sboasbcadlye o a5 Lol S8
S8 glatal, S Blacal L ,oSie ol (Graham, 2010: 98) sy 435,5 LS
1345 il faige ol 808 Gl &gy ol i o (VST AYAY el) ol
S (A (3liel Ay (o 55 pladl Gy a8 4 Sy L Sl oo (oolls lles
Oy Mo a5 St 5 oo (5o o (YA NYAY ¢ omgTools—5) o8l
YV YA ¢ S5,5LS 5 (gwas) sl ardls ol )] ol Cariio b sl oo 0S o
b 3L b Mo an a0 it bl ol b slad pgas s (
g OV Bolo 4 a =z g5 Ly il i, dilodie (6,050 0> @ &S (gl S o
oyt ol s s b Ll i gie 55 4 e g3 5 il o 3 slacdys
Sl oo o Srin S it el ecs ymsloo e ol 5 (6 s (sloKiz o colli



IWAS Laaali ¥ 5 Lo (FY 5,90 c sogos §ois ilallas Aolilad OAY

el e JUB 50 4zl 0,5 00 (b OMe @ gy 55 g5 gl Wjien,
(Ibid: 99) ceul (6 yulo S>3l s S slo (sl Bro S oo Ol 1 sollas aladl & 5,0
5 0yl sl ol ol s s ymlo odlas L ablie sl ciim slapdlo 4 g
Ol (28l (sLdd jo Sz 4y Coles o 5wl il ol pen 093 L, (o5 BT il e

g shide 1o

. Z
Sl S & &l O
dud Sladlg N
OMex g5 51 6 mbw Ao (lwz 5 jopezr sy Colvog 4 Ve oA (Vs Ve 3o
sl 1) 5950 ol oadplonl Ees 285 800 0adia s (g Sl Silupg e
Aol SOl S By b aS (6 Tawy SMex> (gl al glasade 5 e el YT s
o\.\_w&:‘)y M9 )‘ ‘_g)Lu;f:j).?oo 55.: )‘ L,;ia.bLo.Q: e Vo oA &M;T 0 g 55.99
Sl 5 L gy (ol sy (6550 b glojen (lier 57 (s slacalucs «
L)L")r"'“ Cl....c (_ngj).:.S =) Mo L (_g).uLw e 4\5&9.3 &l ao> u’"‘?‘ QL..W.>)§ L
(Ashmore, 2009: 10) wisgs ouds cuS 5 55055 L
)55.\_9 ) I l_> —9) Slolie O ..\.u_m.:‘}u uLwL».w)lS sc’_:};.w‘ Le o\.\.wPL’?u‘ Moo
ey (nl )3 wldbgls job & WLl )5 wo Sgu> b oS Glojle Jl e jo ale (LS
sle olulis g alos i gjlwoslol mhw a5 5,5 dlel 0953 oy 0 (b o ls clled
e sln gy S5 &S wad o0 (LA edgh Ol 5 Ao o (JS &850 550
69 sl (Kozlowski, 2014: 240) sogs oo oale! Aoy, g Slolae (gguw
Ol 5 4 g ymle OMox> LIS cped a5 055 adpin BB ol 4 lies 5 Ol
Moz o azlae JSio b Lis bla , K0 4 i 5 51 g e 5 a0 Sledbl Lol 5
P os)Ls: l._bu—‘ ‘)_J) “)5_3 uBLﬂ..ua ‘;j.u.u‘ ‘SJHLNJ u)Lo.?- L! OL».Q‘ dl.m‘ QLH.MD-; )o as sz.glm
U_J‘ Msm 4_5 J._Joy oo)_f OOLQ.._MJ‘ )AJ \ng.ih) u}l-o? )‘ ‘aw@)y Bt P (54" u)‘l-o?'
elbad 595 a8 b 0,5 adl o ool oSS il Jedlopn 5 J3s slabls )l s )f,8

1. SQL Injection Attacks.



OOY  ailiwgo i Hollews Godie Jool g (5w OHlos

Ol 5 T &l3g, LS g 5 42 )5 55l 39 laculury 3 Colem slp ) (65
a8 i 5 41 35 il o 5iS ool 3 SIS ol g 5 1 Sy 28,5 L5 o
(Ashmore, 2009: 10-11) » 5

4o B b
Lo j5i8 ool LT g oo o (il ailorbis Ao liw ;5 4y (6l Do LT oSy
S 45 e blen ol oo L cgdge Sa b atils | £o i glis & Jug G
a2y Hlodlirm Aliwgs i God> 0oz olr )5 Gomble Kz g somle Ao Glo il
aS Sloj g e Shls b (658 Slodo dboul 45 (6l OMex> 285 .0 )10 0929 8,8
Sz L a6, 50 4 DM asS ol gl g S0 550 BT 4y Clax ]
Slosal, Ve 50l 3ol 55 550 B,b 5l .(Dorman, 2004: 3) o sy o g mle
B5h> 9050 Sig: £585 & albas Alox szl )0 aS (5ymle Shles 4isS 50 (U
Blodls Slomole 45 S50 10 0 O)le 4y .09 aalys Al Slasle 45 by o
B o a5 (5 pule Slibee (olod p dilorhacs slos a5 )0 Bodx SWge £989 4 (Melline

a5 o (Tallinn Manual, 2013: 75) 05— o Jlos! 55 daism oo £3589 4 Aol
A gl Slosle loj jo (WS Molliyn aelsd § Ol a0 Slacorsg iz ;o 4
A ygly0 ks s dillee slags S 0 2l 1) lacdgo o ,Slae 5 L8, b wigd so 48,5 IS
ey algi i dladliyn &liwgs pin i o Syl 4 aS cwl Jb o ol
4_;5?@._@ Sl sla > 30 (w sl s s p s i Jlel g ymle TS
JEESOWHE S BRSNS WS ve] SRS | EPC PN WU IO TR RHRPES IR SRR PV
6‘3L.J gfll‘“”u“—’ 3.:[.,_4.»50]“.) dﬁ_‘Q} &)3&._2.4 )l C)L) ‘5)-’LAAJ u)Lo-?' U"‘J"L"" ‘AJ}A»GQJ
(0 AYAY ( SHoal) ailbe o
S s 58 Sl D> (glp o | (suiie gz lr iz 35k ocnl 0525 L
ol o Ol o Albds doslie S ezl j0 a5 (6 bl O b ilods dlas
& 5lasl jogas ool o a> ,a (Hathaway & others, 2012: 817) s ,4] o a8
g/_.al.>5 9 A QS’L)))‘ L)aﬁ.a})d J.MJL: Oduew WL>-3 9 TR W )| ol GE.»J L wul.:‘;c
L;OM 9 ulﬁ) Sdw g ool oolazwl duc)lw Slaws 9 &9.’ ‘UL’}?&"} Sloss ey U‘?"QSA )...:

1. Internet Service Provider.



IWAS Laaali oF 5 Lo PV 5,93 c sogos Fois wlelllas Aolilad  HOF

Final Report on the Meaning of Armed Conflict in International ) cils 4 >g5 4 Lo
(Law, 2010: 29-30

L OV oy aS0) st 10,10 0929 i 5 4 (6l ez j0 Az g (95,0 A g0
Al (o 395 9550 ol (nl 45 31 9925 LS (Saales (6 yule Mo g (iw slapdle
Sl s Laialais s b el o6l 6Ll (g woslal sogo Sz oo
Jlo 09 55 Gl (b Ay &5 Sl g9050 (b 5l (Sl (Kow oS Sl Moz (1285 ogs
g ala> gl adogie slajlitle 5 g Lo folan —wiws Cail odgy S ol (gl yadosle]
Kozlowski, 2014: ) ¢l siolbo o |y (g0ls5 o) s b s b5l ol 51 onlizial 390!
(240

L b 5 an g mbw ONox a1 4 a2 i b 0iS g g0 B (ol (Bgi> Jlos o
515 Ll o] gy £ody 4y ailorlis (gl alam a5 il 00 ol yod dnsyy (S b Mo
e lesa |y T s 45 wiogs oog i (glailin] 4y cdlom 4§ IS tim el |
Sl 5 g slacolucy 4 s ie (5l S)la> (Watts, 2011: 71) S shels ailoxbese
2555 @B 5 B Slbls)f s P 5 5585l slaail ) (3L 3l s 5 092 4285 & 50
o=l an was Sleas g Ol s a5 055 a0 Ol walls Ll (Lomidze, 2011: 6) o
2 Gl Sz i 0,2V 5 Syl 5 e Do 5 56,5 S 50 b S 3y 4558
0 ool LTS sl ol el el 425 ol 39 ol ey g 33 3
§3 b il oo (6w o Dol 4y i Aildlis Slowolro

099 (2B i 313,158 Bae Moo julw LA 0 4l 4 4z 95 L Vgene
5 Ol (5 mlw Do daas )0 B8l o 3l O jaa Koo lapinaw 4 glo oo
Oimolodgzg Dygo o b oyl 092y ol 8 5l el slaasiis Slulis o SOS co il
Do Wi o o]l Bus (LS 5 ansets Coll b sagamme 6 el SMlom 3
5 oballss as ols I, 8 Baa 1) olapucas 4S5l 4 425 b bz 5 4 cadplnil (6 ol
3ol a5 b g 4 60 oniolnl PP 5 0s,S o solinul bl 5l loellas o
liwge iy Jodlipn st 10 S8 Lol OMas (1l cauid spiie 030,5 o oolaiul Loyl
Sloss e g 9 Sledlbl s Jols 3 UM e 5550 (6l SDles 53,8 Lk |,
cmliS ool o9z )3 Wogr Lz 5 & 6 mle Do SL 3 58 58S nl poye S8
S abols ollas Cuge 5 heollss é a0,y Slovo (e Jsiine bL3 | aSul 4y culie b 53
a5 18 5o gl S o (gl e 10 55 ol ol SIS 3525 (5l SDa
g0 (60,5 aS culodg ot Oax 455 pl jo Bus Ygol |5 cnl 0ais
bz 5 A e SDlas 40 55 ailisgs py sa ol 51 ol ol eipel by il 4l



DO ... aibwgs piy Jhodloym Bois Jgol § (6l SSlos

097 Ol S g adem o0 8k o Jol 02,5 L (9,5 ale, )Ly el oad Al
ksjj)o)g_uja.»_ﬁdl..aﬂj.)}v 0 ‘bL?u‘ Ay u.a.b))—u-‘ L_SLA:B)‘JQ.QSUL».A.M?;M&JMA?
o aze Wb B,k o ol o SScole ) Clucil (28 5518 Saa b ozs ool lewkiins 3
ol Sl an o Lad 53 55 S & jeblea (allsS &g ol 8)L)8 iy oo S0

Lol e ol Jdod 5 o 5l aly oo Coassoge (5 mbe SN 4y Al yo iy o

sl )d Jeo assS e B el ), 8 Bl g anslr Glee (5l (Sily WS
33 St il 0ty il Joo8 Gl @S Sl 5 Bed 50 692 6555k sl
Sgm a9 005 Jeie 6 pSetiz jsb 4 5 1) polee Ll Bed ()9S UsS laas e
B> 2big slwaiw) Joou ol oS o col b, (anl oaslonl iz pyle oyl
Lol caisS o ol o |, Jdlipn Boi> sl )l5 5 &5 > 5l (gsllpis 0ol Madliyu
Sgis g0 ol AL wils WY g ol pibele 4y o8 Bga> Ol 86 g aclgd a5 Sl
5592 55 5 Sl (B3 yka Slo Ay 5 0z g0 DBLAT ;3 oz el aiejls w3 g &S
B s saste ol Ob )l mgd a2lse lio 9900 b Wiz (L9d9e (ogat)s &5
4 ile Culps 50 a5 olivn ol A el ol o Ladad a5 35,5 a3l 39590 welsd
Oty Lol aialys giie Wigd @23 Gl el 53 lallons Sl 5 o 5158
olasil Mol maw ;0 Wam sb(5eleiST  Bai> Coumndg 9,9]00kas 4 sl Sl
35 e b S elis B> 58 Ll 3 5550 il (opsilas 4 4z
ol ccal g o Lads jo aie Sl et Blaal b aS wigd 58y idgs (9w
5 eslawl e bld asloas axlge 1L (65555 g6 b lacdgo a5 olo il 5l (S

soTn (B3> dg jord Wiz e el 0y Gl b g (S )ll B o bl sLas
G =S 30 dn (6l Doz o 5Ll O s jo Ll sl 48 5 IS o lge aigS ol 4o
55 ilome slad 4 1) (s Ailiwgs iy Bod> (ad D) e 5 Jool Bl on oS Bilxbns
Jo ey (50 (e solai o)l ol )3 (3l g e dyg; Sl B g 018 e
Sy150 ol an 1) (6 ymlw Oas ailiwgs pio §oi> 40 S9g0 Ol ke 4 dx g5 b g S
byl b ay dzei b aS Cul Ego90 O wbe o Gl I A g ule O (60,50 Axlllas



IWAS Lol ¥ 5 o PV 5,95 c sogoc Gois wilalllas Aolibad BOF

Gl e 10 Jloel Codild ailings piy Ggi> diz 2 a5 ol Jolo 4 ol (6 mle

c\.u

o sl6 (I

daday 2L aliwgs iy 98> Sl 5l g mle OMea» (VYAY) Lo Dol )
YA ¥ 6 Lot s oo o Mol o lelllas 8ab nd &l 5 2 ST

oz i eadyb o e ctilrlacs Slaslire o ailivss it Gad> (VYA)) Live L Y
IS et (Bei slaiagh  Sladllas decsio il (Sl palBon

e 5l 6l (59l (oollas slo )57 L(VYAD) (dilaassens (39515 5wl (o5 ¥
X FoYOV OF &lets o Lof] o Hpi> Aloms dailivgs piy Mol 3o

(5853 Ay it el L5 5 Coctol 5 iz (VYY) sl ol o S ¥
ol )l dadlys lados 5 Olalllas

63 y5me Axlllae) €Ll s 3o Slate 51 (5 mle SMam (VFAY) e (Lo, s O
NOY=VYO VY 8l s Jlos ety 5 pulono dali Lad (5 oS

0t sl Mo JS o Lo sy Mot Codstocs (VYY) Bge ol b5 &
e (Sip b g (ele o

S oaiichns psalysl gole Gozdle 3,,% (TAY) Lo o oo, 5 pslionens o Sl Y
FooY0 £ 8 Lo o Mot o aix Alome & Mol Bliwgs iy Goi> Hlate

50 Sz (Uil sLo im) g glisi Jiloco 5 iliogs iy o (VAT 136 sl A

e 3 a1 g

Gai> Olllao asl Jad & ol glad o 3,k o Gea> Jlesh .(VTAQ) o0y ,8 (LS A
XOV-YYY FF §,95 ( sopac

5 0l il Sl etlig s Mol i (VFAT) Lo jrame  JuSsolos ) -
Lols

b Jol Dla diligo o God> 5 piy 558> )57 (VTAN) o stllloe V)
IS e (Boi s iagh 5 Sllls

Lol iy 3o ailiasgs s a5 3= (VFAT) 003 LS 5 dpiar s VY



DAY .. aibowgs pis Jhodloys Bois Jgol § (6 ml Slos

U‘)_ef 5J5‘ ul_‘> cdiloel o u[o_g’buj ‘-f—‘-”dj—“-’ (\Y‘QY‘) Oy 4L57u5_|ob‘5.' AY
i L

1 (o

14. Ashmore, William C (2009). "Impact of Alleged Russian Cyber Attacks", Baltic
Security & Defence Review, Vol. 11, 4-40.

15. Bothe, Michael (2011). "Setting the scene: New Challenges for IHL,
International Humanitarian Law and New Weapon Technologies™, 34th Round
Table on Current Issues of International Humanitarian Law (Sanremo, 8th-10th
September 2011), International Institute of Humanitarian Law,Available at:
http://www.iihl.org/iihl/Documents/IHL%20and%20new%20weapon%20techno
logies_Sanremo%20%282%29.pdf, Visited on 10 September 2016.

16. Brenner, Susan W. & Clarke, Leo L (2010). "Civilians in Cyberwarfare:
conscripts”, Vanderbilt Journal of Transnational Law, Vol. 43: 1011-1076.

17. Cornish, Paul & Others (2010). On Cyber Warfare, A Chatham House Report,
Available at:
https://www.chathamhouse.org/sites/files/chathamhouse/public/Research/Interna
tional%20Security/r1110_cyberwarfare.pdf, Visited on 9 May 2016.

18. Dill, Janina (2010). Applying the Principle of Proportionality in Combat
Operations, Policy Briefing, Oxford Institute for Ethics, Law and Armed
Conflict.

19. Dormann, Knut (2004). Applicability of the Additional Protocols to Computer
Network Attacks, International Committee of the Red Cross, Available at:
https://www.icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf, Visited on
11 September 2016.

20. Geib, Robin (2010). The Legal Regulation of Cyber Attacks in times of Armed
Conflict, Proceedings of the Bruges Colloquium, Technological Challenges for
the Humanitarian Legal Framework, 11th Bruges Colloguium, 21-22 October
2010, Available at:
https://www.coleurope.eu/sites/default/files/uploads/page/collegium_41_0.pdf,
Visited on 20 September 2016.

21. Graham, David E (2010). "Cyber Threats and the Law of War", Journal of
National Security Law and Policy, Vol, 4, 87-102.

22. Hathaway, Oona A. & others (2012). "The Law of Cyber-Attack", California
Law Review, Vol. 100:817-876.

23. Henckaerts, Jean-Mari & Doswald-Beck, Louise (2009). "Customary
International Humanitarian Law", Vol 1: Rules, International Committee of the
Red Cross, Cambridge University Press.

24. Hollis, Duncan B (2007). "Why States Need an International Law for
Information Operations”, Lewis & Clark L. Review, Vol. 11:4, 1023-1061.

25. Hughes, Rex (2009). Towards a Global Regime for Cyber Warfare, Cyber
Security Project, Chatham House, London, Available at:
http://www.ccdcoe.org/publications/virtualbattlefield/07_HUGHES%20Cyber%
20Regime.pdf, Visited on 14 October 2016.


http://www.iihl.org/iihl/Documents/IHL%20and%20new%20weapon%20technologies_Sanremo%20%282%29.pdf
http://www.iihl.org/iihl/Documents/IHL%20and%20new%20weapon%20technologies_Sanremo%20%282%29.pdf
https://www.icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf
https://www.coleurope.eu/sites/default/files/uploads/page/collegium_41_0.pdf
http://www.ccdcoe.org/publications/virtualbattlefield/07_HUGHES%20Cyber%20Regime.pdf
http://www.ccdcoe.org/publications/virtualbattlefield/07_HUGHES%20Cyber%20Regime.pdf

IWAS Ll ¥ 5 Lo (Y 5,95 « sogoc Gois wlallas dslibas OAA

26. Ishgy, Rikke (2008). Handbook on the Practical Use of International
Humanitarian Law, Danish Red Cross, Second Edition, Revised Edition.

27. Jastram, Kate & Quintin, Anne (2011). "The Internet in Bello: Cyber War Law,
Ethics and Policy”, Seminar held 18 November 2011, Berkeley Law, 2011,
Available at: http://www.law.berkeley.edu/files/cyberwarfare_seminar--
summary_032612.pdf, Visited on 19 September 2016.

28. Kelsey, Jeffrey T. G (2009). Note, "Hacking into International Humanitarian
Law: The Principles of Distinction and Neutrality in the Age of Cyber Warfare",
Michigan Law Review, Vol. 106:1427-1451.

29. Kodar, Erki (2012). "Applying the Law of Armed Conflict to Cyber Attacks:
From the Martens Clause to Additional Protocol 1", ENDC Proceedings, Vol 15,
107-132.

30. Kozlowski, Andrzej (2014). "Comparative Analysis of Cyberattacks on Estonia,
Georgia and Kyrgyzstan”, European Scientific Journal, February 2014
/SPECIAL/ edition vol.3, 237-245.

31. Lipson, Howard F (2002). Tracking and Tracing Cyber-Attacks: Technical
Challenges and Global Policy Issues, Carnegie Mellon Software Engineering
Institute, Special Report CMU/sei-2002-sr-009.

32. Lobel, Hannah (2012). "Cyber War Inc.: The Law of War Implications of the
Private SectorlslRole in Cyber Conflict", Texas International Law Journal, Vol
47, Issue 3, 617-640.

33. Lomidze, Irakli (2011). Cyber Attacks against Georgia, Ministry of Justice of
Georgia, Data Exchange Agency, Available at:
http://dea.gov.ge/uploads/GIT1%202011/GITI12011_3.pdf, Visited on 6 October
2016.

34. Roscini, Marco (2014). Cyber Operations and the Use of Force, Oxford
University Press.

35. Sandvik, Kristin Bergtora (2012). Towards a Militarization of Cyberspace?,
Cyberwar as an Issue of International Law, Peace Research Institute Oslo,
Available at: http://file.prio.no/publication_files/Prio/Sandvik-Cyberwar-and-
International-Law-PRIO-Paper-2012.pdf, Visited on 26 December 2016.

36. Schmitt, Michael N (2013). "Reaction, Cyberspace and International Law: The
Penumbral Mist of Uncertainty"”, Harvard Law Review Forum, Vol. 126:176.

37. Swanson, Lesley (2010). "The Era of Cyber Warfare: Applying International
Humanitarian Law to the 2008 Russian-Georgian Cyber Conflict", Loyola of Los
Angeles International and Comparative Law Review, Vol. 32:303-333.

38. Talbot, Eric Jensen (2013). "Cyber Attacks: Proportionality and Precautions in
Attack”, International Law Studies, Vol 89, 198-217.

39. Tsagourias, Nicholas & Buchan, Russell (2015). Research Handbook on
International Law and Cyberspace, Edward Elgar Publishing.

40. The Law of Armed Conflict, Neutrality, International Committee of the Red
Cross (2002). Available at:
https://www.icrc.org/eng/assets/files/other/law8_final.pdf, Visited on 7 June
2016.

41. Valo, Janne (2014). "Cyber Attacks and the Use of Force in International Law",
University of Helsinki, Master's Thesis, Available at:
https://helda.helsinki.fi/bitstream/handle/10138/42701/Cyber%20Attacks%20an
d%20the%20Use%200f%20Force%20in%20International%20Law.pdf?sequence


http://www.law.berkeley.edu/files/cyberwarfare_seminar--summary_032612.pdf
http://www.law.berkeley.edu/files/cyberwarfare_seminar--summary_032612.pdf
http://dea.gov.ge/uploads/GITI%202011/GITI2011_3.pdf
http://file.prio.no/publication_files/Prio/Sandvik-Cyberwar-and-International-Law-PRIO-Paper-2012.pdf
http://file.prio.no/publication_files/Prio/Sandvik-Cyberwar-and-International-Law-PRIO-Paper-2012.pdf
https://www.icrc.org/eng/assets/files/other/law8_final.pdf
https://helda.helsinki.fi/bitstream/handle/10138/42701/Cyber%20Attacks%20and%20the%20Use%20of%20Force%20in%20International%20Law.pdf?sequence=2
https://helda.helsinki.fi/bitstream/handle/10138/42701/Cyber%20Attacks%20and%20the%20Use%20of%20Force%20in%20International%20Law.pdf?sequence=2

DO ..ailiwsd piy Mallims s> Jool 9 6yl oo

42.

43
44,

45,

46.

47.

48.

49.

50.

51.

52.

53.

=2, Visited on 7 October 2016.

Watts, Sean (2011). "Low-Intensity Computer Network Attack and Self-
Defense, International Law and the Changing Character of War", International
Law Studies, Vol. 87, 59-87.

Waxman, Matthew C (2011). Cyber-Attacks and the Use of Force: Back to the
Future of Article 2 (4), The Yale Journal of International Law, Vol. 36: 421-459.
Yde, Iben (2013). The Law of Cyber Armed Conflicts: Translating Existing
Norms of International Humanitarian Law into Cyber Language, Royal Danish
Defense College, Available at:
http://www.fak.dk/en/publications/Documents/The%20Law%200f%20Cyber%?2
0Armed%20Conflicts.pdf, Visited on 2 September 2016.

sbwl g1yl (C
Cyber Warfare and International Humanitarian Law: The ICRC Position (2013).
Available at: https://www.icrc.org/eng/assets/files/2013/130621-cyber-warfare-
g-and-a-eng.pdf, Visited on 28 December 2016.

Final Report on the Meaning of Armed Conflict in International Law
(Summary). International Law Association, The Hague Conference, Use of
Force, 2010
Legality of the Treat or Use of Nuclear Weapons (1996). Advisory Opinion,
International Court of Justice.

Protocol additional to the Geneva Conventions of 12 August 1949, and relating
to the protection of victims of international armed conflicts (Protocol 1) 1977.
Research Report, XVII. Model United Nations of Lubeck (MUNOL). 2014,
Available at:
http://mww.munol.org/uploads/ResearchReports/2014/GA%201%20-
%20Establishing%20international%?20regulations%20for%20cyber%20warfare
%20t0%20prevent%20harm%200n%20civilians.pdf, Visited on 16 September
2016.

Rules of International Humanitarian Law and Other Rules Relating to the
Conduct of Hostilities, Collection of Treaties and Other Instruments,
International Committee of the Red Cross, Geneva 1989, Revised and updated
Edition, 2005.
Tallinn Manual on the International Law Applicable to Cyber Warfare (2013).
Prepared by International Group of Experts at the Invitation of NATO
Cooperative Cyber Defence Centre of Excellence (edited by M. N. Schmitt),
Cambridge University Press.

Summary of the Geneva Convention s of 1949 and their Additional Protocoll],
International Humanitarian Law, American Red Cross, April 2011, Available at:
http://www.redcross.org/images/MEDIA_CustomProductCatalog/m3640104_IH
L_SummaryGenevaConv.pdf, Visited on 12 September 2016.

United Nations General Assembly, A/RES/3314 (XXIX) 14 December 1974,
Available at:
http://unispal.un.org/UNISPAL.NSF/0/023B908017CFB94385256EF4006EBB2
A, Visited on 11 September 2016.


https://helda.helsinki.fi/bitstream/handle/10138/42701/Cyber%20Attacks%20and%20the%20Use%20of%20Force%20in%20International%20Law.pdf?sequence=2
http://www.fak.dk/en/publications/Documents/The%20Law%20of%20Cyber%20Armed%20Conflicts.pdf
http://www.fak.dk/en/publications/Documents/The%20Law%20of%20Cyber%20Armed%20Conflicts.pdf
https://www.icrc.org/eng/assets/files/2013/130621-cyber-warfare-q-and-a-eng.pdf
https://www.icrc.org/eng/assets/files/2013/130621-cyber-warfare-q-and-a-eng.pdf
http://www.munol.org/uploads/ResearchReports/2014/GA%201%20-%20Establishing%20international%20regulations%20for%20cyber%20warfare%20to%20prevent%20harm%20on%20civilians.pdf
http://www.munol.org/uploads/ResearchReports/2014/GA%201%20-%20Establishing%20international%20regulations%20for%20cyber%20warfare%20to%20prevent%20harm%20on%20civilians.pdf
http://www.munol.org/uploads/ResearchReports/2014/GA%201%20-%20Establishing%20international%20regulations%20for%20cyber%20warfare%20to%20prevent%20harm%20on%20civilians.pdf
http://www.redcross.org/images/MEDIA_CustomProductCatalog/m3640104_IHL_SummaryGenevaConv.pdf
http://www.redcross.org/images/MEDIA_CustomProductCatalog/m3640104_IHL_SummaryGenevaConv.pdf
http://unispal.un.org/UNISPAL.NSF/0/023B908017CFB94385256EF4006EBB2A
http://unispal.un.org/UNISPAL.NSF/0/023B908017CFB94385256EF4006EBB2A

