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1. An example of such research can be found in Johnson and Post (1997), who argue that global networks
constitute their own spaces with their own sovereignty. These authors underplay the fact those who commu-
nicate over ICTs are already subject {o realworld sovereigns who have an obligation to protect their citizens.

2. Under these treaties, the following works may be protected: (1) both unpublished and published works
of an author who is a national or resident of a country that is a member of these treaties; or (2) Published
works, with permission, of an author who is not a national or resident of a country that is 2 member of these
treaties.

3. For more details on the Diractive, see the Directive on the Protection of Individuals with Regard to the
Praocessing of Personal Data and on the Free Movement of Data. Fora Concise summary of such the
Directive's provisions, see Rosenoer (1997: 156-60).

4. For example, the Privacy Act of 1874 (5 U.5.C. & 552a) mandates iimited privacy protections for gov-
ermnmentmaintained databases, including the right of individuals to review and correct personal information
stored in government records. The rules do not apply to privately heid databases.

5. Although the LS continues to advocate selfregulation and narow sectoral rules, numercus analysts have
deemed the US approach a failure {Branscomb, 1984; Gellman, 1397; Global Internet Liberty Campaign,
1998, Green etal., 2000; The Economist, 1899). LS privacy protections are a patchwork of inconsistent, weak
and inadequately enforced rules which leave US citizens with no substantive protections for personal infor-
mation. No federal agency cversees or enforces data protection in the US, and support for such rules amang
the business community is weak (Gellman, 1997; 267 274; Mitchener, 2000}.

6. Under the agreemend, any organization must offer individuals the oppoertunity to choose (opt out) whether
and how persanal information they provide is used or disclosed to third parties. For sensitive information {i.e.
personal information about medical or health conditions, racial or ethnic origin, political opinions, religious or
philosophical beliefs, rade union membership or infarmation specifying the sex life of the individual) they must
be given affirmative or explicit (opt in) choice if the information is to be used for a purpose other those for which
it was originally collected. Qrganizations are required to take reascnable precautions to protect in formation
fram loss, misuse and unauthonized access. disclosure. alteration and destruction and to take reasonable
steps 10 ensure individuals have access to personal information about them and are able to cormect, amend or
delete that information where it is inaccurate.

7. This section focuses on spech rights restrictions posed by national governments. Freedom of expression
and accass to communication resources can aiso be resticted by non-governmentat actors, such as system
aperators or network infrastructure owners (Office of Technology Assessment, 1990: 169). While this type of
censorship is rare and ineffective at present owing to the competitive market for network access and services
and the current open network architecture, it may figure more prominently in the future (Lessig, 1998; 167}
Although not our focus here, we believe that any private sector developments which threaten freedom of
expression should be closely examined by policy-makers and corrected when necessary.

8. Although the US rules were struck down in a resulting Supreme Court case, the US Congress continues
o pursue legislation that witl restrict the availability of pornography on the Intemet. For details on the Supreme
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Court case, see Reno (1897).

9. For example, while markets systems have as their primary goal the efficient allocation of resources, effi-
ciency is only one value among many that most countries would apply to communication systems. markets
and other models of regulation must be evaluated against the range of goals which countries aim to achieve,
including those related to privacy, access and speech rights.

10. WIPO also helps countries create and reform intellectual property rules, comply with international intef-
lectual property treaties, and encourage more specialists to enter the intellectual property field (Alieyne, 1995:
30). In the 1990s, WIPO took on the additional role of investigating Intemet domain name trademark conflicts,
making recommendations on how to resolve top-leve! domain disputes, and otherwise managing the intema-
tional domain name trademark regime {(Mueller, 1999: 505-6).
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