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Abstract:  

Cyber terrorism is one of the negative consequences of the information and communication 

technology revolution, which has been committed by individuals, governments and even or-

ganized terrorist groups with various motives and goals and has endangered the life and secu-

rity of human society. Hence, today, cyber terrorism has become one of the main threats to 

the national security of countries. Meanwhile, the Islamic Republic of Iran is one of the coun-

tries whose threats in cyberspace, due to the widespread use of the Internet, network and cy-

berspace, has risen to the top of security threats in this country. The purpose of this study is to 

use the descriptive-analytical method to test the hypothesis and the library and fish-taking me-

thod for data collection, along with the use of Castells network theory, to answer the question 

that What impact does cyber terrorism have on the national security of the Islamic Republic 

of Iran? The results of this study indicate that the country has always been the target of nu-

merous terrorist threats in the field of cyber in the last two decades ago. Creating public panic 

in society, assassination and physical elimination of elites and scientists using cyber technolo-

gy, widespread exploitation of malware to damage and destroy vital infrastructure, theft of 

confidential information of government and citizens and its dissemination in cyberspace, pub-

lic opinion management and the incitement of anti-government groups has been one of the 

most important threats of cyber terrorism, which in the past few years has caused extensive 

material and moral damage to the Islamic Republic of Iran and its citizens, and has posed se-

rious challenges to its national security. 
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Introduction

Today, the positive and negative effects and 

consequences of the information and com-

munication technology revolution can be 

seen in all aspects of human life and relations 

between countries. The importance of this 

issue is such that understanding the nature of 

such an atmosphere in relation to the concept 

of national security and security of citizens is 

one of the most important perceptions neces-

sary for different societies in the present age. 

Terrorism is not a new phenomenon and his-

tory is full of sinister terrorist acts that have 

been committed with various motives and 

have taken the lives of countless innocent 

people and endangered the rights, freedoms 

and security of the people. One of the nega-

tive consequences of information and com-

munication technology is the change in ter-

rorism, which has entered a new typological 

dimension by entering new areas affected by 

the information and communication age and 

has emerged under the title of "new cyber 

terrorism".  

The features of information technology, 

especially the Internet, make it possible to 

organize and prepare organized cyber-attacks 

from long distances against predetermined 

targets and to terrorists in cyberspace allows 

them to act against their predetermined goals 

and cause disruption or destruction. It can be 

said that the emerging field of cyber has 

created the possibility of criminal behavior 

that has not been possible before. In this area, 

the whole of human society, from the indi-

vidual to the largest international institutions 

can be considered the source of cyber terror-

ism. Hence, today, cyber terrorism has be-

come one of the main threats to the national 

security of countries. The Islamic Republic of 

Iran is one of the countries that carries out 

most of its economic, commercial, cultural, 

social and governmental activities and inte-

ractions at all levels, including individuals, 

non-governmental organizations and go-

vernmental institutions in cyberspace. This 

country, as the axis of confrontation with 

global arrogance, has always been one of the 

main goals of the world's intelligence and 

terrorist organizations in cyberspace.  

Hence, it has tasted the bitter taste of the 

devastation and damage caused by cyber-

attacks, especially from the United States and 

Israel and organized terrorist groups. There-

fore, today, the threat in cyberspace has risen 

to the top of the security threats of this coun-

try. Given the importance of a comprehensive 

and accurate understanding of cyberspace 

and terrorist threats affected by this space 

against the Islamic Republic of Iran and the 

study of appropriate and effective defense 

strategies against this threat, so this question 

arises  what effect does the new cyber terror-

ism have on the national security of the Is-

lamic Republic of Iran? In order to answer 

the research question, the hypothesis is raised 

that due to the vital activities of the Islamic 

Republic of Iran and even the lives of the 

citizens of this country to digital and comput-

er systems, any disruption and damage to 

these systems in cyberspace can affect social 

order and national security. Descriptive-

analytical method was used to test the hypo-

thesis and library and fish-taking methods 

were used to collect data and information. 

 

1-Background 

Cristiano and others (2021), in an article en-

titled "Cyber Terrorism and Information Se-

curity in National Policy and International 

Diplomacy", examines the evolution and 

overlap of national policies and international 

diplomacy in the field of cyber terrorism. 

One of the strengths of this study is the study 

of international preventive laws under the 
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guidance and supervision of the United Na-

tions, and the emphasis on preventing the 

activities of authoritarian regimes to exploit 

this technology, to strike at domestic oppo-

nents and international groups. Checkpoint 

Research (2021) in an article entitled "Indra - 

Hackers are behind the recent attacks on 

Iran" examines the widespread cyber which 

attacks on the systems of the Ministry of 

Roads, Urban Development and Railways of 

the Islamic Republic of Iran on July 9 and 10, 

2021. The results of this study indicate that 

these attacks have relied heavily on the at-

tacker's prior knowledge and identification of 

target networks. The attack is linked to a 

threatening non-governmental group that 

identifies itself as an opposition group to the 

Iranian regime called Indra.  

Kaminsky (2020) describes in the article 

"Operation" Olympic Games "Cyber sabo-

tage as a tool of the American intelligence 

community to thwart Iran's nuclear program", 

the US cyber operation against Iran, which in 

2006 with the code of the Olympic Games 

and began under the leadership of the Bush 

administration. The results of this study indi-

cate that the complex operations of cyber 

sabotage and thus the destruction of impor-

tant infrastructure of a country on a large 

scale, requires the involvement of multiple 

government resources and advanced cyber 

activities and the use of various methods and 

extensive information resources. Fixler 

(2020), in an article entitled "Cyber Threat to 

Iran after Soleimani's Death", examines Iran's 

actions and cyber which attack against the 

United States after the assassination of Gen-

eral Qasem Soleimani by the US military. 

The results of this study show that based on 

Iran's past behavior and use of cyber as a tool 

in its asymmetric arsenal, Iranian-backed 

hackers are likely to attempt in the future to 

organize substantial cyber operations against 

critical US infrastructure. Yari (2020) in an 

article entitled "Cyber terrorism against Iran 

and strategies to combat it", points out that 

cyber which attack due to the comparative 

advantage of these attacks, reduce the cost of 

attack and its far-reaching consequences have 

always been the focus of the enemies of the 

Islamic Republic of Iran. One of the weak-

nesses of this study is that it mentions cyber 

threats against Iran in a very small and occa-

sional way and the impact of these threats on 

Iran's national security was not analyzed.  

Abed (2018) in an article entitled "Cyber 

terrorism, an emerging manifestation of ter-

rorism", points out that today, along with all 

the benefits of computers and the expansion 

of cyberspace, cybercrime also appears as a 

new phenomenon. So that this space in the 

present era is a useful and safe tool for terror-

ists. One of the strengths of this research is 

the study of legal solutions to combat cyber-

crime. One of the weaknesses of this article is 

that a large part of this research is devoted to 

definitions. A review of the background of 

the research shows that many of these re-

searches have only examined the criminal 

aspects of the use of cyber technology under 

the title of cyber terrorism or have examined 

the legal aspects of this issue. Or they have 

very superficially mentioned the impact of 

cyber terrorism on Iran's national security. 

Therefore, the leading research tries to ex-

amine the nature of cyber terrorism and the 

pathology of cyber terrorism against Iran's 

national security in detail. 

 

2 - Theoretical framework (Castell’s net-

work community) 

In order to study each phenomenon and reali-

ty, it must be placed in a coherent framework 

or format so that the subject under discussion 

can be examined in a coherent and systematic 

way and the connection between its different 
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parts can be shown. The content and philoso-

phy of the new space, which is called cyber-

space, is very different from the past and 

therefore can’t be analyzed based on theories, 

approaches and levels of the past. In this new 

atmosphere, new and different types of 

friendship, cooperation, competition, enmity 

and war have been created along with the 

previous patterns. At the same time, various 

actors have been added to the traditional ac-

tors, which are very vague and unpredictable. 

As a result, a new theory and perspective 

must be emphasized that is much more flexi-

ble and open than in the past. On the other 

hand, addressing the issue of information and 

communication, and the impact that these 

technologies have had on various political, 

military, economic and cultural areas of dif-

ferent societies. Today, it is one of the most 

important ways to cure problems and the cen-

tral symbol of the age in which we live. Thus, 

for the past few decades, many humanities 

thinkers, including Manuel Castells, have 

sought to describe "information and com-

munication technology" as the defining fea-

ture of the new world. In this regard, for the 

first time in 1997, the term "network socie-

ty" was introduced into the academic litera-

ture by Manuel Castells. )Asgar Khani et al., 

2014, p. 82)  .  

Castells is one of the sociologists who 

have been able to conceptualize the devel-

opments of modern society resulting from the 

development of information technology, in-

cluding mobile, Internet and mass communi-

cation networks, and provide an independent 

and relatively comprehensive methodology. 

(Mazarr, 2002, p. 5) 

The increasing development of informa-

tion and communication technology, which 

Manuel Castells refers to as a networked so-

ciety, has brought about a change in human 

life in various political, security, economic 

and social dimensions and has led to the 

emergence of a networked society. This de-

velopment has been named the "Third Indus-

trial Revolution". (Bell, 2007, p. 59) A global 

networking community is one in which social 

structures are formed around networks acti-

vated through information, communication, 

and digitally based microelectronic 

processing technologies. (Castells, 2014, p. 

83) 

Accordingly, according to the proposi-

tions and components that have been ad-

dressed in the theory of network society, 

Therefore, in this study, our reliance on the 

pathology of the new cyber terrorism threat 

on Iran's national security is the use of Ma-

nuel Castells's network community theory. 

 

3 - The nature of cyberspace 

Cyberspace is an area of operation whose 

framework is determined using electronic 

science to exploit information through inter-

connected systems and related infrastruc-

tures. Cyber is defined as the impact of space 

and society formed by computers, informa-

tion and electronic devices, digital networks 

or their users. (Sharp & Lord, 2011, p. 10)  

Technological approach to cyberspace deals 

with components such as hardware, software, 

quality and quantity of data transfer and net-

work interaction. The US Department of De-

fense defines cyberspace as a global realm in 

an information environment composed of an 

interconnected network of information tech-

nology infrastructures, including the Internet, 

telecommunications networks, computer sys-

tems, processors, and embedding controllers. 

(Libicki, 2009, p. 6) In this regard, cyber 

which attacks refer to a group or many acts 

committed by hackers, which are sometimes 

accompanied by violence or severe effects. 

Of course, cyberattacks can have different 

criminal approaches. Sometimes these attacks 
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are preliminary and are carried out to obtain 

information and data to commit cybercrimes, 

and sometimes these attacks are directly 

within the framework of a cybercriminal de-

scription and the cases are called "cyber ter-

rorism". (Khalili Pour and Noor Alivand, 

2012, p. 169) Today, the main actors in net-

work wars are terrorist communities and 

criminal and extremist groups that have an 

internal network structure and coordinate 

their operational and management nuclei re-

motely through communication technologies. 

(Federoff, 2006, pp. 34-35)  

 

4- Cyber terrorism 

Terrorism is not a new phenomenon. It can 

be said that it is as old as human social life. 

According to the Abrahamic discourse, Abel 

was the first victim of terrorism. Terrorism 

usually occurs in an environment where 

power is unfairly distributed. (Naji Rad, 

2008, p. 7) There can be no definition of ter-

rorism that covers the various forms of this 

phenomenon that have occurred throughout 

history. Encyclopedia Britannica defines ter-

rorism as the systematic use of unpredictable 

intimidation and violence against govern-

ments and individuals to achieve a political 

goal. (New the Britannica Encyclopedia, 

1986, p. 213) 

Sharif Basyouni has offered another defi-

nition of terrorism. According to him, terror-

ism is: "Individual and collective coercive 

behavior by using strategies of violence, 

mixed with intimidation, which includes an 

international element or is targeted against an 

internationally protected target, and Its pur-

pose is to achieve a power-hungry result. 

(QurbanNia, 2004, p. 144) Although infor-

mation, communication, and media technolo-

gies were first developed and used by gov-

ernments, especially the military. Gradually, 

however, after World War II, and widely 

since the beginning of the last decade of the 

twentieth century, and especially in Western 

democracies, it has penetrated deep into hu-

man societies and strengthened the emer-

gence of political, social, economic and cul-

tural movements. 

 Although governments were once the 

center of command for terrorist phenomena, 

today the threat of cyber terrorism as a subs-

titute for revolutions, wars, with the transfer 

of power from governments to socio-political 

movements whose infrastructure is informa-

tion technology, communications, and media 

and modern coups are based on these move-

ments. (Naji Rad, 2006, p. 165) One of the 

first cyber-attacks took place in the mid-

1970s during the Cold War between the 

United States and the former Soviet Union. 

But in most documents, “Kosovo” is cited as 

the first cyber war. The proliferation of cy-

berspace, which has intensified since the 

1990s, has made it possible for terrorists to 

achieve their goals. The presence of millions 

of users in the virtual world, along with many 

companies, factories and major industries, 

which in many cases have high vulnerability, 

has increased the risk of cyberspace abuse 

and has also increased its attractiveness. 

(Kadkhodaei and Saed, 2011, pp. 72-73) 

The term cyber-terrorism was first coined 

by Colin Barry in 1980, and a more compre-

hensive definition is provided by Ms. Doro-

thy Denning, Georgetown University Com-

puter Science: "Cyber-terrorism is more 

about attacking or threatening computers, 

computer networks and information stored on 

them in order to intimidate or force the gov-

ernment or its citizens to advance specific 

political or social goals.” (Seddon, 2004, p. 

20) In another definition, cyber terrorism is 

the use of the Internet and computer networks 

and the facilities that these networks create 

with the aim of destroying the infrastructural 
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structures of society, such as energy, trans-

portation, government activities, and influen-

cing the government, Citizens and groups. 

(Abbasi, 2004, p. 30) In fact, terrorists, re-

gardless of the nature and purpose of their 

actions, have very harmful and sometimes 

irreparable consequences. Usually, they tar-

get the critical points of the communities in 

order to inflict the most fundamental blows 

on their enemies and make the best use of the 

current situation, which is undoubtedly one 

of the best critical and infrastructural infra-

structures. These groups are always equipped 

with the most advanced tools to achieve their 

sinister goal. One of the best tools is cyber-

space. For an attack to be considered cyber-

terrorism, it must lead to violence against 

persons or property, or at least cause so much 

damage as to cause panic. Attacks that cause 

death, bodily injury, explosion, plane crash, 

water pollution or severe economic damage 

are among the cases. (Walker, 2006, p. 633) 

The evolution of cyber technology is 

complicating capabilities over time. But these 

are relatively cheap. Like smartphones, on-

line maps and Internet infrastructure are used 

as important components of combat opera-

tions along with other methods. The potential 

of using Internet networks and mobile infor-

mation systems and intelligent technologies 

is very effective in facilitating terrorist at-

tacks in cyberspace. (Livingstone & Cornis, 

2010, p. 8) Cyber-terrorism differs from oth-

er terrorist tactics in that its existence is en-

tirely dependent on the computer. (Hajiani 

and Zamiri, 2010, p. 40) Today, cyber terror-

ism is more dangerous than traditional terror-

ism, due to the growing economic structure 

and services of many countries based on in-

formation and communication technologies. 

(Sadoughi, 2001, p. 31) It can be said that the 

most important tool of cyber terrorists is the 

computer. In fact, they prefer to use bytes 

instead of bombs. (Seddon, 2004, p. 20) 

Cyber terrorism has two main compo-

nents: 

1- Terrorists use computers to carry out 

non-violent activities that, although far 

removed from terrorism, facilitate it. A 

very common example of this is the use 

of the Internet for advertising and coun-

ter-information purposes. 

2- Terrorist activities in which comput-

er technology is one of the specific 

threats of a terrorist attack (either as a 

weapon or as a target). (Fleming and 

Stone, 2005, p. 131) 

The difference between conventional ter-

rorist tactics and computer-based tactics can 

be summarized in three key points: Facilitate 

operations, increase potential, and remain 

anonymous. The actions taken by these me-

thods are not easily detected and can’t be eas-

ily countered.  Therefore, it enables terrorists 

to use computer technology to create sustain-

able support structures that help them ad-

vance their strategic and tactical goals. (Ha-

jiani and Zamiri, 2010, p. 41) In general, it 

can be said that cyber terrorism attacks have 

unique features. On the one hand, these 

threats cover a wide range of legal, technical, 

organizational and cultural barriers and on 

the other hand, features such as ambiguity 

and uncertainty of cyberspace; Lack of adhe-

rence to a moral, value or normative frame-

work; Easy access to cross-border and global 

information at low cost; Multiplicity of actors 

and dispersion of power in cyberspace; Low 

entry fee, low time spent and high speed of 

action; actors' anonymity and inability to 

track; amazing impact; The diminishing role 

of geography and the low probability of pu-

nishing or prosecuting criminal acts in cy-

berspace have led to many actors entering 
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this field. (Azimi and Khoshnoodi, 2016, pp. 

163-164) 

 

5 - Terrorist threats against the Islamic 

Republic of Iran in cyberspace 

In political science, "power" and "security" 

are two completely interdependent con-

cepts, and it can be boldly said that one 

might find a thinker in this field who denies 

the interdependence of these concepts. In 

recent centuries, changes in the concept of 

power and related resources have led to 

changes in the concept of security and re-

lated developments. In the new era, follow-

ing the revolution in information, it seems 

that once again the sources of power in 

countries have undergone a profound trans-

formation, which in turn has changed the 

concept of security. (Rosenau, 2011, p. 

362) The ability to use cyberspace is one of 

the most important sources of power in the 

21st century. Governmental and non-

governmental actors use this power to 

achieve their social, ideological, political, 

military and financial goals in cyberspace 

and the real world. (Sharp & Lord, 2011, p. 

22) The digital world, because of its cheap-

ness and widespread access to information 

technology, has provided considerable po-

tential for even the poorest governments 

and regional and global actors that may be 

used to challenge and threaten others. This 

contrasts with the important military tech-

nologies of the industrial age. In the infor-

mation age, hardware and software are 

widely available and easy to use. In this 

age, governments are not the only interna-

tional actors who may develop technical 

capabilities to use for harm; Rather, multi-

national corporations, NGOs, criminal and 

terrorist groups, and even individuals may 

engage in cyber warfare. (Alberts and 

Pope, 2006, p. 45). 

The entanglement of today's world in the 

age of communication and information tech-

nology, along with the unique opportunities it 

has created, has raised concerns for countries 

with this technology. The Islamic Republic of 

Iran is no exception to this rule. One of the 

major concerns of the Islamic Republic of 

Iran is national security issues, which are se-

verely threatened by cyber activities such as 

cyber terrorism. In the current situation, the 

Islamic Republic of Iran is facing a series of 

unspecified threats in cyberspace that have 

challenged the national security of this coun-

try and the traditional tools of providing na-

tional security of the Islamic Republic of Iran 

are no longer able to deal with these new 

threats. At present, most of the economic, 

commercial, cultural, social and governmen-

tal activities and interactions of the Islamic 

Republic of Iran at all levels, including indi-

viduals, non-governmental organizations and 

governmental and governmental institutions, 

are carried out in cyberspace. Vital and sensi-

tive infrastructures and systems of the coun-

try, either form a part of the cyber space of 

the country or are controlled, managed and 

exploited through this space, and most of the 

vital and sensitive information of the country 

is transferred to this space or basically in this 

space is formed. Major media activities are 

transferred to this space, most financial ex-

changes are done through this space and a 

significant proportion of citizens' time and 

activities are spent interacting in this field. A 

significant part of the material and spiritual 

capital of the country has been spent in this 

field and a significant part of the material 

income and spiritual acquisitions of citizens 

have been obtained from this field or will be 

greatly affected by it. In other words, differ-

ent aspects of citizens 'lives are literally in-

tertwined with this space, and therefore any 

instability, insecurity, and challenges in this 
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area will directly endanger different aspects 

of citizens' lives. (Passive Defense Organiza-

tion, 2015, p. 4) 

 

5-1 - The role of the United States and 

Israel in organizing cyber terrorist attacks 

against Iran 

Cyber terrorism against the Islamic Republic 

of Iran began in large part in a covert cam-

paign code-named "Olympic Games" in 2006 

under the leadership of the George W. Bush 

administration, which  was initially targeted 

the Islamic Republic of Iran's nuclear capa-

bilities. The next president of the United 

States, Obama, also expanded the Olympic 

campaign to include the use of offensive cy-

ber weapons against Iran's nuclear enrich-

ment facility. (Kaminski, 2020, pp. 64-70) 

But the most important threat of cyber terror-

ism against Iran using malware was the "Ni-

tro Zeus" project under Barack Obama, 

which, if implemented operationally, could 

have completely disrupted important parts of 

Iran's economic and social infrastructure. Ac-

cording to the project, cyber and electronic 

equipment were deployed in Iran's computer 

networks, and if the nuclear talks between 

Iran and the United States failed, all of these 

tools would be used as a ready-to-serve army. 

This map was specially designed using mal-

ware to disable the computer systems of 

Iran's industrial and nuclear power plant sites. 

(Sanger, 2016, p. 6)  

Israel has always been one of the newest 

enemies and opponents of the Iranian gov-

ernment in all areas, including cyber. It 

strongly emphasizes information cooperation 

with the United States, and therefore, along 

with the United States, has always strived to 

become a pioneer and leader in the field of 

cyber. This superiority is expressed in Neta-

nyahu's speech at the "Cyber  Week 2017" 

meeting. Emphasizing Israel's leadership 

power in the cyber world, Netanyahu called 

the country in a unique position relative to its 

size, saying: "Our small size does not geo-

graphically limit our cyber capabilities. It is 

the opposite. Because we are small, we are 

strong. I had set a goal to become one of the 

top five cyber powers and we have achieved 

that goal. His last sentence somehow indi-

cates Israel's dominance in cyberspace. "We 

can hit someone 200 times bigger than our-

selves," he said, noting that one-fifth of the 

world's cyber investment is made by the 

country. "There are things here that cannot be 

expressed in appearance." As a result, the 

Israeli prime minister's words, if true, indi-

cate that the country has powerful cyber 

weapons that can somehow subject a socie-

ty's vital infrastructure to "cyber sabotage" or 

"paralysis of infrastructure" by cyber terror-

ism. Israel's cooperation with US could be a 

continuation of broader operational plans 

against the Islamic Republic of Iran. Espe-

cially since the United States has also pur-

sued a policy of cyber-aggression to deter. 

(Zanjani, 2019, p. 154)  

 

5-2 - Division of cyber terrorist threats 

against Iran 

Given that most of the important governmen-

tal and international affairs of the Islamic 

Republic of Iran and even the personal affairs 

of the citizens of this country are done in cy-

berspace, so any security threat posed by cy-

ber terrorism can jeopardize the vital interests 

and national security of this country. The 

most important of these threats are the fol-

lowing: 

 

5-2-1 - Creating public concern and fear in 

society 

In times of war or crisis, the enemy can 

launch massive uprisings and subversions by 

relying on information gathered to attack crit-
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ical infrastructure, or by tarnishing the credi-

bility of information systems with public 

opinion and creating public concern. One of 

the features of information technology and 

cyberspace is the possibility of organizing 

and preparing an organized attack from a dis-

tance against predetermined targets. Which 

can even interfere with, prevent a proper de-

fensive reaction or delay them. (Hassan Bei-

gi, 2004, p. 13) Terrorists can use computers 

to create fear and panic among the people, 

and by disabling the technical facilities, they 

can damage the computers on which the eco-

nomic, social, cultural and political life of the 

government and the people depend, on a 

large scale. And in this way, and through the 

threat of further attack, to gain points from 

their opponents. Today, the world of comput-

ers, which is related to people's lives, is a 

world that is threatened by terrorists at any 

moment, and this worry and the possibility of 

this happening is causing more and more 

people to fear and panic. (Tayeb, 2003, p. 89) 

For example, on July 9 and 10, 2021, Iran's 

railways and the systems of the Ministry of 

Roads and Urban Development were sub-

jected to a widespread cyberattack. The re-

search company "Research Point Check" ex-

amined this attack and found numerous evi-

dence that show that these attacks rely heavi-

ly on the attacker's previous knowledge and 

identification of the target networks and are 

tactically and technically like the attack from 

2019 which has also been carried out against 

several private companies in Syria. These 

activities are related to the non-governmental 

group that introduces itself as an opposition 

group to the Iranian regime called "Indra". 

The truth is that there is no magic shield that 

can prevent a type of destruction and damage 

to a country's vital infrastructure by cyber-

attackers. (Point Check Research, 2021, p. 1). 

5-2-2 - Destruction of vital and sensitive 

systems and infrastructure using malware 

Major weapons of cyber terrorists today in-

clude Trojan horses, viruses, computer 

worms, service blockers, password theft 

tools, and other malware. In 2010, a virus 

called Stuxnet was detected by the anti-virus 

Vba32, which spread rapidly in all countries 

of the world, especially Iran. The first time 

that the US cyberattack on Iran was seriously 

discussed was in August 2010 when it was 

announced that the US had used the Stuxnet 

virus to attack the computer systems of Iran's 

nuclear facilities. The complexity of the 

Stuxnet worm was so great that some experts 

referred to it as "cyber terrorism". Some even 

referred to it as a "weapon with extensive 

effects." It is said that this was the first com-

puter virus designed to bring about physical 

change in the real world. The operation is in 

fact the first sustained US cyberattack against 

another country, using malicious code de-

signed in collaboration with Israel. (Richard-

son, 2011, p. 13) About two years after the 

arrival of the Stuxnet virus, this time Iranian 

computers have been widely attacked by the 

flame virus. This sophisticated and advanced 

malware has been able to steal any informa-

tion from the victim's computer. The Viper 

virus attack has been one of the largest cy-

berattacks against Iran over the past few 

years, resulting in irreparable damage to the 

information, systems and infrastructure of 

the Iranian Ministry of Oil.  (Vaezi Nejad, 

2012, p. 3). 

Doku virus has also infected at least two 

telecommunications companies, an electron-

ics maker, a cyber security company and ve-

nues hosting Iran's nuclear talks in recent 

years. (Constantin, 2015, p. 2) Malware such 

as Stuxnet, Flame, Doku, and Viper are just a 

few examples of terrorist attacks in cyber
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space against the Islamic Republic of Iran 

under the large US-based Nitro Zeus project. 

The destruction of nuclear technology infra-

structure using cyberspace under the guise of 

cyber terrorism has, to a large extent, led the 

United States and Israel to pursue their goals of 

weakening the Islamic Republic of Iran in the 

region and preventing it from playing a large 

role in neighboring countries. And this, without 

any hardware action and using spy-destructive 

malware, helps them achieve their strategy.  

 

5-2-3 - Psychological terrorism and public 

opinion management 

Psychological terrorism is another method in 

cyberspace to strike at the system of the Is-

lamic Republic of Iran. "Terrorists are trying 

in cyber environment" by launching virtual 

social networks and publishing some provoc-

ative content, to stimulate popular demands 

and even ethnic movements in Iran. Accor-

dingly, they are trying to use weapons such 

as propaganda, gossip, spreading lies and 

disturbing the public mind and targeting the 

belief system, intellectual foundations and 

psyche of the people, by intelligently and 

purposefully combining issues related to the 

demands of the people to wage a soft war 

with the Islamic Republic of Iran for its polit-

ical and ideological goals. Thus, by inciting 

popular demands through virtual social net-

works, they have tried to create psychological 

insecurity in Iranian society and intend to 

turn this issue into a tool of deception and 

mental tension for the Iranian people. This 

action can help dissident groups to use virtual 

networks to attract public opinion and attract 

new forces and political-combat cadres, legi-

timize, oppress and present a strong, power-

ful and mythical image. And with the intensi-

fication of the feeling of insecurity among the 

citizens, along with lowering the threshold of 

tolerance of the people, panic, mentality and 

inducing the uncontrollable nature of the at-

tack, and thus dragging the Iranian govern-

ment to a security impasse, political black-

mail and strike at the political system of the 

Islamic Republic of Iran. In cyber terrorism, 

it is possible to increase the ability to deceive 

and manipulate by relying on information 

techniques, so that images are presented that 

are completely different from the existing 

realities of a society. The truth is that there is 

an opportunity for terrorist elements to mani-

pulate public understanding with the help of 

key information, thus steering public opinion 

in the desired direction.  

 

5-2-4 - Deprivation of life of elites and 

scientists 

The importance of this issue is such that 

even in general international human rights 

instruments as well as the experience of hu-

man rights courts, some theoretical issues on 

the issue of the right to life and its depriva-

tion have been raised and emphasized. In 

this regard, not only are governments barred 

from depriving individuals of their right to 

life, but they are also obliged to eliminate 

any violation of their rights in the first place, 

and even to take precautionary measures to 

eliminate their lives. Meanwhile, the state 

and organized terrorism of the United States 

and Israel, by cleverly exploiting cyber 

technology, has deliberately assassinated the 

elites and nuclear scientists of the Islamic 

Republic of Iran, depriving them of the right 

to life. And in the last case, with the assassi-

nation of Martyr Mohsen Fakhri Zadeh as a 

nuclear scientist and official and govern-

ment official, have violated human rights 

and the UN Charter. Currently, one of the 

reasons for the increase in terrorism is the 

development of the mass media and the 

widespread use of it by terrorists to intimi-

date countries and their greatest tool for 
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brutal operations, as well as to legitimize 

their shameful acts.  

 

4-2-5 - Organizing anti-Iranian political 

campaigns 

The creation of Internet political groups that 

are either not ostensibly affiliated with a par-

ticular institution or political group, or have 

concealed this issue, is a tool of psychologi-

cal terrorism against the Islamic Republic of 

Iran. Some prominent activists affiliated with 

these groups have clear anti-Iranian tenden-

cies and lead a series of destructive activities 

against the Iranian political system.  "Also, 

most of the Opposition groups living abroad, 

due to the lack of any communication tools to 

communicate with the Iranian people, use the 

Internet as the most important means of 

communication inside Iran."  

 

4-2-6 - Cyber espionage and theft of confi-

dential and sensitive information 

Cyber espionage is another method of terrorists 

to confront the Islamic Republic of Iran in cy-

berspace. This phenomenon is generally intro-

duced in the form of obtaining information 

through programs that enter people's personal 

computers through the installation of software or 

while browsing the web environment, and if the 

user is connected to the World Wide Web, the 

information on his computer hard drive is stored, 

and sent to their preferred databases. For exam-

ple, the leak of Iranian military classified infor-

mation on US websites in November 2009 is an 

example of US cyber espionage against Iran. It 

was announced at the time that some classified 

information about Iranian missiles, including the 

Hoot missile, had been posted on the Internet.  

 

4-2-7 -Expansion of electronic civil disobe-

dience 

Electronic civil disobedience, which drives 

protests from the streets to cyberspace, is 

another method used by the enemies of the 

Islamic Republic of Iran to use cyberspace to 

confront the regime of the Islamic Republic 

of Iran. Virtual demonstrations, hacking into 

popular sites and posting pictures, news and 

political content against the government and 

the use of search bombs are among the most 

important methods of electronic civil disobe-

dience, first perpetrated by a group called the 

Critical Arts Group in 1994 and in A book 

called Electronic Disorder was introduced. 

Part of the purpose of e-civil disobedience is 

the popular information struggle or the in-

formation struggle from below, in which it is 

not the government but the people who are 

directly involved in shaping the flow of in-

formation to fight the government or to pro-

test social's problems. This struggle is merely 

a letter-based struggle in cyberspace, but it is 

an effective and main step towards the forma-

tion of a social movement and pressure on 

the governing body of the Islamic Republic 

of Iran. The above are just a few examples of 

the widespread cyber-terrorism attacks 

against the Islamic Republic of Iran, which in 

less than two decades have targeted the citi-

zens of the Islamic Republic of Iran, from 

critical facilities to their private lives.  

Therefore, it can be said that today the cy-

ber security of the Islamic Republic of Iran is 

directly related to the national security of this 

country. National security can no longer be 

defined solely in relation to foreign borders 

and the protection of the lives of its citizens 

by the military. Nowadays, thanks to the In-

ternet and a computer device, the enemy has 

infiltrated organizations, companies, facilities 

and even the homes of the citizens of the Is-

lamic Republic of Iran without realizing its 

physical presence. Such a pervasive threat 

has called into question all common and tra-

ditional conceptions of the concept of nation-

al security. Therefore, achieving effective 
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government arrangements in this area, a 

comprehensive and inclusive strategy that 

includes coordinated actions by the govern-

ment, the private sector and citizens, is more 

than ever necessary.  

 

6 - Proposed measures to combat cyber 

terrorism 

The Islamic Republic of Iran, like any other 

country, needs a comprehensive strategy to 

combat cyber-terrorism in order to ensure 

national security and achieve its vital inter-

ests, because its security environment poses 

numerous threats rather than opportunities. 

The events and consequences of the last dec-

ade against the Islamic Republic of Iran point 

to the fact that a large part of the threats 

against this country, especially in systems, 

critical infrastructure, have originated direct-

ly from cyberspace. Accordingly, promoting 

operational stability and security and secur-

ing infrastructure, especially vital and sensi-

tive centers, is very important for the Islamic 

Republic of Iran. This issue increases the role 

of the Government of the Islamic Republic of 

Iran and those in charge in controlling, moni-

toring and ensuring the security of cyber-

space. In this regard, gaining the deterrent 

power in the field of cyber, can be one of the 

effective factors in defending against cyber 

terrorism. In the process of preventing cyber-

attacks, the Islamic Republic of Iran needs a 

multi-layered defense, which includes sur-

veillance systems, procedures, policies, train-

ing and awareness, control and restriction of 

access, and physical security measures, etc. 

Risk analysis and identification of vulnerabil-

ities in networks and all digital systems under 

the web and updating of all anti-virus soft-

ware and firewalls can have a significant im-

pact on the process of preventing intrusion 

and cyber-attacks on the critical infrastruc-

ture of the Islamic Republic of Iran. In addi-

tion to eradicating the causes of the boom in 

terrorism, we must seek to eradicate the 

causes of cyber terrorism, formulate separate 

and guaranteed laws, establish a virtual coun-

cil in the country against cyber terrorism, 

cooperate with other countries and the inter-

national community in the fight against cyber 

terrorism. 

 

Conclusion 

The information and communication tech-

nology revolution in the last decades of the 

twentieth century has had dramatic and un-

imaginable effects on human societies. So 

that today human life is experiencing a new 

stage of its evolution. It can be said that the 

dominant functions and processes in the in-

formation age are increasingly organized 

around networks. In this age, Internet and 

cyberspace technology is one of the greatest 

technologies designed, engineered and im-

plemented by humans. In cyberspace, pres-

ence is even beyond the World Wide Web or 

the Internet. This space is defined as the 

global realm of the information environ-

ment, which consists of an interconnected 

network of information technology infra-

structures, including: the Internet, telecom-

munications networks, computer systems, 

processors, and embedded controllers. In 

this regard, Manuel Castells introduces the 

development of information and communi-

cation technology as the cause of change in 

human life in various political, security, 

economic and social dimensions and refers 

to it as a networked society.  

The entanglement of today's world in this 

age, along with the unique opportunities it 

has created for different human societies, has 

also raised concerns. One of these concerns is 

the national security issues of nation-states, 

which are severely threatened by organized 

and destructive cyber activities. One of the 
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most obvious unequal threats in cyberspace is 

cyber terrorism, which includes all three 

sides of the triangle of government, nation 

and army. Cyber terrorism is the result of the 

intersection and convergence of the two 

words "cyber" and "terror" and while having 

unique features such as ambiguity of space, 

lack of adherence to moral, value and norma-

tive frameworks, multiplicity of actors, low 

cost, dramatic impact and Most importantly, 

the anonymity of the perpetrator, with vari-

ous motives and goals, has been committed 

by individuals, organizations or governments, 

and even organized terrorist groups, and has 

endangered the life and security of human 

society. Hence, today, cyber terrorism has 

become one of the main threats to the nation-

al security of countries. Meanwhile, the Is-

lamic Republic of Iran is one of the countries 

whose threats in cyberspace today due to the 

widespread use of Internet technology, net-

work and cyberspace, has climbed to the top 

of security threats in this country. Using Cas-

tells's network community theory, this study 

sought to answer the question: What effect 

does cyber terrorism have on the national 

security of the Islamic Republic of Iran? The 

results of this study show that the Islamic 

Republic of Iran, due to its extensive activi-

ties and interactions at various levels of eco-

nomic, cultural, social and governance in cy-

berspace, has always been the subject of 

widespread cyber-attacks in various fields by 

its enemies.  

Organized governmental and non-

governmental terrorists and even govern-

ments opposed to the Iranian regime during 

less than two decades ago, with the wide-

spread use of Internet technology and cyber-

space, several threats have been made to the 

national security of the Islamic Republic of 

Iran, the most important of which is to create 

public concern and fear in society; Depriva-

tion of life of elites and scientists; Destruc-

tion of vital and sensitive systems and infra-

structure of the Islamic Republic of Iran us-

ing malware; Psychological terrorism and 

public opinion management; Forming anti-

Iranian political campaigns; Cyber espionage 

and theft confidential information and the 

spread of electronic civil disobedience noted. 

These actions have inflicted extensive ma-

terial and moral damage on the Islamic Re-

public of Iran and its citizens and have posed 

serious challenges to the national security of 

this country. In order to optimally manage 

and control cyberspace and reduce vulnera-

bilities in the field of cyber terrorism, the 

Islamic Republic of Iran should try to eradi-

cate the causes of the cyber terrorism boom, 

seek to root out the causes of cyber terrorism, 

develop separate laws and guarantee imple-

mentation in this area to form a virtual coun-

cil in the country against cyber terrorism, to 

cooperate with other countries and the con-

sensus of the international community to deal 

with this ominous phenomenon. The best 

way to deal with cyber terrorism is to further 

strengthen cyber security and defense meas-

ures. 
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