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Abstract:  

Today, security has expanded beyond its traditional dimensions under the influence of the 

development of technology and information technology. Meanwhile, with the expansion of 

cyberspace and the globalization of cyberspace and the Internet, we are witnessing a new 

dimension of threats facing governments in the form of cyber threats that have affected var-

ious aspects of national security, including social, economic, military and political security. 

As a result, it has created a new kind of war and confrontation in the context of cyber war-

fare. Therefore, it has also affected international peace and security, and necessitates solu-

tions to reduce the damage caused by this type of threat and to maintain peace and security 

in international relations. So, network security has highlighted some of the fundamental 

conflicts between international conflict and cooperation in strengthening cyber security. 

Thus, the present study intends to use the descriptive-analytical method to study and ana-

lyze the role of cooperation shaped in the form of international organizations and in particu-

lar the Organization for Economic Cooperation and Development, in relation to the devel-

opment of security in cyberspace. The hypothesis presented in this study is that due to the 

widespread focus of governments on unilateral strategies and tools to ensure cyber security, 

international organizations can play an active role in shaping cooperation between their mem-

bers in the form of approaches based on having international cooperation on cyber security 

and the prevention of cyber threats, as well as the creation of a shared security culture. 
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1.Introduction 

In the last two decades, governments have 

made significant efforts to develop strategies 

on cyber security and to build offensive and 

defensive capabilities in this regard. Howev-

er, governments have tried to balance the in-

crease in the movement of capital, people, 

goods and services on the one hand and the 

security measures taken to protect fixed as-

sets and national assets on the other. On the 

other hand, it seems that these efforts will 

change the combination of freedom and eco-

nomic control. Although maintaining this 

balance has long been a part of the foreign 

policy of governments and international rela-

tions, the importance of finding network se-

curity highlights some of the fundamental 

conflicts between international conflict and 

cooperation in strengthening cyber security. 

Meanwhile, in the field of international rela-

tions, some international organizations, such 

as the Organization for Economic Coopera-

tion and Development (OECD), have played 

an active role in shaping cooperation among 

their members to prevent network damage 

and to create a "shared security culture". This 

study aims to examine international efforts to 

strengthen international cooperation on net-

work security and cyber security. In fact, in 

the framework of the present research, an 

attempt is made to evaluate these multilateral 

efforts in the light of the recent actions of 

governments to formulate national strategies 

regarding network security.  

In fact, various organizations have ad-

dressed their members' concerns about the 

issue of network security, both in telecom-

munications-based services and in Internet-

based communications, and have taken ac-

tions in this regard. Governments have also 

made significant efforts over the past two 

decades to develop strategies for cyber secu-

rity and strengthen their capabilities in this 

area.  

However, governments have tried to balance 

the increase in the movement of capital, 

people, goods and services on the one hand 

and the security measures taken to protect 

fixed assets and national assets on the other. 

But it seems that these efforts will change the 

combination of freedom and economic con-

trol. Although maintaining this balance has 

long been part of foreign policy, trade policy, 

and international relations, the use of differ-

ent ways to strengthen network security has 

highlighted some of the fundamental con-

flicts between strategies based on unilateral 

action and international cooperation in the 

field of cyber security (Keohane, 1984) 

This study examines the efforts of the In-

ternational Organization for Economic Coop-

eration and Development (OECD) to streng-

then government cooperation on network 

security. Therefore, after introducing some of 

the most important features of electronic 

networks as well as the complexities of net-

work security, we will discuss the views and 

theories that have recently been raised re-

garding the desirability and practicality of 

international cooperation in cyber security. In 

addition, the multilateral efforts of the Organ-

ization for Economic Cooperation and De-

velopment (OECD) in this regard will be re-

viewed and evaluated. The most beneficial 

steps to strengthen the cooperation on cyber 

security can be taken by concluding regional 

agreements in this regard or by taking action 

in this regard by certain sectors in cyber-

space. 

 

Network security and cyber security in the 

world of information 

Rising concerns about cyber security over the 

past decade can be seen as contradicting the 

assertion of free trade that was widely em-

phasized in the 1990s, which argued that 
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borders were irrelevant in cyberspace and 

that communications based on Information 

technology networks are used to facilitate the 

free flow of goods, services, information, 

communications and people. Thus, it is better 

to examine network security with a more accu-

rate understanding of the limitations of a view, 

based solely on freedom of trade and informa-

tion exchange, as well as the challenges of pro-

viding a definition of security in a networked 

environment (Greathouse, 2015). 

While governments and their relations are 

the cornerstone of the international system, 

the links of different governments to each 

other and the mobility and movement of in-

formation, people, goods and money have 

also been one of the pillars of this system. 

Transportation networks, communications, 

financial exchanges and institutions, in addi-

tion to energy infrastructure, water, etc. de-

termine the characteristics and direction of 

these movements and flows. In general, some 

features of networks are particularly promi-

nent when compared to the idea of 

government, which is to some extent charac-

terized by being limited by national borders: 

• Networks are the connection between 

nodes with different points;  

• Networks may be the result of mul-

tiple connections between different 

points, not just one-way connections 

between two points 

• Often there are links between differ-

ent networks, some networks (re-

gional and causal) are connected to 

other networks (such as the Internet); 

• The multiple uses and applications of 

a network can turn that network into 

an infrastructure network, among 

these networks we can refer to finan-

cial exchange networks with trans-

portation networks; 

• Networks require shared standards 

and protocols to enable diverse ex-

changes, uses, and applications; 

• Investment in infrastructure affects 

the direction, speed and capacity of 

movement and mobility of goods, 

services and people; 

• Often in network analysis, less atten-

tion is paid to users and uses of net-

works and more attention is paid to 

communication and the status of 

communication points, with the gen-

eral composition of the network, 

such as axial points or dense points; 

• Open and diverse networks have 

multiple users communicating with 

others point-by-point through these 

networks (much like the situation 

with the telephone or postal system), 

and we are less likely to see a limited 

and dominant group communicate 

with a lot of people (almost like the 

model of communication through ra-

dio and television) 

These network features pose fundamental 

challenges to many traditional security pers-

pectives. In examining the concept of securi-

ty, it should be noted that security, like posi-

tive and negative freedom (Berlin, 1958), can 

both mean protecting people and properties 

from harm and danger, and also being safe to 

act and behave in special ways. This can in-

clude being safe from harm, threatening, or 

being safe to choose certain things and ac-

tions, such as expressing an opinion, com-

municating, or engaging in economic activi-

ties. Perceptions and policies are very impor-

tant in relation to security, in the sense that 

some risks and threats are part of the private 

sphere, but others are social risks and fall into 

the social and political spheres. In politics, 

creating security is considered as one of the 

main tasks of government and governance. 
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The terms governance and security are often 

used interchangeably. 

In many liberal theories of the state, the 

national sphere is considered as the realm of 

mobility and movement, the realm of giving 

citizens sufficient security to choose and en-

joy civil rights, and finally the realm that is 

ideally free of some insecurity. The space 

within a nation-state allows the formation of 

specific social, economic and political insti-

tutions and activities. Therefore, the nation-

state can be considered as the city around 

which a wall has been built and its border is 

clear and there is no guarantee of security 

outside of it. But in powerful networks, walls 

and borders are meaningless, and the nature 

of cross-border exchanges and movements in 

the international system poses challenges for 

security officials. 

Borders have always played an important 

role in determining the geography and territo-

ry of a nation-state (Kahin and Nesson, 1997; 

Barman, 2006). Border ports or customs act 

as channels for allowing or not allowing the 

movement of people, goods and services 

from the outside into a nation-state or from 

within a nation-state to outside of it. Thus, 

borders determine the rules and conditions of 

interaction and communication with other 

countries. However, when we consider the 

role of networks and network displacements, 

these displacements and movements should 

also be added to other movements and dis-

placements that occur in the national arena 

and are subject to conditions and regulations 

in the field. Broman (2006) states that bor-

ders are no longer purely geographical. Thus, 

we need to consider the different types of 

network communications and institutions in 

order to understand the importance and posi-

tion of national borders and the conditions 

they seek to impose on the movement of 

people, goods, services and information. 

With these considerations in mind, the 

conceptual and practical problems facing the 

strengthening of "network security" manifest 

themselves. In telecommunications networks 

that existed in the past, transnational commu-

nications were seen as an interconnection 

system (Zacher and Sutton, 1996). Govern-

ments and international organizations have 

defined the rules and conditions of communi-

cation with other parties in other countries, 

including technical standards, traffic ex-

change, network traffic costs, and sought to 

use these interconnection tools, namely tech-

nical and service networks to respect the bor-

ders and revive them. These efforts were 

reinforced by economic and strategic consid-

erations. 

Today, network security concerns include 

network infrastructure in its broadest sense. 

This can include preventing physical damage 

to the network, but it also includes protecting 

the content of the networks, as well as pre-

venting network service outages, unwanted 

use, and loss of intellectual property rights 

and network information theft. In other 

words, network security concerns do not only 

involve the physical infrastructure of the 

network, but also the information stored on a 

computer / communication network, the 

software, and network assets of a particular 

organization or group of users, as well as is-

sues related to civil and human rights such as 

freedom of expression, information retrieval, 

privacy and identity (Wirtz, 2017).   

There is no precise and clear definition of 

network security and as a result, the threats 

made by different types of users and service 

providers using wired or wireless technolo-

gies in relation to all types of data (audio, 

video, etc.) are also included. Network secu-

rity represents an attempt to strike a balance 

between trying to secure national assets while 

enjoying the benefits of free exchange, use of 
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networks, and freedom of networks. These 

benefits, in addition to economic stability and 

growth, include other political and cultural 

values too. Thus, trying to strike a balance 

that leads to sacrificing commitments to net-

work freedom may have other hidden costs. 

More generally, efforts to strengthen network 

security and safety can mean the application 

of network technologies for monitoring and 

controlling measures. 

 

Transnational cyber security 

Considering cyberspace as a transnational 

arena requires understanding the social goals 

of the Internet in the post-Cold War era. 

Originally developed as a decentralized 

communications system, the Internet was 

designed to function in the event of a nuclear 

attack on the United States. Thus, the primary 

purpose of the Internet was to act as a com-

munication and control system through which 

US policymakers could manage nuclear war 

operations (Kiggins, 2011: pp. 43-47), which 

with the end of the Cold War and US efforts 

to reduce the budget of its military-industrial 

complex, which was created during the Cold 

War, the Internet was separated from the mil-

itary sector as a part that required a lot of 

funds.  As a result, it was transferred from the 

Department of Defense to the National 

Science Foundation and then from there to a 

company in which the private and public sec-

tors worked together and were overseen by 

the US Department of Commerce. The trans-

fer of the Internet from the military to the 

commercial sector is interesting and well il-

lustrates the American policymakers’ view 
on the Internet in the post-Cold War era. The 

American policymakers’ view on the Internet 
can be explained by the so-called open door 

interpretation of US diplomatic history. In 

Open Doors Interpretation it is believed that 

US policymakers believe in a worldview in 

which US security depends on expanding 

political and economic relations with the out-

side world (Layne, 2006). 

Adas has shown that US policymakers 

have always used technology to expand this 

relationship since its foundation. Since 1996, 

US policymakers have pursued policies that 

aim to use the Internet as an arena to expand 

American political output and ideals (Kig-

gins, 2011: pp. 1961-1969). According to 

American policymakers, the social purpose 

of the Internet in the post-Cold War era is to 

act as an arena for the development of free 

trade and freedom of expression, as well as 

the expansion of information and economic 

exchanges worldwide. To ensure that the In-

ternet serves its stated purpose, American 

policymakers have formed a discourse about 

the Internet based on the principle of freedom 

of exchange (McCarthy, 2011: p. 109). 

In their discourse, American policymakers 

have advocated and defended the Internet as 

a free arena, with the aim of creating the fa-

vorable institutional conditions for the expan-

sion of global information and economic ex-

changes that are in line with the worldview of 

these policymakers. Castells (1999) has 

shown how the Internet helps the develop-

ment of Globalization, by linking govern-

ments together in a complex network of eco-

nomic interdependence that characterizes this 

era of global capitalism created by the United 

States and other advanced industrial demo-

cracies. Evidence for the growth of economic 

activity on the Internet supports the claim 

that the Internet is increasingly becoming a 

global arena for exchange. 

By 2015, the total volume of international 

Internet commerce, commonly referred to as 

global e-commerce, had reached $ 1.4 trillion 

and is projected to grow by 13.5% annually 

in the near future. This form of commerce 

(global e-commerce) adds more than $ 400 
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billion a year to US GDP. While the United 

States, Japan, and the United Kingdom ac-

count for 53 percent of all global e-commerce 

transactions, developing countries such as 

Brazil, China, Russia, and Mexico are pro-

jected to experience the growth of 26 percent 

in the near future (Enright, 2011). 

Today, we are witnessing the shift of 

global e-commerce from the developed world 

to the developing world, which is partly the 

result of successful economic development 

strategies implemented in these countries, 

which have led to the formation of consumer 

classes in these countries, and is partly the 

result of the expansion of mobile networks in 

these countries. More global consumers are 

entering cyberspace through modern and 

portable communication tools such as smart-

phones and tablets, thus demonstrating the 

shift from desktop-based to cloud computing 

(Castells 1996, p. 1999). By changing the 

way of computing, global consumption pat-

terns change, and changes in consumption 

patterns in turn lead to changes in global 

trade, economic production, employment, 

and political institutions (formerly). The 

Arab Spring can reflect these huge changes in 

the global political economy, which as a re-

sult of the use of cyber communication tech-

nologies has gained a simpler and faster 

boost. Over all, the deployment of the Stux-

net virus, the cyber-attack on Google and 33 

other US companies, as well as the growing 

importance of the Internet in global informa-

tion and business exchanges, run counter to a 

government-centric cyber security framework 

that ignores the role of the Internet on streng-

thening the relation between governments 

and non-state actors (Keohane and Nye, 

2001: pp. 43-50). 

Cyber security is the lack of conflict be-

tween actors in a way that creates a state of 

security and stability in cyberspace and al-

lows information and economic exchanges. 

Looking at cyber security from this perspec-

tive better reflects the fact that cyber security 

is a transnational security issue and as a re-

sult, all cyberspace users are vulnerable to 

cyber-attacks. Given the interconnected na-

ture of cyber security, it is better to consider 

cyber security as a transnational issue in 

which governments work together to achieve 

a secure cyberspace. 

 

Existing views on the desirability and 

practicality of international cooperation in 

network security 

The general characteristics of networks and 

the challenges faced by network security and 

cyber security due to the blurring of borders 

become more complex when considered in 

the context of the international system and 

the processes of international organizations. 

The desirability and practicality of govern-

ment cooperation and the establishment of 

joint institutions to strengthen cyber security 

have been discussed in recent years in vari-

ous circles (Fast West Institute, 2010, 

Schjolberg and Ghernaouti-Helie, 2011). 

Challenges to network security once again 

highlight the classic differences between neo-

realist perspectives and internationalist or 

institutionalist neoliberal approaches in terms 

of understanding international politics. Often 

the issue of cyber security is either seen as a 

one-sided foreign policy issue (Goodman et 

al, 2007; Mathieu, 2007) or placed in a rigid 

neo-realist framework (Information Warfare 

site, 2011; Rothkopf, 1998) 

However, advocates and critics of colla-

borative approaches to cyber security cannot 

be precisely placed in one of these theoretical 

perspectives, and proponents of different 

theories and perspectives have provided rea-

sons to support or oppose the desirability and 

practicality of government cooperation to 
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ensure cyber security (i.e., institutional ap-

proaches). In the following sections, we will 

discuss some views on the desirability of es-

tablishing mechanisms for international co-

operation, as well as on the practicality of 

specific mechanisms. In fact, in the continua-

tion of this section, we will discuss the main 

views and claims of various authors regard-

ing cooperation in the field of cyber security 

by creating an international agreement in this 

regard and we will try to combine these 

views (Goldsmith, 2011; Ford, 2010; 

Hughes, 2010; Koh, 2012; Nojeim, 2010; 

Nye, 2011; Sofaer et al, 2010; Spade, 2012). 

The desirability of establishing an interna-

tional treaty or a form of institutional cooper-

ation in cyber security, has often been sup-

ported in terms of the benefits that such me-

chanisms have in order to reduce the costs of 

unilateral and technical approaches to en-

hancing network security as well as lowering 

the system risks and failures that may arise as 

a result of governments' unilateral and tech-

nical efforts to protect electronic communica-

tions networks or related equipment. 

An international agreement or the partici-

pation of governments, in comparison with 

the numerous and ongoing actions of gov-

ernments to advance their national interests 

in the absence of any international norms or 

commitments, can much better protect the 

freedom of use of the Internet and Internet 

communications (Wirtz, 2017). 

Government cooperation is also desirable 

in that it can limit the actions of non-

governmental actors or cybercriminals. Gov-

ernments may not agree to all of the provi-

sions of a joint cyber security agreement, but 

they may be able to agree on the part of the 

agreement that relates to specific criminal 

conduct. 

A treaty with a common agreement on 

cyber security can also make government 

activities on the Internet subject to the law of 

war; in other words, specify how they should 

use cyber tools and technologies in times 

when there is no formal war between gov-

ernments as well as when there is a formal 

war between them (Koh, 2012; Hughes, 

2010). Attacks on networks, as well as at-

tacks on network-connected control systems, 

can contribute to actual physical damage to 

individuals and facilities, and therefore, these 

attacks should also be considered as interna-

tional conflicts by institutions that monitor 

inter-state warfare. State Department official, 

Koh (2012) argues that international law is 

applicable in cyberspace and it is not a law-

less area.  

On the other hand, a number of analysts 

have strongly opposed the desirability of 

concluding a joint international agreement on 

cyber security. Given the number of govern-

ments and the diversity of their political tra-

ditions, there are few common values or 

goals that could lead to an agreement in this 

regard. A joint security agreement as an in-

tergovernmental institution should strengthen 

the role of government and recognize the 

government’s sovereignty and its control 
over networks. These two elements have 

been at odds with the way the Internet and 

cyberspace have been managed since the 

1990s, as well as by other organizations be-

fore this date, because in these organizations, 

instead of giving priority to the role of gov-

ernments, non-governmental actors play a 

more prominent role.  

In addition, most of the technology devel-

opment and its application in network-based 

services are done by the private sector. Also 

innovation and investment in networks and 

their use is mostly in the hands of the private 

sector. Government and private actors are 

different in several ways. In an intergovern-

mental agreement, important non-
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governmental actors are likely to be margina-

lized; these could be financial actors or 

NGOs and civil society groups involved in 

managing the Internet. On the other hand, the 

security policies of governments, both na-

tional and international, can be binding on 

non-state actors. Nojeim points out that any 

approach in this regard should take into ac-

count the different needs of the public and 

private sectors. It should be noted that poli-

cies "adopted towards government systems 

may have a more prescriptive aspect than 

policies towards private systems" (Nojeim, 

2010: 119). 

The distinction between public and pri-

vate sector responsibilities also affects the 

formulation of national policy. Spade (2012) 

emphasizes that Americans' interest in find-

ing ways to ensure cyber security is extreme-

ly low. In fact, they pay little attention to the 

need to respond to China's ability to infiltrate 

American networks and dismantle critical 

infrastructure in a matter of days or hours.  

From Spade's point of view, there is no uni-

form view of resolving this issue in the pri-

vate and public sectors, and while the De-

partment of Defense and the Department of 

Homeland Security have responsibilities to 

protect government and military websites, 

they do not have such responsibilities to the 

private sector. Thus, the private sector con-

siders ensuring cyber security as one of the 

responsibilities of the government, while the 

government considers it as one of the respon-

sibilities of the private sector. Nye (2011) 

also notes that non-state political actors have 

gained more influence: “Dependence on 
complex cyber systems for military and eco-

nomic activities creates new vulnerabilities in 

large states which non-state actors can make 

use of." (McDowell et. all, 2014) 

Any agreement to strengthen security can 

also reduce or limit the benefits of free and 

interconnected electronic networks in which 

governments have little interference. The 

practice of international institutions reduces 

the flexibility of governance and can change 

the hypothesis that the best way to manage 

the Internet is possible through more limited 

government intervention. One of the funda-

mental elements of the current order is the 

relative freedom of networks, and the crea-

tion of stronger security institutions is likely 

to lead to more government restrictions on 

freedom of expression and trade. 

It is also not clear where the ideal scope 

of an international agreement or treaty on 

cyber security lies. Governments are likely to 

oppose any attempt to restrict cyber espio-

nage and cyber-gathering activities, especial-

ly if those efforts are outside their national 

scope and within the scope of their financial 

rights and liberties. The goals and tools of 

cyber warfare are different from the goals 

and tools of cyber espionage, and each of 

these phenomena requires its own institution-

al response. 

Just as there is disagreement about the de-

sirability of adopting collaborative approach-

es to cyber security, there are differing views 

on the feasibility of implementing such ap-

proaches. Much of the work in support of the 

practicality of such approaches focuses on 

the motivation of governments to work to-

gether, and they continue their discussion by 

comparing cyberspace with other sectors and 

areas in which there are international agree-

ments and institutions. 

Proponents of the practicality of the above 

approaches argue that the current situation is 

based on the extensive interdependence of 

suppliers and users of electronic networks 

and resources, as well as governments. While 

all sectors or transnational issues (from ab-

stract processes such as financial exchanges, 

trade and investment to specific spaces such 

28 



International Journal of Political Science, Vol 10, No 3, Autumn 2020 

 

as seabed, extraterrestrial space or radio 

waves) have features that can also contribute 

to collaboration based approaches and also to 

competitive approaches to international go-

vernance. Interdependence can help develop 

ways to emphasize common interests and 

steer international conflicts toward institu-

tional frameworks such as those responsible 

for resolving conflicts. 

In addition to the interconnectedness and 

interdependence of networks, electronic 

communications networks are a fundamental 

infrastructure for all countries, and thus the 

protection of these resources can also provide 

the basis for cooperation between govern-

ments. 

Also in this regard, powerful governments 

with the largest economies are mostly moti-

vated to cooperate and participate, because 

the dangers and vulnerabilities of networks as 

well as cyber warfare threaten their interests 

more than other governments. This is an in-

centive for these governments to find ways 

for international cooperation in this regard. 

Bajaj (2010) argues that "no country can 

achieve unilateral superiority in cyberspace", 

similarly "no government alone will be able 

to fight cybercrime or ensure cyberspace se-

curity; cyber security is not a technology is-

sue which can be resolved alone. This is a 

danger that must be addressed through a 

combination of defense technology, proper 

analysis and information warfare, as well as 

traditional diplomacy” (McDowell et. all, 
2014). 

Governments and private sector actors al-

so have incentives to reduce high costs and 

increase technical approaches to security, 

while purchasing hardware, software, and 

security services is a form of economic con-

sumption that requires massive investment 

and high costs. This also impedes the equita-

ble distribution of economic costs and may 

impose other social, political, and cultural 

costs on network providers and users, some 

of which can be more difficult to measure in 

formal economics (Wirtz, 2017). 

Governments have common interests in 

reducing the risks of non-state actors, and it 

has been proven that independent govern-

ments can work together to address cross-

border challenges such as specific crimes. In 

some regional agreements, such as the Euro-

pean Commission's Convention on Cyber-

crime, some norms are being formed in this 

regard. In other areas related to electronic 

networks such as Internet protocols, technical 

standards, electronic payments, prevention of 

cyber fraud, common norms have been 

formed and institutions based on cooperation 

have been established by also monitoring 

child pornography. 

Instead of designing a comprehensive 

framework for all challenges related to cyber 

security, mechanisms can be designed to 

identify the various challenges facing cyber 

security and address these challenges sepa-

rately and at different levels (Bajaj, 2010: p 

ii). Currently, the private sector has taken 

many organizational and international actions 

in this regard, including the quick action of 

cyber response teams of different countries in 

sharing information (Choucri and Goldsmith, 

2012; Sofaer et al, 2010). For example, 

Frantz Stephen Cordy of the East-West Insti-

tute offers a trust-building guideline to coor-

dinate different cyber response centers 

(Sternstein, 2011). Another suggestion in this 

regard made by the Organization for Security 

and Cooperation in Europe (OSCE) has been 

to take confidence-building measures which 

create stability, and reduce risks” (Sternstein, 
2012). Suefair, Clark, and Diffie (2010) also 

state that cyber security agreements will only 

be effective if actions that are the subject of 

these agreements and actions that are outside 
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these agreements be clear (McDowell et. all, 

2014). 

Critics who question the desirability of 

cooperating on cyber security point to the 

lack of common norms between govern-

ments, as well as the specific and different 

interests of each government (Goldsmith, 

2011). If some governments do not act in 

good faith (Ford, 2010), an agreement to lim-

it offensive and defensive options, could have 

far-reaching consequences for the signatory 

states. 

Other problems related to the desirability 

of cooperating in cyber security arise from 

issues related to information shortages. One 

of these issues is the lack of mechanisms to 

confirm that a country has developed and not 

used its offensive capabilities (Ford, 2010; 

Nye, 2011). Nye calls this problem the lack 

of empirical data to shape a strategy. Identi-

fying actors who have performed poorly or 

"identifying the perpetrators of cyber-attacks" 

is another problem in this regard (Koh, 

2012). Dual or multiple uses of network ca-

pabilities makes it difficult to identify coun-

tries' offensive capabilities in cyberspace 

(Ford, 2010). 

Ford (2010) argues that large govern-

ments may have a different understanding of 

cyber security strategy, and that Russia and 

China may see this strategy more in terms of 

influence and broader communication envi-

ronments than in terms of US-focused tech-

nology (McDowell et al, 2014). In this con-

text, some forms of political commentary, 

including foreign intelligence operations, are 

considered a security threat in Russia and 

China. 

Nye (2011) notes that "interdependence 

and vulnerability are two realities that will 

persist, but we must wait for technological 

change to complicate early strategies" 

(McDowell et all, 2014). Interdependence 

alone is not enough for collaboration and 

joint institutionalization, as changing tech-

nological tools and environments complicate 

efforts to share information and build shared 

understanding. 

Large governments still have incentives to 

pursue unilateral benefits in communication 

network-based activities through technical 

tools, and these incentives appear to be 

stronger than the incentives that drive gov-

ernments to establish joint security institu-

tions that may limit the independence of gov-

ernments’ actions. While�the participation of 
powerful governments is essential to the 

creation of common multilateral institutions, 

these governments are fully aware of the 

need to use unilateral technical tools to ad-

vance their own security and interests. For 

example, Spade (2012) states that over the 

past few years, almost all major conflicts 

have been associated with cyber-attacks. 

Spade also argues that Russia and China are 

particularly responsible for these attacks, as 

the two governments have implicitly sup-

ported intellectual operations in Eastern Eu-

rope (Russia), and in Taiwan, Western Eu-

rope, and the United States. These govern-

ments do not deal with these hackers. This 

means that these criminals are punished and 

not brought before the courts. On the con-

trary, these governments consider the actions 

of these hackers to be "patriotic". Spade also 

points out that cyberspace is another area that 

can be used for war. In other words, just as 

land, air, sea and space are used for war, cy-

berspace can be used for this purpose, and 

just as these domains can affect each other, 

so can cyberspace. It can have far-reaching 

effects on other areas. 

At best, even if there is cooperation in 

some areas or sectors, governments still re-

serve the right to use any means more appro-

priate than any other to protect their funda-
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mental national interests, in line with the 

principle of self-help. They know how to use. 

Spade (2012) states that cyber warfare is dif-

ferent from cyber warfare operations, mainly 

because cyber warfare is part of a planned 

and larger strategy that encompasses other 

areas. The problem is that there is no clear 

definition of cyber-attacks. Cyber security 

and cyber warfare involve a variety of activi-

ties - offensive attacks aimed at disabling and 

disrupting networks, defensive actions aimed 

at preventing possible cyber-attacks, and fi-

nally offensive attacks that only seek to steal 

information using the weaknesses of cyber 

structures - and of course each of these 

measures is divided into different forms. 

This brief discussion of some of the 

claims in support of or in opposition to the 

desirability and practicality of cooperation on 

cyber security provides a conceptual and 

theoretical framework by which we can draw 

on the OECD's programs as an example in 

this study to evaluate in this regard. 

 

Organization for Economic Cooperation 

and Development 

Prior to its expansion in the 1990s, the Or-

ganization for Economic Cooperation and 

Development (OECD) had a limited mem-

bership and included only liberal and indus-

trial democracies. In 2013, the organization 

had 36 members, mostly developed countries 

with market economies in Europe, North 

America and Asia. However, a number of 

Eastern European countries have recently 

been added to the organization. These coun-

tries have many of the most advanced com-

munication information networks in the 

world, and their economies have become 

highly dependent on network communication 

infrastructure over the past decades. The 

Information, Computer and Communication 

Policy Unit (IICP) of the Organization for 

Economic Co-operation and Development 

(OECD) has been addressing the issue of in-

ternational electronic information networks 

since the 1970s. This unit has participated in 

cross-border flow of information projects in 

1970 and 1980 and also concluded two 

agreements between members of the organi-

zation on the cross-border flow of informa-

tion in 1980 and 1985. 

The guideline issued by the Organization 

for Economic Cooperation and Development 

(OECD) in 1992 on the security of informa-

tion systems are significant in that they seek 

to recognize and not undermine the sove-

reignty of governments. This directive states: 

"The present directive does not interfere with 

the sovereign rights of national governments 

with regard to national security and public 

order, and always considers these matters to 

be subject to the requirements of national 

law. The 1992 Directive also advises member 

states to develop a comprehensive plan for 

cooperation and agreement on security meas-

ures and to take steps to implement them. 

This Directive recommends that Member 

States: 

• Make arrangements, take actions, 

and adopt procedures that reflect 

principles related to information sys-

tems security Consult, coordinate and 

cooperate in the implementation of 

this guideline, including to cooperate 

internationally in developing stan-

dards, arrangements, actions and 

procedures in relation to the security 

of information systems; 

• Agree with each other as soon as 

possible on specific initiatives and 

programs to implement this guide-

line; 

• Promote the principles of this guide-

line widely; 
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• Review this guideline every five 

years to improve international coop-

eration on information security issues 

(OECD, 1992). 

 

The Organization for Economic Coopera-

tion and Development (OECD) published 

another work in the 1990s that was directly 

related to Internet technologies and at the 

same time focused more on financial and 

economic development. This work was the 

result of research and opinion exchanges 

conducted in the form of national information 

infrastructure and global information infra-

structure programs (OECD, 1997). This work 

began as "A Framework for Global E-

Commerce" (United States, 1996). The Or-

ganization for Economic Cooperation and 

Development (OECD) began efforts in the 

late 1990s to define e-commerce as well as to 

standardize e-commerce practices among its 

member states. One of the organization's 

documents, entitled "Operational Plan of the 

Organization for Economic Cooperation and 

Development for e-Commerce", identifies 

four main objectives for e-commerce: streng-

thening the information infrastructure, in-

cluding "improving access to telecommunica-

tions and Internet services at cost, reliability 

and the speed needed for e-commerce”, 
"building trust among users of e-commerce", 

"establishing the basic rules of digital com-

merce, and ultimately maximizing the bene-

fits of e-commerce" (Tigre and O'Connor, 

2002). 

The Organization for Economic Co-

operation and Development (OECD) has also 

published a document entitled Guidelines for 

Consumer Protection in E-Commerce (1999). 

This document emphasizes explicit and effec-

tive support; trade, advertising and fair eco-

nomic measures; secure payment mechan-

isms and security level information; dispute 

resolution and compensation, privacy protec-

tion, and education and awareness (Donohue, 

2003) 

Some countries see programs such as the 

Global Intelligence Infrastructure Initiative, 

the National Intelligence Infrastructure Pro-

gram, and the rise of e-commerce over the 

Internet as tools that will trigger the next 

wave of economic development and create a 

competitive advantage for powerful national 

units. This view was reinforced by the em-

phasis on the availability of information and 

communication technologies used in the in-

frastructure necessary to support e-

commerce. For example, the Organization for 

Economic Cooperation and Development 

(OECD) published a report in 2001 which 

focused on issues such as Internet access 

costs, level of Internet use, number of Inter-

net users per 100 people, number of secure 

Internet servers per 100 people in one coun-

try, the level of household use of the Internet, 

and the level of household use of computers 

(OECD, 2001). 

The Organization for Economic Coopera-

tion and Development (OECD) has also 

launched a series of efforts to coordinate its 

member states to strengthen trade. Topics 

covered include creating a "security culture", 

protecting cyberspace privacy, network secu-

rity, cross-border fraud, broadband Internet 

access, and the importance of e-commerce 

for development and measurement of infor-

mation economy (OECD, 2004). A report 

published in 2005 by the Organization for 

Economic Cooperation and Development 

(OECD) outlines the national effort to "estab-

lish a security culture for information sys-

tems and networks in its member countries" 

(OECD, 2005). However, other report, pub-

lished in 2007, compared the development of 

policies to protect critical information infra-

structure in Canada, South Korea, the United 
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Kingdom, and the United States (OECD, 

2007). 

This shift in emphasis and approaches can 

also be seen in another document released by 

the Organization for Economic Cooperation 

and Development (OECD) to guide efforts to 

strengthen a cyber-security culture in 2002. 

One of the highlights of this document is that 

it uses the word "participants" instead of 

"member states". The principles mentioned in 

this document are: 

• Awareness. Participants should be 

aware of the need for security sys-

tems and information networks and 

what they can do to enhance security. 

• Responsibility. All participants are 

responsible for the security of infor-

mation systems and networks. 

• Reaction. All participants must take 

timely and participatory action to 

prevent security incidents and identi-

fy and resolve them in the event of 

such incidents. 

• Ethics. Participants must respect the 

legitimate interests of others. 

• Democracy. The security of infor-

mation systems and networks must 

be consistent with the fundamental 

values of a democratic society. 

• Risk Assessment. Participants 

should assess the risks and dangers. 

• Developing a security plan and im-

plementing it. Participants must 

make security an essential compo-

nent of information systems and net-

works. 

• Security management. Participants 

must take a holistic approach to secu-

rity management. 

• Re-evaluation. Participants should 

review and re-evaluate the security of 

information systems and networks 

and make necessary changes to secu-

rity policies, actions, arrangements, 

and procedures. 

 

The difference between this document and 

the document published in 1992 is signifi-

cant. The document, published in 2002, uses 

the word "participants" instead of "member 

states." This means that the new document 

covers a variety of public and private organi-

zations with different areas of national and 

international activity. 

In the above document, apart from the 

principle of respect for the legitimate inter-

ests of others, there is no direct reference to 

international cooperation and agreement by 

establishing joint institutions. In fact, this 

document focuses more on the role of actors 

or participants than the activities of interna-

tional organizations and agreements or me-

chanisms based on mutual cooperation. The 

principles of this document do not mention 

transnational activities, the importance or 

insignificance of borders, and respect or dis-

respect for borders. In fact, it seems that this 

document embraces or encourages the idea of 

a world without borders, but directly ad-

dresses the question of how governments, 

borders, or international cooperation come 

together in a framework.  

Another report released by the Organiza-

tion for Economic Cooperation and Devel-

opment (OECD) in June 2011 entitled "A 

Report on Principles for Internet Policy Mak-

ing" emphasizes freedom, transparency and 

participation of various actors in the policy 

making process. It also has a section on en-

couraging cooperation to strengthen Internet 

security. The report addresses security meas-

ures in the context of other goals; including 

innovation, economic growth, and social 

progress, and it highlights the importance of 

"market-based security standards": 
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Developing policies to address security 

threats and reduce vulnerabilities is important 

for the continued functioning of the Internet. 

The implementation of internationally ap-

proved market-based standards and guide-

lines on Internet security should be encour-

aged. In addition, research programs on new 

security systems which can adapt themselves 

to the vast complexity of ICT networks and 

information systems, should be encouraged. 

Policies which are made to strengthen the 

Internet security should not be a barrier to the 

conditions that enable the Internet to act as a 

free global arena for innovation, economic 

growth and social progress. Nor should these 

policies be used as an excuse to restrict Inter-

net freedom. These policies should also seek 

to strengthen individual and collective efforts 

to protect themselves and increase trust and 

confidence. Before adopting and implement-

ing these policies, their compatibility with, 

and their potential impact on, the other social 

and economic dimensions of the Internet 

must be carefully assessed through the 

process in which the various actors are in-

volved (OECD, 2011). 

Another report released in July 2016 by 

the Organization for Economic Cooperation 

and Development (OECD) entitled "Council 

Recommendations on Guidelines for the Se-

curity of Information Systems and Networks: 

Towards a Common Security Culture" was 

the result of a five-year review of the 2002 

report. It included the principles of this report 

(OECD, 2012).  

The report assesses the changing situation 

and notes that governments have given great-

er importance and priority to cyber security 

policies in recent years. The report also notes 

that the proposed directive is "voluntary and 

does not intend to interfere with the sove-

reignty of governments", and that the report 

does not propose a single solution to cyber 

security. However, it is now recommended to 

the member countries of the organization 

that: 

• Modify existing policies, measures, 

arrangements and procedures or es-

tablish new policies, measures, ar-

rangements and procedures to reflect 

or take into account the guidelines 

proposed in this report on the securi-

ty of networks and information sys-

tems. To move towards creating a 

common security culture by accept-

ing and strengthening the security 

culture outlined in the guidelines; 

• Consult, cooperate and coordinate at 

national and international levels to 

implement the proposed guidelines; 

• Promote the proposed guidelines in 

the public and private sectors, includ-

ing government agencies, the busi-

ness sector, other organizations and 

private users, to create a common se-

curity culture and hold all individuals 

and entities involved accountable and 

take the necessary steps to implement 

the suggested instructions in a way 

that suits their roles; 

• Appropriately make the proposed 

guidelines available to non-member 

countries. 

The report emphasizes the desirability of 

collective action and cooperation in security 

policies. However, the proposed cyber securi-

ty guidelines also highlight the benefits of 

free trade and also emphasize that security 

measures should not impede the free flow of 

information, trade and capital. Instead of in-

viting member states to conclude a formal 

agreement as the main solution, the 2012 re-

port provides guidance and urges member 

states and other participating parties to act ac-

cordingly. The report goes a little further than 

previous reports and calls on member states to 
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work together. This is because of the concerns 

raised about cyber security and the possibility 

that unilateral actions by governments could 

harm the free flow of information. 

Since the Organization for Economic Co-

operation and Development (OECD) com-

prises a small number of countries in the 

world, these countries have common ap-

proaches to economic growth and gover-

nance, resulting in the development of a set 

of guidelines on cyber security and coopera-

tion and exchange of ideas on this issue. Un-

der these circumstances, it seems that this 

organization can be better than other interna-

tional organizations in institutionalizing the 

cooperation of member countries in this re-

gard. At the same time, the guidelines devel-

oped by the Organization provide more 

norms for harmonizing the national policies 

of the Organization's member countries than 

inviting them to conclude a formal agree-

ment. Although the Organization for Eco-

nomic Cooperation and Development 

(OECD) consists of a small group of coun-

tries, the general principles and standards that 

this organization has provided regarding cy-

ber security can be applied to other interna-

tional forums as well. In fact, the principle of 

creating a common security culture has also 

been considered in UN resolutions (2003). 

The Organization for Economic Coopera-

tion and Development (OECD) has also con-

cluded a number of formal agreements or 

memoranda in this area, the most prominent 

of which are the Transnational Data Flow 

Agreements, adopted in 1980 and 1985, with 

the aim of keeping borders open for the free 

flow of digital data. However, given the need 

for more comprehensive agreements on net-

work security by the Organization, as well as 

the fact that many of the Organization's 

member states, are also the members in the 

Council of Europe, NATO and the Security 

and Cooperation Council, the lack of such 

agreements is interesting. 

 

Conclusion 

This study examined the efforts made by the 

International Organization for Economic Co-

operation and Development (OECD) to 

strengthen international cooperation on net-

work security. Although these efforts have 

received little attention in recent years due to 

unilateral actions by governments to defend 

ICT-related resources and strengthen their 

defense capabilities, the challenges ahead as 

well as the importance of strengthening col-

laboration and multilateral Internet manage-

ment remains strong. 

The multilateral efforts of the Organiza-

tion for Economic Cooperation and Devel-

opment (OECD) contrast with the efforts of 

large governments to ensure network security 

through national and technical approaches. 

However, while it has helped strengthen in-

ternational cooperation on network security, 

it has refrained from directly addressing the 

issue of cyber militarization, perhaps because 

powerful governments are reluctant to see 

unilateral measures to their interest to stop, 

and at the same time weaker governments 

with less capability have shown little inclina-

tion to help stop their self-assistant systems. 

Or if they have shown this inclination, they 

did not have the ability to stop this system. 

Collective security and arms control have 

been implemented in some other areas, 

whether in small groups, multilateral agree-

ments or in the form of the United Nations, 

yet in the area of cyber security it isn’t still as 
successful as it should be. It has not been 

successful. Given the broad focus of govern-

ments on unilateral strategies and tools for 

ensuring cyber security, there appear to be 

major challenges to approaches based on in-

ternational cooperation and the creation of 
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stronger international institutions to protect 

the freedom and security of information flow 

in cyberspace. 

The Organization for Economic Coopera-

tion and Development (OECD) has a long 

history of developing collaborative ap-

proaches to network management, indicating 

the general desirability of these mechanisms. 

One of the basic principles of this system has 

been to strengthen the benefits of using elec-

tronic networks, as well as to strengthen and 

protect the freedom of communication and 

use of these networks. The organization en-

courages efforts to combat cybercrime and 

illegal use of networks, but has not yet en-

tered into cyber-wars between governments. 

In many ways, the organization's actions 

run counter to arguments that criticize the 

desirability of adopting international coop-

eration approaches to cyber security. While 

governments themselves may disagree, there 

is no doubt that within the framework of the 

Organization for Economic Cooperation and 

Development (OECD), maximizing the bene-

fits of increased trade, investment, technical 

change and similar policies in member coun-

tries can lead them to cooperate on providing 

network security. The Organization for Eco-

nomic Cooperation and Development 

(OECD) also includes non-governmental ad-

visory groups. The guideline issued by the 

Organization for Economic Cooperation and 

Development (OECD) on creating a common 

security culture uses the term "participant" 

instead of "member states", indicating the 

importance of the private sector actors in de-

veloping approaches based on cooperation on 

network security as well as efforts to minim-

ize the separation between the public and 

private sectors. The goal of international co-

operation based measures in the Organization 

for Economic Cooperation and Development 

(OECD) has been to minimize the costs of 

security efforts and to strengthen economic 

development, although the emphasis has 

shifted over time. 

Regarding the feasibility of applying col-

laborative based approaches in the field of 

ensuring cyber security, the organization em-

phasizes the interdependence of all countries 

in interconnected electronic networks and 

that these networks are part of the vital inter-

nal infrastructure of all countries. The Organ-

ization for Economic Cooperation and De-

velopment (OECD) consists of powerful 

governments that have a market economy 

and are part of the developed world. The or-

ganization has mechanisms for negotiation, 

although member states may disagree with 

some of the organization's policies. In fact, 

the approach of the Organization for Eco-

nomic Cooperation and Development 

(OECD) is to work in several sectors to iden-

tify different modes of cyber security and 

resolve these challenges optimally. 

The actions of the Organization for Eco-

nomic Cooperation and Development 

(OECD) in some sectors, but not in all, con-

tradict the claim that it is impractical to use 

collaborative based approaches to cyber secu-

rity. However, the member countries of this 

organization have common norms that are 

reflected in their history and goals. The or-

ganization has extensive research and infor-

mation sharing programs that can be used to 

address the challenges posed by poor infor-

mation security in network security. Howev-

er, the ongoing emphasis on the broad role of 

governments in managing the Internet has 

limited the ability to generate and share in-

formation to resolve issues related to user 

authentication, identifying perpetrators of 

cyber-attacks, and dual use of network tech-

nologies. On the other hand, while technical 

changes have complicated any attempt to de-

velop collaborative and interactive based ap-

36 



International Journal of Political Science, Vol 10, No 3, Autumn 2020 

 

proaches, the organization is taking technical 

changes into account and is taking steps to 

manage them. The members of this organiza-

tion have different interests. Although all 

members in some way commit themselves to 

complying with international agreements that 

require governments to adopt certain policies 

and procedures in different sectors, given the 

nature and scope of the OECD's activities, it 

is unlikely that these activities will deter gov-

ernments from using one-sided approaches 

and using any tools they deem more appro-

priate. 

In general, the activities of this organiza-

tion seem to show that adopting more de-

tailed approaches, instead of global ap-

proaches, regarding international cooperation 

are effective to strengthen network security. 

One form of these minor approaches is the 

conclusion of regional agreements, such as 

the Organization for Economic Cooperation 

and Developments’, among a group of gov-

ernments that can help 

develop common norms and practices. The 

interaction of middle-level policymakers in 

these countries with each other in the long 

run can lead to the formation of a common 

understanding on various issues and topics 

among them. 

In general, the goals and aspirations set 

for collaborative based approaches to net-

work security have been too ambitious and 

out of reach that they are unlikely to be 

achieved in the international arena. These 

ambitious proposals and aspirations have of-

ten manifested themselves in the form of far-

reaching treaties and agreements. It seems 

that by concluding regional agreements and 

agreements that deal only with certain sec-

tors, this problem can be solved and the exist-

ing views on the challenges and resolving 

these challenges in this sector can be given 

direction again. Another issue in this regard 

is the historical and incomplete nature of in-

stitutionalization in this area. In many cases, 

the set of decisions and agreements is more 

limited, which over time helps to build un-

derstanding, action and common institutions. 

Even when an institutional framework is rela-

tively stable and well developed, full cooper-

ation and participation of governments within 

that institutional framework (such as trade 

and investment or dispute resolution) will not 

always occur. A historical and more accurate 

understanding of these processes, as we have 

seen in some of the analyses mentioned in 

this study, can help identify the next impor-

tant steps. 
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